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Abst ract

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR nhj ect Signing and Encryption (COSE) serializations for

St at el ess Hash-Based Digital Signature Standard (SLH DSA), a Post-
Quantum Crypt ography (PQC) digital signature schene defined in US

NI ST FI PS 205.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://cose-
wg. gi thub.io/draft-ietf-cose-sphincs-plus/draft-ietf-cose-sphincs-
plus.htm. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-sphincs-plus/.

Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (nmailto:cose@etf.orqg),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wy/draft-ietf-cose-sphincs-plus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roducti on

Thi s docunent specifies JSON Object Signing and Encryption (JOSE)

[ RFC7515] and CBOR nj ect Signing and Encryption (COSE) [ RFC9052]
serializations for the Statel ess Hash-Based Digital Signature
Standard (SLH DSA), which was derived fromVersion 3.1 of SPH NCS+, a
Post - Quant um Crypt ography (PQC) based digital signature schene
standardi zed in [ Fl PS-205].

Thi s docunent builds on the AlgorithmKey Pair (AKP) type, as defined
in[l-Dietf-cose-dilithiuni. The AKP type enables flexible
representation of keys used across different post-quantum

crypt ographi c al gorithns, including SLH DSA.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

3. The SLH DSA Al gorithm Famly

The SLH DSA Signature Schenme is parameterized to support different
security |evels.

Thi s docunent introduces the registration of the follow ng al gorithns
in [1ANA jose]:
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JSON Wb Signature |
Al gorithmfor SLH |
DSA- SHA2- 128s |

| SLH DSA- SHAKE- 128s | SLH DSA- SHAKE-128s | JSON Wb Signature |

| | | Algorithmfor SLH |

| | | DSA- SHAKE- 128s |
Table 1: JOSE Al gorithns for SLH DSA

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA cose]:

| Nane | alg | Description |
| SLH- DSA- SHA2-128s | TBDl (-51) | CBOR Object Signing Al gorithm|
| | | for SLH DSA- SHA2- 128s |
S TR O +
| SLH DSA- SHAKE- 128s | TBD2 (-52) | CBOR Ohject Signing Algorithm |
| | | for SLH DSA- SHAKE- 128s |
Fom e e e e oo o Fomm e oo - o e e e e e e e meme oo +

Table 2: COSE Al gorithns for SLH DSA

[ FI PS-205] defines twelve paraneter sets in total, across three NI ST
security categories (1, 3, 5), tw hash function famlies (SHA2 and
SHAKE), and two size/speed tradeoffs (small s and fast f). This

docunent registers only the two NI ST Category 1, "small" paraneter
sets - one for each hash function famly. Limting the initial
registration to a small, symetric set is intended to naxim ze

interoperability anong early inplenmentations and to keep the JOSE and
COSE registries focused.

Future documents may regi ster additional SLH DSA parameter sets —
i ncludi ng higher security categories or the "fast" variants — as
depl oynent experience identifies the need.

4. SLH DSA Keys

Private and public keys are produced to enable the sign and verify
operations for each of the SLH DSA al gorithns.
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The SLH DSA Al gorithm Fanily uses the Al gorithm Key Pair (AKP) key
type, as defined in [I-D.ietf-cose-dilithiun]. This ensures
compatibility across different cryptographic algorithnms that use AKP
for key representation.

The specific algorithms for SLH DSA, nanely SLH DSA- SHA2-128s and
SLH- DSA- SHAKE- 128s, are defined in this document and are used in the
al g value of an AKP key representation to specify the correspondi ng
al gorithm

Thunbprints for SLH DSA keys are conputed according to the process
described in [I-D.ietf-cose-dilithiuni.

5. Signing and Verification

Si gnatures are produced and verified using the procedures defined in
[ FI PS-205]. The SLH DSA signing function takes a context string ctx
as input. For the algorithns registered in this docunent, the ctx
paraneter MJST be the enpty string. |Inplenentations that produce or
accept a non-enpty ctx value will not interoperate.

Si gnatures are encoded as the byte strings produced by the signature
generation algorithns in [FIPS-205]. Wen produci ng JSON Wb
Signatures, the signature byte strings are base64url encoded. Wen
produci ng COSE signatures, no encoding is needed; see Section 4 of

[ RFC9052] for nore details on how COSE signatures are created

6. Security Considerations

The security considerations of [RFC7515], [RFC7517] and [ RFC9053]
apply to this specification as well.

A detailed security analysis of SLH DSA is beyond the scope of this
specification; see [FIPS-205] for additional details.

The foll owi ng considerations apply to all parameter sets described in
this specification.

6.1. Pre-Hash and Hashi ng Consi derations

[ FI PS-205] defines two variants of the signature scheme: SLH DSA,

whi ch takes the nessage directly as input, and HashSLH DSA, which
appl i es an external pre-hash to the nmessage before invocation. This
docunent specifies only SLH DSA for use with JOSE and COSE. HashSLH
DSA is out of scope.
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A key identified by an SLH DSA algorithmidentifier defined in this
docunent MUST NOT be used to generate or verify a HashSLH DSA
signature, and vice versa. The sanme constraint is described for

X. 509 deploynents in [ RFC9909].

Thi s docunent does not define or register separate HashSLH DSA
algorithmidentifiers for JOSE or COSE. Doing so would require
distinct algorithmregistrations and would introduce additiona
i npl ementation and interoperability conplexity.

For many JOSE and COSE use cases, this restriction is acceptable
because the application can already structure the signed content in a
way that linmts the anount of data processed directly by the
signature algorithm In particular, applications that need to sign

| ar ge payl oads, detached content, or remptely held content may use
the COSE Hash Envel ope nmechanism|[I-D.ietf-cose-hash-envel ope].

Hash Envel ope can provi de operational properties sinmilar to those
sought from a pre-hash signature node, such as reduced data transfer
to a signer, reduced buffering requirements, and sinplified renote-
si gni ng workflows. However, Hash Envel ope is not cryptographically
equi val ent to HashSLH DSA. HashSLH DSA binds the identity of the
pre-hash function into the signature through a donmai n separator

i nside the signing algorithm Hash Envel ope carries the digest and
the digest algorithmat the COSE | ayer, outside the signature’s
domai n separat or.

Applications that use Hash Envel ope together with SLH DSA need to
ensure that the digest is reconputed over the original content and
conmpared with the signed digest before treating the signature as
valid for that content. Profiles that rely on this construction
SHOULD specify the permitted hash algorithms and the verification
procedure explicitly.

I f future depl oyment experience shows clear demand for algorithm
| evel pre-hash semantics in JOSE or COSE, separate registrations for
HashSLH DSA coul d be defined in a future specification.
6.2. Validating Public Keys
Al'l algorithnms that operate on public keys require validation before

use. For sign, verify and proof schenes, the use of KeyValidate is
REQUI RED.
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6. 3. Side-Channel Attacks
I mpl enent ati ons of the signing al gorithm SHOULD protect the secret
key from side-channel attacks. Any inplenentation of SLH DSA signing
al gorithms SHOULD enpl oy at | east the foll owi ng best practices:
* Constant-tine operation
* Consistent instruction sequence and nmenory access
* Uni form sanpling wthout information | eakage

6.4. Determnistic and Randoni zed Si gning
[ FI PS-205] permits both determ nistic and random zed (hedged)
signing. The choice of node is inplenentation-defined; signatures
produced under either node are verifiable with the sane public key,
and verifiers cannot and need not distinguish them
Determ nistic signing is sinmpler and renoves a runti ne dependency on
a random nunber generator at signing tinme. Random zed signing offers
i mproved resistance to fault and side-channel attacks that target the
signing operation, at the cost of requiring a high-quality random
source on every invocation.
I mpl enent ati ons that select random zed signing MUST source the per-
si gnature randommess froma trusted and cryptographically secure
source as described in Section 9.2 of [FIPS-205].

6.5. Randommess consi derations

Al'l nonces MJUST originate froma trusted and cryptographically secure
source of randommess

7. |1 ANA Consi derations
7.1. New COSE Al gorithns

IANA is requested to add the following entries to the COSE Al gorithns
Regi stry.

The following registration tenplates are provided in accordance with
the procedures described in [ RFCO053] and [ RFC9054].

7.1.1. SLH DSA- SHA2-128s

*  Nane: SLH DSA- SHA2- 128s
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7.1.2.

7.2.

Val ue: TBD1 (requested assignnent -51)
Description: CBOR (bject Signing Algorithmfor SLH DSA- SHA2- 128s
Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC XXXX
Recomrended: Yes
SLH- DSA- SHAKE- 128s
Name: SLH- DSA- SHAKE- 128s
Val ue: TBD2 (requested assi gnnent -52)
Description: CBOR (bject Signing Algorithmfor SLH DSA- SHAKE- 128s
Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC XXXX
Recommended: Yes

New JOSE Al gorithns

IANA is requested to add the following entries to the JSON Wb
Si gnature and Encryption Al gorithns Registry.

The foll owi ng conpleted registration tenplates are provided as
described in [ RFC7518].

7.2.1.

*

SLH- DSA- SHA2- 128s
Al gorithm Name: SLH- DSA- SHA2- 128s
Al gorithm Description: SLH DSA- SHA2-128s as described in FIPS 205.
Al gorithm Usage Location(s): alg
JOSE | npl ement ati on Requi rements: Optional

Change Controller: |ETF
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* Specification Docunent(s): RFC XXXX

* Algorithm Anal ysis Docunents(s): [FIPS-205]
7.2.2. SLH DSA- SHAKE- 128s

* Al gorithm Name: SLH DSA- SHAKE- 128s

* Al gorithm Description: SLH DSA- SHAKE- 128s as described in FIPS
205.

* Algorithm Usage Location(s): alg
* JOSE Inpl enentation Requirements: Optional
* Change Controller: |ETF
* Specification Docunment(s): RFC XXXX
* Al gorithm Anal ysis Docunents(s): [FIPS-205]
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Appendi x A.  Exanpl es
These exanpl es were generated using C oudflare CIRCL and cross-
val i dated against the Trail of Bits go-sl h-dsa inplenentation.
Source code is available in the exanples/ directory.

A l. JCSE

A 1.1. SLH DSA- SHA2- 128s

{

"al g": " SLH DSA- SHA2- 128s",

"kid": "slh-dsa-sha2-128s-kid",

"kty": "AKP",

"priv": "Pld2Mdr eQEEt 09DkH_hnmBUPHS5nb12TZkf dp6r s20Xj nDHSYnLIWIKQZRp21 6JnaXPj | AQXhaDt

| SspnzERlag",

"pub": "gxO0Omli yVpykGUadi O ZkA z45QEF4W)7ZUr KZ8x EdW"

}
Figure 1: Exanpl e SLH DSA- SHA2-128s Private JSON Wb Key

{

"al g": " SLH DSA- SHA2- 128s",

"kid": "slh-dsa-sha2-128s-kid",

"kty": "AKP",

"pub": "gxO0mli yVpykGUadi O ZkQ z45QEF4W7ZUr KZ8x EdWW"
}

Figure 2: Exanpl e SLH DSA- SHA2- 128s Public JSON Wb Key

A 1.2, SLH DSA- SHAKE- 128s

{

"al g": " SLH DSA- SHAKE- 128s",

"kid": "slh-dsa-shake-128s-kid",

"kty": "AKP",

"priv": "Kz9ljgHX1ryVS2nE7Z_Kt f | agnkK50Cep1Cr BYQcgK75Dz Fnbl 90gaLaMaevKzl 1W Dr 3nOnJB9f F

g94r g3Lckug",

"pub": "8xZ2yPTqgm 2j Gnrys5dVi Q695j pl Af XxYPeK6t y3JLo"

}
Fi gure 3: Exanpl e SLH DSA- SHAKE- 128s Private JSON Wb Key

{

"al g": " SLH DSA- SHAKE- 128s",

"kid": "slh-dsa-shake-128s-kid",

"kty": "AKP",

"pub": "8xZ2yPTqgm 2j Gnrys5dVi 695j pl Af XxYPeK6t y3JLo"
}
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Fi gure 4: Exanpl e SLH DSA- SHAKE- 128s Public JSON Wb Key
A 2. CCSE

A . 2.1. SLH DSA- SHA2-128s

{
/ kty AKP [ 1 7,
/ alg SLH DSA- SHA2-128s / 3: -51
/ kid / 2. h’736c682d6473612d736861322d313238732d6b6964" ,
/ public key [ -1
h' 831d26262c95a7290651a7623a26641a5cf 8e50105e1683b654aca67cc44756a’ ,
[ private key /[ -2

h' 3f 5776338ade40412dd3d0e41f f 8660543c7e666f 5d936647dda7aaecda85e39
831d26262c95a7290651a7623a26641a5cf 8e50105e1683b654acab7cc44756a’ ,

}
Fi gure 5. Exanpl e SLH DSA- SHA2- 128s CCOSE Key

18([

<<{
/ alg SLH DSA- SHA2-128s / 1: -51
}>>,
/ unprotected / {},
/ payload / h’66616b65’
/ signature /

h’ 88a36aae95778da5bce3a58808d3f e54b2be969d221d1df f 264711598f 4b5b32
ee27ff1397233805989¢c5934e5766704a1129390ceb3d937be78463d39cf 60e2
4b3c74dadabc7f 748da72343844c6adef b5f 829d4025e7be2be63af deade06a6
447f 3eb884e8df 9ca0al0625f 7216b12eb75831259183d0f e9b9d6f dad4754f 6a
4639646a7bb535338bcbha2f f d57812398090f 0b6ba9f 59f c10478e67e4f cbe06
5e04c6b371d8alef 3a75d9871c004d8913929d91d53d6e22ee65401daf d057al
6cb6adc1de25334940e40624d28bbadad502a531a039d108¢195018759cf abdb4
c97bf d6a40bd0902b3861689f 79f ed9d551330a76addef 62077c2a5cbf c59db2
dObef 40b313d131f 475d6663ed8951483e63249e990ec4c15f 99543aebOaf 83d
3491bb7f 6¢c2eed57bedcd87f 069303a6e18a188c37c8calb1292f b7ale43479e
9926457f 8acd48818a2cac09dbd1b547467495374f 82a5f d9bel123f 8b01489cd
edc3b12757¢c5678944f cb3817c5c7ebe41a6834cec35723dd7d755d1bf 127037
23d5d97101e3d9571dee5f 45f 55771428058d7e9ba8d49d90e0707d8840d6bde
94069bab7226ce6d3209e7a84bc61a85bc6236148d8421d7ace6f ceab99elcad
f 0c8900b2db4a2f bad74e2dbb895d870a6d301e68cf 9f b3e87d3af dO6e8badel
535e41511e5bda2e2d1d1b2167f 90b6d64a0961b23e65¢90323419708261dc 3f
5d85b847f 8f cd080e6f bf 0a3ef 1f aa496cd704399f 8cdd14f 9¢8c9b2e39dbb84
3d6a21f df ef 3c2f 6f f 955dal5alb4d8d8b317caa957965865b6ca64ch9055f ce
9541796f b02f 9¢31680e230dc5b2497a595b91e9721c26f 4427495a162bchb4b3
18a55303a05a7089a72debb5b034a67d5338e80ae4b4d903b26c98f 906e9611c
6e87e666a15854d1248f 2ccc6a736¢c42c3f 9212f 300b587dalf 8563938838b5f
63d00c19d89e951f e7¢c10647e652dc9e91408f 66e03bdf 087¢c893494085¢c7dd9
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f 63cef db4b69ca99bdf 1a647df f 354e0e0f b96eaa38922e6f e1001a9a3be2513
90f 2506de734a84ccc3e74f d9f e2c9de72ab01462112a390607662c158022642
76b1140473cb3766e36d86568e2al15cd0977d7df 2711eee96bdb32e4f e66d9a7
7ccc21ddd36c4a5b4b436b77ea783ca982a17b03b9d55e144e699d83b7f 9218e
68d609a93f bec8695770d1lec27dbaa6el162d635c419f f Of d310f 46b8c8albba?2
4dcf 10e23aee5519a40f 123d19f 42807f df 97a7084c7b7da84882c267dalalde
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e5d88a942b53eba36970ef f 96¢cf a994cc4400f bd9ef 5430a3634f df 3d66273b9
b0e79241a56elf 1262b45a8el1c1a7d76309ce7c3f 24567787e8e2af a5183e5e9
f @35098037d202bce71f 157503821824f daceebc6505dc67aa34df 18cab427b1l
d2b2b280bf dc4f f 41c1b409a3d1df bf 5cb2aballab0517c0cc38d81ad5c9f 14f
5b7913a0d68e340da007d7d266791547ec65875e8796bdf 77dd2c7d7b3f f 61a3
70ded262934f 3c099f 0755f 026ef 544bc03c6f 65c6770dc0291427cef 9b3aca9
d3976a27c6cc333d3a7af 98a461ad7103eba972¢cc815269f cddf b55¢c201654f 5
d911e288a7e70f 08e45831590d5020978637691630397c0f f 900c9a2bc5af 210
a88017970677bba746258e518f 4b07045e3f 7ef 45f a6e8d795ac6a554f 4b13c9
49e9e68b6d7ac8d89104cddf 41e09e85150bf 491a9028a57b557d7abd75d8f 18
34c04b160660a3ba7853c48d143a88db060b819ee916f a04405e89d70a4757f d
9db44e44cf 9ec4677b3082d8c078b00af Of 758b499e5f 30671693ac3694ed073
84bed05acf a72e4582792523f 02b0328798396d6¢cc6261f 1af 3842a864b4de03
lalba8e34f b39501b98ef 1a93bc83812aldd5537ae0daca82641333e8858edc?
d2f 512b346485bf 453d7b06740e60dc714e550824f b48a639688bddc8cec3413
ff51d930d597593eee077aa5944c57e29c4462436391e27931224534c¢8d0f 9f ¢
140a49f e8f 8287ada058c25e90f 22f 6¢56566d2885a7cb4865f 5f e278bb6acsc
7956f 6f 52b0d3162ba7252165a03b3e4be7411261da512b8f 7e8d62854ccchc7
825575deda52f bcle7df 55¢32e1e0a83b8c283c146cd39352af 17290b92e8ae3
64290c19a6a02e0c79f 09f e8ble64lacalef ab62cf 843e1c8522b0e6451b9a4cf
c45be3e6138d00ebab66f 3f f 8a822a633ee2b6df cc9452f c240el17f beOf e7855
156df 3501068032b59326203e94cabeb754f ce6b9248c809755853b9831381b7
25d5ec76da35bec90b884297a4c7b11e237b333d075b821b64e837f 31522851
2aebd22eded5a3ee4b6aeld1753e78cf 89dc9640880dd3f 7f 08d75be2a3705eb
118ae36d099639ce456508adad6c5bc7b725f 9a7e651e3a5e7ada03731e38b5c
fc3d16d7f 0c10f 5ee6f f 130ef 2af abb3da3317d10ebe8d7c0d9cf e1928f 865c3
7883a014f 086d574cf c160b8c8067244

1)
Fi gure 6: Exanpl e SLH DSA- SHA2- 128s COSE Si gnl

A 2.2. SLH DSA- SHAKE- 128s

{
/ kty AKP [ 1. 7,
/ al g SLH DSA- SHAKE-128s / 3: -52,
/ kid / 2: h'736c682d6473612d7368616b652d313238732d6b6964" ,
[ public key / -1
h' f 31676c8f 4ea9a2da3la7af 2b39755890ebde63a6501f 5f 160f 78aeadcb724ba’ ,
[ private key /[ -2:

h' 2b3f 658e01d7d6bc954b69c4ed9f cab5f 21a8262b939ea750ab05841c80aef 90
f 31676c8f 4ea%9a2da3la7af 2b39755890ebde63a6501f 5f 160f 78aeadcb724ba’

}
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Fi gure 7: Exanpl e SLH DSA- SHAKE- 128s COSE Key

18([

<<{
/ al g SLH DSA- SHAKE-128s / 1: -52,
}>>,
/[ unprotected / {},
/ payload / h’66616b65’
/ signature /

h’ 739b331f cf 62683408d06d279d0726b9cd7echb471768954695b5ec90d16888f 9
f 49aeb20cf 27c4c3af 7e18307af 67904043a786b17511aa9f e1b88edf 45ele6f
1d3985c2812a27f 3a27047af 1237bbd084c47740d7961cc3d7ch8c62402e5b70
c22ee5bdaeabe25e100d8819dceOb84ccf 20¢c97f deb81c5d0f eeaedb5b5cac4e
ab5aalof 06707b524f 4abd3c137f 1aa136d80e30e53b8c92c1c1c32b76042el1df
eb163f 3f db9b0el19f a867793e1c2c09f 41084015e2a269a63e649c8e3f ae30a8
3352215d517421d25d8604841ed130055f 7¢931c375bad32c01e40ad980df bf O
1cf 99f del9ba3b155266ae33baf cc4e5d33a7d2f f 585f d016d5¢c0e610e77e940
97adb10e897d6257f aca3e72e329f a73a93627b8f 118926a502b4628879732b5
195880ee2b9df b6ac2f c724238f a108a871c6a02ac18b2d976ee621c3b38ce82
46c9826e596¢c5e14d2f 716721aec7648cch0953699b77baaf baee343ddd06471
aa28d6f 48c7c5f 0b772877c832cab4f 970elea832aa449db07a63d065867¢c02¢c
3f9783e96732337f 9d93f cf f 16202cbdd41a326aa65f ec2e9ea239b276f f e08f
49f 828b190945ae577f f 71dbb46384el1f 56bd9ed44dda52e9df 5b9f 236b42cf 17
96543639b6795588c19097d211582020f ecb1e50¢cb22190911378a15d0784418
4ad3balc02011202c636d1e4d7062f 854c6003elaebe79571615e95¢50dd49ca
bleac35884272244d463c7d0a2c97f 2c611ed14525a09cd10a3f e1338ec207b1l
355776b655b68€474a70d8453b73410c6a296305093ab476f 59¢7258763f 8f 1d
6c8dableeb56910398535e97a4ab34d8002337abb967454b52320eca2c7478f ¢
0a962a09c1531f 26055da531a1¢c81283d6788f 9f 4095ad372¢c94d5¢c21b2753b9
9d57baac19b9be3ealc2eb53076386d9b52af 8f de83edeaa3b61d832edaf ccf 8
c94d36f 756f 358ae5elaf db548c27f 479a399b23d3796c76a3298abd98894675
6ed0663e18d693bd5876294b5ba41d6425cf 1589306cc9c4d8d0807701911cdf
0cchb1294477856e9e0d53ca486ef 6df 198c6a544011f 819253a822bf 8ca4ed38
812135dedf abe9eebaec72bd3db015b6448e719¢c69d8491a63e85f 3a925c7c2a
b0e53cf 90d6d60bbf 8d3e1d881024f 9b53a2de46f ef d8ef ad201b437b07176a5
df f 36af 82b928ced03932a74cda4d166f 63a9182de858cd5a399711947de2990
2f de843b0e5624980be500df b2f cf 1lea4c56550ced4e53dl1aef 035f 18e2e2f 3af
1e9311baac001d66314abbf Of f 9761a56f 6eecd1c61539861198541432056f 47
5a8bc52clebf 04f da92365f 6d1c0449d28491f c397d4bc64dc3093280ea51844
9657ea82d472a220589d11ef 12733720bd18245bc92c8e5e0cb23d4c5chcbf d3
cc469962094ecf cacf 818b3df 113f f 6b039b5b260e354f 729902700b9f ded4da3
cdc47e5f 8dae03c5ded6774b818075a4b407ebd02195088f c34f 486346bf c163
b2f c0aa7ebce86ce9c8f cdlbbdbe3bba26557632627701c9946f 1278a7834a86
325dbec8e67cd09aef ecd487b2abf 12b51bf cbf 6dc93a9ef e120f e985039ec6d
f 17c8bf 6f c491116¢c2bal0dle2d6d43394ad521e174319cf 3612¢6238ec51d97
439cd929a9e62dala04e092cc7072aae9f 357cead46d2907e4dcelaf f 9ce290f 29
7984ac331309f b648b699bb684af 83ad6848ee9345399¢c12bac2900660b56da7
7ec58ee4078762c04deldf 9a32652ec2918933f 3e749762221f 5181b7f 986154
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7177d0466f b6465a3¢c2b3b3f 915d1525383ced45ect 656f 1ae4e1618bb43b6f 8
cd194eec2f b835bb1db426chb358d1leb566abe87eaecl2elc51b2c6a5f 782da63
baed4ab2df a33e2d6e9607cc46e07ad7f 1914cf f 4cf 8bbf 9e4b53a53¢333b461d
f b83732af 3bc7df cf Bacdbcaf Oed65cf ddbad730f 0a99e989041ca4a46791c74
0f 7a129f 24a085300a36162c716bf 2bbe43f 072e9813dc09¢1d31006e5994dal
ca96f c8ed90eeaebdb41257625f aac4laeblab8e9ceb0404c88df 5ecdd9d7dac
686b2240e34c97461e0f 1b6b7e98cee022279ee038958bf 261f f 5ea86ce091el
966c8a877aadda02e47083593c95f 0533e157¢c558725aa6830094f bch68e0073
39bd144e271553eeb4d456f 9d7b0c301ald5f 8f ed8b0bd4b8212a4aallcde2ct
57ea7cbd5cd367398077ec46c2d900a37124584f f 248a27695d236638e007965
b87d94150c078f 168badc990ecf ae215556677df dbbc8b6e6407e82580e98ae6
3ba797f 176495b45¢c41d13148ccf 9db003809b193129ca356f c7abdf blac9bf e
686938cf 46e20331bbae0490b48546b2e7dc7e4c618f 333581f 6688ec53927de
63f b84d01c3cf bc06e599a67e1501b11a4109668edd28479a02b27d4d77b6d4b
b35¢c902c7beb67d69bdf 7c06f b8a51c6f 63f 719b837067d61961d2ab32347c8f
97dc469d89cf 5e16f 63c12dbeb86e573e922e6a3bed40ecf 292019df 2b8d1debe
593533e86b60ee746df e23090f 4daf 4bd63d3d0553f 07¢537b36b1912bd43131
38ef 1d027cf 51785b910cc56d86e76791a710e07d0c1f f 771blaf 007eb24cOf d
bf 28137f 398cef e2c457844d3d607718324f 964593b172978d17b4cf 2a544b47
1f cf a085f 48d18e5a3abaleb7b9e2e1a0364875e768a580ec421950c8129642d
9676c661e4b28cd52272daf d125¢c259bc8ce26492094878f 63239d2a01202c45
bb1f 63e00e9b10509009b662ab434f 7de3a567e760b9d83b4f f 9091d00f 1290b
47c7a4802971e6af 37d1e0f e39bchf a8f 0285633c134a1242f f 2d984f cf e37e0
29c8c3c6458f a2cabd9aal5df 5d9f a6e9ca63678918ed96268236f 8c3dbe3f 58
13978a478ed5ac3a7b3celbb5a726cd478ba040f 42542903c0e149166e5c747e
9959107f 0615528345aa07f 1af c186bd9d1f 3ef 2ef 2f 322936501ef 8064da68a
b0f c13¢c72b2a110830db0e5257bb5cdf f 0706e8e80f 1cd9d1438f 4662149387f
c6430bdef a01e4dcc0730471ca6391d5300f c1al141492456bdd790c3a7ebal9b
06a0f a937daf 76ae7f 2e8db7e82c82f 891d549e62222d4adcef 5428f a488e52a
3be7b8776e6706caf 07e859f cec933f ac12648cc63f 7c0e47d971f 09adal0004
0a4599f 05b4af e609868113805f b30007273f c3649a737846f 357d77e22c2f 2d
9d9a66426d23933e28bb707b74233a35abb6f b82484b629d1280af ce8a674b9of
96¢5f 186¢c9c63¢c95d0b53398e4ebd974cc18bb36b46ccc8098ab7e2979d9f 7bf
3eb44416bec84b9f 53a91f 349562bcdbf 01a3a65063f 199066¢c509d013ecd2db
aba623c2791932954d9ec2ea2alcef 7ecl7ab5e4e354e77ba9b6ed6bb10346ch6
136¢367f d8f 6628b27854f 736ab1001b27a3cf 5f 90d7f b8d8e52f e23481f e3be
c7ab75al1a3db4848e0f 5b75cc1cd98815f abf a153ec042d1f 421a71886ec6f 62
c327adala525e487594f 09d26f cb0f 9348f 3785ea0931e3e85ef d884caf d4e72
cb1393630e81dcf b9c85adbc3193969b7be3839671dce37e3dd3b62c32f 2be70
6b4lecf 18508eaec6b9bb984a201446f b8e6e915c435d4c3297dec273f 0782ac
8daf f 6978f b3119f 8ef 59a83b118f d918829e7e848af 5a80f 6a7ad20b7c7eedc
a1d2858026f accef e7038eb091ecd6b103f 37b7c4d3074a7e2f 0a635eccd2499
5f dab45d7104ab459191051e114501ddde2b2b3e3b7aaf 803817ala25dbf 4bd9
cbha34e6580a322b6d6c53487895e8f ef 084d7cblcf edf 2192116110352d81bd3
babe2bc2083c5ef 0d6dal0f f 5e5b64f d3f 5373489ec3844177e99265132f cc69
1cf f 9f 71d58060c5746dc80c29901beaeaf f 1abf f 6¢97df 94d12c08951d201cc
32c8b13a3e7d976b9cddabc44542713abbcled4el0b4f 477c617d44ad411bf c22
c7a5c0839d6dda428251943c812e8e46378cladf d705b7d089cccf e0307f 5el15
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65148be40535f c59d7e8685ef 74db127c047d46be7e6450bc31810b74cf 98782
f 4e577f 1f 8c8cef 1825261bf f 85837f 2ead668313d92c90f 7ef 2f be2f e334600
2938ead3692c8b017534139f e5d13d296bc9ef 00c13321d7ec8f 447b9099e78¢c
34e0ae8d6¢c0cf f 45657ad30elf 188084f 60eac2f 630f a468d4c9a7cal0502220
0e3e4062bda0389d0f 046¢c47a20b05863a6da524dcc3cd6c6e2d0d4222256a9d
175d5¢cbh252d978350138312a581d0ab2e9bb2b3d0318561c7cf cf e0633b90f 1f
f 59414f 278b431a8e81831a0ccd49af 613d62c85d8136af 90552bb49786ef €49
6cc04b2261e43057blaca4f 7e23ela7f 03304b956e59f db2b88cf e2d91f 35daf
5b9695d1f 64c9ed51f Of c6a72c7c14383682b62709805af be9a9bdf 441bd851d
23f 9284e392d5e115f 48367f 422bf 0856a2f 8c7a0c24aa82064e178331b9a987
ecaf 07¢c40a0723608ceda6636e7d6b0bab16272f 0331bd7a6916f 7826df 9bcb3
65a2ef 60149790255283d6993f f ce3478e26¢7f 69633a226bdac01066¢f 2b09a
db696d049e410902a2679a436a4832a126205a88a8df f 9ad77f 501ed8af 7b54a
e73de901a2f 9f a401aad41c57c499b3dlecf 849e0f 6e523d47cc3482b3b34d46f
b100f b8987953d063c86dc952db736c6ad25d1c0cd8b6b10a91571d2f ed91a25
400e4a6df 18f 85d48c539947a392eee9ef 9db930464f 239686a59e22ae2f 1c17
108ce40381412bebb0f c21b9f 5531ae5ael148df 1439f 7a70aabf bcf 83795ed60
5ecl1777el15575b772443f 925d25bf 35946368b0e0133b4e79223ab4eac8deacc
92eca85db24f 9bee9abf dc16803709eede8909b024c6¢cba02b56b34f 0d1bal9e
6ca7cd73dede662a4cde902d36c68ac0bb5069b0a8319f 64de92e016b8e4f ca7
al9f de3f cda60aa0225b3baec1017ec83315d48aal75947d4b02e9cc073547b0
df d1a69142d590e63c237d4cf aaac18834d31008d7e516275e140c76c9df 3e44
7aa3496ec633b6d72a06c7b0c6b6456f dbd56dc1152e6b7667384b3eb3c63b86
2e4f 14261cf 9861531b7631032f a2eee97f 941f eed85f 042288564d2f a36f b42
c944b337844a1466170f 13d8b58d5ef 03f 1e86da76863f 3e813bf edd9283619e
263ab99d0549e5852700b87f b17f f 70d8322323¢c13770c7489f df 5f f 643a8d79
de62872d42dc2a8f d39c74f e98e98261345f b5b31486350c5a96e24f 95e079e6
327857¢99d502ab326¢c74f 067521053e301754ef 237084aalddb37d9f aed3943
491cf 21ecf 1936c08a5150c1a9b405349e5bf f 757719b7651f 38866ca40cf 309
ec1364db6f ac8984b2c6f be97eac49599b22057babe5690950017f 722e19e00b
33daceb5cc537de9f f e935b8063153a59ef ce7f 998df bc2c56a293a866ce6f 5f
bc353bbb74263bb0275dae7d6bal7b90620b01d99077a434cdc30718303e5970
0f 8e77dc91f def 345a669aa4f 2b19eb4367ee5269eb788ac08b9604bc2f df 427
579164bdbef 2a53037a839f 6063182b55d2e359e3dde2f e64f af 96f 04f ad460d
7879d69a2c75f f cc5e6524baed51606398757b94e5d444b15f 92f f Of 5dd67ecl
b819af 37e02b7833cd92d82e70768e8f 98687b2d95d9e6f 2205ef e7039451e0f
f 0424ae27e1c0737f c5ba2621ad892f dd1ba84dc2f eacc74d05¢c03981143dacc
cded3a51d35855526f 50b496a7ea8ba57414f 80653c4655a3929b822ad2382ae
38d9e7c9bc8ada86b2df c04998840d08501a4346107a08c944788ac20b38bf 25
d7ec4eaa6707676107bd103f d4e0bdb89a92dd402d461513f 0811dd8b1e41673
4b249f 27e9d7491f 19d2935f 5628807e7ac424540572775¢c5900da3f 8156bal0
2a26c¢cbd8f 2dba5807c1e8593a3b3f 52da37df 216ec929b59877f 59336ec9778b
f 5e259e45b3f 925ab725c0f d5650d140090b2el1f e60a7f 55e4b753d31be87643
06e8350d90bae8c2514750c69c5f 5¢c1bcd728808b4a71e94a32ad5¢c0bc303e0d
bf 6a75af 429ef abab84340263b9e20c99a12d9b59f 215223a1b598da44f 3d72b
8d201f 1f 5a9f bb139b3f f 952d64128a6827a39b5f 025458dbd5a5chb55¢c91f cbb
476a3068857d3307ebe7dc57f 9f cd7772ce9af acd62153c58f e41542a4c4dabl
2f 84bccc40ce6735¢c137419¢c2ee251f 704831978341212¢c29a4f 844872af 7a89

Prorock, et al. Expi res 16 Novenber 2026 [ Page 20]



I nternet-Draft SLH DSA for JOSE and COSE May 2026

1f 27d9a425522f b4ada33eb8e2e0277albc6cb83c32150467cc38f h4a2c89ce?
af 20b812ddda83a3f ea8d887b1c965b9c0406a7695423d75953¢ch5801e89229c¢
91ch57a93dc85a55965a772319dca8be32401¢c5d295180bb3833alcf 3f 236ae7
f b45aa88e9ad406c8ef 3f f 59122¢c00c76601800be94bcef f 146d6e688a8bee09
5bb107692709681ed7ec7570adcf 8edca68d4d046837100e0b8acd52ab5b47ch
a6342f aaeb3bab04eda7eadf 543f c49e03952f 3575¢92f 451df b47d028abeall
f 657e20f b711f af 25b1cabe8f 2f 1af 919400e2f 87f 70a6f 2be3a4165f 823cf 19
4bd456297ebd5f 381e4985f 6e57d235703calac933df eec1d24f 890f 5518eabe
a487ccc8f 9327f e1064df 9a93cbOf 5f d24bea2a34f d2722118730bf d9b0eb14b
922e53ebcee84f 08eb71e99845f 7bbcl1b6e2dbc19b032¢c28116b8f bb7f 1f f b74
2da5c0680116f €98312ad0f 27d6d3251e70elabae77f dc7bc2276f 3a107f 3e8d
01a08f 101b3cd007a0d01a3e2c6e8f €94111375281e97da582f 750baad4845f 4
778ac180d6db2dd9el4al1693af a78371d1776eb566e9f d86995f 47c84a48f f e4
e6eelb22aa389e951362de97d8f 79dbdldlcbalObb21b031a8b1a9c1825703a19
4bbacc93411b94ad65440cd2cef 14f d1b9e36dc01bd08d027ab059ee3eclf 8aa
da6285855e497db91225ace9a1118916d9c876e8c26c594f 2dc058c49a398c66
1c030c9f 0c1leb411e45794585cab438075f 6b63b67112aaeab49elc5b5ebel27
d933b9b0ece8736596f 119b8999edbf Of 2866aadeecef de576f ef cf cbbOd6cf 9
Obf f b2848038573169bf bb046b9e77c121f 13201¢c4759d8da5deca8917a4dc05
eb6c81e85836113d20cac976394a96994556ef 95¢684aa817240217e0f 5ad698
f dc70e09652¢c3c60500a83d5bf 3192d107be5394ca9ab06bb13270574e61¢c892
b7ab9e3426036f 6dd3035bf 838b5c501ae63e58d8abb487bbdca4463bc040bce
2a3f bf 776e34357aecd772a9b78aacd5d2679035ca07f 79c4f 89ed7d6beaab7e
44485c165cf bbc740c13ef a8083726cdc58bf 29437b3f 3ae3cd747f 8a6554e18
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