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Abst ract

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR nhj ect Signing and Encryption (COSE) serializations for

St at el ess Hash-Based Digital Signature Standard (SLH DSA), a Post-
Quantum Crypt ography (PQC) digital signature schene defined in US

NI ST FI PS 205.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://cose-
wg. gi thub.io/draft-ietf-cose-sphincs-plus/draft-ietf-cose-sphincs-
plus.htm. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-sphincs-plus/.

Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (nmailto:cose@etf.orqg),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wy/draft-ietf-cose-sphincs-plus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent specifies JSON Object Signing and Encryption (JOSE)

[ RFC7515] and CBOR nj ect Signing and Encryption (COSE) [ RFC9052]
serializations for the Statel ess Hash-Based Digital Signature
Standard (SLH DSA), which was derived fromVersion 3.1 of SPH NCS+, a
Post - Quant um Crypt ography (PQC) based digital signature schene
standardi zed in [ Fl PS-205].

Thi s docunent builds on the AlgorithmKey Pair (AKP) type, as defined
in[l-Dietf-cose-dilithiuni. The AKP type enables flexible
representation of keys used across different post-quantum

crypt ographi c al gorithns, including SLH DSA.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

3. The SLH DSA Al gorithm Famly

The SLH DSA Signature Schenme is parameterized to support different
security |evels.

Thi s docunent introduces the registration of the follow ng al gorithns
in [1ANA jose]:
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JSON Wb Signature |
Al gorithmfor SLH |
DSA- SHA2- 128s |

| SLH DSA- SHAKE- 128s | SLH DSA- SHAKE- 128s | JSON Web Signature |
| | | Algorithmfor SLH |
| | | DSA- SHAKE- 128s |

| SLH DSA- SHA2- 128f | SLH DSA- SHA2- 128f | JSON Wb Signature |

| | | Algorithmfor SLH

| | | DSA- SHA2- 128f |
Table 1. JOSE Al gorithns for SLH DSA

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA cose]:

[} gt —————————— e —p————————— Ll p—p—p—_————
| Nare | alg | Description |
| SLH DSA- SHA2-128s | TBD1 (-51) | CBOR Ohject Signing Al gorithm |
| | | for SLH DSA- SHA2- 128s |
o e e e R o e e e e e e e e e e aa o - +

| SLH DSA- SHA2-128f | TBD3 (-53) | CBOR Object Signing Al gorithm|
| | | for SLH DSA- SHA2- 128f |
Table 2: COSE Al gorithns for SLH DSA
4. SLH DSA Keys

Private and public keys are produced to enable the sign and verify
operations for each of the SLH DSA al gorithns.

The SLH DSA Al gorithm Fanily uses the Al gorithm Key Pair (AKP) key
type, as defined in [I-D.ietf-cose-dilithiun]j. This ensures
compatibility across different cryptographic algorithnms that use AKP
for key representation.
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The specific algorithms for SLH DSA, such as SLH DSA- SHA2- 128s, SLH
DSA- SHAKE- 128s, and SLH DSA- SHA2-128f, are defined in this docunent
and are used in the alg value of an AKP key representation to specify
the corresponding al gorithm

Thunmbprints for SLH DSA keys are conputed according to the process
described in [I-D.ietf-cose-dilithiuni.

5. Security Considerations

The security considerations of [RFC7515], [RFC7517] and [ RFC9053]
apply to this specification as well.

A detailed security analysis of SLH DSA is beyond the scope of this
specification; see [FIPS-205] for additional details.

The foll owi ng considerations apply to all parameter sets described in
this specification.

5.1. Pre-Hash and Hashi ng Consi derations

SLH DSA, as specified in [FIPS-205], supports both pure and pre-hash
nodes. This docunent specifies only the pure nbde of SLH DSA for use
with JOSE and COSE

Thi s docunent does not define or register separate HashSLH DSA
algorithmidentifiers for JOSE or COSE. Doing so would require
distinct algorithmregistrations and would introduce additiona

i npl ementation and interoperability conplexity. The algorithm
identifiers defined in this docunment therefore refer only to the pure
SLH DSA vari ants.

For many COSE use cases, this restriction is acceptable because the
application can already structure the signed content in a way that
limts the anpbunt of data processed directly by the signature
algorithm In particular, applications that need to sign |arge

payl oads, detached content, or renotely held content may use the COSE
Hash Envel ope mechanism [I-D.ietf-cose-hash-envel ope].

Hash Envel ope can provi de operational properties simlar to those
sought from a pre-hash signature node, such as reduced data transfer
to a signer, reduced buffering requirenments, and sinplified renote-
signing workflows. However, Hash Envel ope is not cryptographically
identical to a standardized pre-hash variant of SLH DSA. |n Hash
Envel ope, a digest is carried and signed at the COSE | ayer, whereas
in a pre-hash signature algorithmthe hashing step is part of the
algorithmdefinition itself.
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Applications that use Hash Envel ope together with SLH DSA need to
ensure that the digest is reconputed over the original content and
compared with the signed digest before treating the signature as
valid for that content. Profiles that rely on this construction
SHOULD specify the permitted hash algorithnms and the verification
procedure explicitly.
If future depl oyment experience shows clear demand for algorithm
| evel pre-hash semantics in JOSE or COSE, separate registrations for
HashSLH DSA coul d be defined in a future specification.

5.2. Validating Public Keys
Al'l algorithms that operate on public keys require validation before
use. For sign, verify and proof schenes, the use of KeyValidate is
REQUI RED.

5.3. Side-Channel Attacks
I mpl enent ati ons of the signing al gorithm SHOULD protect the secret
key from side-channel attacks. Any inplenentation of SLH DSA signing
al gorithms SHOULD enpl oy at | east the foll owi ng best practices:
* Constant-tine operation
* Consistent instruction sequence and menory access
* Uni form sanpling w thout information | eakage

5.4. Randommess consi derati ons

Al'l nonces MJUST originate froma trusted and cryptographically secure
source of randommess

6. | ANA Consi derations
6.1. New COSE Al gorithns

IANA is requested to add the following entries to the COSE Al gorithns
Regi stry.

The following registration tenplates are provided in accordance with
the procedures described in [ RFCO053] and [ RFC9054].

6.1.1. SLH DSA- SHA2-128s

*  Nane: SLH DSA- SHA2- 128s
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* Value: TBDl1 (requested assignnment -51)
* Description: CBOR (bject Signing Al gorithmfor SLH DSA- SHA2- 128s
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes
6.1.2. SLH DSA- SHAKE- 128s
*  Name: SLH- DSA- SHAKE- 128s
* Value: TBD2 (requested assignnent -52)
* Description: CBOR (bject Signing Algorithmfor SLH DSA- SHAKE- 128s
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes
6.1.3. SLH DSA- SHA2- 128f
*  Name: SLH DSA- SHA2- 128f
* Value: TBD3 (requested assignnent -53)
* Description: CBOR Object Signing Al gorithmfor SLH DSA- SHA2- 128f
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes
6.2. New JOSE Al gorithns

I ANA is requested to add the following entries to the JSON Wb
Si gnature and Encryption Al gorithnms Registry.
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The foll owi ng conpleted registration tenplates are provided as
described in [ RFC7518].

6.2. 1.

*

6.2. 2.

6. 2. 3.

SLH- DSA- SHA2- 128s
Al gorithm Name: SLH DSA- SHA2- 128s
Al gorithm Description: SLH DSA- SHA2-128s as described in FIPS 205.
Al gorithm Usage Location(s): alg
JOSE | npl ement ati on Requi renments: Optional
Change Controller: |ETF
Speci fication Docunment (s): RFC XXXX
Al gorithm Anal ysis Docunents(s): [FIPS-205]
SLH- DSA- SHAKE- 128s
Al gorithm Nane: SLH DSA- SHAKE- 128s

Al gorithm Description: SLH DSA- SHAKE- 128s as described in FIPS
205.

Al gorithm Usage Location(s): alg
JOSE | npl enent ati on Requirenents: Optional
Change Controller: |ETF
Speci ficati on Document (s): RFC XXXX
Al gorithm Anal ysis Docunents(s): [FIPS-205]
SLH DSA- SHA2- 128f
Al gorithm Name: SLH- DSA- SHA2- 128f
Al gorithm Description: SLH DSA- SHA2-128f as described in FIPS 205.
Al gorithm Usage Location(s): alg
JOSE | npl ement ati on Requi rements: Optional

Change Controller: |ETF
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* Specification Docunent(s): RFC XXXX

* Algorithm Anal ysis Docunents(s): [FIPS-205]
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Appendi x A,  Exanpl es
Al JOSE

A 1.1. Key Pair

{

"kty": "AKP",

"al g": " SLH DSA- SHA2- 128s",

"pub": "V53SIdVF...uvw2nuCQ',

"priv": "V53SlIdVF...cDKLbsBY"
}

Figure 1. Exanpl e SLH DSA- SHA2- 128s Private JSON Wb Key

{

"kty": "AKP",

"al g": "SLH DSA- SHA2- 128s",

"pub": "V53SIdVF...uvw2nuCQ'
}

Fi gure 2: Exanpl e SLH DSA- SHA2-128s Public JSON Wb Key

A 1.2. JSON Web Signature
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eyJhbCGeci G J. .. LCIrawy G | OM J9\
é;\]pc?,M G J1cm¥6d. . . XVpZDoONTYi f Q
5}\/BEgQ)dZB48eLC. .. AAAAAABI hMUE
Fi gure 3: Exanpl e SLH DSA- SHA2- 128s Conpact JSON Wb Si gnhature
A 2. COSE

A 2.1. Key Pair

{
| kty AKP /1 7,
/ alg SLH DSA-SHA2-128s [/ 3: -51
/ kid / 2: h 736c682d6473612d313238732d6b6964" ,
/ public key [ -1

h' f 3eb7b23659086bd1d5196f 8201898c189ae9f d5567be8941f 135e54b261ca9d’ ,
[ private key /[ -2

h' 4d9884c45556898d0da29c5af 418386d9abcdb84426e64ab44e5bcb3126¢77de
f 3eb7b23659086bd1d5196f 8201898c189ae9f d5567be8941f 135e54b261cadd

}
Fi gure 4: Exanpl e SLH DSA- SHA2- 128s COSE Key

A.2.2. CCSE Signl

18([

<<{
/ alg SLH DSA-SHA2-128s / 1: -51,
}>>,
/ unprotected / {},
/ payload / h’66616b65’
/ signature /

h’ 66f 177b396bbcb70f d813db15c6805d80c921cad4l1ff22c7f274c7e7309741de
407015¢cb0f 4b60cbb585dealac00b5807d6b2e8b5¢c3b2ch8cd52b37f 9859¢96b
13cedf 81cb33971578165adae61852b5665e02a36701bcf 55ed24858ed039¢83
a0cch6ec3066ef d7523388a8f 7753345159371af 2ad5e5af 15274d4ef 8d74c5¢
5aea8a289f e96a5f c351383eled4bcdele807d7a5bf 30a01e9713f f bca9065f f 8
f 10d27ad1e3986d6db5eca74356d1bca6b99d3e278f 6f 605cb0decdaa9c4903d
b15bbe9bd7899836de452f 26b27f 41f 3e0a8d75cc3d00a7eOad4f e9ddc177ff 3
40b9871a68092f ab794463d7ad99ca75f 3570cc9f 37d9147542e0313ce4d357¢c
7cd4f c7769db66c7d409752276530a8e35080747859eb70e26d5e25200db1197
28b3e5f 0618f f 7769f 5f 3db564a08f 0f 82705f bbbeed16dda86d0ce5e38da3c3
e595ef 7¢7d9f a217ddccc5f 2443f 9602bb4b27735¢c107426659f 9437b16db32f
01b6b804de051964001f 31d653f 62e3241cc45f 16a78f f d14f f 192aldccaf 4f 7
1522295ec4da6f aB872d9f cf e2ch25f 2d239f 4f c1b223293d00f 57a03f 005a9f d
73f 5c00a68a47b14c0f 24f 118a523f 6cade374a33c151e328f 20cb8762e4e28f
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1bc80a2c98da2a78f c1c11b5531b119f edd55b64992¢9f b47195b91ee02cdc9e
8e354091df bf 3846e24e162077d152772cb2abeda9e848ea015f c936f c4aceal
867dae7f 1294ch947845f f 8b3f e695d8b0857b5085ed66dbc381c56772f 810f 4
0lac1e852284004de398cc2ef 996d6db3538c822298579bf d856da9502e8dabb
c912a4438f f 6a031d26f 28626d0a0576f f d60dc2dc59a5f f 9978569¢8590f d93
1f 8e51c0d63165a1640daca84f 496c0c7121692f f 141b40e64ddf 002b8d36353
cef 6e4a07a7af db2f 799d856a1197f acc02b5aa8b323ef 8748a5702dc7d9056¢e
63979eecacld4e24a8d8c6b059460a626f 2acbe0623027dc6dbcb7330f 1ceb65
4ec96f 6ef 123f 0c56¢1¢c997d0298024ac2a6a754d7931386e168020cf 8f 53929
4037deacd6c63accce54657cd26603ad74f 5231a2298805¢c0e555b67f 11ccf 8¢
af 4aa69f d59778175e01d992d77f 10f e76668f 2ebaaef 5448a75ecf b740ec0c?2
52ef 40b758d54874473f eld4f 2f f 3bb3¢c5d64c095354d23d04c6147caf 7f 48bc
b593851d7708d4188d370570al7abc765346ce6b1d578d5d883ba0c7d3f c2711
483f bc94df 2e3954¢c2303a63f 9bdde91321489df f dec39202b7f f f e12f 5ece45
2ef 0900580df 8bf c1a763a0f 6add1b318a9e9c23223e20f f Of 793bcdf f 065756
7c6del15b98c947b6f 9228cbce87d0437ab992384a7210c17de265914423bf 07b
795d3200c80eb5df 56d9a69d01cf 554030e9e779832f 65e0b3007f 0c59f d1e97
c368c47ef 83245chf Oef 3f 2a26ad22f 7e640c398d6¢39984df 506b7f 8f 4b6042
b9a8f d419c238cc1340b4013763958bf 7584a6bad7ae87610aal5b53198236e7
57ed72bc231877322a80b007ae6806d7339151842a6¢ce78bc1b180de8b7d38b0
Ob1f 56b831e7f c4de78a887f 375547f f 78bad535a9ce4c12491ce46d80dc72f 6
cleaac4eb5f 53e52¢9139151bda2641417elebeb41482d23f dOdacedea8f ddOcd
11e371cd540e141c8f 07820478979a65743ae27e49b59645de0f 5b7f 53bf 4030
6da8a3a33208c¢79910f 795f 81edb5688d06f 5¢f 2554301d3ddc0b67318201f 2d
33086188f f 467f 11f 57f 343c51f 889b4db07df f 945de937e6eb481ae8dd7217a
6572bb245b5b609b39431457947d0d054dc778c8c48279bdf 6a39dcf f 80f f 2f ¢
53792438355f 051bb64c1e1d6c44160239ee702460052e€9462b61f e5f 5d26523
ebf 89541b6f 02ae622edf 77487a2b527326f e106b6e9f 932460855e55761186
dd1ab3bc9d23d8c7¢c362a0162182e717081f 9a469f 078e844a4bf d86b5d4d21c
a40153c20b72b781e9f 62f eb373bd46de710bdd6delc48b235092b0945788a14
6d6a4638e09c5129a32ael13ed4156f b3196chec6a6e1992d363delb21635619d
d1591875e456¢7cd8437af 0b919f 6021a88bc141f 862d7¢c97¢c84341ceef 8a75d
a56906d9668c7dd177177d42f 53337a3e1689e2cccf 618523160f e54940b7947
68124642d830dbb8f €13b4c6294468e57405f 68e06c78ebe32d265124d6f f d25
8853c5266cach9022150d20b12f a5731e9alaf ace2ee8balc3c03caf 91b84098
d84db5268c54968414b506bb514daaf aec44450ac095f 6d56e0f 3b29626eea46
883145762973eb7b75e219c8875e4f 2f 713f 3bb400209ad342f aadce742f ea8a
264913c7e4c04062bf 7f 07cc9ddf 030733e2badf 3e3bc7d6595a3142830051c0
21bf 95476a6d49e0237ac500158ce6913077c7f 56ce5980bb896c3e40bad0e61
872b4e5f a8bcabb0764f 49b5ebc5b2b4da0d909889845e9187336b9e67495c3b
6794a0a7268c60f 1d884f 13e4db78d37e43f 2ad05ab3f a9dbe95d637596a87d3
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