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Abst ract

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR nhj ect Signing and Encryption (COSE) serializations for

St at el ess Hash-Based Digital Signature Standard (SLH DSA), a Post-
Quantum Crypt ography (PQC) digital signature schene defined in US

NI ST FI PS 205.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://cose-
wg. gi thub.io/draft-ietf-cose-sphincs-plus/draft-ietf-cose-sphincs-
plus.htm. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-sphincs-plus/.

Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (nmailto:cose@etf.orqg),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wy/draft-ietf-cose-sphincs-plus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent specifies JSON bject Signing and Encryption (JOSE)

[ RFC7515] and CBOR nject Signing and Encryption (COSE) [ RFC9052]
serializations for the Statel ess Hash-Based Digital Signature
Standard (SLH DSA), which was derived fromVersion 3.1 of SPH NCS+, a
Post - Quant um Crypt ography (PQC) based digital signature schene
standardi zed in [ Fl PS-205].

Thi s docunent builds on the AlgorithmKey Pair (AKP) type, as defined
in[l-Dietf-cose-dilithiunf. The AKP type enables flexible
representation of keys used across different post-quantum

crypt ographi c al gorithns, including SLH DSA.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. The SLH DSA Algorithm Fam |y

The SLH DSA Signature Schene is paraneterized to support different
security | evels.

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA. jose]:
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JSON Wb Signature |
Al gorithmfor SLH |
DSA- SHA2- 128s |

| SLH DSA- SHAKE- 128s | SLH DSA- SHAKE- 128s | JSON Web Signature |
| | | Algorithmfor SLH |
| | | DSA- SHAKE- 128s |

| SLH DSA- SHA2- 128f | SLH DSA- SHA2- 128f | JSON Wb Signature |

| | | Algorithmfor SLH

| | | DSA- SHA2- 128f |
Table 1. JOSE Al gorithns for SLH DSA

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA cose]:

[} gt —————————— e —p————————— Ll p—p—p—_————
| Nare | alg | Description |
| SLH DSA- SHA2-128s | TBD1 (-51) | CBOR Ohject Signing Al gorithm |
| | | for SLH DSA- SHA2- 128s |
o e e e R o e e e e e e e e e e aa o - +

| SLH DSA- SHA2-128f | TBD3 (-53) | CBOR Object Signing Al gorithm|
| | | for SLH DSA- SHA2- 128f |
Table 2: COSE Al gorithns for SLH DSA
4. SLH DSA Keys

Private and public keys are produced to enable the sign and verify
operations for each of the SLH DSA al gorithns.

The SLH DSA Al gorithm Fanily uses the Al gorithm Key Pair (AKP) key
type, as defined in [I-D.ietf-cose-dilithiun]j. This ensures
compatibility across different cryptographic algorithnms that use AKP
for key representation.
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The specific algorithms for SLH DSA, such as SLH DSA- SHA2- 128s, SLH
DSA- SHAKE- 128s, and SLH DSA- SHA2-128f, are defined in this docunent
and are used in the alg value of an AKP key representation to specify
the corresponding al gorithm

Thunmbprints for SLH DSA keys are conputed according to the process
described in [I-D.ietf-cose-dilithiuni.

5. Security Considerations

The security considerations of [RFC7515], [RFC7517] and [ RFC9053]
apply to this specification as well.

A detailed security analysis of SLH DSA is beyond the scope of this
specification; see [FIPS-205] for additional details.

The foll owi ng considerations apply to all parameter sets described in
this specification.

5.1. Validating Public Keys
Al'l algorithnms that operate on public keys require validation before
use. For sign, verify and proof schenes, the use of KeyValidate is
REQUI RED.

5.2. Side-Channel Attacks
I npl enent ati ons of the signing al gorithm SHOULD protect the secret
key from side-channel attacks. Any inplenentation of SLH DSA signing
al gorithms SHOULD enpl oy at |east the foll owi ng best practices:
* Constant-tinme operation
* Consistent instruction sequence and menory access
* Uni form sanpling without infornmation |eakage

5.3. Randommess consi der ati ons

Al'l nonces MUST originate froma trusted and cryptographically secure
source of randommess

6. | ANA Consi derations
6.1. New COSE Al gorithns

I ANA is requested to add the following entries to the COSE Al gorithns
Regi stry.
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The following registration tenplates are provided in accordance with
the procedures described in [ RFCO053] and [ RFC9054].

6.1. 1.

*

6.1. 2.

SLH- DSA- SHA2- 128s
Nanme: SLH- DSA- SHA2-128s
Val ue: TBD1 (requested assignnent -51)
Description: CBOR Object Signing Algorithmfor SLH DSA- SHA2- 128s
Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC XXXX
Recomended: Yes
SLH- DSA- SHAKE- 128s
Name: SLH- DSA- SHAKE- 128s
Val ue: TBD2 (requested assi gnnent -52)
Description: CBOR (bject Signing Algorithmfor SLH DSA- SHAKE- 128s
Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC XXXX
Recomrended: Yes
SLH DSA- SHA2- 128f
Nane: SLH DSA- SHA2- 128f
Val ue: TBD3 (requested assi gnnent -53)
Description: CBOR Object Signing Algorithmfor SLH DSA- SHA2- 128f
Capabi lities: [kty]
Change Controller: |ETF

Ref erence: RFC XXXX
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* Recommended: Yes
6.2. New JOSE Al gorithns

I ANA is requested to add the following entries to the JSON Wb
Si gnature and Encryption Al gorithnms Registry.

The foll owi ng conpleted registration tenplates are provi ded as
described in [ RFC7518].

6.2.1. SLH DSA- SHA2- 128s
* Al gorithm Nanme: SLH DSA- SHA2- 128s
* Al gorithm Description: SLH DSA-SHA2-128s as described in FIPS 205.
* Algorithm Usage Location(s): alg
*  JOSE Inpl enentation Requirenments: Optional
* Change Controller: |ETF
* Specification Docurment(s): RFC XXXX
* Al gorithm Anal ysis Docunents(s): [FIPS-205]
6.2.2. SLH DSA- SHAKE- 128s
* Al gorithm Name: SLH DSA- SHAKE- 128s

* Al gorithm Description: SLH DSA- SHAKE- 128s as described in FIPS
205.

* Algorithm Usage Location(s): alg

* JOSE I nplenmentation Requirenents: Optional

* Change Controller: IETF

* Specification Docurment(s): RFC XXXX

* Al gorithm Anal ysis Docunents(s): [FIPS-205]
6.2.3. SLH DSA- SHA2- 128f

* Al gorithm Name: SLH DSA- SHA2- 128f

* Al gorithm Description: SLH DSA- SHA2-128f as described in FIPS 205.
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* Al gorithm Usage Location(s): alg
* JOSE Inpl ementati on Requirenments: Optional
* Change Controller: |IETF
* Specification Docunent(s): RFC XXXX
* Algorithm Anal ysis Docunents(s): [FIPS-205]
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Appendi x A.  Exanpl es
A l. JCSE

A 1.1. Key Pair

{

"kty": "AKP",

"al g": "SLH DSA- SHA2- 128s",

"pub": "V53SIdVF...uvw2nuCQ',

"priv": "V53SlIdVF...cDKLbsBY"
}

Fi gure 1: Exanpl e SLH DSA- SHA2-128s Private JSON Wb Key

{

"kty": "AKP',

"al g": " SLH DSA- SHA2- 128s",

"pub": "V53SIdVF...uvw2nuCQ'
}

Figure 2: Exanpl e SLH DSA- SHA2- 128s Public JSON Web Key

A 1.2. JSON Wb Signature
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Fi gure 3: Exanpl e SLH DSA- SHA2- 128s Conpact JSON Wb Si gnhature
A 2. COSE

A 2.1. Key Pair

{

1. 7,

3: -b51,

-1: h’7803c0Of9. .. 3f 6e2c70’,

-2: h'7803c0Of 9. .. 3bba7abd’
}

Figure 4: Exanpl e SLH DSA- SHA2- 128s Private COSE Key

{

1. 7,

3. -51,

-2: h’7803cO0f 9. .. 3bba7abd’
}

Figure 5: Exanpl e SLH DSA- SHA2- 128s Publ i ¢ COSE Key

A . 2.2. COSE Signl Exanpl e

18([
<<{1: -51}>>,
{}
h’ 66616b65" ,

h’ 53e855€8. . . 0f 263549’
1)

Figure 6: Exanpl e SLH DSA- SHA2- 128s COSE Si gnl
Acknowl edgnent s
We would like to thank Roy Wl lianms, Cedric Fournet, Sinb Sorce,
Ilari Liusvaara, Neil Madden, Anders Rundgren, David Waite, and Russ
Housl ey for their review feedback.

Contributors

Prorock, et al. Expires 15 April 2026 [ Page 10]



Internet-Draft SLH DSA for JOSE and CCSE Cct ober 2025

Raf ael M soczki
CGoogl e
Emai | : rafael m soczki @oogl e. com

M chael Gsborne
| BM
Email : osb@urich.i bmcom

Christine C oostermans
NXP
Emai | : christine.cl oostermans@xp. com

Aut hors’ Addr esses

M chael Prorock
mesur.io
Emai | : nprorock@esur.io

Oie Steele
Tradeveri fyd
Email: orie@ri3.io

Hannes Tschof eni g

Uni versity of Applied Sciences Bonn-Rhein-Sieg
Ger many

Emai | : hannes. t schof eni g@nx. net

Prorock, et al. Expires 15 April 2026 [ Page 11]



