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Abstract

COSE (CBOR (hj ect Signing and Encryption) Receipts prove properties
of a verifiable data structure to a verifier. Verifiable data
structures and associ ated proof types enable security properties,
such as mnimal disclosure, transparency and non-equi vocati on.
Transparency hel ps maintain trust over tinme, and has been applied to
certificates, end to end encrypted nessagi ng systems, and supply
chain security. This specification enables concise transparency
oriented systens, by building on CBOR (Concise Binary hject
Representation) and COSE. The extensibility of the approach is
demonstrated by providi ng CBOR encodi ngs for RFC9162.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (cose@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wyg/draft-ietf-cose-nerkle-tree-proofs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced,

or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 February 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

COSE Recei pts are signed proofs that include metadata about certain
states of a verifiable data structure (VDS) that are true when the
COSE Recei pt was issued. COSE Receipts can include proofs that a
docunent is in a database (proof of inclusion), that a database is
append only (proof of consistency), that a smaller set of statenents
are contained in a |arge set of statenents (proof of disclosure, a
speci al case of proof of inclusion), or proof that certain data is
not yet present in a database (proofs of non inclusion). Different
VDS can produce different verifiable data structure proofs (VDP).
The conbi nati on of representations of various VDS and VDP can
significantly increase burden for inplementers and create
interoperability challenges for transparency services. This docunent
descri bes how to convey VDS and associated VDP types in unified COSE
envel opes.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. New COSE Header Paraneters
Thi s docunent defines three new COSE header paraneters, which are
i ntroduced up-front in this Section and el aborated on later in this
docunent .
TBD 0 (requested assignment 394): A COSE header paraneter naned
receipts with a value type of array where the array contains one
or nmore COSE Receipts as specified in this docunent.

TBD 1 (requested assignnment 395): A COSE header paraneter naned vds
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(Verifiable Data Structure), which conveys the algorithm
identifier for a verifiable data structure. Correspondingly, this
docunent introduces a new Section 8.2.2 that registers the
integers used to identify verifiable data structures.

TBD 2 (requested assignment 396): A COSE header paraneter naned vdp
(short for "verifiable data structure proofs"), which conveys a
map containing verifiable data structure proofs organi zed by proof
type. Correspondingly, this docunment introduces a new
Section 8.2.3 that registers the integers used to identify
verifiable data structure proof types.

3. Termi nol ogy

CDDL: Concise Data Definition Language (CDDL) is defined in
[ RFC8610] .

EDN: CBOR Ext ended Di agnostic Notation (EDN) is defined in
[ RFC8949], where it is referred to as "diagnostic notation", and
is revised in [I-D.draft-ietf-cbor-edn-literals].

Verifiable Data Structure (VDS): A data structure which supports one
or nore Verifiable Data Structure Proof Types. This property
describes an algorithmused to maintain a verifiable data
structure, for exanple a binary Merkle tree algorithm

Verifiable Data Structure Proofs (VDP): A data structure used to
convey proof types for proving different properties, such as
aut henti cation, inclusion, consistency, and freshness. Paraneters
can include nultiple proofs of a given type, or nmultiple types of
proof (inclusion and consi stency).

Proof Type: A property that can be obtained by verifying a given
proof over one or nore entries in a Verifiable Data Structure.
For exanple, a VDS, such as a binary Merkle tree, can support
proofs of type "inclusion" where each proof confirnms that a given
entry is included in a Merkle root.

Proof Value: An encoding of a Proof Type in CBOR [ RFC8949].

Entry: An entry in a verifiable data structure for which proofs can
be derived

Recei pt: A CCSE object, as defined in [ RFC9052], containing the
header parameters necessary to convey VDP for an associ ated VDS

Steele, et al. Expires 8 February 2026 [ Page 4]



I nternet-Draft COSE Recei pts August 2025

4. \Verifiable Data Structures in CBCR

This section describes representations of verifiable data structure
proofs in [ RFC8949]. For exanple, construction of a Merkle tree

| eaf, or an inclusion proof froma leaf to a Merkle root, mght have
several different representations, depending on the verifiable data
structure used. Differences in representations are necessary to
support efficient verification, unique security or privacy
properties, and for conpatibility with specific inplenmentations.
Thi s docunent defines two extension points for enabling verifiable
data structures with COSE and provides concrete exanples for the
structures and proofs defined in [ RFC9162]. The design of these
structures is influenced by the conventions established for COSE
Keys.

4.1. Structures
Sinmlar to COSE Key Types (https://wwv. iana. org/assi gnnents/cose/
cose. xht m #key-type), different verifiable data structures support

different al gorithmns.

Thi s docunent establishes a registry of verifiable data structure
algorithms, with the following initial contents:

F oo bl s oo e oo e ey e o}
| Nare | Value | Description | Reference

[ e el e e e e s el ety
| Reserved | O | Reserved | Reserved |
I I T +------- I i T I R I +
| RFC9162_SHA256 | 1 | SHA256 Binary Merkle Tree | [RFC9162] |
S I A ] +----- - I i I I T N R I +

Table 1: COSE Verifiable Data Structures
4.2. Proofs

Sinmlar to COSE Key Type Paraneters

(https://ww. i ana. or g/ assi gnnent s/ cose/ cose. xht m #key-t ype-
paraneters), as EC2 keys (1: 2) keys require and give neaning to
specific paraneters, such as -1 (crv), -2 (x), -3 (y), -4 (d),
RFC9162_ SHA256 (TBD 1 (requested assignnent 395) : 1) supports both
(-1) inclusion and (-2) consistency proofs.

Thi s docunent establishes a registry of verifiable data structure
algorithms, with the following initial contents:

Steele, et al. Expires 8 February 2026 [ Page 5]



I nternet-Draft COSE Recei pts August 2025

[ ety el Ll Lty el Syl o
| Verifiable | Name | Label | CBOR | Description | Reference

| Data I I | Type | I I
| Structure | | | | | |
B ety gt j—p——_— pjp—j————— sl —_———(———— e p gty o
| 1 | inclusion | -1 | array | Proof of | Section |
| | proofs | | (of | inclusion | 5.2 |
I I I | bstr) | I I
R I F-- - - - - - +----- +------- F-- - - - - - F--- - - - +
| 1 | consistency |-2 | array | Proof of | Section |
| | proofs | | (of | append only | 5.3 |
I I I | bstr) | property I I
I I i +----- +----- - I i I +

Table 2: COSE Verifiable Data Structure Proofs

Proof types are specific to their associated "verifiable data
structure", for exanple, different Merkle trees m ght support
different representations of "inclusion proof" or "consistency
proof". I nplementers should not expect interoperability across
"verifiable data structures”, but they should expect conceptually
simlar properties across the different registered proof types. For
exanple, 2 different Merkle tree based verifiable data structures

m ght both support proofs of inclusion. Security analysis MJST be
conducted prior to mgrating to new structures to ensure the new
security and privacy assunptions are acceptable for the use case.

4.3. Usage
Thi s docunent registers a new COSE Header Paraneter receipts (TBD O
(requested assignnent 394)) to enable this Receipts to be conveyed in
the protected and unprotected headers of COSE hjects.
When the recei pts header paraneter is present, the associated
verifiable data structure and verifiable data structure proofs MJST
match entries present in the registries established in this
speci fication.
Recei pts MJST be tagged as COSE_Signl

The foll owing [ RFC8610] definition is provided:
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Recei pt = #6. 18( COSE_Si gn1l)
cose-val ue = any

Prot ect ed _Header = {
* cose-| abel => cose-val ue

}

Unpr ot ect ed_Header = {
& receipts: 394) => [+ bstr .chor Receipt]
* cose-label => cose-val ue

}
COSE _Signl = |
prot ected : bstr .cbor Protected_Header,
unprotected : Unprotected Header,
payl oad : bstr [/ nil,
signature . bstr

Figure 1: CDDL for a COSE Signl with attached receipts
The followi ng informative EDN i s provided:

/ cose-signl / 18(]
/ protected ! <<{
/[ key /I 4 : "vC 7UcS0ZZY99VpRt hDc- 0i Uj Ldf Lt nnFgLJ2- Tt 8N4",
/[ algorithm/ 1 : -7, # ES256
}>>,
/ unprotected / {
/ receipts / 394 : {
<</ cose-signl / 18(]
/ protected I <<{
[ key /I 4 : "nxA4Ki OKQFZ- dkLebSo3nlLOCEPR7r NBXt xkJe45xuyJk"
[ algorithm/ 1 : -7, # ES256
/ vds / 395 : 1, # RFC9162 SHA- 256
}>>,
/ unprotected / {
[/ proofs / 396 : {
/[ inclusion/ -1 : |
<<[
/| size/ 9, [ leaf |/ 8,
[/ inclusion path /
h' 7558a95f . . . e02e35d6
]1>>
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/ payl oad [ null,
/ signature [/ h'02d227ed. ..ccd3774f’
1) >>,

<</ cose-signl / 18(][
| protected [ <<
/ key [ 4 : "aj OkeBTJou_wPr| EXLMV7L9OTCD5ZI OBYc- O6LESe9c",
[ algorithm/ 1 : -7, # ES256
/ vds /[ 395 : 1, # RFC9162 SHA- 256
}>>,
/ unprotected / {
[/ proofs / 396 : {
/ inclusion / -1 : [
<<[
/| size |/ 6, |/ leaf /| 5,
[/ inclusion path /
h' 9352f 974. . . 4f fa7ce0’
h' 54806f 32. . . f 007ea06

]1>>
]1
}1

}1

/ payl oad [ null,

/ signature / h'36581f 38...a5581960

1)>>

)
/,payload / h"0167c57c. .. deeed6d4’ ,

/ signature [ h’ 2544f 2ed. . . 5840893b
1)

Figure 2: An exanple COSE Signature with nultiple receipts

The specific structure of COSE Recei pts are dependent on the
structure of the COSE Signl payload and the verifiable data structure
proofs contained in the COSE _Signl unprotected header. The CDDL for
specific verifiable data structure proofs is verifiable data
structure specific. This docunent describes proofs for
RFC9162_SHA256 in the follow ng sections.

4.3.1. Registration Requirenents
Each specification MJST define how to encode the verifiable data
structure identifier and its proof types in CBOR Each specification

MUST define how to produce and consune the supported proof types.
See Section 5 as an exanpl e.
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Where a specification supports a choice of hash algorithm an | ANA

registration must be made for each individually supported al gorithm
For exanple, to provide for both SHA256 and SHA3_ 256 with [ RFC9162],
bot h "RFC9162 SHA256" and "RFC9162 SHA3 256" require entries in the
rel evant | ANA registries.

5. RFC9162_SHA256
This section defines how the data structures described in [ RFC9162]
are mapped to the term nol ogy defined in this docunent, using
[ RFC8949] and [ RFC9053].

5.1. Verifiable Data Structure
The integer identifier for this Verifiable Data Structure is 1. The
string identifier for this Verifiable Data Structure is
"RFC9162_ SHA256". See Table 1. See [RFC9162], 2.1.1. Definition of
the Merkle Tree, for a conplete description of this verifiable data
structure.

5.2. Inclusion Proof

See [ RFC9162], 2.1.3.1. GCenerating an Inclusion Proof, for a
conpl ete description of this verifiable data structure proof type

The CBOR representation of an inclusion proof for RFC9162 SHA256 i s:
i nclusion-proof = bstr .cbor [

; tree size at current Merkle root
tree-size: uint

; index of leaf in tree
| eaf -i ndex: uint

; path fromleaf to current Merkle root
inclusion-path: [ + bstr ]
Figure 3: CBOR Encoded RFC9162 I ncl usi on Proof

The termleaf-index is used for alignnment with the use established in
[ RFC9162]

Note that [RFC9162] defines that verification MIST fail if |eaf-index
is >= tree-size, and inclusion proofs are defined only for |eaf

nodes. The identifying index of a leaf node is relative to all nodes
in the tree size for which the proof was obtained.
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5.2.1. Receipt of Inclusion

In a signed inclusion proof, the payload is the Merkle tree root

whi ch corresponds to the log at size tree-size. Specifications are
encouraged to nake payl oads det ached when possible, forcing
validation-tine conparison. Profiles of proof signhatures are
encouraged to nake additional protected header paraneters mandatory,
to ensure that clains are processed with their intended senmantics.
One way to include this information in the COSE structure is use of
the typ (type) Header Paraneter, see [ RFC9596] and the simlar

gui dance provided in [ RFC9597]. The protected header for an
RFC9162_ SHA256 i ncl usi on proof signature is:

pr ot ect ed- header-map = {
&alg: 1) =>int
& vds: 395) => int
* cose-label => cose-val ue

}

Figure 4: Protected Header for a Receipt of Inclusion

* alg (label: 1): REQU RED. Signature algorithmidentifier. Value
type: int.

* vds (label: TBD 1 (requested assignment 395)): REQUI RED.
Verifiable data structure algorithmidentifier. Value type: int.

The unprotected header for an RFC9162_ SHA256 i ncl usi on proof
signature is:

i nclusion-proofs = [ + inclusion-proof ]

verifiabl e-proofs = {

&(i nclusion-proof: -1) => inclusion-proofs
}
unpr ot ect ed- header-map = {

&(vdp: 396) => verifiable-proofs

* cose-| abel => cose-val ue

}

Figure 5: A Verifiable Data Structure Proofs in an Unprotected Header

* vdp (label: TBD 2 (requested assignment 396)): REQUI RED.
Verifiable data structure proofs. Value type: Mp

* inclusion-proof (label: -1): REQU RED. Inclusion proofs. Value
type: Array of bstr.

Steele, et al. Expires 8 February 2026 [ Page 10]



I nternet-Draft COSE Recei pts August 2025

The payl oad of an RFC9162_SHA256 i ncl usion proof signature is the
Merkl e tree hash as defined in [ RFC9162]. The payl oad SHOULD be
detached. Detaching the payload forces verifiers to recompute the
root fromthe inclusion proof, this protects against inplenentation
errors where the signature is verified but the Merkle root does not
mat ch the inclusion proof. The EDN for a Receipt containing an

i nclusion proof for RFC9162_SHA256 i s:

/ cose-signl / 18(]
| protected [ <<{
[ algorithm/ 1 : -7, # ES256
/ vds / 395 : 1, # RFC9162 SHA- 256
}>>,
/ unprotected / {
[ proofs / 396 : {
/[ inclusion/ -1 : |
<<[
| size | 20, |/ leaf |/ 17,
[/ inclusion path /
h' f c9f 050f. .. 221c92cb’
h’ bd0136ad. . . 6b28cf 21’ ,
h' d68af 9d6. . . 93b1632b

]1>>
1,
b
I
/ payl oad [ null,
/ signature / h’de24fOcc. .. 9a5ade89
1)

Fi gure 6: Receipt of Inclusion

The VDS in the protected header is necessary to understand the
i nclusion proof structure in the unprotected header

The inclusion proof and signature are verified in order. First the
verifiers applies the inclusion proof to a possible entry (set
menber) bytes. |If this process fails, the inclusion proof may have
been tanpered with. |If this process succeeds, the result is a Merkle
root, which in the attached as the CCSE Signl payload. Second the
verifier checks the signature of the COSE Signl. |If the resulting
signature verifies, the Receipt has proved inclusion of the entry in
the verifiable data structure. |If the resulting signature does not
verify, the signature may have been tanpered with. It is recomended
that inplenmentations return a single boolean result for Receipt
verification operations, to reduce the chance of accepting a valid
signature over an invalid inclusion proof.
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5.3. Consistency Proof

See [ RFC9162], 2.1.4.1. Cenerating a Consistency Proof, for a
conpl ete description of this verifiable data structure proof type

The chor representation of a consistency proof for RFC9162 SHA256 i s:
consi stency-proof = bstr .cbor [

; older Merkle root tree size
tree-size-1: uint

;. newer Merkle root tree size
tree-size-2: uint

; path fromolder Merkle root to newer Merkle root.
consi stency-path: [ + bstr ]

Figure 7: CBOR Encoded RFC9162 Consi st ency Proof
5.3.1. Receipt of Consistency

In a signed consistency proof, the newer Merkle tree root (proven to
be consistent with an older Merkle tree root) is an attached payl oad
and corresponds to the log at size tree-size-2

The protected header for an RFC9162 SHA256 consi stency proof
signature is:

pr ot ect ed- header-map = {
&alg: 1) =>int
& vds: 395) => int
* cose-label => cose-val ue

}

Figure 8: Protected Header for a Receipt of Consistency

* alg (label: 1): REQU RED. Signature algorithmidentifier. Value
type: int.

* vds (label: TBD 1 (requested assignment 395)): REQUI RED.
Verifiable data structure algorithmidentifier. Value type: int.

The unprotected header for an RFC9162_ SHA256 consi stency proof
signature is:
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consi stency-proofs = [ + consistency-proof ]

verifiabl e-proofs = {
&( consi stency-proof: -2) => consistency-proofs

}

unpr ot ect ed- header-map = {
&(vdp: 396) => verifiable-proofs
* cose-| abel => cose-val ue

}

* vdp (label: TBD 2 (requested assignnent 396)): REQUI RED
Verifiable data structure proofs. Value type: Mp.

* consi stency-proof (label: -2): REQU RED. Consistency proofs.
Val ue type: Array of bstr.

The payl oad of an RFC9162 SHA256 consi stency proof signature is: The
newer Merkle tree hash as defined in [RFC9162]. The payl oad SHOULD
be detached. Detaching the payload forces verifiers to recompute the
root fromthe consistency proof, this protects against inplenmentation
errors where the signature is verified but the Merkle root does not
mat ch the proof.

The EDN for a Receipt containing a consistency proof for
RFC9162_SHA256 i s:
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/ cose-signl / 18(]
/ protected ! <<{
[ algorithm/ 1 : -7, # ES256
/ vds / 395 : 1, # RFC9162 SHA- 256
}>>,
/ unprotected / {
[ proofs / 396 : {
/ consistency / -2 : |
<<[
/[ old / 20, / new/ 104,
/ consistency path /
h' e5b3e764. .. c4a813bc
h' 87e8a084. . . 4f 529f 69
h' f 712f 76d. . . 92a0f f 36
h' d68af 9d6. . . 93b1632b
h' 249ef ab6. . . b7614ccd
h' 85dd6293. . . 38914dcl’
]1>>

1.
b
}

/" payl oad / null,
/ signature [/ h'94469f 73...52de67al’
1)

Figure 9: Exanpl e consistency receipt

The VDS in the protected header is necessary to understand the
consi stency proof structure in the unprotected header

The signature and consi stency proof are verified in order

First the verifier checks the signature on the COSE Signl. If the
verification fails, the consistency proof is not checked. Second the
consi stency proof is checked by applying a previous inclusion proof,
to the consistency proof. |f the verification fails, the append only
property of the verifiable data structure is not assured. This
approach is specific to RFCO162_SHA256, different verifiable data
structures may not support consistency proofs. It is recomended
that inplenmentations return a single boolean result for Receipt
verification operations, to reduce the chance of accepting a valid
signature over an invalid consistency proof.

6. Privacy Considerations

The privacy considerations section of [RFC9162] and [ RFC9053] apply
to this document.
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6

7

7

7

1. Log Length

Sone structures and proofs |leak the size of the log at the tine of
inclusion. In the case that a log only stores certain kinds of
information, this can reveal details that could inpact reputation
For exanple, if a transparency |og only stored breach notices, a
receipt for a breach notice would reveal the nunber of previous
breaches at the time the notice was made transparent.

2. Header Paraneters

Addi tional header parameters can reveal information about the
transparency service or its log entries. A privacy anal ysis MJST be
performed for all mandatory fields in profiles based on this

speci fication.

Security Considerations
See the security considerations section of:
* [ RFC9162]
* [ RFC9053]
1. Choice of Signature Algorithns

A security analysis MIST be perforned to ensure that the digita
signature algorithmalg has the appropriate strength to secure
receipts.

It is recomrended to select signature algorithns that share

crypt ographi ¢ components with the verifiable data structure used, for
exanpl e: Both RFC9162_SHA256 and ES256 depend on the sha-256 hash
functi on.

2. Validity Period

In sone cases, receipts MAY include strict validity periods, for
exanpl e, activation not too far in the future, or expiration, not too
far in the past. See the iat, nbf, and exp clains in [RFC8392], for
one way to acconplish this. The details of expressing validity

peri ods are out of scope for this docunent.

3. Status Updates
In sone cases, receipts should be "revocabl e" or "suspendible", after

bei ng issued, regardless of their validity period. The details of
expressing statuses are out of scope for this docunent.
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| ANA Consi der ati ons

.1. COSE Header Paraneter

I ANA is requested to add the COSE header parameters defined in
Section 2, as listed in Table 3, to the "COSE Header Paraneters"”
registry [I ANA cose_header-paraneters] in the 'Integer values from
256 to 65535’ range (' Specification Required Registration

Procedure). The Value Registry for "vds" is the COSE Verifiable Data
Structure registry. The map labels in the "vdp" are assigned from

the COSE Verifiable Data Structure Proofs registry.

B oo e e gl e oo oo el e g
| Narre | Label | Val ue| Val ue | Description | Reference|
| | | Type | Registry | | |
[ bt Tl e pu g pu g pguty b pjpy oo fu gt oo pu o pg—pj—gy jofopoj—p—j——_—
| recei pts| TBD O | array| | Priority | RFCthi's, |
| | (requested | | | ordered | Section 2|
| | assignnent: | | | sequence of | |
I | 394) I I | CBOR I I
| | | | | encoded | |
I I I I | Receipts I I
S R S oo S S O +
| vds | TBD_ 1 |int | COSE | Algorithm |RFCthis, |
| | (requested | | Verifiable | identifier |Section 2]
| | assignnent: | | Data | for | |
| | 395) | | Structure | verifiable | |
I I I I | data I I
| | | | | structures, | |
I I I I | used to I I
I I I I | produce I I
| | | | | verifiable | |
| | | | | data | |
| | | | | structure | |
I I I I | proofs I I
S S S S S S +
| vdp | TBD_2 |map | map key in | Location | RFCthi's, |
| | (requested | | COsE | for | Section 2|
| | assignnent: | | Verifiable | verifiable | |
| | 396) | | Data | data | |
| | | | Structure | structure | |
| | | | Proofs | proofs in | |
| | | | | COSE Header | |
| | | | | Parameters | |
Fomm oo S +--m - - R S S R +
Table 3: Newly registered COSE Header Paraneters
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8. 2.

Verifiable Data Structure Registries

| ANA established the COSE Verifiable Data Structures and COSE
Verifiable Data Structure Proofs registries under a Specification
Required policy as described in [ RFC3126].

8. 2.

Expert Review

Expert reviewers should take into consideration the follow ng points:

*

8. 2.

Experts are advised to assign the next available positive integer
for verifiable data structures.

Poi nt squatting should be di scouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered, and that the point is likely to be used in

depl oynent s.

Specifications are required for all point assignments. Early
Allocation is perm ssible, see Section 2 of [RFC7120].

It is not pernissible to assign points in COSE Verifiable Data
Structures, for which no correspondi ng COSE Verifiabl e Data
Structure Proofs entry exists, and vice versa.

The Change Controller for related registrations of structures and
proofs should be the sane.

CCOSE Verifiable Data Structures

Regi strati on Tenpl at e:

*

Nanme: This is a descriptive name for the verifiable data structure
that enabl es easier reference to the item

Value: This is the value used to identify the verifiable data
structure.

Description: This field contains a brief description of the
verifiable data structure.

Ref erence: This contains a pointer to the public specification for
the verifiable data structure
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8.

10.

10.

* Change Controller: For Standards Track RFCs, list the "I ETF'. For
others, give the nane of the responsible party. Qher details
(e.g., postal address, enmil address, honme page URI) may al so be
i ncl uded.

Initial contents: Provided in Table 1
2.3. COCSE Verifiable Data Structure Proofs
Regi strati on Tenpl ate:

* Verifiable Data Structure: This value used identifies the rel ated
verifiable data structure.

* Nanme: This is a descriptive name for the proof type that enables
easier reference to the item

* Label: This is the value used to identify the verifiable data
structure proof type.

* CBOR Type: This contains the CBOR type for the value portion of
the | abel.

* Description: This field contains a brief description of the proof
type.

* Reference: This contains a pointer to the public specification for
the proof type.

* Change Controller: For Standards Track RFCs, list the "I ETF'. For
others, give the nane of the responsible party. Qher details
(e.g., postal address, enmil address, home page URI) may al so be
i ncl uded.

Initial contents: Provided in Table 2
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Appendi x A. I nplenentation Status

Note to RFC Editor: Please renpve this section as well as references
to [ BCP205] before AUTH48.

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [BCP205].

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ BCP205], "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

A. 1. Transnute Prototype

An open-source inplenentation was initiated and is maintai ned by the
Transnmute I ndustries Inc. - Transmute. An application denonstrating
the concepts is available at COSE SCI TT Receipts (https://github.com
transnut e-i ndustri es/ cose?t ab=r eadme- ov-fil e#transparent - st at ement)

I mpl enentation URL: https://github.conmtransnute-industries/cose
Maturity: The code’'s level of maturity is considered to be
"prototype". Coverage and Version Conpatibility: The current version
("main’) inplenments the verifiable data structure algorithm

i nclusi on proof and consistency proof concepts of this draft.

Li cense: The project and all correspondi ng code and data nuai nt ai ned
on GtHub are provided under the Apache License, version 2. Contact:
Oie Steele (orie@ransnute.industries)
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