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Abst ract

Thi s docunent defines new COSE header paraneters for signaling a
payl oad as an output of a hash function. This nechani sm enabl es
faster validation, as access to the original payload is not required
for signature validation. Additionally, hints of the detached

payl oad’s content format and availability are defined, providing
references to optional discovery nechanisns that can help to find
ori gi nal payl oad content.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://cose-

wg. github.io/draft-ietf-cose-hash-envel ope/draft-ietf-cose-hash-
envel ope. htm . Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-hash-envel ope/.

Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (mailto:cose@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wg/draft-ietf-cose-hash-envel ope.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

4.

I nt roducti on

COSE defi ned detached payl oads in Section 2 of [RFC9052], using ni

as the payload. 1In order to verify a signature over a COSE_Signl,
the signature checker requires access to the payl oad content. Hashes
are already used on a regular basis as identifiers for payload data,
such as docunents or software conponents. As hashes typically are
smal l er than the payl oad data they represent, they are sinpler to
transport. Additional hints in the protected header ensure
cryptographic agility for the hashing and signing algorithns. Hashes
and other identifiers are commonly used as hints to discover and

di stinguish resources. Using a hash as an identifier for a resource
has the advantage of enabling integrity checking. |In some
appl i cations, such as renote signing procedures, conveyance of hashes
i nstead original payload content reduce transm ssion time and costs.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The terms COSE and CDDL are defined in [ RFCO052] and [ RFC8610]
respectively.

Header Par ameters

Thi s docunment specifies the foll owi ng new header paraneters conmonly
used al ongsi de hashes to identify resources:

258: the hash algorithmused to produce the payl oad.

259: the content type of the bytes that were hashed (preinage) to
produce the payl oad, given as a content-format nunber
(Section 12.3 of [RFC7252]) or as a nedia-type name optionally
with parameters (Section 8.3 of [RFC9110]).

260: an identifier enabling retrieval of the original resource
(preimage) identified by the payl oad.

Hash Envel ope CDDL
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Hash_Envel ope = #6. 18( Hash_Envel ope_as_COCSE_Si gnl)

Hash_Envel ope_as_CCSE_Signl = |
protected: bstr .cbor Hash Envel ope Protected Header,
unpr ot ect ed: Hash_Envel ope_Unpr ot ect ed_Header,
payl oad: bstr / nil,
signature: bstr

]

Hash_Envel ope_Prot ect ed Header = {
? &alg: 1) =>int,
&(payl oad_hash_al g: 258) => int
? &(payl oad_prei mage_content _type: 259) => uint / tstr
? &(payl oad_Il ocation: 260) => tstr
* (int / tstr) => any

}

Hash_Envel ope_Unprot ect ed Header = {
* (int / tstr) => any
}

* Label 1 (alg) Cryptographic algorithmto use

* Label 258 (payload hash al g) MJST be present in the protected
header and MJST NOT be present in the unprotected header

* Label 259 (content type of the preimage of the payl oad) MAY be
present in the protected header and MJUST NOT be present in the
unpr ot ect ed header

* Label 260 (payload_|l ocation) MAY be present in the protected
header and MJST NOT be present in the unprotected header.

* Label 3 (content_type) MJUST NOT be present in the protected or
unpr ot ect ed headers.

Label 3 is easily confused with | abel 259

payl oad_prei nage_content _type. The difference between content _type
(3) and payl oad_prei nage_content _type (259) is content_type is used
to identify the content format associated with payl oad, whereas

payl oad_prei nmage_content _type is used to identify the content fornmat
of the bytes which are hashed to produce the payl oad.

Profiles that rely on this specification MAY choose to mark 258, 259,
260 (or other header paraneters) critical, see Appendix C. 1.3 of
[ RFC9052] for nore details.

Envel ope Extended Di agnostic Notation (Appendi x G of [RFC8610]).
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The following informative exanpl e denonstrates how to construct a
hash envel ope for a resource already commonly referenced by its hash.

18([ # COSE_Signl

<<{
/ signature alg / 1. -35, # ES384
/| key identifier [/ 4: h 75726e3a...32636573",
/ COSE_Signl type / 16: "application/exanpl etcose",
/ hash algorithm / 258: -16, # sha256
/ media type [/ 259: "application/spdx+json",
/ location /
260: "https://sbom exanpl e/.../manifest.spdx.json"
}>>
/ unprotected / {},
/ payl oad / h”935b5a91. ..el8a588a’,

# As seen in manifest.spdx.json.sha256
/ signature / h’15280897. .. 93ef 39e5
# ECDSA Signature with SHA 384 and P-384
1)

In this example, an [SPDX] software bill of materials (SBOM in JSON
format is already commonly identified by its SHA256 hash. For
exanpl e, sone tooling generates a file, such as

mani f est . spdx. j son. sha256, whi ch contains the SHA256 hash of the
correspondi ng nmani fest. spdx.json file.

The content type for manifest.spdx.json is already well known as
application/spdx+json, and is registered with | ANA
(https://ww. i ana. org/ assi gnnent s/ medi a-t ypes/ appl i cati on/ spdx+j son).

The full JSON SBOM is available at a URL, such as
https://sbom exanpl e/ .../ manifest.spdx.json

The payl oad of this COSE Signl is the SHA256 hash of the
mani f est. spdx.json, which is typically found in an adjacent file
(mani f est . spdx. j son. sha256) .

The type of this COSE Signl is application/exanpl etcose, but other
types may be used to establish nore specific nedia types for
si gnatures of hashes.

The signature is produced using ES384, as defined in Section 3.4 of

[ RFC7518], which means using ECDSA with the SHA384 hash function and
P-384 elliptic curve
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5.

5

5.

6

6

This exanple is chosen to highlight that an existing system may use a
hash al gorithm such as SHA256. This hash becomes the payl oad of a
COSE_Signl. Wen signed with a signature algorithmthat is
paraneterized via a hash function, such as ECDSA with SHA384, the to
be signed structure is as described in Section 4.4 of RFC9052

The resulting signature is computed over the protected header and
payl oad, providing integrity and authenticity for the hash al gorithm
content type and |l ocation of the associated resource, in this case a
software bill of materials.

Security Considerations
1. Choice of Hash Function

It is RECOVWENDED to align the strength of the chosen hash function
to the strength of the chosen signature algorithm For exanple, when
signing with ECDSA using P-256 and SHA-256, use SHA-256 to hash the
payl oad. Note that when using a pre-hash algorithm the al gorithm
SHOULD be registered in the | ANA COSE Al gorithns registry, and should
be di stingui shable from non-pre hash variants that may al so be
present. The approach this specification takes is just one way to
perform application-agnostic pre-hashing, neaning the pre hashing is
not done wi th binding or consideration for a specific application
context, while performng application (COSE) specific signing,
meani ng the to be signed bytes include the COSE structures necessary
to distinguish a COSE signature fromother digital signature formats.

2. Encrypted Hashes

When present in COSE Encrypt, the header paraneters registered in
this document |eak information about the ciphertext. These
paraneters SHOULD NOT be present in COSE Encrypt headers unless this
di scl osure is acceptabl e.

When present in a protected header, the senmantics are the sanme as for
a COSE_Signl: decrypted payload is expected to be the output of the
hash function specified in the protected header.

| ANA Consi der ati ons
1. COSE Header Paraneters

I ANA is requested to add the COSE header paranmeters defined in
Section 3, as listed in Table 1, to the "COSE Header Paraneters”
registry [I ANA cose header-paranmeters], in the 'Integer values from
256 to 65535’ range (' Specification Required Registration
Procedure).
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B oo b e pe e pujes gl Cjsmsjems s o fespusfemsfespesfesfespepesfnly s pe g
| Narre Label | Val ue| (1) | Description | Ref erence|
I | Type | I I I
+o=—=—=————==+
| payl oad- hash-al g 258 |int |(2) | The hash | RFCt his, |

| al gorithm used| Secti on 3|
| to produce the| |
| payl oad of a | |
| COSE_Si gn1l | |

prei mage- content-type| 259 |uint |(3) | The content- | RFCthis,

| | format nunber | Section 3
| | or content- |

| | type (rmedia- |

| | type nane) of |

| | data that has |

I
I
I
I

— ~

I
I
I
I
|
| | been hashed to|
| | produce the |
| | payl oad of the|
| | COSE_Si gn1l |

payl oad-1 ocati on | (none) | The string or | RFCthi s,

| | URI hint for |Section 3
| |the location |

| | of the data |

| | hashed to |

| | produce the |

| | payl oad of a |

I I

I
I
I
I
I
I
| | COSE_Si gnl

Table 1: Newly registered COSE Header Paraneters
(1): Value Registry
(2): https://ww.iana. org/assi gnments/cose/ cose. xhtm #al gorithns
(3): https://ww.iana.org/assi gnnents/core-paraneters/core-
par anet ers. xht m #content-fornmat s

7. References
7.1. Normative References
[ 1 ANA. cose_header - par anet er s]

| ANA, "COSE Header Paraneters",
<https://wwv. i ana. or g/ assi gnnent s/ cose>.
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Appendi x A. I nplenentation Status

Note to RFC Editor: Please renpve this section as well as references
to [ BCP205] before AUTH48.

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ BCP205].

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ BCP205], "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experimentation
and feedback that have nmamde the inplenmented protocols nore nature.
It is up to the individual working groups to use this information as
they see fit".

A.1l. Transnute Prototype
Organi zation: Transmute I ndustries Inc
Name: https://github.comtransnute-industries/transmute

Description: A command |line tool and GtHub action for securing
software artifacts in G tHub workfl ows.

Maturity: Prototype

Coverage: The current version ('main’) inplenments this specification
and denonstrates hash envel ope signing with Azure Key Vault and
Google Cloud KM5 in addition to supporting |ocal keys.

Li cense: Apache-2.0

| mpl enent ati on Experience: No interop testing has been done yet. The
code works as proof of concept, but is not yet production ready.

Contact: Orie Steele (orie@r13.i0)
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A.2. DataTrails Preview
Organi zation: DataTrails
Nane: https://github.comdatatrails/scitt-action

Description: A GtHub Action for registering statenents about
artifacts on a transparency service.

Maturity: Preview
Coverage: The current version ('main’) inplements this specification
and denonstrates hash envel ope signing with DataTrails inplenmentation
of SCITT.
License: MT
| mpl enent ati on Experience: Interop testing has been performed between
Digi Cert and DataTrails. The code works as proof of concept, but is
not yet production ready.
Contact: Steve Lasker (stevenl asker @otmail.comn

A.3. DigiCert Preview
Organi zation: DigiCert
Nanme: https://github.com digicert/scitt-action

Description: A GtHub Action for renote signing and registering
statenments about artifacts on a transparency service.

Maturity: Preview

Coverage: The current version ('main’) inplements this specification
and denonstrates hash envel ope signing with Digi Cert Software Trust
Manager .

License: MT

I npl enent ati on Experience: Interop testing has been performed between
Digi Cert and DataTrails. The code works as proof of concept, but is
not yet production ready.

Contact: Corey Bonnell (Corey.Bonnell @ligicert.con
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A 4. Mcrosoft CoseSignTool
Organi zation: M crosoft
Nane: https://github.com m crosoft/ CoseSi gnTool

Description: A platformagnostic command |ine application to create
and val i date COSE si gnat ures.

Maturity: This is an al pha rel ease.

Coverage: The current version (1.6.5) inplenents this specification
through the ’indirect-sign’ and 'indirect-verify’ plugins.

License: MT

I npl enent ati on Experience: Tests are run with CDDL schena-vali dated
i nputs and outputs. No direct interoperability testing with other
i npl ement ati ons has been perforned so far.

Contact: The COSE Sign Tool team via G tHub Issues
(https://github. comi m crosoft/ CoseSi gnTool /i ssues)
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