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Abst ract

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR nj ect Signing and Encryption (COSE) serializations for FFT
(fast-Fourier transform) over NTRU Lattice-Based Digital Signature

Al gorithm (FN-DSA), a Post-Quantum Cryptography (PQC) digital
signature schene defined in US NIST FIPS 206 (expected to be
published in | ate 2026 early 2027).

It does not define new cryptographic primtives; rather, it specifies
how exi sting FN-DSA nechanisns are serialized for use in JOSE and
COSE. This docunent registers signature algorithns for JOSE and
CCSE, specifically FN-DSA-512 and FN- DSA-1024.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://cose-
wg. github.io/draft-ietf-cose-falcon/draft-ietf-cose-falcon.htm .
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-fal con/.
Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (nmailto:cose@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wy/draft-ietf-cose-fal con.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 16 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.

as they describe your rights
Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal

Provi sions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR bj ect Signing and Encryption (COSE) serializations for FFT
(fast-Fourier transform over NTRU Lattice-Based Digital Signature

Al gorithm (FN-DSA), a Post-Quantum Cryptography (PQC) digital
signature schene defined in US NIST FIPS 206 (expected to be
published in late 2026 early 2027).

FN-DSA (formerly known as Falcon) is a lattice-based digita

si gnature schene based on the GPV hash-and-sign franmework [ GPV08],
instantiated over NTRU lattices with fast Fourier sanpling techni ques
[DP16]. The core hard problemunderlying FN-DSA is the SIS (Short

I nteger Solution) problemover NTRU | attices.

FN-DSA (formerly known as Falcon) is a digital signature al gorithm
based on lattice mathematics. It follows the hash-and-sign design

i ntroduced by Gentry, Peikert, and Vai kuntanathan [GPV08]. FN- DSA
operates on NTRU | attices and uses fast Fourier techniques [DP16] to
make signature generation conpact and efficient. The security of the
schenme relies on the hardness of solving certain lattice problens, in
particul ar the Short Integer Solution (SIS) problem

FN-DSA offers

* Post-quantum security under the assunption that NTRU-SI S renmi ns
har d.

* Conpactness in key and signature size.

* Efficient operations (roughly Q'n log n)).

* Arequirement for careful inplementation to avoid side-channe
| eakage (notably Gaussian sanpling nust be constant-tine where

appl i cabl e).

The sizes of public key, private key, and signature for the paraneter
sets are the same as in the original Falcon specification
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B oo s s sl oo
| Parameter Set | Signature | Public Key | Private Key |
| | size (bytes) | size (bytes) | size (bytes) |
B el s el sl el
| FN-DSA-512 | 666 | 897 | 1281 |
I I T I I I +
| FN-DSA-1024 | 1280 | 1793 | 2305 |
i I i I I i I I i I +

Table 1. Key Sizes for FN DSA

For a detailed comparison of FN-DSA with M.-DSA [ USN ST. FI PS. 204] and
SLH- DSA [ USNI ST. FI PS. 205] see Section 11.3 of
[1-D.draft-ietf-pquip-pgc-engi neers].

Thi s docunent defines how FN-DSA is used with JSON Object Signing and

Encryption (JOSE) [ RFC7515] and CBOR Onbject Signing and Encryption
(COSE) [ RFC9052] [ RFC9053].

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. The FN-DSA Al gorithm Fam |y

The FN-DSA Sighature Schene is paraneterized to support different
security |evels.

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA. jose]:

Table 2: JOSE Al gorithns for FN DSA

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA cose]:
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4.

5.

| Nare | alg | Description |
[} e ———— e p—p———————_—_—_ Ll —_—————————————r 1
| FN-DSA-512 | TBD1l (-54) | CBOR Object Signing |
| | | Algorithmfor FALCON512 |
. - e +
| FN-DSA-1024 | TBD2 (-55) | CBOR nhject Signing |
| | | Algorithmfor FALCON1024

S R S +

Table 3: COSE Al gorithns for FN DSA
FN- DSA Keys

The FN-DSA Al gorithm Fam |y uses the Algorithm Key Pair (AKP) key
type, as defined in Section 3 of [I-D.draft-ietf-cose-dilithium.

The specific algorithms for FN-DSA, such as FALCONS512 and FALCON1024,
are defined in this docunment and are used in the alg value of an AKP
key representation to specify the correspondi ng al gorithm

Thunmbprints for FN-DSA keys are conputed according to the process
described in Section 6 of [I-D.draft-ietf-cose-dilithiun.

Security Considerations

The security considerations of [RFC7515], [RFC7517] and [ RFC9053]
apply to this specification as well.

A detailed security analysis of FNNDSA is beyond the scope of this
specification; see [USN ST. FI PS. 206] for additional details.

1. Pre-Hash and Hashi ng Consi derations

FN-DSA, as specified in [USN ST. FI PS. 206], supports both pure and
pre-hash nodes. This docunment specifies only the pure node of FN DSA
for use with JOSE and COSE

Thi s docunent does not define or register separate HashFN DSA
algorithmidentifiers for JOSE or COSE. Doing so would require
distinct algorithmregistrations and would introduce additiona

i npl ementation and interoperability conplexity. The algorithm
identifiers defined in this docunment therefore refer only to the pure
FN- DSA vari ant s.

For many COSE use cases, this restriction is acceptabl e because the
application can already structure the signed content in a way that
limts the anpbunt of data processed directly by the signature
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algorithm In particular, applications that need to sign | arge
payl oads, detached content, or renotely held content may use the COSE
Hash Envel ope mechanism [I-D.ietf-cose-hash-envel ope].

Hash Envel ope can provi de operational properties sinmlar to those
sought from a pre-hash signature node, such as reduced data transfer
to a signer, reduced buffering requirements, and sinplified renote-
si gni ng workflows. However, Hash Envel ope is not cryptographically
identical to a standardized pre-hash variant of FN-DSA. In Hash
Envel ope, a digest is carried and signed at the COSE | ayer, whereas
in a pre-hash signature algorithmthe hashing step is part of the
algorithmdefinition itself.

Applications that use Hash Envel ope together with FN- DSA need to
ensure that the digest is reconputed over the original content and
conpared with the signed digest before treating the signature as
valid for that content. Profiles that rely on this construction
SHOULD specify the permitted hash algorithnms and the verification
procedure explicitly.

If future depl oyment experience shows clear demand for algorithm
| evel pre-hash semantics in JOSE or COSE, separate registrations for
HashFN- DSA coul d be defined in a future specification.

5.2. Validating Public Keys

Public keys SHOULD be validated before use (e.g., against encoding
constraints).

When an AKP al gorithmrequires or encourages that a key be validated
bef ore being used, all algorithmrel ated key paraneters MJST be
validated. For FN-DSA public keys, this includes, at a mninum

* I nplenmentati ons MJUST ensure that alg matches the intended
al gorithmvariant.

* The key representati on MIST be of the AKP key type and MJST
contain the public key value (pub for JWK |abel -1 for COSE Key).

* The decoded public key value MUST have the expected length for the
sel ected al gorithmvariant (see Table 1).

Public keys that fail these checks MJST be rejected.
5.3. Side-Channel Attacks

I mpl enenters should foll ow best practices to mtigate timng, cache,
and power side channels, such as:
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* Using constant-time arithmetic

* Maintaining uniformmenory access patterns

* Avoi di ng dat a-dependent branchi ng or nenory indexing
5.4. Randommess Consi derati ons

Al'l required randomess (e.g. for signature generation) MJST be
derived froma cryptographically secure, high-entropy source

6. | ANA Consi derations
6.1. New COSE Al gorithns
IANA is requested to add the following entries to the COSE Al gorithns
Regi stry. The followi ng conpleted registration tenplates are
provi ded as described in [ RFC9053] and [ RFC9054].
6.1.1. FN-DSA-512
*  Name: FN- DSA-512
* Value: TBD1 (requested assignnent -54)
* Description: CBOR (bject Signing Algorithmfor FALCON512
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes
6.1.2. FN- DSA-1024
*  Name: FN-DSA-1024
* Value: TBD2 (requested assi gnnent -55)
* Description: CBOR Object Signing Al gorithmfor FALCONL024
* Capabilities: [kty]
* Change Controller: |IETF

*  Reference: RFC XXXX
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* Recommended: Yes

6.2. New JOSE Al gorithns
I ANA is requested to add the following entries to the JSON Wb
Si gnature and Encryption Al gorithns Registry. The follow ng
conmpl eted registration tenplates are provi ded as described in
[ RFC7518] .

6.2.1. FN DSA-512
* Al gorithm Name: FN DSA-512

* Al gorithm Description: FN-DSA-512 as described in US NI ST FIPS
206.

* Algorithm Usage Location(s): alg

*  JOSE Inpl enentation Requirenments: Optional

* Change Controller: |ETF

* Specification Docurment(s): RFC XXXX

* Al gorithm Anal ysis Docunents(s): [USN ST. Fl PS. 206]
6.2.2. FN-DSA-1024

* Al gorithm Nanme: FN- DSA-1024

* Al gorithm Description: FN DSA-1024 as described in US NI ST FIPS
206.

* Algorithm Usage Location(s): alg

* JOSE I nplenmentation Requirenents: Optional

* Change Controller: IETF

* Specification Docurment(s): RFC XXXX

* Algorithm Anal ysis Docunents(s): [USN ST. FI PS. 206]
7. References
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{

"kty": "AKP",

"al g": "FN DSA-512",

“pub”: "V53SIdVF...uvw2nuCQ',

“priv": "V53SIdVF...cDKLbsBY"
}

Figure 1: Exanpl e FN-DSA-512 Private JSON Wb Key

{

"kty": "AKP",

"al g": "FN DSA-512",

"pub": "V53SIdVF...uvw2nuCQ'
}

Figure 2: Exanple FN-DSA-512 Public JSON Wb Key
A 1.2. JSON Wb Signature
"kid: "clpwZ. ..RAWWUICUF",

"al g": "FN DSA-512",
"typ": "Jwr

Figure 3: Exanpl e FN-DSA-512 Decoded Protected Header for a JSON
Web Signature
A 2. CCsE

A 2.1. Key Pair

/ kty AKP [ 1. 7,

/ alg FN-DSA-512 / 3: -54,

/ kid / 2: h' 66616c636f 6e2d6b6964"
/ public key /-1

h’ 09098ele15e457¢c27018e854a4e4d53¢c9a4067ab03cb6a698d7667177a85905a
d33dcd443799bd8ab6e20770c17840aedelebecdcl25beadaa7f 22e880f c9a58
0b61086997199774bacac649ed342d75355a23e44c48512500688b21684edf 76
ef 4c7d78d024737f e100290ce8530f ch46a6546d295152df 960438f 71a139917
fdf 5296322a5bcdaf d2a468c74470ee3589a9f 9a2a5597436f 50f bla2a93e27c
c4f 1af 290f 38¢cc017461¢c85b8996d5977781ef 37330f 015cdd4e293b9%9a6995a4
2d254bdbc71f dddebb0886d9148216b2b2el147a5e87e58275ec9a05d9bh916aac
c3069ace28cl44ae4b529288eae34a2b4013e240c1866de591897el1d3e75e8ca
997d612f 329c260ace6d4dle32e2cad0e4lf 0271af 4532922a904622d2a255d7
82b6225aa1249a4499b9f 5a12ad219f 90ed5a0d0d6110de9d417a5ba8e656524
bc229827e0e8694f c96e8ad8aea052a32458790e53d041f b12dcc1c075e6dc36
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Oaac84cc2f 557ae9e0ab676c8c0620a383al2ec189cc2af 5414828773881f 5ad
ef 9c8lacbaa2492a26a7007a7bl2adcalf 3c¢7866735b0204885¢c38d3862a298d
2f 1777a961062eab1a9dd2d15a3970915849610ee5alcle7882a2c492d753d1le
8569d883a0dbe3509a7dd142692f e143253932ec9357aab5c11f bOcO7aabl2cc6
31c8e0b13655c26acf ab5b4cc220ebdbef ab397434eb59402c227a6e7173ea00
79485838d00d265f 04de72al196af 79bd281366dea227755d2a2c03¢c26f 9ebac3
ff4c3b490ce857bdlcf f a2a9ef 960def 4f 8179f 75b6f 2ad820b9a754cf df a379
5e4524¢203710b099008c85e194131bba0d304c79005chb08f 5¢7dd188662488b
cb02acf cla5b554dd3bc36b2d176dd0bbe2678d37e065¢c52e279¢c58142959941
f 1a40f 045¢c879843f 2ab8087467c1745f 1e2f c74ea31d710cch19f caa0644c8a
ebbba4a3e024ae84809164eaab0ed536e2c2e5f a4511b000b42af f 628e236d56
e4b4c80b744892157¢cd567302cb049cdel1087b38189aeacf 397cf 04f e6¢70b3d
5blcaf 92bf e6097f 88875abcebf 45b1a30b3a58ce61e9c3abb528be07a94b7b6
355af e6acdd39838079848b57d1984d0ef b574bb62844a872f 39d065e6ea2b84
f e6d855dea568c5cf d45560c89389816a1b947419276ec21ee8a9e39ea95e725
13b94b32a5c55e185b2eec1255671004b9825e7947de3756ad5515396cbc732d
aa97a9e5bd525901f b3718d47a22060b80df 8ca559a8368a92008269b69af c95
e9’

[ private key /[ -2

59ebc07f 0841f f 04803c103078f 061bdf 0207cf 7cec4f f bf 80f 4407e002f 02f 8
Of f af c408310507e040ec30f ef 7bf 3a0bd0c3ebc0401c1f bdf 7b083f c0083f 87
f 8303c0f c084f 84045ec2086d031c3f f a08808af 4000418cf 3f 1f ef 00f f af 830
43f 7f e83f 8213bf c2f 84f bb0f c1430f eOc7f 01f c2f 03e0613b00407f ef beb82b
e0c1181fff03ff00105f bf 1bf f 8407e08014117f 00227b2bdf 8307ef 81241f 43
f 030f df f 813ae010f af 880f e03f ebef f 70bc23f 138f f €e14407e0840c0f 41f f ef
baf bf f f df 3f 04504003a20bf c5f 03f 45084f 3f f bcOf b180001ec6f f af 070051¢
30c50c313b145ebbf f ee3f 281f f c0431bel7d17f f 05e43f 86f 8727903¢c17c07f
084f 7b180df cf 40ef e000000f f df 462f f f b913a0c80400c60820bef c7ebb044f
f c083f 000bbf ffec407cf 3b1800f dOOOf 000f f 089e40104eb804514627cf f ee8
5ec1f ¢5000f be18208600807el1f 8279005f f f 001f f f f 820c117d18004104203f
140f 06ec5d80083f c1079142f f f f 86103ec2ef c03dec303c045f 7f e44085f 7f 1
85f bd10327d043f 0203f 1001bef bb2020bcf bcf bel1080f cf c6f 3e044e86f 81f b
ffcl1039f 7df f 71bf 0071c3f bb2f df f d17f Oc3ef f Of dOf 6e830f cecOf c0104082
f4224607df 07084044ec00c1f f d183040040f 84f f f 084f c2f 83081ebel42f 42e
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Figure 4: Exanpl e FN-DSA-512 Private COSE Key

kty AKP /1. 7,

al g FN- DSA-1024 / 3: -55,

ki d / 2: h' 66616c636f 6e313032342d6b6964’
[ public key /[ -1

h’ 0a8lad206alc49a981caf bb70f 15c6bec2b033e468488518b388088172142cf 1
5094e85dab1a8534d28c0e72f c7df 5126b45536a9914729542837067586d408e
56146ea99ceb5391421f 6a3f 198143dcbd18234f 74bb0487¢c53e2a6530f ce990
a40f d42c7251c52f 0ec34f 5887e9799d0d76f 0b978b109a6af 287f f 2ce20a7bf
24d825a0dcae3566b163e5da8843b1b748360a405822c945811364021d757687
2c75507200781ec2b992b1f eaa6564c5a2647bb962c34e55c057a3c141ab7e78
253a26ebba4f d8c81a2842f 89f blce29f 328769302f 4c91¢ca02499b165478f ac
4262ae89747126904051aab678133e0d892ee77966¢cc2b655ee376e3437861bd
345c14ec202d68004aelbc86d8527al1b9f 6457862d1465e3910d1cde3528e2ea
4d211871bea7b79c0036e0accf e515dlaf abcee5d9b2ca52b839a63c48945a70
078a8e2e6a80d910a326ad06e4dac7103a47d4c4b9331df 9af 98575a03876d45
42e85372c5b45321ef 75¢c682c26bedcce778d9181e257179435a9¢c801eb19bf 6
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f 1b9f 922¢c7852a137150cc8385e18f e18a02f 8b8aae2f 705236132d8d2d2098e
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69ccc5b3d7672514f 557¢c7e884acd834d3b3198063e6d201ac90075e099841af
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af 1ded9820aacae86f f 6e8306f 630d951c31b9eb543a8f b46b85b7a0d26¢c5227
8813da6563a58635e06926530885c53c2df 9ba4223c7f aec148e5e3f 227ace46
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ead4241f 7a5¢8631689654653912¢c7654473962d688469¢97381526315203e0a0
5d4c3e0ec3899a107f 75a53ecb7654ac318c93daedaf 082e79bcebchbd59b859c¢
€9e31490f 65b150cale8d39498a432f 3e6954b0b6e41b150ddc532a86ddb5300
5431905d05ea6324a976d0ba0846360b2e8e16811cbb7ebd19e08aal2e4c1480
5a36853ea72db2e419681036f eb1f 6d76d35b69a236bf dOb069e561f 26f d57e5
b9eeelb6d44dacleace4d20edB82¢c6c269663e544e61f 119c8087aaf 50ab9b546
68274c64alebelabc2273ce56e199dc615b3787f 28e39e59a9a9f e9409da0620
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[ private key /[ -2

5a083clef 43e374422e3f de78c3e0f e33005b088450781c07c1f ef c05073¢c50f
3df df 7c0f 82f cf 83e307c221f f bcOf 81de87dcdObbd013a1e8882113f f e889ef
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f 3eldf d9220deed8220ed9061a050bf 3f a210cef 20f 2ede42506240d1dde031a
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Figure 5: Exanpl e FN-DSA-1024 Private COSE Key

/ kty AKP [ 1 7,

/ alg FN-DSA-512 /| 3: -54,
!/ kid /| 2: h 66616c636f 6e2d6b6964’

/ public key /[ -1
09098el1e15e457c27018e854a4e4d53¢c9a4067ab03ch6a698d7667177a85905a
d33dcd443799bd8ab6e20770c17840aedelebecdcl25beadaa7f 22e880f c9a58
0b61086997199774bacac649ed342d75355a23e44c48512500688b21684edf 76
ef 4c7d78d024737f e100290ce8530f ch46a6546d295152df 960438f 71a139917
f df 5296322a5bcdaf d2a468c74470ee3589a9f 9a2a5597436f 50f bla2a93e27c
c4f 1af 290f 38¢cc017461¢c85b8996d5977781ef 37330f 015cdd4e293b%9a6995a4
2d254bdbc71f dddebb0886d9148216b2b2el147a5e87e58275ec9a05d9b916aac
c3069ace28cl44ae4b529288eae34a2b4013e240c1866de591897el1d3e75e8ca
997d612f 329c260ace6d4dle32e2cad0e4lf 0271af 4532922a904622d2a255d7
82b6225aa1249a4499b9f 5a12ad219f 90ed5a0d0d6110de9d417a5ba8e656524
bc229827e0e8694f c96e8ad8aea052a32458790e53d041f b12dcc1lc075e6dc36
Oaac84cc2f 557ae9e0ab676c8c0620a383al2ec189cc2af 5414828773881f 5ad
ef 9c8lac5aa2492a26a7007a7bl2adcalf 3c¢7866735b0204885¢c38d3862a298d
2f 1777a961062eab1a9dd2d15a3970915849610ee5alc1e7882a2c492d753d1e
8569d883a0dbe3509a7dd142692f €e143253932ec9357aa5c11f bOcO7aabl2cc6
31c8e0b13655c26acf ab5b4cc220eb4bcf ab397434eb59402c227a6e7173ea00
79485838d00d265f 04de72al196af 79bd281366dea227755d2a2c03¢c26f 9ebac3
ff4c3b490ce857bdicf f a2a9ef 960def 4f 8179f 75b6f 2ad820b9a754cf df a379
5e4524¢203710b099008c85e194131bba0d304¢c79005¢ch08f 5¢7dd188662488b
cb02acf cla5b554dd3bc36b2d176dd0bbe2678d37e065¢52e279¢c58142959941
f 1a40f 045c879843f 2ab8087467c1745f 1e2f c74ea31d710cch19f caa0644c8a
ebbba4a3e024ae84809164eaab0ed536e2c2e5f a4511b000b42af f 628e236d56
e4b4c80b744892157cd567302cb049cdel1087b38189aeacf 397cf 04f e6¢70b3d
5blcaf 92bf e6097f 88875abcebf 45b1a30b3a58ce61e9c3abb528be07a94b7b6
355af e6acdd39838079848b57d1984d0ef b574bb62844a872f 39d065e6ea2b84
f e6d855dea568c5¢cf d45560c89389816a1b947419276ec21ee8a9e39ea95e725
13b94b32a5c55e185b2eec1255671004b9825e7947de3756ad5515396cbc732d
aa97a9e5bd525901f b3718d47a22060b80df 8ca559a8368a92008269b69af c95
e9’
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Fi gure 6: Exanpl e FN-DSA-512 Public COSE Key

/ kty AKP /1. 7,

/ alg FN-DSA-1024 /| 3: -55,

/ kid / 2: h' 66616c636f 66313032342d6b6964"
/ public key /-1

h’ 0a8lad206alc49a981caf bb70f 15c6bec2b033e468488518bh388088172142cf 1
5094e85dab1a8534d28c0e72f c7df 5126b45536a9914729542837067586d408e
56146ea99ceb5391421f 6a3f 198143dcbd18234f 74bb0487c53e2a6530f ce990
a40f d42c7251c52f 0ec34f 5887e9799d0d76f 0b978b109a6af 287f f 2ce20a7bf
24d825a0dcae3566b163e5da8843b1b748360a405822¢945811364021d757687
2c75507200781ec2b992b1f eaa6564c5a2647bb962¢c34e55c057a3c141ab7e78
253a26ebba4f d8c81a2842f 89f blce29f 328769302f 4c91ca02499b165478f ac
4262ae89747126904051aab678133e0d892ee77966¢cc2b655ee376e3437861bd
345c14ec202d68004aelbc86d8527alb9f 6457862d1465e3910d1cde3528e2ea
4d211871bea7b79c0036e0accf e515dlaf abcee5d9b2ca52b839a63c48945a70
078a8e2e6a80d910a326ad06e4dac7103a47d4c4b9331df 9af 98575a03876d45
42e85372c5b45321ef 75¢682c26bedcce778d9181e257179435a9¢801eb19bf 6
8bdf af eBal0b4d8f aa9d3522388b6cad22d511¢c46490f f 1d38bcaadd548b67a4
f 1b9f 922¢c7852a137150cc8385e18f e18a02f 8b8aae2f 705236132d8d2d2098e
b61032a5b7edd9583422c607eb21f 3489cb1f 91a5101575a849bd56d29628654
d0268f 451bf a73742952456¢c206c693a240051b19ed92892ad3bee0ad3d0c040
1leeef 769b85f 09b6a6386bf €3c325ce0dlba26eea3e9e9d42891a6ca2342da3
5457632878c0c798175f 4f 366ec48a4ab3633celd6a2e81384c6db63d48f b736
bcd037accbf 758422cf 43409b747al15e7baa8d8911f 529e60345f d1452a2260b
18f 50e2513593c02134421e470cf 58e875c48100bc2301569dd90b901eaf 7e64
b63b6be7b22a658e735¢c1bb380addlf Of 1db136f 899448cce33092b8d4f 88390
65710ac9231a0a2684f 113c4ed15de0d7d3ee43d57a7b969cdc2394a0e99¢cd99
f 6cb62e66125a306¢c70c4d577d07cb7b6e3a666103767167f d3d9adla538ecf 2
766e€99980a82af 530c6916088d6109¢cd2¢c188e61094060a04d0ab841b6825d0
a8c86109621f abb86d8731927d54f c51b5885d3457e602139f da423a9ed1c8bd
69ccc5b3d7672514f 557¢c7e884acd834d3b3198063e6d201ac90075e099841af
eab96f d513e61481350a49bf 86e6d20d7ccdf 3511e437dbbad7884bb9a259¢c01
335a580ec2bd618c4163975f ab349a53db6160ab20e691324ac275b11¢c6302dd
3977a9f c3a0f 68a59cc6ff 21b9¢c2dc7eb0600395e7689069978bdd2a0b3f 760b
07180f 5a24004d382f 91d9b32808a9d4d9038f 89569be86df 0926dal76288d1a
1a2e38681edeb217358be30f d15b48f a6c9bd6deb87aa40170d086256660e684
64ed0575940f 872cc5c2b2e8162af cdOe3bc1c9e6248c0f 152093282459¢c0d55
4624085d4882a4f 2313ac7e8c8baae39e2dce589879d2d88921f 7d092eb317b3
53652c0a7d6a7ed97f 3cc8ec766045e6bced4ebed09920d4cad8f 4648e131b2f 1
ffOb374a5e6768cd494e1e5d86786896b1aele0el000f 05b51e51a9c4cf Ob3a9
bf b1da29377bab94b30db629730e2712b1d405c7df a71e9a55880f eb121c145a
0a08d81954302¢c66dec1893342¢c0110dadl1f b5296c54b0d84e29dce8c80e4751
006174d3e256391b48ef c59f 42ed800d37a397024891c64a400f 62f b38a60763
a99ae5528e0b686403eaa33285¢cal4901f 6e0957136¢c1b7d8d4531¢c986612eb?2
3d2a3a346b1b173cdf d4eacaf 42e41bce8a3d805a2bc296674c9f 66bc51e27f 7
53028a406633c529b476097046¢ccece6826ab491c6e5791ed2f b8a3355bc5951
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5be3b3169bb8f 17e46f dcae765f 6dc32e707b849b9b76ab4804690d2ch102086
af 1ded9820aacae86f f 6e8306f 630d951c31b9eb543a8f b46b85b7a0d26¢c5227
8813da6563a58635e06926530885¢c53c2df 9bad223c7f aec148e5e3f 227ace46
655e7025406f 08ae98eea2b1d1aa80213b8370281c5474d386795bd78ef 4f 204
aaB8a736b1662a3f 65cf 4b47c3f 203d698a47a82aeallce04a6e223358f 63¢c960
ead241f 7a5c8631689654653912c7654473962d688469¢97381526315203e0a0
5d4c3e0ec3899a107f 75a53ech7654ac318c93daedaf 082e79bcebcbhd59b859c¢
€9e31490f 65b150cale8d39498a432f 3e6954b0b6e41b150ddc532a86ddb5300
5431905d05ea6324a976d0ba0846360b2e8e16811cbb7ebd19e08aal2e4c1480
5a36853ea72db2e419681036f eb1f 6d76d35b69a236bf dOb069e561f 26f d57e5
b9eeelb6d44dacleace4d20ed82c6c269663e544e61f 119c8087aaf 50ab9b546
68274c64alebelabc2273ce56e199dc615b3787f 28e39e59a9a9f €9409da0620
90dda41805628f 6d73a9f f 4dba77ca2ca9ee038041bd673274e93963b1ch87e7
0ab593c899b1f 14d862f 7d95c1f c8bd91f 60eef 4c355f h070d45c77f e3051258
572aab151f 64be37ebf 2605118b56a657281373b91f af 14bdla5ac7632e07al10
74

Fi gure 7: Exanmpl e FN-DSA-1024 Public COSE Key

A 2.2. CCSE Signl
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18([

<<{
/ alg FN-DSA-512 / 1: -54,
}>>,
/ unprotected / {},
/ payload / h’'66616b65" ,
/ signature /

h’ 39d79a9d52f 6abf 0dbf cdd2ae28f 612741d41637793a3d698542d69d277ba3cf
15cb855a7000913b9badc27925ba438ec42d6f f 6cd25193528d1c4647555c6be
6f f d385768dc1b8f 1c0f f 3989da64c79903f 4c6¢c1f b68922843a7eae3b4d2b16
cfa8301b07c6556df 42ecc5a7d32e6bbf ad7f 7¢144630f 377d86429867eebl1d7
ffa598e78b443a0f c383bf c962e8f 22e92e539432d3ee9e396855ea5396e6aaa
3c1f a95e54f a73f 57dd6874ca24f 555¢7b539172546552f de533dd07033273d5
f 2ccae76ec03a7009e58e735667a58e4a7768732e763dce210d62377f 2894bd0
1778872dceOf 68ae2ce4e529ded268707cd552a3a131c944a7756f c2695a4451
834a673b4df 69aleb9bb2ef 4f d29541a7f f 206605cd9f a9ad4l112cbab4alledbe
6c4f 2752d9975ab064b8d7eeaB8asbf 8c407a25cabea70f 2ef 4cbdall3ad2bdf 1a
e5e0b2556¢cc513c5d7e47ef 0a79f 9df 3d6b7ea2ec69f 192211b918c1d414e772
364ca57713459e23d0f 8bcal2d2213185ece7d58chOaee9a32f 56¢28d5759192
c8ec3147beb6laal22f 8ca4ad710df e72caef 608cf b8eadce7cOchb6e8af 22eddc
cd896f a553ec1184632107d276dc896267ad80d5151d0e6204470c0233a733cc
b7d3564413cf c26dc48d216871c09118f 6d9b1c49f 363e32c1347¢c647e€851188
4a58f 6cda5797191da36245f 5418b6110f 69d061¢c920840cf 3ad67010c6593¢c5
5ba37d8b4b72e91a72e6a872379db25e3f 07bbba4c91765b1f 1f 498b2e61f 64c
4da4b2486¢f 878c76a39b5c7f f 53ca036c5ae269e73f 37854695067f 9d85aa78
b6e5262a25501d2¢c8b43923f 84195bade108044a270e55ed379ae3193ed115ba
76cbec7af 6314e71a64c3bceae54d7c0135e8c27ae47a61badb9979¢73b10647
3919308chb58ef cf 27b1537896e86¢f 182c42

1)
Fi gure 8: Exanmpl e FN-DSA-512 COSE Signil

18([

<<{
/ alg FN-DSA-1024 /| 1: -55,
}>>,
/[ unprotected / {},
/ payload / h’66616b65’
/ signature /

h’ 3al2ef 94a269b3d76e22c8bb373e940f a78db86f 3a5b79544a415eab87f 6beal
7535d1a75¢c0c3f 1913399592ee4495013006¢cf 21eaf 42858bde3dc87d4c9dOdf
3a684a37f 876f 42e1b5a8208f 46da8cddddf 737f 7a6c5d50f ad220da712d62d7
f 3a2671¢850366c2756133054a9f 54d7109533f ba24edbed433cddca8d7226ef
ec103d5c09153ddba53e4f 4af bc330b5f 1614f 683c8da9c543675f dd6329aca8
f 9e489a69b96df 99b886f 702485bef 87€36a41094682702083aa81c01498b09%a
a3b3f b0f 9122bed7f 8d55640bbe95e6bd2a0a46274582d2b189ae5¢95dc31b40
31399da49a510f 7d5adb451d7162caf f 632a5e6d8a6b24c465d4794e6e3a9641
b3647720f a6f 4d8f 8f 9d56c424edabf f 28d1e81e640930452b111244c6a0f 0c9
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clb4acee90ed854f 7d8ach50ealf 1c9379ca8abb9db6as5b4c9ed685¢c6689db5a
72a919cabf 504e37a5f 98da26db24b229d6ee4e94b24519c47¢c25090eddc6363
adbl1lbc3154c627a9191af 9bas5ca3e9494c0d12ef 74ac3306a0b9419aac0f 575
19d60716567f 52ce93f df 08eb4db8e5c2d0a6e37b47aac654db5317¢c97a22134
3e5f feb26596¢c141b60b6ac3706adef 4b7e27b3666e3ed13c932389170a36ede
f e0Odcad4ee4ea26b99ddb363499469daad44d192dd3f 796dc8720c86d60c864506
ef c9f 59f 46ddf f 7c3f 4f Oea75ad4c062bf c89b7021470a3e8baaa8ea2bf 1laad4
539565b04ba878b45b67b280c26€5939¢c6497570b31df 3470386f 84f 5164d717
ef 7d37659952e2d0129356¢cef c7118e9ec72846af f 9b0502e72d8d6190c4cf 2d
da71f 5a79dd396a55f 34dab0bd9e28af 9960c7197cb2c175f e10114cb2218936
d7eca6b808ef c22f 8943f 1126d7b4f 138f 4c1408d6f f 5865731936da452b3549
335ac02e5abaef 2ec9a345d8dd8722e9006cd980c4473a6854237cc49b5d3b55
€998c258ca34edf 1e72d4b8c1130e3e6eblad6ee2ac9aaf c838125622d8be28c¢c
9288269de3c0c0a04ec4f ab8cdba096b83018f ecd5e313f af 149b7bd8e8495d0
807388bb6b4d5192e2ch84¢c2987851¢cd208189d84f 152550e3d9b104205a236¢
92a30d901796df 2c63c86620d82bd88302815d2c15e6b222d7f a678ebf 65elde
e7522e8eb4bf a584ebd9a8e7269377e34a9db2653773835¢c3a867507d8ac30ec
d366c¢c356b3af 43569244bb73ad2b81¢c9337e5877648e49daala8dc38506b76b7
6df bb1f 1e225b53a6eb1249137a0el7e72ef be40d34a8alaaad7c0d986b6e7ab
89537c56c60d444b61add8cf f 00b371d60ada9ef 3b0df 5¢cb3353470578f 8c9c9
f 3df f 8cbcb5306be6f 7b6a66290f f a54d3958e2c71eef a767f 83f 35d21104e36
911767db8e454d37f 551f 12ecc148b3f e5d8ba95ad0eae06a719961d4822d536
994699d2999¢7982a4113447619f 67ea52e48f 7a89780852042¢c73ce356d43c9
11698c7f 419d5b4ae384bcf 2e3bb2b846b37906523950a5e315d7b3989162ed6
5299859ce24a51bcef 8724d62852d3ded76e7cc89ac9865393ce7ef 33ce85a2a
0df 19e7ad04e7eab47dcb7609e06aaabc5702630a3af 4cb054d17dbbf b582e3f
825573b44bb7053641dad24eccalOaf df d8d29f 5¢7484a3f 210a54d96f ceb0ObO
ffe7dd89f abe4c52e688e1d65425eac9497bb9b213ccd3ef d29225a026760629
1b755a44e64b4690e28b840e1280a49b1b6e4b46bad677c99a62c91de45¢c7ed0
68897ee8c3071b9913e0a5653e0a5f 165204c8082a97141ab64d41a7b9ccc76¢
9dc82c1044f 968b84573c74f 7db38da76a349d08579339%9alae40

1)

Figure 9: Exanpl e FN- DSA-1024 CCSE Signl
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