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Abst ract

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR nj ect Signing and Encryption (COSE) serializations for FFT
(fast-Fourier transform) over NTRU Lattice-Based Digital Signature

Al gorithm (FN-DSA), a Post-Quantum Cryptography (PQC) digital
signature schene defined in US NIST FIPS 206 (expected to be
published in | ate 2026 early 2027).

It does not define new cryptographic primtives; rather, it specifies
how exi sting FN-DSA nechanisns are serialized for use in JOSE and
COSE. This docunent registers signature algorithns for JOSE and
CCSE, specifically FN-DSA-512 and FN- DSA-1024.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://cose-
wg. github.io/draft-ietf-cose-falcon/draft-ietf-cose-falcon.htm .
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-cose-fal con/.
Di scussion of this docunent takes place on the CBOR Object Signing
and Encryption Working Group mailing list (nmailto:cose@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/cose/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cose/.

Source for this draft and an issue tracker can be found at
https://github. com cose-wy/draft-ietf-cose-fal con.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Thi s docunent specifies JSON Object Signing and Encryption (JOSE) and
CBOR bj ect Signing and Encryption (COSE) serializations for FFT
(fast-Fourier transform over NTRU Lattice-Based Digital Signature

Al gorithm (FN-DSA), a Post-Quantum Cryptography (PQC) digital
signature schene defined in US NIST FIPS 206 (expected to be
published in late 2026 early 2027).

FN-DSA (formerly known as Falcon) is a lattice-based digita

si gnature schene based on the GPV hash-and-sign franmework [ GPV08],
instantiated over NTRU lattices with fast Fourier sanpling techni ques
[DP16]. The core hard problemunderlying FN-DSA is the SIS (Short

I nteger Solution) problemover NTRU | attices.

FN-DSA (formerly known as Falcon) is a digital signature al gorithm
based on lattice mathematics. It follows the hash-and-sign design

i ntroduced by Gentry, Peikert, and Vai kuntanathan [GPV08]. FN- DSA
operates on NTRU | attices and uses fast Fourier techniques [DP16] to
make signature generation conpact and efficient. The security of the
schenme relies on the hardness of solving certain lattice problens, in
particul ar the Short Integer Solution (SIS) problem

FN-DSA offers

* Post-quantum security under the assunption that NTRU-SI S renmi ns
har d.

* Conpactness in key and signature size.

* Efficient operations (roughly Q'n log n)).

* Arequirement for careful inplementation to avoid side-channe
| eakage (notably Gaussian sanpling nust be constant-tine where

appl i cabl e).

The sizes of public key, private key, and signature for the paraneter
sets are the same as in the original Falcon specification
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B oo s s sl oo
| Parameter Set | Signature | Public Key | Private Key |
| | size (bytes) | size (bytes) | size (bytes) |
B el s el sl el
| FN-DSA-512 | 666 | 897 | 1281 |
I I T I I I +
| FN-DSA-1024 | 1280 | 1793 | 2305 |
i I i I I i I I i I +
Table 1

For a detailed comparison of FN-DSA with M.-DSA [ USN ST. FI PS. 204] and
SLH- DSA [ USNI ST. FI PS. 205] see Section 11.3 of
[1-D.draft-ietf-pquip-pgc-engi neers].

Thi s docunent defines how FN-DSA is used with JSON Object Signing and
Encryption (JOSE) [ RFC7515] and CBOR Onbject Signing and Encryption
(COSE) [ RFC9052] [ RFC9053].

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. The FN-DSA Al gorithm Fam |y

The FN-DSA Sighature Schene is paraneterized to support different
security |evels.

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA. jose]:

Table 2: JOSE Al gorithns for FN DSA

Thi s docunent introduces the registration of the follow ng al gorithns
in [I ANA cose]:
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4.

| Nare | alg | Description |
[} e ———— e p—p———————_—_—_ Ll —_—————————————r 1
| FN-DSA-512 | TBD1l (-54) | CBOR Object Signing |
| | | Algorithmfor FALCON512 |
. - e +
| FN-DSA-1024 | TBD2 (-55) | CBOR nhject Signing |
| | | Algorithmfor FALCON1024

S R S +

Table 3: COSE Al gorithns for FN DSA
FN- DSA Keys

The FN-DSA Al gorithm Fam |y uses the Algorithm Key Pair (AKP) key
type, as defined in [I-D.draft-ietf-cose-dilithiunm.

The specific algorithms for FN-DSA, such as FALCONS512 and FALCON1024,
are defined in this docunment and are used in the alg value of an AKP
key representation to specify the correspondi ng al gorithm

Thunmbprints for FN-DSA keys are conputed according to the process
described in [I-D.draft-ietf-cose-dilithiunm.

Security Considerations

The security considerations of [RFC7515], [RFC7517] and [ RFC9053]
apply to this specification as well.

A detailed security analysis of FNNDSA is beyond the scope of this
specification; see [USN ST. FI PS. 206] for additional details.

Al'l the usual caveats for PQC and si de-channel resistance apply.

* | nplenmentati ons MJUST ensure that alg matches the intended
al gorithmvariant.

* Private inplenentations of sanpling (Gaussian, etc.) nust be
constant-time to prevent |eakage.

* Public keys SHOULD be val i dated before use (e.g., against encoding
constraints).

* Nonces, random values, blinding factors (if used) MJST originate
froma secure source of randommess
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5.1. Validating Public Keys
TODO
5.2. Side-Channel Attacks

I mpl enenters should foll ow best practices to mitigate timng, cache,
and power side channels, such as:

* Using constant-time arithnetic

* Maintaining uniformmenory access patterns

* Avoi di ng dat a- dependent branchi ng or nenory indexing
5.3. Randommess Consi derations

Al'l required randomess (e.g. for signature generation) MJST be
derived froma cryptographically secure, high-entropy source

6. | ANA Consi derations
6.1. New COSE Al gorithns
I ANA is requested to add the following entries to the COSE Al gorithns
Regi stry. The follow ng conpleted registration tenplates are
provi ded as described in [ RFC9053] and [ RFC9054].
6.1.1. FN DSA-512
*  Nanme: FN-DSA-512
* Value: TBD1 (requested assignnent -54)
* Description: CBOR Object Signing A gorithmfor FALCON512
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes

6.1.2. FN-DSA-1024

*  Name: FN- DSA-1024
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* Value: TBD2 (requested assignnment -55)
* Description: CBOR Object Signing Al gorithmfor FALCON1024
* Capabilities: [kty]
* Change Controller: |IETF
* Reference: RFC XXXX
* Recommended: Yes

6.2. New JOSE Al gorithns
IANA is requested to add the following entries to the JSON Wb
Si gnature and Encryption Al gorithns Registry. The follow ng
conpleted registration tenplates are provi ded as described in
[ RFC7518] .

6.2.1. FN-DSA-512
* Al gorithm Nanme: FN-DSA-512

* Algorithm Description: FN DSA-512 as described in US NI ST FI PS
206.

* Algorithm Usage Location(s): alg

* JOSE I npl enentation Requirenents: Optional

* Change Controller: IETF

* Specification Docurment(s): RFC XXXX

* Algorithm Anal ysis Docunents(s): [USN ST. FI PS. 206]
6.2.2. FN-DSA-1024

* Al gorithm Name: FN-DSA-1024

* Algorithm Description: FNDSA-1024 as described in US NI ST FIPS
206.

* Al gorithm Usage Location(s): alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF
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* Specification Docunent(s): RFC XXXX

* Algorithm Anal ysis Docunents(s): [USN ST. FI PS. 206]
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Appendi x A.  Exanpl es
A 1. JGCSE

A.1.1. Key Pair

{

"kty": "AKP",

"al g": "FN DSA-512",

“pub”: "V53SIdVF...uvw2nuCQ',

“priv": "V53SIdVF...cDKLbsBY"
}

Figure 1: Exanpl e FN-DSA-512 Private JSON Wb Key

{

"kty": "AKP",

"al g": "FN DSA-512",

"pub": "V53SIdVF...uvw2nuCQ'
}

Figure 2: Exanple FN-DSA-512 Public JSON Wb Key
A 1.2. JSON Wb Signature
"kid: "clpwZ. ..RAWWUICUF",

"al g": "FN DSA-512",
"typ": "Jwr

Figure 3: Exanpl e FN-DSA-512 Decoded Protected Header for a JSON
Web Signature
A 2. CCsE

A.2.1. Key Pair

{
/ kty AKP [ 1. 7,
/ alg FN-DSA-512 / 3: -54,
[ public key /[ -1. h"7803c0f9...3f6e2c70",
[ private key [ -2: h7803c0f9...3bba7abd’
}

Figure 4: Exanple FN-DSA-512 Private COSE Key
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/ kty AKP [ 1 7,
/ alg FN-DSA-512 /| 3: -54,
[ public key /[ -1: h'7803c0f9...3f6e2c70",

}

Fi gure 5: Exanmpl e FN-DSA-512 Public COSE Key
A 2.2. CCSE Signl
18([
<<{
/ alg FN-DSA-512 / 1: -54,
}>>,
/ unprotected / {},

/| payload / h'66616b65" ,
/ signature / h'53e855e8...0f 263549’

1)
Figure 6: Exanple FN-DSA-512 COSE Signl
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* Applied feedback from | ESG Eval uati on on M.- DSA
* Revised references
* Revised abstract
-01
* Added Acknow edgenents
* Added Docunent History
* Updated test vectors
Acknowl edgnent s
We would like to especially thank David Bal enson for careful review

of approaches taken in this docunent. W would also like to thank
M chael B. Jones for guidance in authoring.

Prorock, et al. Expires 15 April 2026 [ Page 11]



Internet-Draft FN-DSA for JOSE and CCSE

Contributors

Raf ael M soczki
Googl e
Enmai | : rafael m soczki @oogl e. com

M chael Gsborne
| BM
Email : osb@urich.ibmcom

Chri stine C oosternmans
NXP

Emai | : christine. cl oostermans@xp. com

Aut hors’ Addr esses

M chael Prorock
mesur.io
Enmai | : nprorock@mesur.io

Oie Steele
Tradeveri fyd
Email: orie@rl3.io

Hannes Tschof enig

University of Applied Sciences Bonn-Rhein-Sieg

Ger many
Emai | : hannes. t schof eni g@nx. net

Prorock, et al. Expires 15 April

2026

Cct ober 2025

[ Page 12]



