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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s specification defines how to represent cryptographic keys for
the pairing-friendly elliptic curves known as Barreto-Lynn-Scott
[BLS], for use with the key representation formats of JSON Wb Key
(JWK) and COSE Key. This specification registers the elliptic curves
in appropriate | ANA JOSE and COSE registries.
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There are a variety of applications for pairing based cryptography

i ncludi ng schenmes al ready published as RFCs, such as ldentity-Based
Crypt ography [ RFC5091] Sakai - Kasahara Key Encryption ( SAKKE)

[ RFC6508], and Identity-Based Authenticated Key Exchange (| BAKE)

[ RFC6539]. SAKKE is applied to Miultinedia Internet KEYing (M KEY)

via [RFC6509] and IBAKE is applied for a similar application via

[ RFC6267] .

Thi s branch of cryptography has al so been used to devel op privacy-
preserving cryptographi c hardware attestati ons schenes, including the
Elliptic Curve Direct Anonynous Attestation (ECDAA) in the Trusted

Pl atf orm Modul es [ TPM specified by the Trusted Conputing G oup
Further work on simlar schenes has al so occurred at the FIDO
Alliance [ECDAA]. Simlarly, Intel released [EPID which provides a
solution to renote hardware attestation for Intel Software Guard

Ext ensi on (SGX) enabl ed environnents.

More recently, applications of pairing based cryptography using the
Barreto-Lynn-Scott curves include the standardi zation effort for BLS
Signatures [id.draft.bls-signature], which are used extensively in
mul ti pl e bl ockchain projects due to their unique signature
aggregation properties, including [Ethereumi [DFINITY] [Al gorand].
Additionally, efforts are under way to standardi ze the genera

pur pose short group signature schenme of BBS Signatures [BBS], which
features novel properties such as nulti-nessage signing and selective
di scl osure al ongsi de zero know edge proving. It is intended that
this draft will help with these efforts by standardi zing the

associ ated cryptographic key representation in the popular formats of
JWK and COSE_Key.

O her relevant work to this draft includes [JWP] which is extending
the JOSE fanmily of specifications to provide support for representing
a variety of new proof based cryptographic schemes such as [ BBS]
which as referred to above uses the Barreto-Lynn-Scott curves.

There are nultiple different pairing-friendly curves in active use;
however, this draft focuses on a definition for the Barreto-Lynn-
Scott curves due to them being the nost "wi dely used" and "efficient"
whi | st achieving 128-bit and 256-bit security (BLS12-381 and
BLS48-581 respectively).

More extensive discussion on the broader application of pairing based

cryptography and the assessnent of various elliptic curves (including
the BLS family) can be found in [id.draft.pairing-friendly-curves].
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2.1. Point Coordinates Encoding

A point representing a public key will either be in the GL or &
subgroup of a curve. Both are encoded using the conpressed
serialized point format defined normatively in Appendix B.2 of [BBS]
and i n Appendi x C

2.2. Representation Definition

The following definitions apply to the pairing-friendly elliptic
curves known as the Barreto-Lynn-Scott (BLS) curves.

2.2.1. JSON Wb Key Representation

When expressing a cryptographic key for these curves in JSON Wb Key
(JWK) form the follow ng rules apply:

* The paraneter "kty" MJST be present and set to "OKP".

* The paraneter "crv" MJST be present and val ue MJST be one defined
in Section 2.2.3.

* The paraneter "x" MJST be present with its value being the
base64url encodi ng of the conpressed serialized point format
defined normatively in Appendix B of [BBS].

* The paraneter "d" MJST be present for private key representations
whose val ue MJST contain the big-endian representation of the
private key base64url encoded wi thout padding as defined in
[ RFC7515] Appendix C. This paranmeter MJST NOT be present for
public keys.

2.2.2. COSE_Key Representation

When expressing a cryptographic key for these curves in COSE Key
form the follow ng rules apply:

The paraneter "kty" (1) MIST be present and set to "OKP'" (1).
The paraneter "crv" (-1) MJIST be present and val ue MJST be one
defined in Section 2.2.3.

* The paraneter "x" (-2) MJST be present with its value being the
conpressed serialized point format defined normatively in
Appendi x B of [BBS].
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* The paraneter "d" (-4) MJIST be present for private key
representati ons whose val ue MJUST contain the big-endian
representation of the private key. This paranmeter MJST NOT be
present for public keys.

2.2.3. Curve Paraneter Registration

BLS12381CG1 TBD (13

request ed)

A cryptographic key on the Barreto- |
Lynn- Scott (BLS) curve featuring an |
enbeddi ng degree 12 with 381-bit p |
in the subgroup of GL defined as |
E(G-(p)) of order r. The private |
key will be 32 bytes long. The |
public key will be 48 bytes I|ong. |

| A cryptographic key on the Barreto- |
requested) | Lynn-Scott (BLS) curve featuring an |
| enmbeddi ng degree 12 with 381-bit p |
| in the subgroup of & defined as |
| E(GF(p"2)) of order r. The private |
| key will be 32 bytes long. The |
| public key will be 96 bytes |ong. |
BLS48581GL | TBD (15

request ed)

+

I

I

I

+

I

I

I

I

I

I

I

+
BLS12381& | TBD (14

I

I

I

I

I

I

+

| | A cryptographic key on the Barreto- |

| | Lynn-Scott (BLS) curve featuring an |

| | enmbeddi ng degree 48 with 581-bit p |

| | in the subgroup of Gl defined as |

| | E(GF(p)) of order r. The private |

| | key will be 65 bytes long. The |

| | public key will be 73 bytes |ong. |

+

BLS48581G2 | TBD (16

request ed)

| A cryptographic key on the Barreto- |
| Lynn-Scott (BLS) curve featuring an |
| enmbeddi ng degree 48 with 581-bit p |
| in the subgroup of & defined as |
| E(GF(p"8)) of order r. The private |
| key will be 65 bytes long. The |
| public key will be 584 bytes long. |
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3.

4.

4.

Security Considerations

See [id.draft.pairing-friendly-curves] for additional details on
security considerations for the curves used. |nplenenters should

al so consider the general guidance provided in Section 9 of [RFC7517]
and Section 17 of [RFC8152] when using this specification.

Furt hernmore, because this specification only defines the
cryptographi c key representations and not the usage of these keys
with specific algorithns, inplenmenters should be aware to foll ow any
gui dance that nay be provided around appropriate usage of the keys
and or additional steps that may be required to validate the keys
within the context of particular algorithmns.

I ANA Consi derati ons
1. JSON Wb Key (JWK) Elliptic Curve Registrations

This section registers the followi ng values in the | ANA "JSON Web Key
Elliptic Curve" registry [IANA JOSE. Curves].

BLS12381G1

Curve Name: BLS12381G1

* Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E(G-(p))

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IESG

* Specification Docunent(s): Section 2.2.1

BLS12381G&2

* Curve Name: BLS12381Q&2

* Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E (G-(p"2))

* JOSE Inpl enentation Requirenments: Optional

* Change Controller: |IESG

* Specification Docurment(s): Section 2.2.1

BLS48581CGl1

* Curve Nane: BLS48581GL
* Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of

E(GF(p)) _ _ _
* JOSE I nplenmentation Requirenents: Optional
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4.

*

Change Controller: |ESG
Speci fication Docunent(s): Section 2.2.1

BLS48581G2

2

Curve Name: BLS48581Q&2

Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of

E (G-(p"8))

JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 2.2.1

COSE Elliptic Curve Registrations

This section registers the following value in the ANA "CCOSE Elliptic
Curves" registry [IANA COSE. Curves].

BLS12381Gl

* Curve Name: BLS12381Gl

* Value: TBD (13 requested)
*  Key Type: KP

*

Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of

E(G-(p))

* JOSE Inplenmentation Requirenents: Optiona

* Change Controller: |IESG

* Specification Docunment(s): Section 2.2.2

* Recommended: Yes

BLS12381Q&2

* Curve Name: BLS12381&

* Value: TBD (14 requested)

*  Key Type: KP

* Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E (G-(p"2))

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IESG

* Specification Docunent(s): Section 2.2.2

* Recommended: Yes

BLS48581Gl

*

*

Curve Nane: BLS48581GlL
Val ue: TBD (15 request ed)
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Key Type: OKP
Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of

E(G-(p))

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IESG

* Specification Docunent(s): Section 2.2.2

* Recommended: Yes

BLS48581&2

* Curve Nane: BLS48581&

* Value: TBD (16 requested)

*  Key Type: KP

* Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E (G-(p”"8))

* JOSE I nplenmentation Requirenents: Optional

* Change Controller: |IESG

* Specification Docunent(s): Section 2.2.2

*

5.

5. 1.
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Appendi x A, JSON Wb Key Exanpl es
A 1l BLS12381 Key Pairs

The foll owi ng exanpl es showcase JWKs for both the Gl and & subgroups
of the BLS12381 curve. Note, the exanples also include the
correspondi ng private key, expressed through the inclusion of the "d"
par amet er .

An example JWK for the BLS12381 curve where the public key is in the
Gl subgroup.

{
"kty": "OKP",
"crv": "BLS12381Gl",
"x": "i @glOFLC8VI X4b0j j Nlof vj St LULt LOXN- _CpcHNPi QVIT6qt k8hYBrbyevZWi5y" ,
"d": "csnGswuvt F4l LI5g7xdl FRoOKI 1N7XaPhFdLZc408JU"
}

Anot her exanple of a different JW for the BLS12381 curve where the
public key is in the GL subgroup.
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{
"kty": "OKP",
“crv": "BLS12381Gl",
"x": "gq6G MWI J46PKeaj - | oTBt r 9MDPOR) ME8r @ UNOgs YXI BRYZhMhOXWCHANW Zos _ ",
“d": "H-Qr8l QCXVH YHEVBY 622y U4j ENSPcnB6eVWwcOADH! *
}
An exanple JWK for the BLS12381 curve where the public key is in the
& subgr oup.
{

"kty": "OKP',

"crv": "BLS12381&x",

"x": "pVD25MBCa0j OBnHi zej _YwuVOEI adk44ur QcQQD3uhl TsW 5LdgRnj Tkf t Cme9KQ
EReUf 5yoxPi 7pDDx4UdkmirXt zual KnBYY2cOCpT5d26t t BSzne QEUFhHpM3sdUnt ",

“d": " XdXC0OCc6Yr VTKEPI R6JmmT SDDAS Y5pxCy YSTRI Ok5¢”

}

Anot her exanple of a different JWK for the BLS12381 curve where the
public key is in the & subgroup.

"kty": "OKP',

"crv": "BLS12381&",

"x": "0-weGPt bZui G7pEZ7Jel wo25pi r HQ unTOnLy- F68HSs3A2ej cukZFeYkyWDs Vy |
DZKKES69mX0UBhUeyHl _DaZM/3YbSs_9QlYxt JVn4uaneEykAFt TJyCSh2A6H1S7",

"d": " MpNOMF6GEpm ZaJN6WO WWRL QX 07BI gb7WeJ Qos Kx Wy

A. 2. BLS48581 Key Pairs

The foll owi ng exanpl es showcase JWKs for both the Gl and & subgroups
of the BLS48581 curve. As before, note that the exanples also

i nclude the correspondi ng private key, expressed through the
inclusion of the "d" paraneter.

An example JWK for the BLS48581 curve where the public key is in the
Gl subgroup.

"kty": "OKP",
"crv": "BLS48581GL",
"x": "] K 8Qmvi 52Lky3VXr VaK7r Ej Wbl FBi nGpi caEXPcsYr KzTj V5r RXYwt Uog3QqY8Ub

aE7cGD2ppQXt R2ZKW K6 DpHWKy 2HaGWB4g" ,
"d": "EKF6v4ZUUDPLp52MAZpnifUg- S - e01R08TcSH WSUFkDAQ eRoC13LEJEOW a&ll V
i 1BoLLaAcuThJxwl _1gAbs"

}
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Anot her exanple of a different JWK for the BLS48581 curve where the
public key is in the GL subgroup.

"kty": "OKP",

"crv": "BLS48581Gl",

X" "q9xgl nwd@ 6wxXuUl TFFQVUUPAVKAVF nuTSS8gXsoe9ds1R78KR2x MoodMY9i Tr WD
eTYl O FaRCxj MKhdgEwWO3XMoKANngPhUy QA" ,

"d": "DKrY4H Y_A9pER900- YZ2AFq7VbNFE] snXhGV6eKzgot b2cND- 8E5bRb8zahSSAN
JgXHSTka7RAswWU- 8f pr nOv0"

}

An example JWK for the BLS48581 curve where the public key is in the
@& subgroup.

"kty": "OKP',

"crv": "BLS48581&x",

"x": "g7cSrDeCkRISWKIMzb5CsLSWAAeVe8y XBxpr ZRTI 91 8722A19NXCS8i R3xbTk- 1V
anBdY4ZBV2Tzel WT79GZNC2aTsup- W Swgt B8gyaf G | XdOVSYkA3ApQosFTJoqr 02viK5Y
AuFKM/ Dz VaKR66z mCU6eLPei WKi UsoOxV8g7VI 05p6Kxb9- wr 6 MWEA2LF UM lecZXVf 17Xl
kvAt 14i DUW/r 8bouQOTGDO0OWS601dzPpacf f ZTd3928504sNpFt OD2RRzHSm i ns YM7B9c5d
pOFAr ee20m hC6bYHBzdgi nDi 84nOFCv1VW Rb57Hy 0t 0s8BY_3J- Tk70XS _7r en70UyuQd1G
W.whgM/HI Fb7mxBOpx YThP4_OYgNl DkpB4nAS5A71 T5cj | bLHnj 94Vn- HwHf La6i mE6zwt 7Fa
| FO9bwo3RUAWONn_Af 75af ZsxZ6xbDnd OCxuHKOr Dc8TQj Z4nFOgk 6QNKI 69dg8cQoc6eznl J
0D D1_2QUGyt RBPDK- a74mXr zf Y51xi f hq6bRvVglYdl nTk_af FMNI f 6hLF2p_LcowHI902- -
OKkUNUNz myy Yw2l oUCI j r vnJE2qwFKD6AseoQL8nBi 1) eG6_i 9KXT8QHIs- Whp7hw 49wBI r 2
dXOo- | B3T5] Lm2hKm wbe2GIRKabnbnSdr 5L2YCGAW upLy3vo2KFPUTX2evpzl aU4ad455Ny
gWAka59t ht - @cB4s5JK6X8h- nD9INbn4wgJ AuHo2g9TSDy UK7I 7UJVkx2r EckCF Pj 2f s",

“d": "DMEAsp5YBi ZvnzxnnZaAdbaSf qc5- UK _t JBI JCP2_i g5ZEq0C7XAhl 6j hHZX0y2H
XZWk9_y9Q _68dAwmugoguhQ”

}

Anot her exanple of a different JW for the BLS48581 curve where the
public key is in the & subgroup.
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"kty": "OKP",

"crv": "BLS48581®x",

X" " pYOX8QWBD32Rs 4f vEGS kWS Fxbml QYWD GO M DSI Br 11 JFOqj 4UnKZngr Hvj | Qe
HSHf Ej MB- 1Z5xvj 0ehD7nDps0JEVQvr 2eg4EEGEaRNL8F5ul 02QNdExwadK|j j Nu8t | vpj F_I
Bnoqy- RZy MGSPpl MxHnJ MO2Vgt DYUf t TWiVyr | j i FI DBSCnchYa7341 V7 MDbby Dof BnQ 4L
F7Qn5nKt - r - VRMAf Ogh_xEUWSd1D9Xi LE3gol gf wi KUo4AoM2AKWQFCEd| nez J RAf 5OVBWN3
U2uo0- LeCVKXZDDsyARadT_zzbhDwYyi znj HssxONi uk Y25dXHQLNOW 4o0w0YI 1030a8KGAW
n6SNU4eLl Xo4Usbl gpu4189pr oxj UeneE_To9QwDaaxx- nr_Hz4kbE2FdVPESql epLGc GpR
N7M_BVQZ- G_9wPi WBbG KyOr weMl9eEs7FAt 1kHt MFNvur 2c4r nWF_p- aZs7ALT2aS| 2t U
WQOZc Sm25wHs6m | SOgM Cf w_aFi i Ond5Aov Xl APJChHOI JL5b- Ji 0- Kpi OYA92x0w9P- JBu
9TEt JhkTgh9qcDb7BwWCA3BJIVvf oFf F- xPNWC2ZYR 8- zaj uwRgZwr | QL1LI | VLOuOyeGdbPGY
JMdaJdr TubV6i Dxkx9x42zD Nvb- f OFTbk_uYuxT3KBBGhnD9Zz540FvHel 41dnBt Fi HqUt xy
bb3d710HeZyvxu8b6LMZ22]pj VzR all 95C LAf BAAMDHy xwYE8a_4j 1p0Zp7KyHGBS" ,

"d": " CH VGUCPsLYOA x9DgQZl xmJHI WYr ups Xt uKLZmFLCu5evI xwxr KoOedTXuch7uc
N4371 Dzp4P5- VIKYt VCWFUr U

}
Appendi x B. COSE_Key Exanpl es

B.1. BLS12381 Key Pairs

The foll owi ng exanpl es showcase COSE Key exanples for both the Gl and
& subgroups of the BLS12381 curve. Note, the exanples also include

the correspondi ng private key, expressed through the inclusion of the
"d" (-4) paraneter.

An exanpl e COSE Key for the BLS12381 curve where the public key is in
the Gl subgroup expressed as an octet string.

a40101200d215830890e60d7414b0bc5485f 86f 48e3375alf be34ad2d4d6d2f 4c4df bf Oa
970734f 890313eaab64f 2160199bc9ebd95aee7223582072¢c9c6b30baf b45e252c9e60ef
17651516ce288d4ded768f 84574b65ce34f 095

Bel ow i s the above CBOR represented as CDDL.

{
1 =1,
-1 => 13,
-2 => h' 890e60d7414b0bc5485f 86f 48e3375alf be34ad2d4d6d2f 4c4df bf 0a970734f 8
90313eaab64f 2160199bc9ebd95aee72’
-4 => h' 72c9c6b30baf b45e252c9e60ef 17651516ce288d4ded768f 84574b65ce34f 095"
}

Anot her exanple of a different COSE Key for the BLS12381 curve where
the public key is in the GL subgroup expressed as an octet string.
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a40101200d215830abalab30che5278e8f 29e6a3f 88a1306daf d303a4e463984f 2b42350
d3a0b185c805161984c9f 45d608774d5b2668b3f 2358201f ef 904f c2100973079581c454
1cha676c94e2310d48f 72607a795bdc3960c72

Bel ow i s the above CBOR represented as CDDL.

1 =1,

-1 => 13,

-2 => h’ abalab30che5278e8f 29e6a3f 88a1306daf d303a4e463984f 2b42350d3a0b185
€805161984c9f 45d608774d5h2668b3f ",

-4 => h' 1f ef 904f c2100973079581c4541cba676c94e2310d48f 72607a795bdc3960c72’

}

An exanpl e COSE Key for the BLS12381 curve where the public key is in
the & subgroup expressed as an octet string.

a40101200d215860a550f 6e4cdc26b48ce0661e2cde8f f 630b9538421a764e38bab41c4l
00f 7bal1213b168f 92dd8119a34e47ed0a67bd2901117947f 9ca8c4f 8bba430f 1€1476499
35edcee6882a6f 5863670ea53e5d3b6eadb414b39de404505847a4cdec75499f 2358205d
d5ced0e39ce98ad54cal0f 211e899a64d20c3039639a710b26394d12349397

Bel ow i s the above CBOR represented as CDDL.

1 =1,

-1 => 13,

-2 => h' ab550f 6e4cdc26b48ce0661e2cde8f f 63009538421a764e38bab41c4100f 7bal2
13b168f 92dd8119a34e47ed0a67bd2901117947f 9ca8c4f 8bba430f 1€1476499
35edcee6882a6f 5863670ea53e5d3b6eadb414b39de404505847a4cdec75499f ",

-4 => h’ 5dd5ced0e39ce98ad54cal0f 211e899a64d20¢c3039639a710b26394d12349397’

}

Anot her exanple of a different COSE Key for the BLS12381 curve where
the public key is in the & subgroup expressed as an octet string.

a40101200d215860a3ec3al8f b5b66e886ee9119ec97a5c3ddb9a62ac7408ba74ce9chchb
el7af 074acdc0d9e8dchad464579893258eb15¢c880d92a4112ebd997d1406151ec8723f 0d
a64cbf 761b4acf f d435631b49567e2e6a7784ca4005b5327209287603al1f 54bb23582032
937d305e86ea99a265a24de963a358cd8b42dd3b06581bed678941bb0ac566

Bel ow i s the above CBOR represented as CDDL.
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{
1 =1,
-1 => 13,
-2 => h’ a3ec3al8f b5b66e886ee9119ec97a5c3ddb9a62ac7408ba74ce9cbcbel7af 074
acdc0d9e8dcbad464579893258eb15¢c880d92a4112ebd997d1406151ec8723f 0d
ab4cbf 761b4dacf f d435631b49567e2e6a7784ca4005b5327209287603alf 54bb’ ,
-4 => h’ 32937d305e86ea99a265a24de963a358cd8b42dd3b06581bed678941bb0ac566’
}

B.2. BLS48581 Key Pairs

The foll owi ng exanpl es showcase COSE Key exanples for both the Gl and
& subgroups of the BLS48581 curve. Note, the exanples also include
the correspondi ng private key, expressed through the inclusion of the
"d" (-4) paraneter.

An exanpl e COSE Key for the BLS48581 curve where the public key is in
the GL subgroup expressed as an octet string.

a40101200e2158498ca8f c426be2e762e4ch7557ad568aeeh1235b9945062986a6271all
73dcb18acacd38d5e6b457630b54a20dd0a98f 146dal3b7060f 6a69417b51d8a59f 2bale
91d65f 2d87686592e223584110al17abf 86545033cha79d8c5h3a664d483e4bf f 9ed35474
f137121ff c12505903e10b5e45b0b5dch1091345bb686248562d41a0b2da01ch936¢9c70
23f d6a01bb

Bel ow i s the above CBOR represented as CDDL.

{

1 =1,

-1 => 14,

-2 => h' 8ca8f c426be2e762e4cb7557ad568aeeb1235b9945062986a6271al1173dcbl8a
cacd38d5e6b457630b54a20dd0a98f 146dal3b7060f 6a69417b51d8a59f 2bale
91d65f 2d87686592e2’

-4 => h’ 10al7abf 86545033cha79d8c5b3a664d483e4bf f 9ed35474f 137121f f c125059
03e10b5e45b0b5dcb1091345bb686248562d41a0b2da01ch936c9c7023f d6al0l
bb’ ,

Anot her exanple of a different COSE Key for the BLS48581 curve where
the public key is in the GL subgroup expressed as an octet string.

a40101200e215849abdc6a227c2f 1a5eb05d421314540c5143f 858a7557e6b93492f 205e
calef 5db3547bf 0a476c4ca2874c63d893ad67037936253a215a442¢6330a85d804c0edd
731b2809ea3db532402358410caad8e078d8f cOf 69111f 68d3e619d8016aed56cd1448ec
9d784657a78ace0a2d6f 670d0f ef 04e5b45bf 336a149200d26a5¢749391aed102cc14f be
7e9ae7d2f d

Bel ow i s the above CBOR represented as CDDL.
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{

1 =1,

-1 => 14,

-2 => h' abdc6a227c2f 1a5eb05d421314540c5143f 858a7557e6b93492f 205ecalef 5db
3547bf 0a476c4ca2874c63d893ad67037936253a215a442¢c6330a85d804c0edd
731b2809ea3db53240’

-4 => h' 0caad8e078d8f cOf 69111f 68d3e619d8016aed56cd1448ec9d784657a78acela
2d6f 670d0f ef 04e5b45bf 336a149200d26a5¢749391aed102ccl14f bc7e9ae7d2
fd,

An exanpl e COSE Key for the BLS48581 curve where the public key is in
the & subgroup expressed as an octet string.

a40101200e2159024883b712ac378e91127959724ccdbe4eb0b4966807957bcc97071a6b
6514e5f 48f 3bdb6035f 4d5¢c24bc891df 16d393ed556a6f 1d6386415764f 37885894f bf 46
64d0b6693b2ea7e5af 4b0aad07c83269f 1ad217774552624037029428b054c9a2aae8daf
324e5802e14a32f 0f 355a291ebace6094e9e2cf 7a258a894b283b157¢c83b548a39%9a7a2bl
6f df bOaf af cc5440362df 50c8f 579¢65755f d7b5¢c892f 02dd7888351656bf 1ba2e40e4c6
0f 4d164baa357733e969c7df 653777f 76f 39a38b0da45b4e0f 6451cc74a6f e29ac60cecl
f 5ceb5da74140ade7b63a6f e10ba6d81clcdd8229¢c38bce273850af d56cd16f 9ec7cb4b68
b3c058f f 727e4dedef 45d2f f bade9f b394cae41dd4658bc2180cbc72056f b9b104ea71613
6c¢cf e3f 398a8d9439290789c0e40ee54f 972321b2c79e3f 78567f 87c057cb6ba8a613acf 0
b7b15a205f 5bc28dd151dc0e9f f 01f ef 969f 66cc59eb16c39dd382c6elcad2b0dcf 1343d
8d9e2614eaa4e9034a97af 5dabc710alce9e667949d03883d7f d90506cad47c3c32bebbb
e265ebcdf 639d7189f 86ae9b455ab561d9674e4f da7¢530d21f eal2c5da9f cb728c0727d
d36f bed2450d50dce6632630d88a140888ebbe7244daac05283e80bleal0d7c9b78b58de
1baf e2f 4a5d3f 101f db3e5a7a7b870bf 8f 70048af 67573a8f 880774f 98cb9b684a9bf c39
7b618944a69b9b99d276be4bd98086030aeead4bch7be8d8al4f 5135f 67af a7321a5386b8
e793728163646b9f 6d86df 90701e2ced92ba5f c87e9bdf 4d6e7e3080902e1e8dalf 53483
€c942bb97b509564c76ac472441f 3e3d9f b2358410cc100b29e5806266f 9b3c67999680e1l
b6927ea739f 942bf b490652423f 6f €2839644ab40bb5c0848ea3847657d32d875d9524f 7
f cbd408f f af 1d030ba0a20bald

Bel ow i s the above CBOR represented as CDDL.
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{

1=>1,

-1 => 14,

-2 = n

-4 =>n

83b712ac378e€91127959724ccdbed4eb0b4966807957bcc97071a6b6514e5f 48f
3bdb6035f 4d5¢24bc891df 16d393ed556a6f 1d6386415764f 37885894f bf 4664
d0b6693b2ea7e5af 4b0aad07c83269f 1ad217774552624037029428b054c9a2a
ae8daf 324e5802e14a32f 0f 355a291ebace6094e9e2cf 7a258a894b283b157¢c8
3b548a39a7a2b16f df bOaf af cc5440362df 50c8f 579¢c65755f d7b5¢892f 02dd7
888351656bf 1ba2e40e4c60f 4d164baa357733e969c7df 653777f 76f 39a38b0d
a45b4e0f 6451cc74a6f e29ac60ceclf 5ce5da74140ade7b63a6f e1l0ba6d81clc
dd8229¢38bce273850af d56cd16f 9ec7cb4b68b3c058f f 727e4edef 45d2f f bad
e9f b394cae41dd4658bc2180cbc72056f b9b104ea716136¢f e3f 398a8d943929
0789c0e40ee54f 972321b2c79e3f 78567f 87c057cb6ba8a613acf 0b7b15a205f
5bc28dd151dc0e9f f 01f ef 969f 66cc59eb16c39dd382c6elcad2b0dcf 1343d8d
9e2614eaad4e9034a97af 5dabc710alce9e667949d03883d7f d90506cad47¢3c3
2bebbbe265ebcdf 639d7189f 86ae9b455ab561d9674e4f da7c530d21f eal2c5d
a9f cb728c0727dd36f bed2450d50dce6632630d88a140888ebbe7244daac0528
3e80bleal0d7c9b78b58delbaf e2f 4a5d3f 101f db3e5a7a7b870bf 8f 70048af 6
7573a8f 880774f 98ch9b684a9bf c397b618944a69b9b99d276be4bd98086030a
eeadbcb7be8d8al4f 5135f 67af a7321a5386b8e793728163646b9f 6d86df 9070
le2ce492babf c87e9bdf 4d6e7e3080902ele8dalf 53483c942bb97b509564c76
ac472441f 3e3d9f b’ ,

0cc100b29e5806266f 9b3c67999680e1b6927ea739f 942bf b490652423f 6f €28
39644ab40bb5c0848ea3847657d32d875d9524f 7f cbd408f f af 1d030ba0a20ba
1d’,

Anot her exanple of a different COSE Key for the BLS48581 curve where
the public key is in the & subgroup expressed as an octet string.
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a40101200e21590248a58397f 10c010f 7d91b387ef 106b2458de45¢c5b9b5418583946388
31f 0d2201af 5949174aa3e149ca66782blef 8c841el1d21df 12333cf b5679c6f 8e87a10f b
9c3a6cd0911542f af 67a0e04106e5a4672f c179b88a3640d744c7069d2a38cdbbchb48be9
8c5f e5067a2ached459¢8c1923e920cc479¢93263b65600436147edd56b95cab223885203
0520a772161aef 7e0857b3036dbc83alf 067425e0b17b427e662adf abf 9646601f d2087f
c44516e5dd43f 5788b13782822a7f 088a528e00a0cd809304050a6e9d226¢cc94407f 938¢c
070377536ba8f 8b78230a5d90c3b3201169d4f f cf 36e10f 06328b39e31echb3138d8ae918
db97571d0d4d396f f 8a30d182353b7d1af 0a1805be9f a48d53878b217a385396e5aa9bb8
d7cf 69ae8c6351e99e13f 4e8f 5032a0dabblc7e9ebf c7cf 891b13615d54f 112aa57a92c6
706a5137b33f 055399f 86f f dcOf 8966c16ce8cach4af 078¢c77d784b3b140b75907b4c14d
beeaf 6738ae758c17f a7e699b3b00b4f 6692976b545553997129b6e701ecea696548ea8c¢c
7c27f 0f da16288e9dde40a2f 5¢800f 242847d2524be5bf 898b4f 8aa6239803ddb1d30f 4f
f 8906ef 5312d261913821f 6a7036f b0700b8dc126f 7e815f 17ec4f 3700b665847f f 3ecda
8eec11819c2b210d752c82152ceb8ec9e19d6¢ef 1bb24c75a26b4eeb6d5ea20f 1931f 71e36
cc3f cdbdbf 9f d054db93f b98bb14f 72810466e60f d673e78385bc77a5e3576606d1621ea
52dc726dbdddef 5387799caf c6ef 1be8b319db62698d5cd18dad65f 790a22c07¢101d303
1f 2c70604f 1af f 88f 5a74669ecac87181f 23584108721519408f bOb634188c7d0e039997
19891c8598aeeabc5edb8a2d99852¢c2bb97af 231c31lacaa3479d4d7b9c87bb9c378df b20
3ce9e0f e7e58a62d55¢58552hb5

{

Bel ow i s the above CBOR represented as CDDL.

1 =>1,

-1 => 14,

-2 => h’ a58397f 10c010f 7d91b387ef 106b2458de45c5b9b541858394638831f 0d2201a
f 5949174aa3e149ca66782blef 8c841el1d21df 12333cf b5679c6f 8e87a10f b9c
3a6¢d0911542f af 67a0e04106e5a4672f c179b88a3640d744c7069d2a38cdbbc
b48be98c5f e5067a2ache459¢8c1923e920cc479¢c93263b6560b436147edd56b
95cab2238852030520a772161aef 7e0857b3036dbc83alf 067425e0b17b427e6
62adf abf 9646601f d2087f c44516e5dd43f 5788b13782822a7f 088a528e00a0c
d809304050a6e9d226¢cc94407f 938¢c070377536ba8f 8b78230a5d90¢c3b320116
9d4f f cf 36e10f 06328b39e31echb3138d8ae918db97571d0d4d396f f 8a30d1823
53b7dlaf 0a1805be9f a48d53878b217a385396e5aa9bb8d7cf 69ae8c6351e99e
13f 4e8f 5032a0da6bblc7e9ebf c7cf 891b13615d54f 112aa57a92¢c6706a5137b3
3f 055399f 86f f dcOf 8966¢c16ce8cach4af 078c77d784b3b140b75907b4cl14dbe
eaf 6738ae758c17f a7e699b3b00b4f 6692976b545553997129b6e701eceab965
48ea8c7c27f Of da16288e9dde40a2f 5¢800f 242847d2524be5bf 898b4f 8aa623
9803ddb1d30f 4f f 8906ef 5312d261913821f 6a7036f b0700b8dc126f 7e815f 17
ec4f 3700b665847f f 3ecda8eec11819¢c2b210d752¢c82152ceb8ec9e19d6¢ef 1bb
24c75a26b4eeb6d5ea20f 1931f 71e36¢cc3f cdbdbf 9f d054db93f b98bb14f 72810
466e60f d673e78385bc77a5e3576606d1621ea52dc726dbdddef 5387799caf c6
ef 1be8b319db62698d5cd18dad65f 790a22¢c07¢101d3031f 2¢70604f 1af f 88f 5
a74669ecac87181f ',

-4 => h' 08721519408f bOb634188c7d0e03999719891c8598aeeabc5edb8a2d99852¢c2b
b97af 231c3lacaa3479d4d7b9c87bb9c378df b203ce9e0f e7e58a62d55¢c58552
b5,
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Appendi x C. BLS48581 poi nt encodi ng

Appendi x B.2 of [BBS] defines point encoding and decodi ng procedures
for BLS12-381. This section anal ogously extends the definition with
encodi ng and decodi ng procedures for BLS48-581.

In this section we will use the notation defined in Appendi x B.2 of
[BBS] as well as the foll owi ng notation,

* For an octet string x, x[i:j] will denote the substring begi nning
with the i-th octet and ending just before the j-th octet, where
i ndices begin at 0. For exanple, x[0:3] denotes the first three
octets (i.e., 24 nost significant bits) of x.

We first have to define the followng utility operations.
sign_GF p"8(y) returns one bit corresponding to the sign of an
element in G-(p”8). The procedure sign G- p is defined in
Appendi x B.2 of [BBS].
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res

= sign_GF_p”"8(y)

| nput s:

-y (REQUI RED), point of the G-(p”8) group

Qut put s:

res, either 0 or 1

Procedure:

1. return sign_GF_p"8_i(y, 7)
res = sign_GF pr8_i(y, i)

I nput s:

-y (REQUI RED), point of the G-(p”8) group

(REQUIRED), integer in the range [0, 7].
I ndex of the conponent to eval uate next.

Qut put s:

res, either 0 or 1

Procedure:

1. -(y_Q,....,y_i,....,y_7):y

2. if i is 0, return sign_G-_p(y_0)

3. if y i is O, return sign_G- p"8_i(y_0, i - 1)
4. return sign_G-_p(y_i)

Poi nt Serialization

The point serialization procedure is the sane as defined in
Appendix B.2.1 of [BBS], with the follow ng differences:

E I

The expression sign G- p”2(y) is replaced with sign_GF p”"8(y).
The expression |120SP(0, 48) is replaced with |20SP(0, 73).

The expression |120SP(x, 48) is replaced with |20SP(x, 73).

The expression |120SP(0, 96) is replaced with | 20SP(0, 584).

Step 4 of the x_string definition is replaced with the foll ow ng:

If Pis a point on E2 and P = Identity_ E2, then let x_ 0, ..., x_7
el ements of GF(p) such that x = (x_0, ..., x_7) and set x_string =
1 208P(x_7, 73) || ... || 120SP(x_0, 73).
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C 2. Poi nt De-serialization

The point de-serialization procedure is the same as defined in

Appendix B.2.2 of [BBS], with the follow ng differences:

* The first two conditions in step 1 are:

- If s_string has length 73 octets, the encoded point is on the

curve EIL.
- |If s_string has length 584 octets, the encoded point
curve E2.

* Step 4 is deleted.

is on the

* The follow ng sub-step is added at the begi nning of step 5:

- Let x = OS2I P(s_string).

* The expression x"3 + 4 is replaced with x*3 + 1 in step 5.

* The follow ng sub-steps are added at the beginning of step 6:

- Let x 7, ..., x 0 =082IP(s_string[0:73]),
OS2I P(s_string[73:146]), ..., OS2I P(s_string[511:584]).
- Let x = (x_0, ..., x_7).

* The expression x*"3 + 4 * (I + 1) is replaced with x*3 -
step 6.

Appendi x D. Acknow edgnents
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whi ch was used as the foundation for this draft. W would also |ike
to thank Emi| Lundberg and David Waite for their contributions to the

speci fication.
Appendi x E. Document Hi story

-08

* Use ZCash conpressed point format defined normatively in
Appendi x B of [BBS].
Use "kty": "OKP" instead of "EC'/"EC2".
Added Emi| Lundberg to the acknow edgemnents.

- 07

* Reference draft-irtf-cfrg-bbs-signatures-09.

Looker & Jones Expires 8 May 2026

[ Page 21]



Internet-Draft Barreto-Lynn-Scott Elliptic Curve Key Re Noverber 2025

- 06
Updated draft-irtf-cfrg-bbs-signatures reference.

* W©Made draft-irtf-cfrg-bls-signature and draft-irtf-cfrg-pairing-
friendly-curves references infornative.

-05

* Replaced instances of "Bls" with "BLS" since B., L., and S. are
people’s initials, just like "RSA" is three people’'s initials.

-04

* Changed the key type from OKP to EC/EC2 since these keys use "x

and "y" val ues.

-03

* Updated references.

-02

* Update COSE _Key and JWK exanpl es

-01

* Added JWK exanpl es.

-00

* Created draft-ietf-cose-bls-key-representati ons-00 fromdraft-
| ooker - cose- bl s-key-representations-00 foll owi ng working group
adopt i on.
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