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1. Introduction

Thi s specification defines how to represent cryptographic keys for
the pairing-friendly elliptic curves known as Barreto-Lynn-Scott
[BLS], for use with the key representation formats of JSON Wb Key
(JWK) and COSE Key. This specification registers the elliptic curves
in appropriate | ANA JOSE and COSE registries.
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There are a variety of applications for pairing based cryptography

i ncludi ng schenmes al ready published as RFCs, such as ldentity-Based
Crypt ography [ RFC5091] Sakai - Kasahara Key Encryption ( SAKKE)

[ RFC6508], and Identity-Based Authenticated Key Exchange (| BAKE)

[ RFC6539]. SAKKE is applied to Miultinedia Internet KEYing (M KEY)

via [RFC6509] and IBAKE is applied for a similar application via

[ RFC6267] .

Thi s branch of cryptography has al so been used to devel op privacy-
preserving cryptographi c hardware attestati ons schenes, including the
Elliptic Curve Direct Anonynous Attestation (ECDAA) in the Trusted

Pl atf orm Modul es [ TPM specified by the Trusted Conputing G oup
Further work on simlar schenes has al so occurred at the FIDO
Alliance [ECDAA]. Simlarly, Intel released [EPID which provides a
solution to renote hardware attestation for Intel Software Guard

Ext ensi on (SGX) enabl ed environnents.

More recently, applications of pairing based cryptography using the
Barreto-Lynn-Scott curves include the standardi zation effort for BLS
Signatures [id.draft.bls-signature], which are used extensively in
mul ti pl e bl ockchain projects due to their unique signature
aggregation properties, including [Ethereumi [DFINITY] [Al gorand].
Additionally, efforts are under way to standardi ze the genera

pur pose short group signature schenme of BBS Signatures [BBS], which
features novel properties such as nulti-nessage signing and selective
di scl osure al ongsi de zero know edge proving. It is intended that
this draft will help with these efforts by standardi zing the

associ ated cryptographic key representation in the popular formats of
JWK and COSE_Key.

O her relevant work to this draft includes [JWP] which is extending
the JOSE fanmily of specifications to provide support for representing
a variety of new proof based cryptographic schemes such as [ BBS]
which as referred to above uses the Barreto-Lynn-Scott curves.

There are nultiple different pairing-friendly curves in active use;
however, this draft focuses on a definition for the Barreto-Lynn-
Scott curves due to them being the nost "wi dely used" and "efficient"
whi | st achieving 128-bit and 256-bit security (BLS12-381 and
BLS48-581 respectively).

More extensive discussion on the broader application of pairing based

cryptography and the assessnent of various elliptic curves (including
the BLS family) can be found in [id.draft.pairing-friendly-curves].
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Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1. Point Coordinates Encoding

A point representing a public key will either be in the GL or &
subgroup of a curve. Depending on which one of the subgroups the
public key will belong to, different serialization procedures need to
be used, to encode its coordinates. Mdst specifically, if the public
key is a point in the Gl subgroup, each of its coordinates MJST be
encoded using the serialization defined in Section 2.3.5 of [SEC1].

If the public key is a point in the G subgroup, each of its

coordi nates MJST be serialize using the procedure described in
Appendix |.5 in [I-D.ietf-1w g-curve-representations].

2. Representation Definition

The followi ng definitions apply to the pairing-friendly elliptic
curves known as the Barreto-Lynn-Scott (BLS) curves.

2.1. JSON Wb Key Representation

When expressing a cryptographic key for these curves in JSON Wb Key
(JWK) form the follow ng rules apply:

The paraneter "kty" MJIST be present and set to "EC'
The paraneter "crv" MJST be present and val ue MJUST be one defined
in Section 2.2.3.

* The paraneter "x" MJST be present whose val ue represents the x
coordi nate of the curve point for the public key. This value MJST
be encoded using the procedure defined in Section 2.1 (#point-
coordi nat es- encodi ng) and MJST be base64url encoded wi t hout
paddi ng as defined in [ RFC7515] Appendi x C

* The paraneter "y" MJST be present whose val ue represents the y
coordi nate of the curve point for the public key. This value MJST
be encoded using the procedure defined in Section 2.1 (#point-
coordi nat es- encodi ng) and MJST be base64url encoded wi t hout
paddi ng as defined in [ RFC7515] Appendi x C

* The paraneter "d" MJST be present for private key representations
whose val ue MJST contain the little-endian representation of the
private key base64url encoded wi thout padding as defined in
[ RFC7515] Appendix C. This paraneter MJST NOT be present for
public keys.
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COSE_Key Representation

en expressing a cryptographic key for these curves in COSE Key

rm the follow ng rules apply:
The paraneter "kty" (1) MJIST be present and set to "EC2" (2).
The paraneter "crv" (-1) MJST be present and val ue MJST be one
defined in Section 2.2.3.
The paraneter "x" (-2) MJST be present whose val ue represents the
x coordinate of the curve point for the public key. This value
MUST be encoded using the procedure defined in Section 2.1
(#poi nt - coor di nat es-encodi ng) and MJST be base64url encoded
wi t hout paddi ng as defined in [RFC7515] Appendix C
The paraneter "y" (-3) Miust be present whose val ue represents the
y coordi nate of the curve point for the public key. This value
MUST be encoded using the procedure defined in Section 2.1
(#poi nt - coor di nat es- encodi ng) and MJST be base64url encoded
wi t hout padding as defined in [ RFC7515] Appendi x C
The paraneter "d" (-4) MJST be present for private key
representati ons whose value MJIST contain the littl e-endian
representation of the private key. This paranmeter MJST NOT be
present for public keys.
Curve Paraneter Registration
| JWK "crv” COSE_Key | Description |
| val ue "crv" | |
| val ue | |
+
BLS12381G1 TBD (13 A cryptographic key on the Barreto-

+
I
I
I
I I I
| requested) | Lynn-Scott (BLS) curve featuring an
| | enmbeddi ng degree 12 with 381-bit p |
| | in the subgroup of Gl defined as |
| | E(GF(p)) of order r. The private
| | key will be 32 bytes long. Each of |
| | the x and y coordi nates of the |
| | public key will be 48 bytes |ong. |
TBD (14
request ed)

| A cryptographic key on the Barreto-

| Lynn-Scott (BLS) curve featuring an |
| enmbeddi ng degree 12 with 381-bit p |
| in the subgroup of & defined as |
| E(GF(p"2)) of order r. The private

| key will be 32 bytes long. Each of |
| the x and y coordinates of the |
| public key will be 96 bytes |ong. |
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4.

4.

BLS48581GlL | TBD (15

request ed)

| A cryptographic key on the Barreto-

| Lynn-Scott (BLS) curve featuring an |
| enmbeddi ng degree 48 with 581-bit p |
| in the subgroup of Gl defined as |
| E(GF(p)) of order r. The private

| key will be 65 bytes long. Each of |
| the x and y coordi nates of the |
I I

I
I
|
I
I
I
| public key will be 73 bytes | ong.

BLS48581G2 TBD (16

request ed)

| A cryptographic key on the Barreto-

| Lynn-Scott (BLS) curve featuring an |
| enmbeddi ng degree 48 with 581-bit p |
| in the subgroup of & defined as |
| E(GF(p”8)) of order r. The private

| key will be 65 bytes long. Each of |
| the x and y coordinates of the |
I I

I
I
I
I
I
I
| public key will be 584 bytes |ong.

Table 1
Security Considerations

See [id.draft.pairing-friendly-curves] for additional details on
security considerations for the curves used. |nplenenters should

al so consider the general guidance provided in Section 9 of [RFC7517]
and Section 17 of [RFC8152] when using this specification

Furt hernore, because this specification only defines the

crypt ographi c key representations and not the usage of these keys
with specific algorithnms, inplenmenters should be aware to foll ow any
gui dance that nay be provided around appropriate usage of the keys
and or additional steps that may be required to validate the keys
within the context of particular algorithns.

I ANA Consi derations
1. JSON Wb Key (JWK) Elliptic Curve Registrations

This section registers the following values in the | ANA "JSON Wb Key
Elliptic Curve" registry [IANA JCSE. Curves].

BLS12381CG1

* Curve Name: BLS12381Gl
* Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of

E(G-(p))

Looker & Jones Expires 21 January 2026 [ Page 6]



Internet-Draft Barreto-Lynn-Scott Elliptic Curve Key Re

*

JOSE | npl emrent ati on Requi renments: Optiona
Change Controller: |ESG
Speci fication Docunent(s): Section 2.2.1

BLS12381&

Curve Nanme: BLS12381G&2

Curve Description: 381 bit with an enbeddi ng degree
Lynn-Scott pairing-friendly curve using the r-order
E (GR(p"2))

JCOSE | npl enent ati on Requirenents: Optiona

Change Controller: |ESG

Speci fication Docunent(s): Section 2.2.1

BLS48581G1

Curve Name: BLS48581G1

Curve Description: 581 bit with an enbeddi ng degree
Lynn-Scott pairing-friendly curve using the r-order
E(G-(p))

JOSE | npl emrent ati on Requi rements: Optiona

Change Controller: |ESG

Speci fication Docunent(s): Section 2.2.1

BLS48581C&2

4. 2.

Curve Name: BLS48581@&2

Curve Description: 581 bit with an enbeddi ng degree
Lynn-Scott pairing-friendly curve using the r-order
E (G-(p”"8))

JOSE | npl emrent ati on Requi renments: Optiona

Change Controller: |ESG

Speci fication Docunent(s): Section 2.2.1

COSE Elliptic Curve Registrations

This section registers the followi ng value in the | ANA
Curves" registry [IANA. COSE. Curves].

BLS12381Gl

* Curve Name: BLS12381GL

* Value: TBD (13 requested)
*  Key Type: EC2

*

Curve Description: 381 bit with an enbeddi ng degree
Lynn-Scott pairing-friendly curve using the r-order

E(GF(p)) _ _ _
JOSE | npl enent ati on Requi renments: Optiona

Looker & Jones Expires 21 January 2026
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Change Controller: |ESG
* Specification Docunent(s): Section 2.2.2
* Recommended: Yes

BLS12381&X

* Curve Nanme: BLS12381&X

* Value: TBD (14 requested)
*  Key Type: EC2

Curve Description: 381 bit with an enbeddi ng degree of 12 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E (G-(p"2))

* JOSE Inplenentation Requirements: Optiona

* Change Controller: |IESG

* Specification Docunment(s): Section 2.2.2

* Recommended: Yes

BLS48581GL

* Curve Nane: BLS48581GL

* Value: TBD (15 requested)

*  Key Type: EC2

* Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E(G-(p))

* JOSE Inpl enentation Requirements: Optional

* Change Controller: |IESG

* Specification Docurment(s): Section 2.2.2

* Recommended: Yes

BLS48581&x

* Curve Name: BLS48581@&2

* Value: TBD (16 requested)

*  Key Type: EC2

* Curve Description: 581 bit with an enbeddi ng degree of 48 Barreto-
Lynn-Scott pairing-friendly curve using the r-order subgroup of
E (G-(p"8))

* JOSE Inplenmentation Requirenents: Optiona

* Change Controller: |IESG

* Specification Docunment(s): Section 2.2.2

*

Recomrended: Yes
5. Ref er ences
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Appendi x A, JSON Web Key Exanpl es
A 1. BLS12381 Key Pairs

The foll owi ng exanpl es showcase JWKs for both the Gl and & subgroups
of the BLS12381 curve. Note, the exanples also include the
correspondi ng private key, expressed through the inclusion of the “d”
par aneter.

An exanple JWK for the BLS12381 curve where the public key is in the
Gl subgr oup.

"kt y" . "EC,

“crv": "BLS12381Gl",

"x": "Ed4CBG.VasEp4ej Pz44CvI | bTl df LLcn2Qcl JI uBL6p_SQTRr ZvINa3YaJd- W8I nt',
"y": " AbdYAsAb20CHz| VWsVBORi 16BcGOntYi MLI BEhODf Al Du_1Z1 Ad1zewSi 9f 6517g",
"d": "3nc6_s38FWWI awbwnPFQ B4TI APy_K2Tx391 7XnEnDc"

Anot her exanple of a different JWK for the BLS12381 curve where the
public key is in the GL subgroup.

"kty": "EC',

"crv": "BLS12381GL",

"x": " EUGQEXpzxebwrXEeqc390 3J1Nf UCMQPgc_Lb- 4dLuOxCaSr dOr DBMIFt hd5r - 2",
"y": "FNpXf pda- 5N7Ch528pwRhLlI NOmwuhj Kj Pz8j caxgCSNZChj aY(@ GoOnhf t RgWKpg" ,
"d": "GdNBr RDu89l rnl Y5H - 2CW 3cqWORw7 I gQuUuwLZ8gV4"

An example JWK for the BLS12381 curve where the public key is in the
@& subgroup.
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"kty": "EC',

“crv": "BLS12381®x",

"x": "A s8l st TgoTgXMF6QXdyh3nBk2i xx URGYLMaYy!| VK_xO0F8HhE8zkOYW GV3CHwWpQ
Ea2sHAPBZLaYCn8se- 1cl nCORDsKxbbw3Js Al u4OnkVOgnbJsylYF2rt 7Vxzs6S",

"y": "BVKkr VE b- P_FMPHNt gxJynP3pV- H3f CdvPkoW npFf MBt Vi ygD8JAmnDf 64z U2h
BV_vvCQ632ScAo0EEXXuz1ll eQHID20- uY_dAj Z37YHURMEYZzh8TQ- 90JHQi cOgx",

"d": "hR6Hf xI Twecj MEST5wWYnkG JvuVnpUPbv XSGsvwj JhUM'

}

Anot her exanple of a different JW for the BLS12381 curve where the
public key is in the & subgroup.

"kty": "EC',

"crv": "BLS12381&x",

X" "Atx1GqJHAr XI pTkOwg9LAGSs Hr WMPPqL2BXLd7zzMoFLelLdr - QQVI2NPebFkw h
CyW j 8dwP9uvuu9cOWZr WWnY2n7x QHF- BM Mk6747t _ZJCu809f skA3ca3Twr 7",

"y": "BkOBZG3Ri j bTl 9YqzuAZZHuxj 4eNxKBF4TD_6KdxnCxgAr i 0Bx46xt cMygKgqUnd
DRC65Jv08EkVBoj Jkr aUVEkxVhi xgYS5hdf Rf YZWai sT4M _NYoOFZFP4_5Jg05_p",

"d": "1j eoOuur Zval C82YUMNLCHal f vhabbMHt LeVal Ot Nhs"

A. 2. BLS48581 Key Pairs

The foll owi ng exanpl es showcase JWKs for both the Gl and & subgroups
of the BLS48581 curve. As before, note that the exanples also

i nclude the correspondi ng private key, expressed through the
inclusion of the “d” paraneter.

An example JWK for the BLS48581 curve where the public key is in the
Gl subgroup.

"kty": "EC',

"crv": "BLS48581GL",

"x": "BZo5kui unkAUaE9n- c8L12pj Tf V35ZTzei OeYl zYEMD5Y- - PCABHPXt 201 mhyL9K
sdr UgYxe5Kr sbsahKYdN9dXa6a7f sFnWwkw' ,

"y": "BEIfI RI62QJ1vnLuwt zi SgCAsyl DVgi YoGxgqLhdr yqJEGepP7- 4i ePB5nr At hL6gl
MeKl eF9q7j sZf eM3g4CTI XMOH2yLCh1WyA",

"d": " Fbi g@BWPIgNCFI _LFxt-c8ZpgY_1Jj SOx- oUneZJgnGYZi j WUsL6ROqQY1gwt r HT
LWEWNbQ- - FI OVKL_EBI bL9l "
}

Anot her exanple of a different JW for the BLS48581 curve where the
public key is in the GL subgroup.
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"kty": "EC',

"crv": "BLS48581G1",

"x": "Bj RT7VST4vM Tj 6yM~73Q Eg5XSHYCX | AJMPf - 4Bhj 09qL8A6Rq0o1Csdi GTr C3j Y
83n1_0-|p zg- yDnK_7HDBRR4S9j 2Tf 84bl A",

"y": "BOS-00BD7RI 7t 2w5q0l | py9NR.J7h8vT sj f j 8HKpGXaVP17RFUswW c1dBSVPsi SZ

RU78Zi nNOOkK57dJr DXeRUB7gSMBL6aZog",

"d": "pAg4V50JFEV] Nox12WDpHC ol r B- wxQvewOzh2l _5- p_TW Tui 7Lgcl BpzZb17i dK
gSh- XhGghxEkXMJggGOQ Jc*
}

An example JWK for the BLS48581 curve where the public key is in the
@& subgroup.

{

"kty": "EC',

"crv": "BLS48581&x",

"x": "ANAdJhZscl Of uf 06ScG 1EwKey 71 Fng4bKPRI _QpBhRt x 7Hg4hvpCXXbt 03L1UGY
0Zbf - pxVf Oy QvaAlgqs GAHUOREOYgUI pc- WESKKZFLt zf S3vKPVLSLNTnv USw7audl Chzhn8g
aGbaJc1J7j 0Sf NOpn5TPLVAGPE4A7cMhHWHE! r Uzpk FXLTKYNgNoQVOZxuqcJs6UACIZwWI al i
vf Dvv4XJuS02y7i r Aj IxhXhW F9TuTyp6ai yGUlnj i YA0J6HSI aJ2Ti R5Uzt oi M uluOqzG4
Rof 5SFuPCGD665Dv CmNur t sHM _Ki T9gcJer J_LbvJt - f gEl gEONXCFl pcbxP0zoComUVEqzk- A
r Z- a58hUW0J6- 7Y1l XJYDaqQPOX_YEi Lrt udwf uoPz0i W.ezntl| 3bPx6g71SQ SQ7Si HU k
HG71 pWkg4ul q9zpQ _U66gi Dgnogl ccwoMWeG LAd7zsul Lt zOMPIQ JkCAU3HCAVZY SLQZz
9dk 1t uXR8Zf GuX1YHe TO6HX- SA9Lz0OF9y KIMBCUgd9l t i mLO6JkzV3j Ggi n3l | H M XgEVFr
t GCgOL775LRhmvg4 CAb4bHaqgv N2 XWF mor dv 9Ev Hg 7 NRwWCVz MPFYWUd 2- s XgqJ 3AUOI 5Bgpn
gj H3gxSnG7mNEnntt mj @SnSOYhBoWRzmoJ2Fnt QEFXCVI ZvL7ZCagkD27Zj amowAKFz md FW/
- Wz HSs- br 6el y00z402C7i X5¢85zs| 9Ngx Mk Dppr px50G | Fqi OBkkDyPdJSoLf zPA",

"y": " DhTWWEj NmgbRM Xexi uM/QEVL_ZgqLkONcj | zr 1 qO k8ui RvKxi up@8- Quilt KYUJ
sJVdkLi yL14pt uOBbNoFI xUgLI P3Pt auAgZj dSgUPOqDz 7xvEaHG hcEdi voKwok BpLQ Q0x
CSoi a3t BnB7x FWIL YNrmTQOQRS AEpUPK 40P91 Wh5 Xk J QGYUf r aC2qwiNunDdJIwi Jb8pDZVp_AOX
YugOLCuKp- hl f NV6r dEYeGs YuMZel ROXI cNI 9Cdf snQsf coE5bypgeN5kJi CDNI OapdFQgx X
D5xi pr - 6Caf MARt cJcl LbA qzYL4l 0coAwbBelYz54yPGu4ubBl 5N4dZcZ43c46hM-h_hz3
gYkru5C W G vRHUr BWNVTKoyyHAel Byl nBckATeep2wHI mvEI2f | LQx- TQH3X YAwgx004ZC
4 29ZXr 73zddt STmxaxWr6Y6 AbHAol pUBr qcMI9Q Z4 | X6BR1P_TKL_ Hy SHOd4RMM 3HLf w
e52V2E9G 8t ZJJzkLsWNTOF9MLYDULV 1- 4z Rk PuKuqZGUf swJ- cuf Nnx 1WA TS r Wheqzwh(Bi
h74AHBFy gk 7ZpPwWLAgFr _FNPoXeox| RP4426_8Rsw 9f M | DWBqqdEM 1M25BEnBkgl UW __r
nOOy Fr CPf PDpUmM xDnu50Uwi 1m 8] nmGxf Dgzgr QuN79DUt DBCBBy 26z Ft t asdNVFE] E9
vl qGGprYEr 3j uZhvKBvLzJLGGERQ xx GDPDGA i t NRInw_Et af cHAr kWDt W4yb79Sw',

"d": "x-6j zDQyl VW Eyd5PF6nq9DNTI Fes| ExG_j BMId9HIM Qdf DooFl Q/bY3TSOer—
sPI | pLBx7bRCt whkpi oKnmivM'

}

Anot her exanple of a different JW for the BLS48581 curve where the
public key is in the & subgroup.
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"kty": "EC',

"crv": "BLS48581&X",

"x": "BgaTER H8gDLf ouNR44GCCki E2ECCgChLXWEI 3ocy XPLxeEt CCVUt nj 3sQv- | 3nM3
V6! pt FAOEJKLpCiVLBwy MTZ3B69p61y YBAU- f Q2 Xy Ui ROaEMAgQl -t esct bExI | ei WA 221n
wz | VUKi 47E6bkNnBj vynvHMaB4l sJOI | YI suYOr qKXY55xSat MoTKTFncECeEj QbDj HU960
DBDOF9r 2- yahJ2PWsJazt t 9BO- Ut H TzOnj e_ZaRTar na3- 2p9Zr WW6DpXJQJgldvef ELngk
TwIKOAgl 0X@BBOkKd3kkonOLCygV7MKN_OyKQIB2k4Vouv4i 5MCC6Gzl j UnF8vkakzzW Fj a
hSgKI 1_QsvBr VSNw Gxpamhj pNn1Jx_FLbH2FAlI E3Qv2sCveeEEODEZ5qk1FbGhQFSI cU Lh
XymY1xBxMyghoNPVy6_ut YgeMdMPU9UL yl GShAol uE7qj zwH5OKY9r Kj 722239gBdH12X6M
Qwnn1zKQyhYyf HSnTX LNOKnmpke- 5AQ NWOCo8R0O5Hh] hdR2GE WPl RHQCXN _cu__qgof 7j dt Uu
pCoNUms 3Yy GWNYXdDEZz QS_8Fex6zW HLCsTXgBr | At KUl r zA- zAS_Jj _i | EvZRQVBJ949P5
i SEbSCt | al YzUuoO j bF2s7bWhwiNwgvKL1LbHT_| dARL9YyORxeK5BI Nr KCLA9aDDpK4r QX1B
_ZR4ni 422e@f bdT6M Z_YooobKKQxYCXdcx- DQsj hVM Her 2RG_1450wnybP9Ycwpce” ,

"y": "DoHzwzZAL1Ar vHD- z7Eey67D41 Ej f VgdXgANRGTt QzPi r XDhOmohj nvMI9Ki syWn
kJKuSp5BOw - EAAmTPual DZNut OC97Nz Ak 2t JeVi 5SkNWPKp1RKx HI DhAgqME- LUbVCTRFN23
r f OOQNDdOdPev3506ee3FwWG JYI i eEe YEy mOWHMB6FxwWf j sPrxgZYYor CToGESSr zbr 1zCh0
viliVei - n- WAONj ynKh6Czj GLZn7q8exB8QZoG JeugV7l 0G f GdeelLf h4hDt YVYNH7JCeJJEN
j fgDdp1Dy 1f HDv7U9bX8gDEf RoTIS9FDUB5a- t c3c50y4721 zI1 g- Aml 39Yol BPI SULgNRCBR
PK4gMad184pxt r YXZaMAOow3| 2aUSDZ0- | BH4AQLP8VMBJoVxZHo5f hkpkSI FT1C5FgNi Nny _|
48Et ANKHj HAS8zOxeglLeTxK9doj 2k6c2pt NAR7x Ddm2mhf NhKI Rgev3vhW 0W64QpUpc k S9i
znbd 60f zs- Ct SezA7yMhLh_Vb0Obgz6We2vi i xI 6j d9_yVki cPse- 57Fi 24Et 0x3A1CnuVkw
Ez1TvXk- 9QANFQAKhAsol MCBOsv( gcnSKcaAeRFGrdOXKt Bl CnHhCK1CgvcAuYt sDELmhzsi
JVxOpnB5JdgDt 21 i 6Cai AzxkP-10206UbdzGhZPNOgJf gl IRMUVIRZF- BAN1Cs TMD6YOUR
03aW SY3nmpnKRzZddVC2WICKuhS7qr LR7RE! - gJvSCzaqi uLQ vqOr P4i 55n52t DWW Q' ,

"d": "TelLY_9dGUWMdbaM j gWA8- osKXvyf Pz3gq4B9Dr r - dV0ZgB3hhYBW kkl KOuO78t 8
FUCy pARd4bpHGKI s Paf n8A"

}

Appendi x B. COSE_Key Exanpl es
B.1. BLS12381 Key Pairs

The foll owi ng exanpl es showcase COSE Key exanples for both the Gl and
& subgroups of the BLS12381 curve. Note, the exanples also include
the correspondi ng private key, expressed through the inclusion of the
“d” (-4) paraneter.

An exanpl e COSE Key for the BLS12381 curve where the public key is in
the GL subgroup expressed as an octet string.

a50101200d21583011de060462d56ac129ele8cf cf 8e02be595b4e575f 2cb726d9070826
5b812f aa7f 490991ad9bc935add8689f 96¢7¢22622583001b75802c01bdb4087ce5556e9
504ef 62d7a05¢c18e99c62230b941121f 437c0883bbf d59200775cdec128bd7f ae75ee023
5820de773af ecdf c1555656b06f 098f 14e8c1e139403f 2f cad93c77f 48ed79c49c37

Bel ow i s the above CBOR rendered in diagnostic view
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{

1. 1,

-1: 13,

-2: h’11DE060462D56AC129E1E8CFCFSE02BES95B4ES75F2CB726D90708265B812FAA
7F490991ADOBC935ADD8689F96C7C226"

-3: h’01B75802C01BDB4087CE5556E9504EF62D7A05C18E99C62230B941121F437C08
83BBFD59200775CDEC128BD7FAE75EEQ’ ,

-4: h’ DE773AFECDFC1555656B06F098F14ES8C1E139403F2FCADI3C77F48ED79C49C37’

}

Anot her exanple of a different COSE Key for the BLS12381 curve where
the public key is in the GL subgroup expressed as an octet string.

a50101200d215830114190131a73c5e6f 099711ea9cdf d388dc9d4d7d408c5503ea73f 2d
bf b874bbb4c42692addd2b0c131316d85de6bf b622583014da577e9elaf b937b09be76f 2
9c1184b20d3a6c32bal8ca8cf cf c8dc6b180248d6426e369842c1a83al7ed46a58aa6023
582039d341ad10eef 3d22b9e56391e5f b6096f b772a5b4470ec881052ec0b67¢c815e

Bel ow is the above CBOR rendered in diagnostic view.

1. 1,

-1: 13,

-2: h'114190131A73C5E6F099711EA9CDFD388DCID4D7D408C5503EA73F2DBFB874BB
B4C42692ADDD2B0C131316D85DE6BFB6’

-3: h' 14DA577E9E1AFB937B09BE76F29C1184B20D3A6C32BA18CASCFCFC8DC6B18024
8D6426E369842C1A83A17ED46AS58AAGO’ ,

-4: h’ 39D341AD10EEF3D22B9E56391E5FB6096FB772A5B4470EC881052ECOB67C815E

}

An exanpl e COSE Key for the BLS12381 curve where the public key is in
the & subgroup expressed as an octet string.

a50101200e215860019003f 72f b13e7f 03f 922f e6b1843a8e7f cdaf 47031c5d007a32af 7
43779a14c4664c602825810f dc71d3e03510a423015a595ea2a0a900d5ede9f ef 8b19a0le
35d0e29843a0622a7cb13edc3a001bdb12e45b16b60274d28df ba48253b34d2122586014
75166¢c12064581d08975ee393472f 329860f cec9a64b63dcf 36af 39e94466a77622ef 08d
0ebb092b5f 7¢7327a2352f 06abef f 3e0d8959f 1f 00276a96b7f 02082798d84097cae4711
9al14e450f 7d93f b99f d597a10c0f f 8c0563a25¢c2967455235820890ec57aacf 4d641c4b6
19a78774f 9b814a50f 5858aaf d56ec038739e96f 834f

Bel ow is the above CBOR rendered in diagnostic view.
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{

1. 1,

-1: 14,

-2: h’019003F72FB13E7F03F922FE6B1843A8E7FCDAF47031C5D007A32AF743779A14
C4664C602825810FDC71D3E03510A423015A595EA2 AOA900D5EDEQFEF8B19A0E35D0E298
43A0622A7CB13EDC3A001BDB12E45B16B60274D28DFBA48253B34D21" ,

-3: h'1475166C12064581D08975EE393472F329860FCECOA64B63DCF36AF39E94466A
77622EFO08DOEBB092B5F7C7327A2352F06 ABEFF3EOD8959F1F00276A96B7F02082798D84
097CAE47119A14E4A50F7D93FB99FD597A10COFF8C0563A25C2967455’

-4: h’ 890EC57AACF4D641C4B619A78774F9B814A50F5858AAFD56EC038739E96F834F
}

Anot her exanple of a different COSE Key for the BLS12381 curve where
the public key is in the & subgroup expressed as an octet string.

a50101200e21586003b81526b001b41701632609ee1285cf 09549e2228caal0775a052ae6
f 1ae5737dcc66a8c0f 0b65f ac070d85b0217cc6¢c0cebdblc27767ef 73f 2e8355b5f 02dab
a2b810548f c8f 0be26¢c329375b95b6b6d844ce981ced5934709e57aca986f 92722586010
97125da5ebd6b31d875a3884c2197blaf cdecbbbbc26871e38880f eB0eac09c6e754e865
a9f 01b3ed511d86673a6d8109dc94d0840f f 539f a2d175b2deabbd3484d91a73424ad4c4
acc9cc748f b5280477a5¢c187dc6d749d0de00beeela2062358202a9cf f 87262cel1b09303
2446ac6911c4b947305deea7631e23d1a27c46bdof 62

Bel ow is the above CBOR rendered in diagnostic view.

{

1. 1,

-1: 14,

-2: h’03B81526B001B41701632609EE1285CF09549E2228CAA0775A052AE6F1AES737
DCC66A8COFO0B65FACO70D85B0217CC6COCESDB1C27767EF73F2E8355B5F02DABA2B81054
8FC8FOBE26C329375B95B6B6D844CE981 CED5934709E57ACA986F927°

-3: h’1097125DA5EBD6B31D875A3884C2197B1AFCDECBBBBC26871E38880FESOEACO9
C6E754E865A9F01B3ED511D86673A6D8109DC94D0840FF539FA2D175B2DEAG6BD3484D91A
73424AD4ACAACCICC748FB5280477A5C187DC6D749D0DEOOBEEE1A206’

-4: h’ 2A9CFF87262CE1B093032446AC6911C4B947305DEEA7631E23D1A27C46BDAF62’
}

B.2. BLS48581 Key Pairs

The foll owi ng exanpl es showcase COSE Key exanples for both the Gl and
& subgroups of the BLS48581 curve. Note, the exanples also include
the correspondi ng private key, expressed through the inclusion of the
“d” (-4) paraneter.

An exanpl e COSE Key for the BLS48581 curve where the public key is in
the GL subgroup expressed as an octet string.
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a50101200f 2158490522e96ca7cal8bf 31598a15d39aa95c6f e56da85a7bc8e8108f 193¢
54ea68c84b973ed2f 29725ed7a1413329699258050e2¢c69628d83d0cc4b83bb10f af ae7f
ab35ad2l1alf ef 91eaf 225849003b9940¢c85d62abale9955d6b1836d01bad300b886d0ae9
7df 1305b0bf bca337f ad9662581647cab6ef 11b861e3e71642d5d82¢254774f b67937a237
45c2d1f 328898a53eac0cad87e2358416e9dcf dc9abd54a06233f 8b0d49ef 665362ebf 45
39a8d83f e273b4c54f f 36e8b600823e2695560€4615d9a866e929h918e8183f a89660c 1f
e684e3bd671cf 29ece

Bel ow i s the above CBOR rendered in diagnostic view

{

1. 1,

-1: 15,

-2: h’0522E96CA7CA18BF31598A15D39AA95C6FES56 DA85A7BC8ES8108F193C54EAG8C8
4B973ED2F29725ED7A1413329699258050E2C69628D83D0CCAB83BB10FAFAE7FAS35AD21
ALFEF91EAF ,

-3: h’ 003B9940C85D62ABA1E9955D6B1836D01BAD300B886 DOAE97DF1305B0BFBCA33
7TFADO662581647CA6CF11B861E3E71642D5D82C254774FB67937A23745C2D1F328898A53
EACOCADS7E’ ,

-4: h’ 6E9DCFDCO9ABD54A06233F8BOD49EF665362EBF4539A8D83FE273B4C54FF36E8B
600823E2695560E4615D9A866E929B918E8183FA89660C1FE684E3BD671CF29ECE’

}

Anot her exanple of a different COSE Key for the BLS48581 curve where
the public key is in the GL subgroup expressed as an octet string.

a50101200f 215849063453ed5493e2f 3254e3eb2305ef 7425120e574876107e500930f 7f
ee018633bda8bf 00e91aa8d4eb1d8864eb0b78d84b798b387a7ecelf b20e62bf ec70f c45
1e12f 63d937f celb9422584904e4bea34043ed123bb76c39ab4963a72f 4d449eelf 2f 4f e
b237e3f 072a91976953f 5ed1154b3095cd5d05254f b22499454ef c6629cd3b490ae7b749
ac35de45407b81233a2f a699a2235841a40ab8579d0914456335bc75d960e91¢c28a896b0
7ec31430eb039987697f e7ea7f 4d67d3ba2ech81c201a596f 5ee274a81287e5el11aa8711
245cc5208063908c97

Bel ow i s the above CBOR rendered in diagnostic view

{

1. 1,

-1: 15,

-2: h’ 063453ED5493E2F3254E3EB2305EF7425120E574876107E500930F7FEE018633
BDASBFOOE91AA8D4EB1D8864EBOB78D84B798B387A7ECEOFB20E62BFEC70FC451E12F63D
937FCE1B94’ ,

-3: h’ 04E4BEA34043ED123BB76C39AB4963A72F4D449EE1F2FAFEB237E3F072A91976
953F5ED1154B3095CD5D05254FB22499454EFC6629CD3B490AE7B749AC35DE45407B8123
3A2FAG99A2 |

-4: h’ A0OAB8579D0914456335BC75D960E91C28A896B07EC31430EB039987697FE7EA
7F4D67D3BA2ECB81C201A596F5EE274A81287E5E11AA8711245CC5208063908C97’

}
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An exanpl e COSE Key for the BLS48581 curve where the public key is in
the & subgroup expressed as an octet string.

a5010120102159024800d01d26166c70839f b9f d3a49clabd44c0a732ec8167ab86ca3dl
97f 42906146dc7b1e0e21be90975dbb74dcbd541af a196df f a9c557cec9031a035aac180
1d4d11e8e620508a5cf b013728a6452edcdf 4b7bca3d52d22cd4e6ed44b0edab9d942873
867f 20686e5a25cd49ee3d127cdd299f 94cf 2d503a3c4e3b70c847587122ad4ce9905¢c4b
4ca60da8dal054e671baa709b3a5000bd67025a222bdf Oef bf 85¢9b92d36chb8ab023271
8578567¢c5f 53b93ca9%9e9a8b2194d668e2600a09e87488689d93891e54ceda22323b94b8e
a991b84687f 916e3c60f aeb90ef 0a636eaedb0733f 2a24f d81c25eac9f cbbef 26df 9f a84
22010e9d708596971bc4f d33a02a2651512ace4f 80ad9f 9ae7c854555d09ebeed8d655c9
6036aa40f 397f d81222ebb6e7707eealf cf 48962dece6708ddb3f 1ealef 548e8d243b4a2
1d4f e41c6ec8a56920e2e22af 73a50f d4ebaB8220ea9a882571¢cc2830cc9elbf 2c077bcec
b882edccecOf 24e8c9902e14dc7700559bd22d0673f 5d935b6e5d1f 197c6b97d581dedce
e87c7e480f 4bcf 417dc8a24c04252077d96d8a62cee499335778c68229f 72081e333e5ea
11516bb460aad0Obef be4b4619958380806f 86¢c76aabcdd975bb996a2b76f f 44bc7abb351
c0257330f 158594776f ac5e0a89dc053497906aa678231f 78314a71bb98d12799¢cb668d0
4a748e621068591ce6a09d859ad404171095219bcbed909aaa40f 6ed98da9a8c00285ceb
745595f bOcc74acf 9baf a7abcbh4d33e34d82ee25f 973ce73b08f 4dabh1330903a69ae9¢c79
a068c816a88ef 24903c8f 7494a82df ccf 0225902480e14d6¢15123366a9b44ch577b18ae
315404bcbf d9a8b93435c8e5ceb96a3be93cha24662b18aea50f 3e426d6d298509b0955d
90b8bh22f 5e29b6ed016cda0523152a2¢83f 73ed6ae0206637528143cea83cf bc6f 11alc6
221704762be82b0a240692d07ced31092a226b7b419b7ef 11564cb60d9a641047c004a54
3ede0e3f d2169f 95e425019851f ada3b6ab0354983749c0825bf 290d9569f c0d3162e80e
d42b8aa7e8657cd57aadd118786b18b8c65e951f 5795¢348f 4275f b2742c7dcal4e5bca9
a9e3799098820cd2346a9745420¢c570f 9c62a6bf ba39a7cc011b5¢c25¢c94b6ce96acd82f 8
97472803055b05ed58cf 9€323¢c6bb8b9b048e4deld65¢c678ddce3a84c161f elcf 7a9892b
bb90a55a3ladbdl1d4ac158d5532a8ch21c07a507296705¢c9004de7a9db01¢c99b013dd9of
20b431f 93407df 1600c20c74a38642e3f da0657af bdf 375db52ee6c5ac569ba63a01bicO
a08a5406ba9c31df 508d9e3f 957e814753f f 4ca2f f 1f 248739de1130cf b71f 57f 07b9d95
d84f 468bch59249ce42ec58d4f 417d30b60350bbf 5f b8cd190f b8abaa64651f b3053e72e
7cd9bld54e137eb5a97aacf 0850f 2287be001f c172824ed9a4f cOb02al6bf c534f al77a8
c6544f e38dbaf f c46cc3ef 5f 3239435b7aaa744308d4cdb90449bd9209545bf f eb9f 43b2
16b08f 7cf 0€9526950c439aee745308b59bef 239e6190c5f OeaceOad0a8def d0d4b43f 02
f 26f 72dbacc5b6d6ac74d30512313dbe5abal956e9604af 78ee661bcal6f 2f 324b186450
af 1¢c460cf 0c603f 8ad351267¢c3f 12d69f 707e2b9160ed595e326f bf 52¢c235841c7eea3cc
342022f 5881327793c5ea7abd0cd4c815eb081311bf 8c130977d1¢c932d41d7¢c3a2816542
f 6d8dd3b34ad26f eb0f 208a4b071edb442b70864a62a0a98c3

Bel ow i s the above CBOR rendered in diagnostic view
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{

1. 1,

-1: 16,

-2: h’00D01D26166C70839FBI9FD3A49C1ABD44C0A732EC8167AB86CA3D197F4290614
6DC7B1EOE21BE90975DBB74DCBD541 AFA196 DFFA9C557CEC9031A035AAC1801D4D11ESEG
20508A5CFB013728A6452EDCDF4B7BCA3D52D22CD4E6ED44BOEDABIDO42873867F20686E
5A25CD49EE3D127CDD299F94CF2D503A3C4E3B70C847587122AD4CEQ9905C4B4CA60DABDA
1054E671BAA709B3A5000BD67025A222BDFOEFBF85C9B92D36CBB8AB0232718578567C5F
53B93CA9E9A8B2194D668E2600A09E87488689D93891E54CEDA22323B94B8EA991B84687
FO916E3C60FAEBOOEFOAG36EAEDBO733F2A24FD81C25EACOFCB6EF26 DF9FA8422010E9D70
8596971BCAFD33A02A2651512 ACE4F80ADIF9AE7 C854555D09EBEEDBD655C96036AA40F3
97FDB81222EBB6E7707EEAOFCF48962DECE6708DDB3F1EAOEF548E8D243B4A21 DAFE41CoE
CBA56920E2E22AF73A50FD4AEBA8220EA9A882571CC2830CCIE1BF2C077BCECB882EDCCEC
OF24E8C9902E14DC7700559BD22D0673F5D935B6ESD1F197C6B97D581 DE4ACEES87C7E480F
4BCF417DC8A24C04252077D96D8A62CEE499335778C68229F72081E333E5EA11516BB460
AADOBEFBE4B4619958380806F86C76 AABCDDO75BB996A2B76FF44BC7ABB351C0257330F1
58594776 FACS5E0A89DC053497906AA678231F78314A71BB98D12799CB668D04A748E6210
68591 CE6A09D859AD404171095219BCBED909AAA40F6EDO8DA9ABCO0285CE6745595FBOC
C74ACFI9BAFA7A5CB4D33E34D82EE25F973CE73B08F4DAB1330903A69AE9C79A068C816A8
8EF24903C8F7494A82DFCCFOQ’

-3: h’OE14D6C15123366A9B44CB577B18AE315404BCBFDOA8B93435C8ES5CEB96A3BE9
3CBA24662B18AEAS0F3E426D6D298509B0955D90B8B22F5E29B6EDO016 CDA0523152A2C83
F73ED6AE0206637528143CEA83CFBC6F11A1C6221704762BES2B0A240692D07CED31092A
226B7B419B7EF11564CB60D9A641047C004A543E4AEOE3FD2169F95E425019851FADA3B6A
B0354983749C0825BF290D9569FC0D3162E80ED42B8AA7E8657CD57AADD118786B18B8C6
5E951F5795C348F4275FB2742C7DCA04E5BCA9A9E3799098820CD2346A9745420C570F9C
62A6BFBA39A7CC011B5C25C94B6CE96ACDB82F897472803055BO5EDS8CF9E323C6BB8B9B0
48E4ADE1D65C678DDCE3A84C161FE1CF7A9892BBB90A55A31ADBD11D4AC158D5532A8CB21
CO07A507296705C9004DE7A9DB01C99B013DD9F20B431F93407DF1600C20C74A38642E3FD
A0657AFBDF375DB52EE6C5AC569BA63A01B1COA08A5406BA9C31DF508D9E3F957E814753
FF4CA2FF1F248739DE1130CFB71F57F07B9DO5D84F468BCB59249CE42EC58D4F417D30B6
0350BBF5FB3CD190FB8SABAAG64651FB3053E72E7CDOB1D54E137EBS5A97 AACFO850F2287BE
001FC172824ED9AAFCOB02A16BFC534FA177A8C6544FE38DBAFFCA46CC3EF5F3239435B7A
AA744308D4CDB90449BD9209545BFFEB9F43B216B08F7CFOE9526950C439AEE745308B59
BEF239E6190C5FOEACEOADOASDEFDOD4AB43F02F26F72DBACCS5B6D6AC74D30512313DBESA
BA1956E9604AF78EE661BCA06F2F324B186450AF1C4A60CFOC603F8AD351267C3F12D69F7
07E2B9160ED595E326FBF52C

-4: h’ CTEEA3CC342022F5881327793C5EA7ABDOCDAC815EB081311BF8C130977D1C93
2D41D7C3A2816542F6D8DD3B34AD26 FEBOF208A4B071EDB442B70864A62A0A98C3’

}

Anot her exanple of a different COSE Key for the BLS48581 curve where
the public key is in the & subgroup expressed as an octet string.
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a50101201021590248060693111887f 2a0cb7e8b8d478e063a4884d843828026chc56108
de87325cf 2f 1784b4209552d9e3dec42f f 88de733757a229b4502810990ba4298c2c1c32
31367707af 69eb5c9804053e7ced97¢c94891d1al265a0a88f ad7ac72d6c4c4895e8965a2
db6d67¢3321550a8b8ec4e9b90d9c18ef ca7bc731a07896¢c274965625b2e60eed0a8asd8
e79c526ad31b4e44c59dc10e7848d06c38c7bbde8e0c10f 417daf 6f b26a12763d6e496b3
b6df 41d3e52d1e54f 3d278def d96914daae76b7f b6a7d66b58ce83a57250260d5dbde7c4
d67824ef 024ad00825d1743c07490a777924a263b50b2815ecc28df cec8a389076938568
baf e22e4c082e86cc88d49c5f 2f 91a933cd6f 858da85280a975f dOb2f 06b552370ac6¢69
6a6863a4d9f 5271f c52db1f 6140944dd0bf 6b02bde7841280c6679aa4d456c685015289c¢
5252e15f 2998d71071332aala0d3d5cbaf eeb5881e33d30f 53d52dca5192840a08b84eea
8f 3c07e4e298f 6b2a3ef 3db3df d801747d765f a3284309e7d73290cal6327c74a641c2cd
f 4a9a991ef b9010b0dc343a8f 11d391e18e1751d862163c8447a825cdf dcbbf f eaalf ee3
76d52ea42a0d526b3763218¢3585dd0c4673412f f c15ec7acd6ac72c2b135ea06b940b4a
508af 303ecc04bf 263f €e2204bd945033a27de3d3f 989211b48eb486a563352ea0e2236¢5
dacedb5a9c0dc20bca2f 52db1d3f e574044bf 72d11c5e2b904836b2822c0f 5a0c3adae2b
417d41f d94789e2e36d9e4207db753e8c8d9f d8a28al1b28a4316025dd731f 8342c8el154c
20772bd911bf d78e74c26¢c9b3f d61cc297225902480e81f 3¢336402f 502bbc70f ecfblle
cbaec3e081237d581d5e000d4469ad4333e2ad70el3a6a218e7bcc27d2a2b325a69092ae
4a9e41d30af e10ee009a63ee6a50d936eb4e0bdecdcc0936b497958b990d58f 2a9d512b1
1c80e102a304f 8b51b5424d1167db7adf 3bd40d0ddd1d3debf 7e68e9e7b71701ad258962
7847981329b4c0733de85¢c707e3b0f af 1819618a2b093a06112e6bcdbaf 5cce874be62d5
7a2f a7f 9558e9e3cab62ale82ce318b666eeaf 1lec41f 106681bf 25eba057b9741a27c6ele
78b7e1e210ed615347ec909e24910d8df 803769d43cb57c70ef ed4f 5b5f c80311f 4684c9
4bd14353ce5af ad7377393b2e3bd88cc8abe026977f 58a2504f 21253580d44ee513cae20
31a775f 38a71b6b61765a3163a8c37236694483674f 88047e102cf f 0c489a15¢c591e8e5f
864a644a5153d42e4580d88d9f 2f c8e3c12d00d9078c7el12f 333b17a02de4f 12bd7688f 6
93a736a6d34047bc43766da685f 3612884607af def 856ef 45b9e10a54a5c912f 62ce76¢ce
97aalf cecf 82b527b303bc8c84b87f 55bd1b833e96¢f 6be28b123a8ddf 7f c9592270f ble
f b9ec58b6e04b74c770350a7b96930133d53bd793ef 505854162a102ca08302074b2f 0a3
81¢c9d229c680791146bddd172ad0480a61el08ad42aaf 700b98b6c0c42e6873b22255¢c4e
a6607925d803b76222e826a2033c643f e234d8ee946ddcc66d93cdd2025f 80825132ebc9
45917e1bd027d42b13303e98d10e11a37696ad26379a99ca45975d542d96e0e2ae852eea
ach47b44497e809bd20b36aa8ae2d096f a8eacf e22e799f 9dad0d55aa42358414de2d8f f
d74651675b68c8e381603cf a8b0a5ef c9f 3f 3de0ab807d0ebaf e755d19801de185805696
492528eb8eef cb7¢c1540b2a4045delba4718a266b0f 69f 9f cO

Bel ow is the above CBOR rendered in diagnostic view.
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{

1. 1,

-1: 16,

-2: h’060693111887F2A0CB7ES8B8D478E063A4884D843828026CBC56108DES7325CF2
F1784B4209552D9E3DEC42FF88DE733757A229B4502810990BA4298C2C1C3231367707AF
69EB5C9804053E7CED97C94891D1A1265A0A88FAD7 AC72D6C4C4895E8965A2DB6D67C332
1550A8B8ECAE9B90DICI18EFCA7BC731A07896C274965625B2E60EEDOABASDSBE79C526 AD3
1B4E44C59DC10E7848D06C38C7BBDESEOC1I0F417DAF6FB26A12763D6E496B3B6DF41D3ES
2D1E54F3D278DEFD96914DAAE76B7FB6A7D66B58CE83A57250260D5DBDE7CAD67824EF02
4AD00825D1743C07490A777924A263B50B2815ECC28 DFCEC8A389076938568BAFE22E4CO
82E86CC38D49C5F2F91A933CD6F858DA85280A975FD0OB2F06B552370AC6C696A6863A4D9
F5271FC52DB1F6140944DDOBF6B02BDE7841280C6679AA4D456C685015289C5252E15F29
98D71071332AA1A0D3D5CBAFEEBS5881E33D30F53D52DCA5192840A08B84EEASF3CO7E4E2
98F6B2A3EF3DB3DFD801747D765FA3284309E7D73290CA16327C74A641C2CDF4A9A991EF
B9010BODC343A8F11D391E18E1751D862163C8447A825CDFDCBBFFEAALFEE376D52EA42A
0D526B3763218C3585DD0C4673412FFC15EC7 ACD6AC72C2B135EA06B940B4A508AF303EC
C04BF263FE2204BD945033A27DE3D3F989211B48EB486A563352EA0E2236C5DACEDBSA9C
0DC20BCA2F52DB1D3FE574044BF72D11C5E2B904836B2822COF5A0C3A4AE2B417D41FD94
789E2E36D9E4207DB753E8C8DOFDBA28A1B28A4316025DD731F8342C8E154C20772BD911
BFD78E74C26C9B3FD61CC297’ ,

-3: h’ OE81F3C336402F502BBC70FECFB11ECBAEC3E081237D581D5E000D4469AD4333
E2AD70E13A6A218E7BCC27D2A2B325A69092AE4A9E41 D30AFE1IOEEO09AG3EE6ASODO36EB
4EQOBDECDCC0936B497958B990D58F2A9D512B11C80E102A304F8B51B5424D1167DB7 ADF3
BD40DODDD1 D3DEBF7E68E9E7B71701AD2589627847981329B4C0733DEB5C707E3BOFAF18
19618A2B093A06112E6BCDBAFS5CCE874BE62D57A2FA7TFI558E9E3CAG62A1EB2CE318B666E
EAF1EC41F106681BF25EBAO57B9741A27C6E1IE78B7E1E210ED615347ECO09E24910D8DF8
03769D43CB57C70EFED4F5B5FC80311F4684C94BD14353CESAFAD7377393B2E3BD88CC3A
BE026977F58A2504F21253580D44EE513CAE2031A775F38A71B6B61765A3163A8C372366
94483674F88047E102CFFOC489A15C591EBESF864A644A5153D42E4580D88D9F2FCBE3CL
2D00D9078C7E12F333B17A02DE4F12BD7688F693A736A6D34047BC43766DA685F3612884
607AFDEF856EF45B9E10A54A5C912F62CE76CE97AA1FCECF82B527B303BC3C84B87F55BD
1B833E96CF6BE28B123A8DDF7FC9592270FB1EFBOECS58B6E04B74C770350A7B96930133D
53BD793EF505854162A102CA08302074B2F0A381C9D229C680791146BDDD172AD0480A61
E108AD42AAF700B98B6COCA2EG6873B22255C4AEA6607925D803B76222E826A2033C643FE2
34D8EE946DDCC66D93CDD2025F80825132EBC945917E1BD027D42B13303E98D10E11A376
96AD26379A99CA45975D542D96 EOE2 AES52EEAACB47B44497E809BD20B36 AASAE2 D096 FA
8EACFE22E799F9DADOD55AA4" |

-4: h’ ADE2D8FFD74651675B68C8E381603CFASBOASEFCOF3F3DEOABS07 DOEBAFE755D
19801DE185805696492528EBSEEFCB7C1540B2A4045DE1BA4718A266BOF69F9FCO’

}

Appendi x C. Acknow edgnents
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Looker & Jones Expires 21 January 2026 [ Page 21]



Internet-Draft Barreto-Lynn-Scott Elliptic Curve Key Re July 2025

Appendi x D. Document Hi story
-07
* Reference draft-irtf-cfrg-bbs-signatures-09
- 06
Updated draft-irtf-cfrg-bbs-signatures reference.
* W©Made draft-irtf-cfrg-bls-signature and draft-irtf-cfrg-pairing-
friendly-curves references infornative.

-05

* Replaced instances of "Bls" with "BLS" since B., L., and S. are
people’s initials, just like "RSA" is three people’'s initials.

-04

* Changed the key type from OKP to EC/EC2 since these keys use
and "y" val ues.

X

-03

* Updated references.

-02

* Update COSE _Key and JWK exanpl es

-01

* Added JVK exanpl es.

-00

* Created draft-ietf-cose-bls-key-representati ons-00 fromdraft-
| ooker - cose- bl s-key-representations-00 foll ow ng working group
adopt i on.
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