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Abst ract

Applications built on CoAP face a conflict between the technical need
for short message sizes and the interoperability requirement of

foll owi ng BCP190 and thus registering (relatively verbose) well-known
URI paths. This docunent introduces an option that allows expressing
wel | -known paths in as little as two bytes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-core-uri-path-abbrev/.

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (mailto:core@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/core/.
Subscribe at https://ww.ietf.org/mailmn/listinfol/core/.

Source for this draft and an issue tracker can be found at
https://github. com core-wg/uri - pat h-abbrev.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

VWhen bui |l di ng application conponents on CoAP ([ RFC7252]), sending
smal | nessages is a general goal in the ecosystem (i.e., constrained
environments, where data rates are limted and | arge packets can | ead
to packet |oss, see [RFC7228]). Wiile CoAP can operate with a wi de
range of URI's, short path names are therefore favored

Those short path nanes need to be discovered, and [ RFC7252] and

[ RFC6690] provide nechanisns for that. Applications that can not
di scover such paths because they precede a discovery step, such as
the discovery itself, setting up a security context ([RFC9528]) or
establishing an initial identity ([ RFC9148]) can not rely on

di scovered short paths, and need to use well-known paths. The best
practice established in [BCP190] requires applications to use the
prefix ".well-known" for their paths, making the conbi ned paths
easily longer than the rest of the CoAP nessage.

Thi s docunent establishes a CoAP option that allows abbreviating the
pat h conponent of the request URI through a nuneric registry.

1.1. Motivating exanple

The design criteria for [ RFC9528] described in Section 2.11 of
[1-D.ietf-lake-reqs-04] give a fragnentation limt of 47 bytes CoAP
message payl oad for 6Ti SCH and 51 bytes for sone paraneters (and

i npl ement ati ons) of LoRaWAN, and hi gh performance penalties of not
fitting in those franes. An EDHOC nessage 1 on its own carries a

m ni mum of 37 bytes. The 18 bytes of an encoded "/.well-known/edhoc"
pat h push the size over either Iimt, whereas an equival ent Ui -Path-
Abbrev stays well below the linmt.

1.2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent assunes basic famliarity with CoAP ([ RFC7252]), in
particular its Ui-* options.

2. The Uri-Pat h- Abbrev option

The Uri-Pat h- Abbrev option (short for "URl path, abbreviated")
expresses a request’s URI path in a nore conpact form
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The Uri-Pat h- Abbrev val ue represents a particular path, and is thus
equi val ent to any number of Uri-Path options. Those paths are
typically in a "/.well-known" |ocation as described in [ RFC8615].
The nuneric option values are coordinated by ANA in the Ui - Path-
Abbrev registry established in this docunent in Section 6.2.

bl S el Sl Sl b o pa s oo e e gl e s e pus et s pus el s pe g
| No |l U] N| R] Nane | Format | Len. | Default |
f Sl el Sl Sl el Sttt s sl e sl e e fums ey
| CPA13 | x| | | | Uri-Path-Abbrev | uint | 0-4 | (none) |
+------- I R i R R il R F-------- +------ L +

Table 1: Uri-Path-Abbrev Option Summary (C = Critical, U=
Unsafe, N = NoCacheKey, R = Repeatabl e)

/1 RFC-Editor: This docunent uses the CPA (code point allocation)

/1 convention described in [I-D. bormann-cbor-draft-nunbers]. For

/1 each usage of the term"CPA", please renove the prefix "CPA" from
/1 the indicated value and replace the residue with the val ue

/] assigned by | ANA; perform an anal ogous substitution for all other
/'l occurrences of the prefix "CPA" in the docunent. Finally, please
/1 renove this note.

The option is a critical, safe-to-forward, and part of the cache key,
and used in CoAP requests. Table 1 sunmarizes these, extending
Table 4 of [RFC7252]). |Its OSCORE treatnent is as Class E

([ RFC8613]).

The option has an integer value fromthe registry established in
Section 6. 2.

Apart fromthe format and repeatability, the option’s properties only
deviate fromthe Ui-Path (for which it stands in) in that this
option is safe to forward. This has consequences for the
interactions with the Proxy-URlI option, but is generally desirable:
It allows the option to be used with proxies that do not inplenent
the option.

2.1. Server processing

A server receiving this option process it |like the equival ent
sequence of Uri-Path options.

A server that supports a Uri-Path-Abbrev val ue MJST al so support the
equi val ent request conposed of Uri-Path conmponents.
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A server receiving the option with an unknown value MJST treat it as

an unprocessable critical option, returning 4.02 Bad Option and MJST

NOT return a 4.04 Not Found response, because the equival ent path may
be present on the server

2.2. dient processing

A client may use the option instead of the Ui-Path option if there
is a suitable value that can express the requested path.

Unl ess the client can be assured that the server supports it (e.g.
because the specification describing the interaction nmandates support
for the option in the server) it SHOULD fall back to sending the path
explicitly if it receives an error indicating that the option was not
understood (otherwise, it would have limted interoperability).

A generic client inplementati on SHOULD NOT apply this optim zation
without explicit instructions froma higher |ayer or the known
specification of the numeric value: In general, it is too unlikely
that the Uri-Path-Abbrev value is understood by any server, and the
message size savings in the successful case are dwarved by the al npbst
doubl i ng of resources needed to performthe fallback

2.3. Proxy processing

A proxy MAY expand or introduce a Uri-Path-Abbrev before consulting
its cache.

It MAY expand a Uri-Pat h- Abbrev option before forwarding, in
particular if it has reason to assune that the option is not
understood. Like a generic client, it SHOULD NOT introduce an
abbrevi ati on without good reason; and then, it MJST fall back to the
expanded form as to not introduce unexpected errors to the client.

A proxy that knows Uri-Path-Abbrev but not the concrete val ue SHOULD
forward it unnodified, which is the behavior it would apply if it did
not know the option. A reason to reject the request instead i s when
the proxy is tasked with enforcing access control (see Section 5).

When cross-proxying to protocols that can not transport this option
(such as HTTP), the proxy needs to expand the path.

2.4. Interaction with other options
The option is nutually exclusive with the Uri-Path option. Receiving
both options in a single request MIUST be treated |i ke the presence of

a critical request option that could not be processed (that option
being either the Uri-Path-Abbrev option or the conflicting option).
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The Uri - Pat h- Abbrev opti on MJUST NOT be used in conbination with the
Proxy-Uri option (or the simlar Proxy-CRl option (of
[I-D.ietf-core-href])) by clients. Proxies that understand Uri -Pat h-
Abbrev and convert Uri-* options into Proxy-Ui MJST expand any Uri -
Pat h- Abbrev if they know the val ue.

By the (de)composition rules around Proxy-Ui, and because Uri-Path-
Abbrev is safe-to-forward, a proxy (being generally unaware of this
specification) is allowed to combine the option with Proxy-Uri (or
Proxy-CRI) when it conbines the Ui-* options. |n such a conbined
message, the Uri-Path segnents to which the Uri-Pat h- Abbrev
corresponds are appended to the path as if all conponents were
present as individual options in the request w thout conflicting.
Servers that support both Uri-Path-Abbrev and Proxy-URI/-CR SHOULD
process requests accordingly. (This is not a strict requirement, as
there are no known i npl enentati ons of proxies that actually conpose a
Proxy-URI/-CRI fromindividual options, nor is there a reason known
why they shoul d).

2.5. Future devel opnent

Future updates to this docunent m ght extend the capabilities of the
option to be repeated; that docunent will need to specify how | ater
occurrences of the option extend the series of equivalent Uri-Path
options fromthe first val ue.

Server inplenentations that treat repeated Uri-Pat h-Abbrev options
like any other critical unprocessable option (i.e., by responding
with 4.02 Bad Option) support the transition to such an extension

2.6. Choice of the option numnber

TBD: Rephrase this to either be useful for readers of the fina
docunent who can thus |earn how the option nunber nanespace is
managed, or renove before publication

It’s already 1+1 -- we generally do try to keep even the 1+1 high
so that later option typically paired with a low option (like
EDHOC paired with OSCORE) can use the snmall delta. In this case,
there’s a good reason (being ordered before Uri-Query) though, and
I don’t expect that any other option would need this particular
property (especially given that this option on its own has an

ext ensi bl e val ue range).

3. Initial Uri-Path-Abbrev val ues

Thi s docunent registers values for the follow ng well-known URIs:
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* /.well-known/core
* [.well-known/rd (see [ RFC9175])
* /.well-known/ edhoc (see [ RFC9528])
*  For EST ([RFC9148]):
- /.well-known/est/crts
- /.well-known/est/sen
- /.well-known/est/sren
- /.well-known/est/skg
- /.well-known/est/skc
- /.well-known/est/att
EST does al |l ow using other paths, such as different root resources
or arbitrary labels; for those, no abbreviations are supported in
t hi s docunent.
* For [I-D.ietf-aninm-constrained-voucher]:
- /.well-known/brski/es
- /.well-known/brski/rv
- /.well-known/brski/vs
For all those, later occurrences of Uri-Path-Abbrev are interpreted
as additional Uri-Path values. While there are currently no
resources under the CoRE and RD resource, this behavior is useful in

BRSKI and EST.

Note that the core and rd paths are comonly used with Uri-Query
options.

4. I nplenentation Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
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5.

here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

* aiocoap https://christian.anmsuess. conl tool s/ ai ocoap/
(https://christian. ansuess. conl t ool s/ ai ocoap/)

A general - purpose inplenentation of CoAP for unconstrai ned sytens,
publ i shed under M T License.

Inits current main branch, the inplenmentation covers the server
side of this specification, applying expansion automatically

bef ore | ooking up which resource to serve. For client, all it
provides is the option field where to place a nunber if the
application decides it is suitable, relying on the client
application to performthe fallback

It inplenents version ietf-core-uri-path-abbrev-01

I mpl enent ati on experience: Generally straightforward unl ess one
tries to preserve the information whether Uri-Path-Abbrev was used
for the server application (but that was probably just a bad idea
in the first place).

Contact information: Christian Ansiiiss (author), updated 2025-09-26
Security Considerations

Havi ng alternative expressions for information that is input to
pol i cy decisions can be problematic when the mechani sm perform ng the
check has a different interpretation of the presented data than the
mechani smat tine of use. That concern is not new to this docunent:
Both the Proxy-Uri of [RFC7252] and the Proxy-Cri option of
[I-D.ietf-core-href] have the same properties in that regard. The
appropriate behavior is for policy checkers to reject any request
that contains critical options that is not understood; the
application protected by the checker may provide the checker with an
allowlist of options that it will treat as unchecked i nput.

Ansiiiiss & Ri chardson Expires 30 March 2026 [ Page 8]



I nternet-Draft Uri - Pat h- Abbrev Sept enber 2025
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1.

2

I ANA Consi derations
CoAP option: Uri-Pat h- Abbrev

I ANA is requested to enter an one option into the CoAP Opti on Nunbers
registry in the CoRE Paraneters group

*  Number: CPA13

* Nane: Uri - Path- Abbrev

* Reference: this docunent

Uri - Pat h- Abbrev registry

I ANA is requested to establish a newregistry in the CoRE paraneters
group: Values of the first Uri-Path-Abbrev option in a CoAP request
correspond to a URI path according to this registry.

The policy for adding any value is | ETF Review (as described in

[ RFC8126]). Change control for the registry follows this docunment’s
publication stream Initial values are given in Table 2

Entry fields are:

* First option val ue.

An non-negative integer that can be expressed in 32 bits, unique
within this registry.

Al'l positive values whose nost significant bit of the nost
significant byte is 1 are reserved.

The Python invocation python3 -c "print("reserved” if
(250).bit _length() %8 == 0 el se "unreserved")’ can be used to
qui ckly test this property for any positive nunber (250 in this
exanpl e) .

* Sinpl e expanded pat h.

This text is the URI path (starting with /) that the option, when
present only once in a request, is expanded to.

This field my be enpty if the docunent describes that the option
needs to be repeated when using this first val ue.

* Reference
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A docunent that requested the allocation, and descri bes whet her
the option nmay be repeated after this first value, and how | ater
val ues are expanded

Revi ewer instructions:

The reviewer is instructed to be frugal with the 128 val ues that

correspond to a single-vbyte value, focusing on applications that are
expected to be useful in different constrai ned ecosystens.

The expanded path is expected to be well-known paths at the tine of
witing, but it is up to the reviewers to exceptionally also adm't
pat hs that are not well-known.

[ e oo =bumesbomsoefsesefsesesfespeesfosfy Sessfosposospsosospsesospses esfses ossessfsesssespesespesfespeefspefpe
| First | Sinple | Reference |
| option | expanded | |
| value | path | |
| O | /.well- | Section 3 of this docunent |
| | known/core | |
S SRR R o e e e e e e e e e e m e ao- - +
| 1 | /.well- | Section 3 of this docunent, and |
| | known/rd | [ RFC9176] |
R R o +
| 2 | /.well- | Section 3 of this document, and |
| | known/edhoc | [RFC9528] |
S SRR S o e e e e e e e e e e m e ao- - +
| 301 | /.well- | Section 3 of this docunent, and |
| | known/est/ | [RFC9148] |
| | crts | |
Fomm e - o - o m e e e oo - o m e e e e e e e e e e e e e e e e e e o +
| 302 | /.well- | Section 3 of this document, and |
| | known/est/ | [ RFC9148] |
I | sen I I
T S o m m e e e e e e e e e e e e eaao o +
| 303 | /.well- | Section 3 of this docunment, and |
| | known/est/ | [ RFC9148] |
| | sren | |
S SRR S o e e e e e e e e e e m e ao- - +
| 304 | /.well- | Section 3 of this docunent, and |
| | known/est/ | [ RFC9148] |
I | skg I I
Fomm e - o - o m e e e oo - o m e e e e e e e e e e e e e e e e e e o +
| 305 | /.well- | Section 3 of this document, and |
| | known/est/ | [ RFC9148] |
I | skc I I
T S o m m e e e e e e e e e e e e eaao o +
Ansiiiiss & Ri chardson Expires 30 March 2026 [ Page 10]
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| 306 | /.well- | Section 3 of this docunment, and |
| | known/est/ | [ RFC9148] |
| | att | |
S SRR R o e e e e e e e e e e m e ao- - +
| 401 | /.well- | Section 3 of this docunent, and

| | known/brski/ | [I-D.ietf-aninma-constrained-voucher] |
I | es I I
Fomm e - o - S o m e e e e e e e e e e e e e e e e e e o +
| 402 | /.well- | Section 3 of this document, and

| | known/brski/ | [I-D.ietf-anima-constrained-voucher] |
I | rv I I
T oo s o m m e e e e e e e e e e e e eaao o +
| 403 | /.well- | Section 3 of this docunment, and |
| | known/brski/ | [I-D.ietf-anima-constrained-voucher] |
| | vs | |
S SRR R o e e e e e e e e e e m e ao- - +

Table 2: Initial values for the Uri-Path-Abbrev registry
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Appendi x A.  Further devel oprent
Several possible further directions are anticipated in this docunent,
but not specified at this point in tine; they are left for further
docunent s:

* The mechani sm of expandi ng one option into another option night be
expressed using the term nol ogy of SCHC.
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Such a generalization is not ainmed for in this docunent; authors
of any future docunment providing such a franework are encouraged
to provide an equival ent but nachi ne-readabl e expl anation of the
mechani sm speci fi ed here.

The registry for Uri-Path-Abbrev values is set up such that first
val ues can not have the nost significant bit of the first byte
set.

This allows future docunents to reuse the option for any CBOR
expressions, e.g. the path conmponent of a CR
[I-D.ietf-core-href]. Note that those CBOR structures can only
use the major types 4 to 7 for the top-level item but that
includes all containers (arrays, nmaps and tags).

Senders and recipients of this option do not need to concern
thensel ves with that extension nmechani smunless they inplenent it:
As the first value is conpared to known registry entries, any CBOR
itemcontained init will sinply not match any known val ue.

Shoul d the working group decide not to use that extension point,
the registry’s policy can be relaxed to also allow values with
that |leading bit set.

A future docunent may update this document to allow registering
val ues that are allowed to use together with Uri-Path val ues (but
at the tine of witing, no exanples are known by which such a
design could be properly vetted). |In particular, that update
weakens the "MJST" in Section 2. 4.

This option is designed to stand in for the Uri-Path option al one,
not for any other option; this sinplifies its interaction rules.

In particular, application authors who seek to express Uri-Query
options in a nore concise or easier to process way are advised to
avai |l thenselves of the FETCH nethod introduced in [ RFC8790].

Appendi x B. Open questions

This section will be gone by the tine this docunent is published.

*

Is the transformation of separate options to Proxy-URl even
_legal _ for proxies?

If not, we can sinplify the handling (and Uri-Path would _really_
not have needed to be proxy-unsafe).

Tracked at https://github.confcore-wg/corrclar/issues/51
(https://github.conm core-wg/corrclar/issues/51).
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Thi s document m ght incentivise users to send nore traffic through
/. well -known/ paths, rather than go through discovery. It is up
to WG di scussion to decide whether this is desirable; to not make
this docunment depend on that outcone, the registration policy is
currently "I ETF Review', which is extrenely strict and can be
relaxed in a later docunent if the W5 deci des so.

Appendi x C. Change | og

Since ietf-core-uri-path-abbrev-00: Processing previous two interins.

*

Renane option to Uri-Path- Abbrev.

Al'l ocate per-resource codes for EST and cBRSKI .
Al | ocate code for EDHOC.

Def er repeated use to future extensions.

Rearrange content to have dedicated server, client and proxy
subsections for option processing.

Establish that generic clients SHOULD NOT use this without reason
More explicit |anguage for proxies, including cross-proxies.
Add introduction and notivating exanpl e.

Add RFC7942 | nplenmentation Status section

Si nce draft-ansuess-core-shopi nc-02

Adopted into W5 unnodi fied as |-D.ietf-core-uri-path-abbrev

Si nce draft-ansuess-core-shopi nc-01: Processing 2025-08-27 interim

*

*

Docunent is standards track
Change nane of the option from Short-Uri-Path to Uri-Pat h- Abbr
Cl ose question of whether use of option 13 is justified (it is).

M nor editorials.

Si nce draft-amnmsuess- core-shopi nc- 00:

*

Swi tched option type fromopaque to uint (retaining the | ockout
for values that | ook |ike CBOR arrays/ maps).
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* MCR joined as author.
* Added initial values for BRSKI and EST.
* Allow 4. 04 responses.
* Add gui dance for choosing prefixes and rul es.
* Large editorial changes.
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