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Abst ract

Comuni cations with the Constrained Application Protocol (CoAP) can
be protected end-to-end at the application-layer by using the
security protocol Object Security for Constrai ned RESTf ul

Envi ronments (OSCORE). Under some circunstances, two CoAP endpoints
need to update their OSCORE keying material before comunications can
securely continue, e.g., due to approaching key usage linits. This
docunent defines Key Update for OSCORE (KUDOS), a |ightweight key
updat e procedure that two CoAP endpoints can use to update their
OSCORE keying material by establishing a new OSCORE Security Context.
Accordingly, this docunment updates the use of the OSCORE flag bits in
the CoAP OSCORE Option as well as the protection of CoAP response
messages with OSCORE. Also, it deprecates the key update procedure
specified in Appendix B.2 of RFC 8613. Therefore, this docunent
updat es RFC 8613.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (core@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://github. com core-wy/ oscore- key-updat e.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The security protocol Object Security for Constrai ned RESTful

Envi ronnments (OSCORE) [ RFC8613] provides end-to-end protection at the
application-layer for nessages exchanged with the Constrai ned
Application Protocol (CoAP) [RFC7252]. In particular, OSCORE ensures
message confidentiality and integrity, replay protection, and binding
of response to request between a sender and a recipient.

Under sone circunstances, two CoAP endpoints using OSCORE may heed to

update their shared keying material in order to ensure the security
of their comruni cations. Anobng ot her reasons, approaching key usage
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limts [I-Dirtf-cfrg-aead-limts][I-D.ietf-core-oscore-key-1linits]
requi res updating the OSCORE keyi ng material before conmunications
can securely conti nue.

Thi s docunent defines Key Update for OSCORE (KUDOS), a |ightweight
key update procedure that two CoAP endpoints can use to update their
OSCORE keying material by establishing a new OSCORE Security Context.

Accordingly, this document updates [RFC8613] as foll ows:

* Wth reference to the "OSCORE Flag Bits" registry defined in
Section 13.7 of [RFC8613] as part of the "Constrained RESTf ul
Envi ronments (CoRE) Parameters" registry group, it updates the
entries with Bit Position O and 1 (see Section 6), both of which
were originally marked as "Reserved".

In particular, it defines and registers the usage of the OSCORE
flag bit with Bit Position 0, as the one intended to expand the
space for the OSCORE flag bits in the OSCORE Option (see
Section 4.1). Also, it marks the bit with Bit Position of 1 as
"Unassi gned".

* |t updates the protection of CoAP responses with OSCORE that was
originally specified in Section 8.3 of [RFC8613], as defined in
Section 3 of this docunent.

* |t deprecates the key update procedure specified in Appendix B.2
of [RFC8613], as intended to be superseded by KUDGCS.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be famliar with the ternms and concepts
related to CoAP [ RFC7252], (bserve [RFC7641], Concise Binary Object
Representati on (CBOR) [RFC8949], OSCORE [ RFC8613], and Epheneral
Diffie-Hell man Over COSE ( EDHOC) [ RFC9528].

Thi s docunent additionally defines the follow ng term nol ogy.

* FS node: the KUDOS execution node that achi eves forward secrecy
(see Section 4.3).
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*  No-FS node: the KUDOS execution npde that does not achieve forward
secrecy (see Section 4.4).

* Equilibrium The situation where a peer has no execution of KUDOS
currently ongoing with the other KUDCS peer for updating one of
their OSCORE Security Contexts.

Current Methods for Rekeyi ng OSCORE

Two peers communi cating usi ng OSCORE may choose to renew their shared
keying information by establishing a new OSCORE Security Context for
a variety of reasons. A particular reason is the approaching of
limts that have been set for safe key usage
[I-D.ietf-core-oscore-key-limts]. Practically, when the rel evant
limts are reached for an OSCORE Security Context, the two peers have
to establish a new OSCORE Security Context, in order to continue
usi ng OSCORE for secure conmmunication. That is, the two peers have
to establish new Sender and Reci pient Keys, as the keys actually used
by the AEAD al gorithm

In addition to the approaching of key usage limts, there may be
other reasons for a peer to initiate a key update procedure. These

i nclude: the OSCORE Security Context approaching its expiration tineg;
application policies prescribing a regular key rollover; approaching
t he exhaustion of the Sender Sequence Nunber space in the OSCORE
Sender Cont ext.

It is RECOVWENDED that the peer initiating the key update procedure
starts it with sone margin, i.e., well before actually experiencing
the trigger event that forces to performa key update (e.g., the
OSCORE Security Context expiration or the exhaustion of the Sender
Sequence Nunber space). |If the rekeying is not initiated ahead of
these events, it may become practically inpossible to performa key
update with certain nethods and/or wi thout aborting ongoi ng nessage
exchanges.

O her specifications define a nunber of ways for rekeyi ng OSCORE
whi ch are summari zed bel ow.

* The two peers can run the procedure defined in Appendix B.2 of
[ RFC8613]. That is, the two peers exchange three or four nessages
that are protected with tenporary Security Contexts, thus adding
randommess to the OSCORE | D Cont ext.

As a result, the two peers establish a new OSCORE Security Context
with new I D Context, Sender Key, and Reci pient Key, while keeping
the same OSCORE Master Secret and OSCORE Master Salt fromthe old
OSCORE Security Context.
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Thi s procedure does not require any additional conponents to what
OSCORE al ready provides and it does not provide forward secrecy.

The procedure defined in Appendix B.2 of [RFC8613] is used in

6Ti SCH net wor ks [ RFC7554] [ RFC8180] when handling failure events.
That is, a node acting as Join Registrar/Coordinator (JRC) assists
new devi ces, nanely "pl edges", to securely join the network as per

the Constrained Join Protocol [RFCO031]. In particular, a pledge
exchanges OSCORE- protected nessages with the JRC, fromwhich it
obtains a short identifier, link-layer keying material and other

configuration paraneters. As per Section 8.3.3 of [RFC9031], a
JRC that experiences a failure event may likely lose information
about joined nodes, including their assigned identifiers. Then,
the reinitialized JRC can establish a new OSCORE Security Context
wi th each pl edge, through the procedure defined in Appendi x B.2 of
[ RFC8613] .

* The two peers can use the OSCORE profile [RFC9203] of the
Aut henti cation and Authorization for Constrai ned Environments
(ACE) Franework [RFC9200].

When a CoAP client uploads an access token to a CoAP server as an
access credential, the two peers al so exchange two nonces. Then,
the two peers use the two nonces together with information

provi ded by the ACE authorization server that issued the access
token, in order to derive an OSCORE Security Context.

Thi s procedure does not provide forward secrecy.

* The two peers can run the EDHOC key exchange protocol based on
Diffie-Hell man and defined in [RFC9528], in order to establish a
shared pseudo-random secret key in a nmutually authenticated way.

Then, the two peers can use the established pseudo-random key to
derive external application keys. This allows the two peers to
securely derive an OSCORE Master Secret and an OSCORE Master Salt,
fromwhi ch an OSCORE Security Context can be established

This procedure additionally provides forward secrecy.

EDHOC al so specifies an optional function, nanely EDHOC KeyUpdat e,
to performa key update in a nore efficient way than re-running
EDHOC. The two conmmuni cating peers call EDHOC KeyUpdate with

equi val ent input, which results in the derivation of a new shared
pseudo-random secret key. Usage of EDHOC KeyUpdate preserves
forward secrecy.
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Not e that EDHOC may be run standal one or as part of other
wor kfl ows, such as when using the EDHOC and OSCORE profile of ACE
[1-D.ietf-ace-edhoc-oscore-profile].

If one peer is acting as LwM dient and the other peer as Lw\EM
Server, according to the OVA Li ghtwei ght Machine to Machi ne Core
specification [LWWM, then the LwWW2M Client peer nay take the
initiative to bootstrap again with the LwivM Bootstrap Server, and
recei ve again an OSCORE Security Context. Alternatively, the
LWVM Server can instruct the LwMdient to initiate this
procedur e.

If the OSCORE Security Context information on the LwWi2M Bootstrap
Server has been updated, the LweM dient will thus receive a
fresh OSCORE Security Context to use with the Lw\WM Server

The LwwM dient, the LWMRM Server, and the LwW2M Bootstrap server
are also required to use the procedure defined in Appendi x B.2 of
[ RFC8613] and overvi ewed above, when they use a certai n OSCORE
Security Context for the first tine [LwWMM Transport].

Manual |y updating the OSCORE Security Context at the two peers should
be a last resort option and it mght often be not practical or
f easi bl e.

Even when any of the alternatives nentioned above is available, it is
RECOMVENDED t hat two OSCORE peers update their Security Context by
usi ng the KUDGCS procedure as defined in Section 4 of this docunent.

Updat ed Protection of Responses w th OSCORE

The protection of CoAP responses with OSCORE i s updated, by adding
the following text at the end of step 3 of Section 8.3 of [RFC8613]
as well as before the text "Then, go to 4." of Section 8.3.1 of

[ RFC8613] .

If the server is using a different Security Context for the
response conpared to what was used to verify the request (e.g.,
due to an occurred key update), then the server MUST take the
second alternative. That is, the server MJST include its Sender
Sequence Nunber as Partial IV in the response and use it to build
t he AEAD nonce to protect the response.

This prevents the server fromusing the same AEAD (key, nonce)
pair for two responses, protected with different OSCORE Security
Cont ext s.
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| An exception is the procedure in Appendix B.2 of [RFC8613], which
| is secure although not conplying with the above. The reason is

| that, in that procedure, the server uses the new OSCORE Security

| Context only and solely to protect the outgoing response (response
| #1), and no other nessage is protected with that OSCORE Security

| Context. Qher procedures where that holds woul d al so renmain
| secure.

4. Key Update for OSCORE ( KUDOS)

This section defines KUDOS, a |ightweight procedure that two OSCORE
peers can use to update their keying nmaterial and establish a new
OSCORE Security Context.

Hereafter, this docunent refers to two specific peers that run KUDOS
to update specifically one OSCORE Security Context that they share
with each ot her.

KUDCS relies on the OSCORE Option defined in [ RFC8613] and extended
as defined in Section 4.1, as well as on the support function
updateCt x() defined in Section 4.2.

In order to run KUDCS, two peers exchange OSCORE- protected CoAP
messages. The key update procedure is described in detail in

Section 4.3, with particular reference to the stateful FS node
providing forward secrecy. The possible use of the statel ess no-FS
nmode i s described in Section 4.4, as intended to peers that are not
able to wite in non-volatile nenory. Two peers MJST run KUDOS in FS
nmode if they are both capable to do so.

The key update procedure has the foll ow ng properties:
* It can be initiated by either peer.

* The new OSCORE Security Context enjoys forward secrecy, unless the
no- FS node is used (see Section 4.4).

* The same | D Context value used in the old OSCORE Security Context
(if set) is preserved in the new OSCORE Security Context.

* The sane Sender and Recipient IDs used in the old OSCORE Security
Context are preserved in the new OSCORE Security Context.

* It is robust against a peer rebooting and | oss of state, avoiding
the reuse of AEAD (nonce, key) pairs also in such cases.
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Thi
in

It typically conpletes in one round trip by exchangi ng two OSCORE-
prot ected CoAP nessages. The two peers achi eve nmutual key
confirmation in a follow ng exchange, which is protected with the
new y established OSCORE Security Context.

Ext ensions to the OSCORE Option

s docunent extends the use of the OSCORE Option originally defined
[ RFC8613] as foll ows:

Thi s docunent defines the usage of the eight |east significant
bit, called "Extension-1 Flag", in the first byte of the OSCORE
Option containing the OSCORE flag bits. The registration of this
flag bit in the "OSCORE Flag Bits" registry is specified in
Section 6. 1.

When the Extension-1 Flag is set to 1, the second byte of the
OSCORE Option MJST include the OSCORE flag bits 8-15.

Thi s docunent defines the usage of the least significant bit
"Nonce Flag", 'd’, in the second byte of the OSCORE Option
containing the OSCORE flag bits 8-15. The registration of this
flag bit in the "OSCORE Flag Bits" registry is specified in
Section 6. 1.

When it is set to 1, the conpressed COSE object contains a field
"x" and a field "nonce’, to be used for the steps defined in
Section 4.3. In particular, the 1 byte "x’ following "kid
context’ (if any) includes the size of the following field 'nonce
as well as a number of signaling bits that indicate the specific
behavi or to adopt during the KUDOS execution

Hereafter, a nessage is referred to as a "KUDCS nessage”, if and
only if the second byte of flags is present and the "d bit is set
to 1l. |If that is not the case, the nessage is referred to as a

"non KUDCS nessage".

The encoding of the "x' field is as follows:
- The four least significant bits encode the 'nonce’ size in

bytes minus 1, nanely 'm.

- The fifth least significant bit is the "No Forward Secrecy"
bit. The sender peer indicates its wish to run KUDCS in FS
mode or in no-FS node, by setting the "p’ bit to O or 1
respectively.

p
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Thi s makes KUDCS possible to run also for peers that cannot
support the FS nmode. At the same time, two peers MJIST run
KUDCS in FS node if they are both capable to do so, as per
Section 4.3. The execution of KUDOS in no-FS node is defined
in Section 4.4.

- The sixth least significant bit is the "Preserve OQbservations"

’b’

bit. The sender peer indicates its wish to preserve or

term nate the ongoi ng observations with the other peer beyond
the KUDOS execution, by setting the 'b” bit to 1 or O,
respectively. The related processing is defined in

Section 4.5.

- The seventh least significant bit is the

z' bit, which has the

fol | owi ng nmeani ng:

(o]

If the bit "z’ is set to 0, the present nessage is a

"di vergent" KUDCS nessage, i.e., it is protected with a
tenmporary OSCORE Security Context and indicates that the
sender peer is moving away from "equilibriuni.

That is, the sender peer is offering its own nonce in the
"nonce’ field of the nmessage and is waiting to receive the
ot her peer’s nonce.

If the bit "z’ is set to 1, the present nmessage is a
"convergent” KUDOS nessage, i.e., it is protected with the
new y established OSCORE Security Context and indicates that
the sender peer is attenpting to return to "equilibriunt.

That is, the sender peer is offering its own nonce in the
"nonce’ field of the message, has received the other peer’s
nonce, and is going to wait for key confirmation (as a pre-
condition to return to equilibriunm.

- The eight least significant bit is reserved for future use
This bit SHALL be set to 0 when not in use. According to this
specification, if this bit is set to 1, the follow ng applies:

(o]

If the nessage is a request, it is considered to be
mal f ormed and deconpression fails as specified in item 2 of
Section 8.2 of [RFC8613].

If the message is a response, it is considered to be
mal f or med, deconpression fails as specified in item2 of
Section 8.4 of [RFC8613], and the client SHALL discard the
response as specified in item8 of Section 8.4 of [RFC8613].
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Figure 1 shows the extended OSCORE Option value, with the presence of
the 'x’ and ’'nonce’ fields.

01234567 8 9 10 11 12 13 14 15 <----- n bytes ----- >
T e e i S e S S e I S S +
|1]0]0/hfk] n | O] O] O] O] O] O] O] d| Partial IV (if any) |
i R i o T S S S i it R R S S I +

<------ 1 byte ------ > <----- s bytes ------ >
o e e e e e oo oo o e e e e e oo oo +

s (if any) | kid context (if any)
g g +

<----- 1 byte ------ > <--- m+ 1 bytes --->
o e e e e e oo - o e e e e e oo - o e e e e oo oo +
| x (if any) | nonce (if any) | kid (if any) |
Fom e e e e e oo s Fom e e e e e oo s o e e e oo +

I I
| 01234567 |
| R T S R T |
| 10[z|bfpl m | |
| A T R ik i T |

Figure 1: The Extended OSCORE Option Val ue
4.2. Function for Security Context Update

This section defines the updateCtx() function shown in Figure 2,
which takes as input the three parameters inputl, input2, and CTX IN.

In particular, inputl and input2 are built fromthe 'x' and ’'nonce’
fields transported in the OSCORE Option val ue of the exchanged KUDGCS
messages (see Section 4.1), while CTX INis the OSCORE Security
Context to update through the KUDOS execution. The function returns
a new OSCORE Security Context CTX QOUT.

function updateC x(inputl, input2, CTX_IN):
/1 Qutput val ues

CTX_ouJtr /1 The new Security Context
MSECRET _NEW // The new Master Secret
MBALT _NEW /1 The new Master Salt

/1 Define the | abel for the key update
Label = "key update"

/1l Create CBOR byte strings frominputl and input?2
i nputl chbor = create_cbor_bstr(inputl)
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i nput 2_cbhor = create_cbor_bstr(input?2)

/1 Concatenate the CBOR-encoded inputl and i nput2

/1 according to their |exicographic order

X N = is_l|exicographically shorter(inputl cbor, input2 cbor) ?
(inputl cbor | input2 cbor) : (input2 cbor | inputl chor)

/1l Set the new Master Salt to X N
MSALT_NEW = X N

/1l Determine the length in bytes of the current Master Secret
oscore_key length = I ength(CTX | N. Mast er Secr et)

/]l Create the new Master Secret using KUDOS Expand_Label
MBECRET_NEW = KUDOS_Expand_Label (CTX_I N. Mast er Secret, Label,
X N, oscore_key |ength)

/1 Derive the new Security Context CTX_OUT, using

/'l the new Master Secret, the new Master Salt,

/1 and other parameters from CTX_IN

CTX_QUT = derive_security_context( MSECRET_NEW MSALT NEW CTX_ IN)

/1 Return the new Security Context
return CTX _OUT

functi on KUDOS _Expand_Label (nmaster_secret, Label, X N, key |l ength):

struct {
uint1l6 length = key_Il ength;
opaque | abel <7..255> = "oscore " + Label;

opaque context<0..255> = X N,
} ExpandLabel ;

return KUDOS Expand(naster secret, ExpandLabel, key | ength)
Figure 2: Functions for Deriving a new OSCORE Security Context

The updateCt x() function builds the two CBOR byte strings inputl cbor
and i nput2_cbor, whose values are the input paraneter inputl and

i nput2, respectively. Then, it builds X N as the byte concatenation
of inputl_cbor and input?2_cbor.

In order to be agnostic of the order according to which the nonce
val ues were exchanged, the binary representations of inputl cbor and
i nput2_chor are sorted in | exicographical order before they are
concatenated. That is, with | denoting byte concatenation, X N MJST
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take inputl_cbor | input2_cbor if inputl cbor comes before
i nput 2_cbor in |exicographical order, or input2 _cbor | inputl_cbor
ot herw se.

After that, the updateCtx() function derives the new val ues of the
Master Salt and Master Secret for the Security Context CTX OUT. In
particular, the new Master Salt takes X N as value. Instead, the new
Master Secret is derived through a KUDOS- Expand step that is invoked
through the KUDOS Expand_Label () function. The latter takes as input
the Master Secret value fromthe Security Context CIX IN, the literal
string "key update", X N, and the length of the Master Secret in

byt es.

The definition of KUDOS- Expand depends on the key derivation function
used for OSCORE by the two peers, as specified in CTX_IN If the key
derivation function is an HKDF Al gorithm (see Section 3.1 of

[ RFC8613]), then KUDOS-Expand is mapped to HKDF- Expand [ RFC5869], as
shown below. In particular, the hash algorithmis the sane one used
by the HKDF Al gorithm specified in CTX_IN

KUDGCS- Expand( CTX_I N. Mast er Secret, ExpandLabel, key_length) =
HKDF- Expand( CTX | N. Mast er Secret, ExpandLabel, key | ength)

If a future specification updates [ RFC8613] by admitting different
key derivation functions than HKDF Al gorithnms (e.g., KMAC as based on
the SHAKE128 or SHAKE256 hash functions), that specification has to
al so update the present document in order to define the mapping

bet ween such key derivation functions and KUDOS- Expand.

When an HKDF Al gorithmis used, the derivation of new val ues foll ows
the sane approach used in TLS 1.3, which is al so based on HKDF- Expand
(see Section 7.1 of [RFC8446]) and is used for conputing new keyi ng
material in case of key update (see Section 4.6.3 of [RFC8446]).

After that, the newy conputed Master Secret and Master Salt are used
to derive a new Security Context CTX QUT, as per Section 3.2 of

[ RFC8613]. Any other paraneter required for that derivation takes
the sane value as in the Security Context CTX_IN

Note that the follow ng holds for the newy derived CTX QOUT:

* |Inits Sender Context, the Sender Sequence Nunber is initialized
to 0 as per Section 3.2.2 of [RFC8613].

* |f the peer that has derived CTX _OUT supports CoAP Observe
[ RFC7641], the Notification Nunmber used for the replay protection
of Cbserve notifications (see Section 7.4.1 of [RFC8613]) is |eft
as not initialized.
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Finally, the updateCtx() function returns the newly derived Security
Cont ext CTX _QUT.

Note that, thanks to the input paraneters inputl and i nput2 provided
to the updateCtx() function, the derivation of CITX QUT al so considers
as input the information fromthe 'x' field conveyed in the OSCORE
Option val ue of the exchanged KUDCS nessages. In turn, this ensures
that a successfully conmpl eted KUDOS execution has occurred as

i ntended by the two peers.

4.3. Key Update

When using KUDOS as described in this section, forward secrecy is
achi eved for the new OSCORE keying material that results fromthe
KUDCS execution, as long as the original OSCORE keying material was
al so established with forward secrecy. For peers that are unable to
store information to persistent nenory, Section 4.4 provides an

al ternative approach that does not achieve forward secrecy but allows
al so such very constrained peers to performa key update.

A peer can run KUDCS for active rekeying at any tine, or for a
variety of nore conpelling reasons. These include the (approaching)
expiration of the OSCORE Security Context, approaching the limts for
the correspondi ng key usage [I-D.ietf-core-oscore-key-limts], the
enforcenment of application policies, and the (approachi ng) exhaustion
of the OSCORE Sender Sequence Nunber space.

The expiration tine of an OSCORE Security Context and the key usage
limts are hard limts. Once reached them a peer MJST stop using
the keying material in the OSCORE Security Context for exchanging
application data with the other peer and has to performa rekeying
bef ore resumnmi ng secure conmuni cati on.

Before starting KUDCS, the two peers share the OSCORE Security
Context CTX OLD. In particular, CTX OLD is the npbst recent OSCORE
Security Context that a peer has with the other peer, before
initiating the KUDOS procedure or upon having received and
successfully verified a divergent KUDOS nessage. During an execution
of KUDGCS, a tenporary OSCORE Security Context CTX TEMP is al so

deri ved.
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Once successfully conpleted a KUDCS execution, the two peers agree on
a newy established OSCORE Security Context CTX NEWthat replaces
CTX_ OLD. In particular, CTX NEWis the nost recent OSCORE Security
Context that a peer has with the other peer, before sending a
convergent KUDOS nessage to the ot her peer or upon having received
and successfully verified a convergent KUDOS nessage fromthat other
peer. CTX OLD can be safely del eted upon receiving key confirmation
fromthe other peer, i.e., upon gaining know edge that the other peer
al so has CTX NEW

The foll owi ng specifically defines how KUDOS is run in its stateful
FS node achi eving forward secrecy. That is, in the OSCORE Option
val ue of all the exchanged KUDCS nessages, the "No Forward Secrecy"
"p’ bit is set to O.

In order to run KUDCS in FS node, both peers have to be able to wite
in non-volatile menory. Fromthe newly derived Security Context
CTX_NEW the peers MUST store to non-volatile menmory the imutabl e
parts of the OSCORE Security Context as specified in Section 3.1 of

[ RFC8613], with the possible exception of the Cormon |V, Sender Key,
and Reci pient Key that can be derived agai n when needed, as specified
in Section 3.2.1 of [RFC8613]. |If either or both peers are unable to
wite in non-volatile nmenory, the two peers have to run KUDOS in its
statel ess no-FS node (see Section 4.4).

4.3.1. Nonces and X Bytes

When runni ng KUDCS, each peer contributes by generating a nonce val ue
N1 or N2 and providing it to the other peer. The size of the nonces
N1 and N2 is application specific and the use of 8 byte nonce val ues
i s RECOWWENDED. The nonces N1 and N2 MJUST be random val ues, with the
possi bl e exception described later in Section 4.4.1. Note that a
good anount of randommess is inportant for the nonce generation

[ RFC4086] provi des guidance on the generation of random val ues.

In the followi ng, X1 and X2 denote the value of the 'x' field
specified in the OSCORE Option value of a KUDOS nessage. From one
peer’s point of view, X1 and N1 are generated by that peer, while X2
and N2 are obtained fromthe other peer.

In a KUDCS nessage, the sender peer sets the X1 val ue based on: the
length of N1 in bytes, the specific settings that the peer wi shes to
run KUDCS with, and the nmessage bei ng divergent or convergent.
During the sane KUDCOS execution, all the KUDCS nessages sent by a
peer MJST have the same value of the bit b’ in the "x' field
conveyi ng X1.
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N1, N2, X1, and X2 are used by the peers to build the ’"inputl and
"input?2’ values provided as input to the updateCtx() function, in
order to derive an OSCORE Security Context (see Section 4.2). As for
any newly derived OSCORE Security Context, the Sender Sequence Nunber
and the Replay Wndow are re-initialized accordingly (see

Section 3.2.2 of [RFC8613]).

Specifically, the input to updateCtx() is built as follows, where
denot es byte concatenation

*  \When deriving CTX TEMP to protect a divergent outgoi ng nessage,
inputl is X1 | Nl and input2 is Ox.

* \When deriving CTX TEMP to unprotect a divergent incom ng nmessage,
inputl is X2 | N2 and input2 is Ox.

* \When deriving CTX NEWto protect or unprotect a convergent
message, inputl is X1 | Nl and input2 is X2 | N2.

For any divergent KUDCS nessage, the sender peer’s (X, nonce) are
included in the "x’ and 'nonce’ field of the OSCORE Option val ue,
respectively. Also, both peers use those as input to updateCx() for
deriving CTX TEMP, which is used to protect and unprotect the KUDCS
message

For any convergent KUDOS nmessage, the sender peer’s (X, nonce) are
included in the "x’ and 'nonce’ field of the OSCORE Option val ue,
respectively. Both the sender peer’s (X, nonce) and the recipient
peer’'s (X, nonce) are used as input to updateCtx() for deriving
CTX_ NEW which is used to protect and unprotect the KUDOS nessage.

A pair (X, nonce) offered by a peer is bound to CTX OLD, and is
reused as much as possible during the same KUDOS execution. A peer
generates its (X, nonce) pair before invoking updateCtx(), if the
peer does not have one such pair already associated with the CTX QLD
to use as input CTX IN for updateCtx(). The peer associates the
newy generated pair with CTX OLD before entering updateC x().

4.3.2. KUDCS States
A peer perforns a KUDOS execution according to the state machi ne
specified in Section 4.3.3, where the following states are
consi der ed.

The peer can be in three possible states: |DLE, BUSY, and PENDI NG
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Normal Iy, the peer is in the IDLE state, i.e., in "equilibrium. The
peer starts a KUDOS execution upon entering the BUSY state froma
state different than BUSY. The peer succesfully conpletes a KUDOS
execution by entering the IDLE state, at which point the peer has the
OSCORE Security Context CTX NEW and has achi eved key confirnation.
The sending of a KUDOS nmessage is per the KUDOS state machine and is
based on the perception that the sender peer has about the state of
the ot her peer.

The processing of a received KUDOS nessage is per the KUDCS state
machi ne and is based on the local status of the recipient peer.
Moving to a state due to a received KUDCS nessage occurs only in case
of successful decryption and verification of the message with OSCORE.

Inits local status, a peer tracks its current KUDCS state by neans
of the bits (c_tx, c_rx) as follows:

* (00) IDLE - The peer is not running KUDCS.
* BUSY - The peer is running KUDCS and:

- (01) has not offered a nonce, but has received the nonce from
the ot her peer; or

- (10) has offered a nonce, but has not received the nonce from
the ot her peer.

* (11) PENDING the peer is running KUDOS, has offered its nonce,
has received the nonce fromthe other peer, and is waiting for key
confirmation.

VWhile in the *BUSY* or the *PENDI NG state, the peer MJUST NOT send
non KUDOS nessages.

4.3.3. KUDCS State Machine

From a peer’s point of view, KUDCS states evolve as foll ows.
4.3.3.1. Startup

At startup, the peer enters a *Pre-|DLE* stage.
4.3.3.2. Pre-IDLE Stage

Upon entering the *Pre-|1 DLE* stage, performthe foll ow ng steps:

1. If the peer has any CTX TEMP Security Contexts, delete them
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2.

3.

If the peer has both an old and a new OSCORE Security Context:

*

Del ete the (X, nonce) pair associated with the old OSCORE
Security Context.

Del ete the old OSCORE Security Context, or retain it only for
processing late i ncom ng nessages as allowed by retention
policies (see Section 4.6).

Move to *1 DLE*.

4.3.3.3.

| DLE

VWhile in *IDLE*, the follow ng applies:

*

Upon receiving a divergent nessage, nove to *BUSY*.

Upon sending a divergent nessage, nove to *BUSY*.

Upon receiving a convergent nessage:

1.

2.

4.3.3.4.

I gnore the message for the sake of KUDOS processing, but
process it as a CoAP nessage.

Stay in *IDLE*.

BUSY

Upon entering *BUSY* due to receiving a divergent nmessage:

1.

2.

Send a convergent nessage.

Move to *PENDI NG .

While in *BUSY*, the follow ng applies:

*

*

Upon receiving a divergent message:

1.

2.

Send a convergent message.

Move to *PENDI NG .

Upon receiving a convergent nessage:

1.

2.

Achi eve key confirmation.

Move to the *Pre-1 DLE* stage.
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* Upon sending a divergent nmessage:

- If, as in nost cases, CIX TEMP is usable to protect the
i nt ended di vergent nessage:

1. Send the nessage protected with CTX TEMP.
2. Stay in *BUSY*.

- Oherwise, performthe follow ng steps (e.g., this happens upon
eventual | y exhausting the Sender Sequence Nunber space of
CTX_TEMP) :

1. Delete CTX TEM,.

2. Delete the (X, nonce) pair associated with the Security
Context CTX IN that was used to generate the CTX TEMP
del eted at the previous step.

3. Generate a new (X, nonce) pair and associate it with
CTX_I'N.

4. Generate a new CTX TEMP from CTX_IN.

5. Send the message protected with the CTX TEMP generated at
the previous step.

6. Stay in *BUSY*.
4.3.3.5. Pending
VWhile in *PENDI NG, the foll owi ng applies:

* Upon needing to send a nessage (e.g., the application wants to
send a request):

1. Send the message as a convergent nessage.
2. Stay in *PENDI NG .

* Upon receiving a non KUDOS nessage protected with the | atest
CTX_NEW

1. Achieve key confirmation.
2. Myve to the *Pre-1DLE* stage.

* Upon receiving a convergent nessage:
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1. Achieve key confirmation.
2. Myve to the *Pre-1DLE* stage.
* Upon receiving a divergent nessage:

- In case of successful decryption and verification of the
message using a CTX TEMP derived from CTX_OLD:

1. Delete CTX_NEW

2. Delete the pair (X, nonce) associated with the Security
Context CTX_ IN that was used to generate the CTX NEW
del eted at the previous step.

3. Abort the ongoi ng KUDCS executi on.

4. Move to *BUSY* and enter it consistently with the reception
of a divergent message.

- Oherwi se, in case of successful decryption and verification of
the nmessage using a CTX TEMP derived from CTX_NEW

1. Delete the ol dest CTX TEMP.

2. Delete the Security Context that was used as CTX_ IN to
generate the CTX TEMP del eted at the previous step.

3. CTX_NEW becones the ol dest Security Context. Fromthis
point on, that Security Context is what this KUDOS
execution refers to as CIX_OLD.

4. Abort the ongoi ng KUDGCS executi on.

5. Mywve to *BUSY* and enter it consistently with the reception
of a divergent message.

4.3.4. Optimnzation upon Receiving a Divergent Message while in PENDI NG

When a peer is in the *PENDING state and receives a divergent
nmessage, an optinization can be applied to avoid unnecessary state
transitions and cryptographic derivations. It builds on conparing
the just received divergent nessage MSG A with a previously received
di vergent message MSG B that originally caused the latest transition
to *PENDI NG or *BUSY*. Normally the reception of M5G A would nove
the peer to *BUSY* state.
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If the two nmessages MG A and MSG B contain the same X byte and Nonce
fromthe other peer, then the peer stays in *PENDI NG'. O herw se, the
peer nmoves to *BUSY* upon reception of the divergent nmessage M5G \ A
as normal .

I f upon reception of MSG A, CTX NEWis not usable to protect outgoing
messages (e.g., this happens upon eventually exhausting the Sender
Sequence Nunber val ues of CTX TEMP), the peer nobves to *BUSY*, as

nor mal .

This optim zation avoi ds repeated cryptographic operations and
redundant transitions in the state machi ne when divergent nessages
originate fromthe same peer and carry identical X byte and Nonce.

To determ ne whet her nmessage MSG A and MSG B are equival ent, the peer
MUST:

1. Deconpose the Master Salt fromthe current CTX NEWinto its CBOR
byte string conmponents, as described in Section 4.2. Then
identify:

* The conponent containing the peer’s own X and Nonce, i.e., the
(X, nonce) pair associated with the Security Context CTX IN
that was used to generate the CTX TEMP used to unprotect

M5G_A.

* The conponent containing the other peer’s X and Nonce that was
used in the divergent nessage MG B, i.e., the result of
renoving fromthe Master Salt the conponent above related to
thi s peer.

2. Extract the X and Nonce values fromthe | atest received di vergent
message MSG A

3. There is a match if the X and Nonce from nessage MSG A are the
same as those from nessage MSG B identified above.

5. Handling of OSCORE Security Contexts

A peer conpl etes the key update procedure when it has derived the new
OSCORE Security Context CTX NEW and achi eved key confirnmation, and
t hus has noved back to the IDLE state.

Once the peer has successfully derived CTX NEW the peer MJST use
CTX_ NEWto protect outgoing non KUDOS nessages and MJUST NOT use the
originally shared OSCORE Security Context CTX OLD for protecting
out goi ng nessages.

glund & Til oca Expi res 8 January 2026 [ Page 21]



I nternet-Draft Key Update for OSCORE ( KUDOS) July 2025

The peer MUST terninate all the ongoi ng observations [ RFC7641] that
it has with the other peer as protected with the old Security Context
CTX_OLD, unless the two peers have explicitly agreed ot herw se as
defined in Section 4.5.

More specifically, if either or both peers indicate the wish to
cancel their observations, those will all be cancelled follow ng a
successful KUDCS executi on.

Note that, even in case a peer has no fundanmental reason to update
its OSCORE keying material, running KUDOS can be intentionally
exploited as a nore efficient way to terninate all the ongoing
observations with the other peer, conpared to sendi ng one

cancel | ati on request per observation (see Section 3.6 of [RFC7641]).

4.3.6. KUDOS Messages as CoAP Requests or Responses

If a KUDOS nmessage is a CoAP request, then it can target two
different types of resources at the recipient CoAP server:

*  The wel |l -known KUDOCS resource at /.well-known/kudos (see
Section 6.4), or an alternative KUDOS resource with resource type
"core. kudos" (see Section 4.7.3 and Section 6.5).

In such a case, no application processing is expected at the CoAP
server and the plain CoAP request conposed before OSCORE
protection SHOULD NOT include an application payl oad.

* A non-KUDGCS resource, i.e., an actual application resource that a
CoAP request can target in order to trigger application processing
at the CoAP server.

In such a case, the plain CoAP request conposed before OSCORE
protection can include an application payload, if admtted by the
request net hod.

In either case, the link to the target resource can be acconpani ed by
the "osc" target attribute to indicate that the resource is only
accessi bl e using OSCORE (see Section 9 of [RFC8613]).

Simlarly, any CoAP response can al so be a KUDOS nessage. |If the
correspondi ng CoAP request has targeted a KUDOS resource, then the
pl ai n CoAP response conposed before OSCORE protection SHOULD NOT
include an application payl oad. Oherw se, an application payl oad
MAY be i ncl uded.
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4.3.7. Avoiding In-Transit Requests During a Key Update

Bef ore sendi ng a KUDOS nessage, a peer MJST ensure that it has no
outstanding interactions with the other peer (see Section 4.7 of
[ RFC7252]), with the exception of ongoing observations [ RFC7641].

I f any such outstanding interactions are found, the peer MJST NOT
initiate or continue the KUDCS execution, before either:

* having all those outstanding interactions cleared; or

* freeing up the Token values used with those outstanding
interactions, with the exception of ongoing observations with the
ot her peer.

Later on, this prevents a non KUDOS response protected with the new
Security Context CTX NEW from cryptographically matching with both
the correspondi ng request also protected with CTX NEWand with an

ol der request protected with CTX OLD, in case the two requests were
protected using the same OSCORE Partial |V.

Duri ng an ongoi ng KUDCOS execution, a peer MJST NOT send a non KUDCS
message to the other peer, until having aborted or successfully
conpl eted the key update procedure on its side. Note that, without
the constraint above, this could otherwi se be possible if a client
runni ng KUDOS uses a val ue of NSTART greater than 1 (see Section 4.7
of [RFC7252]).

4.4. Key Update Admitting no Forward Secrecy

The FS node of the KUDCS procedure defined in Section 4.3 ensures
forward secrecy of the OSCORE keying material. However, it requires
peers running KUDOS to preserve their state (e.g., across a device
reboot occurred in an unprepared way), by witing i nformati on such as
data fromthe newy derived OSCORE Security Context CTX NEWin non-
vol atil e nenory.

This can be problematic for devices that cannot dynamically wite
information to non-volatile nenory. For exanple, some devices may
support only a single witing in persistent nenory when initia
keying material is provided (e.g., at manufacturing or comm ssioning
time), but no further witing after that. Therefore, these devices
cannot performa stateful key update procedure and thus are not
capable to run KUDOS in FS node to achieve forward secrecy.

In order to address these limtations, KUDOS can be run in its

statel ess no-FS node, as defined in the following. This allows two
peers to acconplish the same results as when running KUDOS in FS node
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(see Section 4.3), with the difference that forward secrecy is not
achi eved and no state information is required to be dynanically
witten in non-volatile nenory.

From a practical point of view, the two nodes differ in which exact
OSCORE Master Secret and Master Salt are used as part of the OSCORE
Security Context CTX_IN that is provided as input to the updateCtx()
function (see Section 4.2).

If either or both peers are unable to wite in non-volatile nenory,
then the two peers have to run KUDCS in no-FS node.

4.4.1. Handling and Use of Keying Mterial

In the followi ng, a device is denoted as "CAPABLE" if it is able to
store information in non-volatile nmenory (e.g., on disk), beyond a
one-tine-only witing occurring at nanufacturing or
(re-)conmissioning tinme. |If that is not the case, the device is
denot ed as "non- CAPABLE".

The following terns are used to refer to OSCORE keying material .

* Bootstrap Master Secret and Bootstrap Master Salt. |[|f pre-
provi sioned during manufacturing or (re-)conm ssioning, these
OSCORE Master Secret and Master Salt are initially stored on disk
and are never going to be overwitten by the device.

* Latest Master Secret and Latest Master Salt. These OSCORE Master
Secret and Master Salt can be dynam cally updated by the device.
In case of reboot, they are |ost unless they have been stored on
di sk.

Not e t hat:

* A peer running KUDOS can have none of the pairs above associ ated
wi th anot her peer, only one, or both.

* |f a peer has neither of the pairs above associated wi th another
peer, then the peer cannot run KUDCS in any node with that other
peer.

* |f a peer has only one of the pairs above associated w th another
peer, then the peer can attenpt to run KUDOS with that other peer,
but the procedure mght fail depending on the other peer’s
capabilities. In particular:
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- In order to run KUDCS in FS node, a peer nmust be a CAPABLE
device. It follows that two peers have to both be CAPABLE
devices in order to be able to run KUDGCS in FS node with one
anot her.

- In order to run KUDCS in no-FS node, a peer must have Bootstrap
Mast er Secret and Bootstrap Master Salt avail able as stored on
di sk.

* A peer that is a non- CAPABLE devi ce MJUST support the no-FS node,
with the exception described in Section 4.4.3 for non- CAPABLE
devices that |ack Bootstrap Master Secret and Bootstrap Master
Sal t.

* A peer that is a CAPABLE device MJST support the FS node and the
no- FS node.

* As an exception to the nonces being generated as random val ues
(see Section 4.3.1), a peer that is a CAPABLE device MAY use a
val ue obtained froma nonotonically incremented counter as nonce.
Rel ated privacy inplications are described in Section 5.

In such a case, the peer MJST enforce neasures to ensure freshness
of the nonce values. For exanple, the peer can use the sane
procedure described in Appendix B.1.1 of [RFC8613] for handling
the OSCORE Sender Sequence Nunber val ues. These measures require
to regularly store the used counter values in non-volatile menory,
whi ch nmakes non- CAPABLE devi ces unable to safely use counter

val ues as nonce val ues.

As a general rule, once successfully generated a new CSCORE Security
Context CTX (e.g., CIX is the CTX NEWresulting froma KUDOS
execution, or it has been established through the EDHOC pr ot ocol

[ RFC9528]), a peer considers the Master Secret and Master Salt of CTX
as Latest Master Secret and Latest Master Salt. After that:

* |f the peer is a CAPABLE device, it MJIST store Latest Master
Secret and Latest Master Salt on disk, with the exception of
possi bl e tenporary OSCORE Security Contexts used during a key
updat e procedure, such as CTX TEMP used during the KUDCS
execution. That is, the OSCORE Master Secret and Master Salt from
such tenporary Security Contexts are not stored on disk.

* The peer MJST store Latest Master Secret and Latest Master Salt in

vol atile menory, thus making them avail able to OSCORE nessage
processi ng and possi bl e key update procedures.
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Following a state loss (e.g., due to a reboot occurred in an
unprepared way), a device MJIST conplete a successful KUDOS execution
bef ore perform ng an exchange of OSCORE-protected application data
wi th anot her peer, unless:

* The device is CAPABLE and inplenents a functionality for safely
reusing old keying material, such as that described in
Appendi x B.1 of [RFC8613]; or

* The device is exchangi ng OSCORE-protected data within a KUDCS
nmessage, as described in Section 4.3.6. 1n such a case, the plain
CoAP nmessage conposed before OSCORE protection can include an
application payload, if admitted.

2. Selection of KUDOS Mdde

The following refers to CTX BOOTSTRAP as to the OSCORE Security
Cont ext where the OSCORE Master Secret is the Bootstrap Master Secret
and the Master Salt is the Bootstrap Master Salt Section 4.4.1.

Duri ng a KUDOS execution, the two peers agree on whether to perform
the key update procedure in FS node or no-FS nobde, by |everaging the
"No Forward Secrecy" bit, "p', inthe 'x' byte of the OSCORE Option
val ue of the KUDCS nessages (see Section 4.1).

The 'p’ bit practically determ nes what OSCORE Security Context
CTX_ IN to use as input to updateCtx() during the KUDOS execution,
consistently with the indicated node. That is:

* |f the "p’ bit is set to 0 (FS node), the updateCtx() function
used to derive CTX TEMP or CTX _NEW considers CTX_IN to be CTX CLD,
i.e., the current OSCORE Security Context shared with the other
peer as is. In particular, CIX_COLD includes Latest Master Secret
as OSCORE Master Secret and Latest Master Salt as OSCORE Master
Sal t.

* |If the "p’ bit is set to 1 (no-FS node), the updateCtx() function
used to derive CTX TEMP or CTX NEW considers CITX IN to be
CTX _BOOTSTRAP. Thus, every execution of KUDGCS in no-FS node
bet ween these two peers considers the same CTX BOOTSTRAP, i.e.,
the sane CTX IN as input to the updateCtx() function, hence the
i npossibility to achieve forward secrecy.

In particular, updateCtx() wll take CTX BOOTSTRAP as i nput when

creating every OSCORE Security Context for protecting or
unprotecting a KUDOCS nessage where the "p’ bit is set to 1.
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If at | east one KUDCS nessage in a successful KUDOS execution had
the "p’ bit set to 1, then that KUDOS execution was run in no-FS
nmode.

When a peer noves to the *Pre-1DLE* stage after having succesfully
conpl eted a KUDCS execution in no-FS node, then the peer MJST
additionally performthe following Step A before Step 1 in

Section 4.3.3.2:

A.  Del ete CTX_BOOTSTRAP.

A peer determines to run KUDCS either in FS npde or in no-FS node
wi th anot her peer as foll ows.

*

If a peer Ais a non-CAPABLE device, it MJST run KUDGCS only in no-
FS node. That is, when sending a KUDOS nessage, it MJST set to 1
the "p’ bit of the 'x' byte in the OSCORE Option value. Note
that, if the peer A lacks a Bootstrap Master Secret and Bootstrap
Master Salt to use with the other peer B, it can still run KUDOS
in FS node according to what is defined in Section 4.4.3.

If a peer Ais a CAPABLE device, it SHOULD run KUDCS only in FS
nmode. That is, when sending a KUDCS nessage, it SHOULD set to O
the "p’ bit of the 'x' byte in the OSCORE Option value. An
exception applies in the follow ng cases.

- The peer Ais running KUDCS with another peer B, which A has
| earned to be a non- CAPABLE devi ce (and hence not able to run
KUDCS i n FS node).

Note that, if the peer Ais a CAPABLE device, it is able to
store such information about the other peer B on disk and it
MJUST do so. Fromthen on, the peer A wll performevery
execution of KUDOS with the peer B in no-FS node, including
after a possible reboot.

- Wile the peer Ais running KUDCS with another peer B without
knowi ng its capabilities, the peer A receives a KUDCS nessage
where the "p’ bit of the "x' byte in the OSCORE Option value is
set to 1.

If a peer A is a CAPABLE device and has | earned that another peer
B is al so a CAPABLE device (and hence able to run KUDOS in FS
nmode), then the peer A MJUST NOT run KUDOS with the peer B in no-FS
mode. |If the peer A receives a KUDOS nessage fromthe peer B
where the "p’ bit of the "x' byte in the OSCORE Option value is
set to 1, then the peer A MJST ignore the nessage for the sake of
KUDOS processing, but processes it as a CoAP nessage.
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Note that, if the peer Ais a CAPABLE device, it is able to
remenber that the peer B is also a CAPABLE device and thus to
store such information on disk, which it MJST do. This ensures
that the peer Awll performevery execution of KUDOS with the
peer B in FS node. This also prevents a possibl e downgradi ng
attack ained at making A believe that B is a non- CAPABLE devi ce,
hence at making A run KUDCS in no-FS node although the FS node can
actually be used by both peers.

4.4.3. Non- CAPABLE Devices Operating in FS Mde

Devi ces nmay not be pre-provisioned with Bootstrap material, for
instance due to storage limtations of their persistent nenory or to
fulfill particular use cases. Bootstrap material specifically
consists in the Bootstrap Master Secret and Bootstrap Master Salt,
while Latest material specifically consists in the Latest Master
Secret and Latest Master Salt as defined in Section 4.4.1.

Normal Iy, a non- CAPABLE devi ce al ways uses KUDOS in no-FS node. An
exception is possible, if the Bootstrap material is dynamically
installed at that device through an in-band process between that
device and the peer device. |In such a case, it is possible for that
device to run KUDCS in FS node with the peer device.

Note that, under the assunption that peer A does not have any
Bootstrap material with another peer B, peer A cannot use the no-FS
mode with peer B, even though peer A is a non- CAPABLE device. Thus,
all owing peer Ato use KUDOS in FS nbde ensures that peer A can
performa key update using KUDCS at all.

In the situation outlined above, the foll ow ng describes how a non-
CAPABLE device, nanely peer A, runs KUDOS in FS node with anot her
peer B:

* Peer Ais not provisioned with Bootstrap nmaterial associated with
peer B at the tinme of manufacturing or conmi ssioning.

* Peer A establishes OSCORE keying material associated with peer B
through an in-band procedure run with peer B. Then, peer A
considers that keying material as the Latest material with peer B
and stores it only in volatile nenory.

An exampl e of such an in-band procedure is the EDHOC and OSCCRE
profile of ACE [I-D.ietf-ace-edhoc-oscore-profile], according to
which the two peers run the EDHOC protocol [RFC9528] for
establishing an OSCORE Security Context to associate with access
rights. This in-band procedure may occur nmultiple tinmes over the
device's lifetine.
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* Peer A runs KUDCS in FS node with peer B, thereby achieving
forward secrecy for subsequent key update epochs, as long as the
OSCORE keying material was originally established with forward
secrecy. Peer A stores each newy derived Security Context in
vol atil e nmenory.

As | ong as peer A does not reboot, executions of KUDOS rely on the
Latest material stored in volatile menory. |If peer A reboots, no
OSCORE keying material associated with the peer B will be retained,
as peer A is non-CAPABLE and therefore stores it only in volatile
menory. Consequently, peer A nust first establish new OSCORE keyi ng
material to use as Latest material with peer B, before running KUDOS
again with peer B. This can be acconplished by running again the in-
band procedure nentioned above.

4.5. Preserving Observations Across Key Updates

As defined in Section 4.3, once a peer has successfully conpleted the
KUDCS execution and derived the new OSCORE Security Context CTX_NEW
that peer normally term nates all the ongoing observations that it
has with the other peer [RFC7641] and that are protected with the old
OSCORE Security Context CTX OLD.

This section describes a nethod that the two peers can use to safely
preserve the ongoi ng observations that they have wi th one another,
beyond the completion of a KUDOS execution. |In particular, this

met hod ensures that an Observe notification can never successfully
cryptographically match agai nst the Cbhserve requests of two different
observations, e.g., against an Cbserve request protected with CTX OLD
and an Observe request protected with CTX NEW

The actual preservation of ongoi ng observations has to be agreed by
the two peers at each execution of KUDOS that they run with one
another, as defined in Section 4.5.1. |If, at the end of a KUDCS
execution, the two peers have not agreed on that, they MJST term nate
t he ongoi ng observations that they have with one another, just as
defined in Section 4.3.5.

4.5.1. Managenent of Cbservations
As per Section 3.1 of [RFC7641], a client can register its interest
in observing a resource at a server, by sending a registration
request including the Cbserve Option with val ue O.
If the server registers the observation as ongoing, the server sends

back a successful response also including the Chserve Option, hence
confirmng that an entry has been successfully added for that client.
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If the client receives back the successful response above fromthe
server, then the client also registers the observati on as ongoi ng.

In case the client can ever consider to preserve ongoi ng observations
beyond a key update as defined below, then the client MJUST NOT sinply
forget about an ongoi ng observation if not interested in it anynore.
Instead, the client MJST send an explicit cancellation request to the
server, i.e., a request including the Observe Option with value 1
(see Section 3.6 of [RFC7641]). After sending this cancellation
request, if the client does not receive back a response confirmng
that the observation has been term nated, the client MJUST NOT

consi der the observation ternminated. The client MAY try again to
term nate the observati on by sending a new cancel |l ati on request.

In case a peer A perforns a KUDCS execution with another peer B and A
has ongoi ng observations with Bthat it is interested to preserve
beyond the key update, then A can explicitly indicate its interest to
do so. To this end, the peer A sets to 1 the bit "Preserve
observations", 'b’, in the 'x' byte of the OSCORE Option val ue (see
Section 4.1), in the KUDOS nmessage that it sends to the other peer B.

If a peer receives a KUDCS nessage with the bit '"b’ set to 0, then
the peer MJUST set to O the bit b’ in the KUDOCS nessage that it sends
as followup, regardless of its wish to preserve ongoi ng observations
with the other peer.

If a peer has sent a KUDOS message with the bit 'b’ set to 0, the
peer MJST ignore the bit b’ in the foll owup KUDCS nessage that it
receives fromthe other peer

Note that during the sane KUDOS execution, all the KUDOS nessages
sent by a peer MJST have the sanme value in the bit 'b’ for preserving
ongoi ng observati ons.

After successfully conpleting the KUDCS execution (i.e., after having
successfully derived the new OSCORE Security Context CTX NEW, both
peers have expressed their interest in preserving their comon
ongoi ng observations if and only if the bit b’ was set to 1 in all
the exchanged KUDCS nessages. In such a case, each peer X perforns
the follow ng actions:

1. The peer X considers all the still ongoing observations that it
has with the other peer, such that X acts as client in those
observations. |If there are no such observations, the peer X

takes no further actions. Oherwise, it noves to Step 2.
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2. The peer X considers all the OSCORE Partial |V values used in the
ohserve registration requests associated with any of the still
ongoi ng observations determned at Step 1.

3. The peer X determ nes the value PlIV* as the hi ghest OSCORE
Partial |1V value anong those considered at Step 2.

4. 1n the Sender Context of the OSCORE Security Context shared with
the other peer, the peer X sets its own Sender Sequence Nunber to
(PIv* + 1), rather than to O.

As a result, each peer X will "junmp" beyond the OSCORE Partial |V
(PI'V) values that are occupied and in use for ongoi hg observations
with the other peer where X acts as client.

Note that, each tine it runs KUDOS, a peer nust determne if it
Wi shes to preserve ongoi ng observations with the other peer or not,
bef ore sending a KUDCS nessage.

To this end, the peer should al so assess the new val ue that PIV*
woul d take after a successful conpletion of KUDOS, in case ongoi ng
observations with the other peer are going to be preserved. |If the
peer considers such a new value of PIV¥ to be too close to or equal
to the maxi num possi bl e value adnitted for the OSCORE Partial |V,
then the peer may choose to run KUDCS with no intention to preserve
its ongoi ng observations with the other peer, in order to "start
over" froma fresh, entirely unused Sender Sequence Nunmber space.

Application policies can further influence whether attenpting to
preserve observations beyond a key update is appropriate or not.

4. 6. Retention Policies

Applications MAY define policies that allow a peer to tenporarily
keep the old Security Context CTX OLD beyond having established the
new Security Context CTX_NEW and havi ng achi eved key confirmation,
rather than sinply deleting CTX OLD. This allows the peer to decrypt
late, still on-the-fly incom ng non KUDOS nmessages that are protected
with CTX OLD.

When enforcing such policies, the follow ng applies:

* Qutgoing non KUDOS messages MUST be protected only by using
CTX_NEW

* | ncom ng non KUDOS nessages MJST first be attenpted to decrypt by

using CTX NEW |f decryption fails, a second attenpt can use
CTX_QLD.
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4.

4.

7

*  KUDOS messages MUST NOT be protected or unprotected by using
CTX_QLD.

* \When an anount of tinme defined by the policy has el apsed since the
establi shnent of CTX NEW the peer deletes CIX QLD

A peer MJUST NOT retain CTX OLD beyond the establishment of CTX _NEW
and the achi evement of key confirmation, if any of the follow ng
condi tions hol ds:

* CTX _OLD is expired.

* Limts set for safe key usage have been reached for the Recipient
Key of the Recipient Context of CIX OLD (see
[I-D.ietf-core-oscore-key-limts])

Di scussi on

KUDCS is intended to deprecate and replace the procedure defined in
Appendi x B.2 of [RFC8613], as fundanentally achieving the same goa
whi | e di spl aying a nunber of inprovenents and advant ages.

In particular, it is especially convenient for the handling of
failure events concerning the JRC node in 6Ti SCH networks (see
Section 2). That is, anpbng its intrinsic advantages conpared to the
procedure defined in Appendi x B.2 of [RFC8613], KUDGCS preserves the
same | D Context val ue when establishing a new OSCORE Security

Cont ext .

Since the JRC uses I D Context values as identifiers of network nodes,
namely "pledge identifiers", the above inplies that the JRC does not
have to perform anynore a nmappi hg between a new, different |ID Context
value and a certain pledge identifier (see Section 8.3.3 of

[ RFC9031]). It follows that pledge identifiers can remain constant
once assigned and thus I D Context values used as pledge identifiers
can be enployed in the long-termas originally intended.

7.1. Communi cati on Over head

Each KUDCOS nmessages results in comruni cation overhead. This is
determned by the follow ng, additional information conveyed in the
OSCORE Option (see Section 4.1).

* The second byte of the OSCORE Option val ue.

* The 1-byte 'x’ field of the OSCORE Option val ue.
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* The nonce conveyed in the 'nonce’ field of the OSCORE Option
value. |Its size ranges from1l to 16 bytes, is typically of 8
bytes, and is indicated in the 'x' field.

* The 'Partial IV field of the OSCORE Option value, in a CoAP
response nessage that is a KUDOS nessage.

This takes into account the fact that OSCORE-protected CoAP
response nessages normally do not include the 'Partial 1V field,
but they have to when they are KUDCS nessages (see Section 3).

* The first byte of the OSCORE Option value (i.e., the first OSCORE
flag byte), in a CoAP response nessage that is a KUDOS nessage

This takes into account the fact that OSCORE-protected CoAP
response nessages nornmally convey an OSCORE Option that only
consists of the all zero (0x00) flag byte. In turn, this results
in the OSCORE Option being encoded as with enpty val ue (see
Section 2 of [RFC8613]).

* The possible presence of the 1-byte ' Option Length (extended)
field in the OSCORE Option (see Section 3.1 of [RFC7252]). This
is the case where the length of the OSCORE Option value is between
13 and 255 bytes (see Section 2 of [RFC8613]).

The results shown in figure Table 1 are the mninum typical, and
maxi mum conmuni cati on overhead in bytes introduced by KUDGCS, when
considering a nonce with size 1, 8, and 16 bytes. Al the indicated
val ues are in bytes.

The overhead is cal cul ated considering a scenario where a CoAP

request serves as the divergent message and a foll ow ng,

correspondi ng CoAP response serves as the convergent nessage

In particular, the results build on the follow ng assunpti ons.

* Both messages of the same KUDOS execution use nonces of the sane
size and do not include the 'kid context’ field in the OSCORE
Option val ue.

* \When included in the OSCORE Option value, the "Partial IV field
has size 1 byte.

* CoAP request nessages include the "kid field with size 1 byte in
the OSCORE Option val ue.

* CoAP response nessages do not include the "kid field in the
OSCORE Opti on val ue.
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B oo s s sl el et
| Nonce size | Request KUDCS nmessage | Response | Total |
| | | KUDGCS nessage | |
B el e el ety Ll
| 1 | 3 | 5 | 8 I
I I i I I R I I T +------- +
| 8 | 11 | 12 | 23 |
R B i T i +------- +
| 16 | 19 | 21 | 40 |
I i B e ] i I +------- +

Tabl e 1. Comuni cati on Overhead (Bytes)
4.7.2. Resource Type core. kudos

The "core. kudos" resource type registered in Section 6.5 is defined
to ensure a neans for clients to send KUDCS requests without
incurring any side effects. Specifically, a resource of this type
does not pertain to any real application, which ensures that no
application-level actions are triggered as a result of the KUDOS
request.

This allows clients to i ssue KUDOS requests when they do not include

any actionabl e application payload in the plain CoAP request conposed
bef ore OSCORE protection, or when no application-layer processing is

intended to occur on the server.

4.7.3. Well-Known KUDCS Resource

If a client wishes to run the KUDOS procedure without triggering any
application processing on the server, then a request sent as a KUDOS
message can target a KUDOS resource with resource type "core. kudos”
(see Section 4.7.2), e.g., at the Ui-Path "/.well-known/kudos" (see
Section 6.4). An alternative KUDCS resource can be discovered, e.g.,
by using a resource directory [ RFC9176], by using the resource type
"core. kudos" as filter criterion

4.7.4. Rekeying when Using SCHC with OSCORE

In the interest of rekeying, the follow ng points nust be taken into
account when using the Static Context Header Conpression and
fragmentation (SCHC) franework [ RFC8724] for conpressing CoAP
messages protected with OSCORE, as defined in [ RFC8824].

The SCHC conpression of the "Partial IV field in the OSCORE Option
val ue has inplications for the frequency of rekeying. That is, if
the "Partial IV field is conpressed, the comunicating peers nust
performrekeying nore often, as the avail abl e Sender Sequence Nunber
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space that is used for the Partial |1V becones effectively smaller due
to the compression. For instance, if only 3 bits of the Partial IV

are sent, then the maxi mum Partial 1V that can be used before having
to rekey is only 23 - 1 = 7.

Furthernore, any tinme the SCHC context Rules are updated on an OSCORE
endpoi nt, that endpoint nust performa rekeying (see Section 9 of
[ RFC8824]) .

That is, the use of SCHC plays a role in triggering KUDOS executions
and in affecting their cadence. Hence, the enployed SCHC Rul es and
their update policies should ensure that the KUDOS executions
occurring as their side effect do not significantly inpair the gain
expected from nessage conpressi on.

4.7.5. Conbining KUDOS with Access Control

Resour ce where nessages can be sent at the server night be follow ng
the enforcenent of access control neans on the request. For exanple,
when conbi ni ng KUDOS with the EDHOC and OSCORE profile of ACE
[1-D.ietf-ace-edhoc-oscore-profile], certain considerations nust be
taken into account to ensure proper access control behavior:

* A KUDCS request that targets a non-KUDOS resource MJST trigger
standard ACE-based access control checks.

* A KUDOS request that targets a KUDOS resource MJST NOT trigger
ACE- based access control.

To support this, the path of any KUDOS resource can be included in
the ACE access control exclusion list (i.e., the "do not enforce
access control" list). The sane principles have to be applied if
ot her neans are used to enforce access control.

I n sone depl oynent scenarios, an ACE Access Token nay be bound to
both CTX OLD and CTX NEW allowing it to be valid and still usable
after the execution of a KUDOS procedure.

It is inportant to note that KUDOS is not conpatible with the OSCORE
profile of ACE [ RFC9203], this is because KUDOS changes the OSCORE
Mast er Secret, which is used as proof-of-possession key in that
profile. However, as described above, KUDOS is conpatible with the
EDHOC and OSCORE profile of ACE [I-D.ietf-ace-edhoc-oscore-profile].
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4.8. Signaling KUDOS support in EDHOC

The EDHOC protocol defines the transport of additional External

Aut hori zation Data (EAD) within an optional EAD field of the EDHOC
messages (see Section 3.8 of [RFC9528]). An EAD field is conposed of
one or multiple EAD itenms, each of which specifies an identifying
"ead_| abel’ encoded as a CBOR integer and an optional 'ead_val ue’
encoded as a CBOR byte string.

Thi s docunent defines a new EDHOC EAD item KUDOS _EAD and regi sters
its 'ead label’” in Section 6.3. By including this EAD itemin an

out goi ng EDHOC nessage, a sender peer can indicate whether it
supports KUDOS and in which nodes, as well as query the other peer
about its support. Note that peers do not have to use this EDHOC EAD
itemto be able to run KUDOS with each other, irrespective of the
nodes that they support. A KUDCS peer MJST only use the EDHOC EAD
item KUDCS_EAD as non-critical. That is, when included in an EDHOC
nmessage, its 'ead_| abel’ MJST be used with positive sign. The

possi bl e values of the 'ead_value’ are as follows:

[ bbbl = oo e s o s oo oo e o s e s s s s s s s s
| Nane | Val ue | Description |
[ el s oo oo e e s e s s s s e e s s s s e e s s s s s s e s s s s s e e
| ASK | h'’ | Used only in EDHOC message_1. |t asks the |
| | (0x40) | recipient peer to specify in EDHOC |
| | | nmessage_2 whether it supports KUDOCS. |
R TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| NONE | h’ 00 | Used only in EDHOC message_2 and nessage_3. |
| | (0x4100) | It specifies that the sender peer does not |
| | | support KUDCS. |
S S o m e e e e e e e e e e e e e e e e e e e e aa oo +
| FULL | h’ 071 | Used only in EDHOC nessage 2 and nessage_3. |
| | (0x4101) | It specifies that the sender peer supports |
| | | KUDGS in FS node and no-FS node. |
Femmm o - S o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| PART | h’02 | Used only in EDHOC nessage 2 and nessage 3. |
| | (0x4102) | It specifies that the sender peer supports |
| | | KUDGCS in no-FS node only. |
R TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +

Tabl e 2: Val ues for the EDHOC EAD |tem KUDOS _EAD
When the KUDOS EAD itemis included in EDHOC nessage 1 with

"ead_value’ ASK, a recipient peer that supports the KUDOS EAD item
MJST specify whether it supports KUDCS in EDHOC nessage_2.
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When the KUDOS EAD itemis not included in EDHOC nmessage_1 with
"ead_value’ ASK, a recipient peer that supports the KUDOS EAD item
MAY still specify whether it supports KUDOS i n EDHOC nmessage_ 2.

When the KUDOS EAD itemis included in EDHOC nessage 2 with
"ead_value’ FULL or PART, a recipient peer that supports the
KUDOS_EAD item SHOULD specify whether it supports KUDOS in EDHOC
message_3. An exception applies in case, based on application
policies or other context information, the recipient peer that
recei ves EDHOC nessage 2 already knows that the sender peer is
supposed to have such know edge.

When the KUDOS EAD itemis included in EDHOC nessage 2 with
"ead_val ue’ NONE, a recipient peer that supports the KUDOS EAD item
MJST NOT specify whether it supports KUDOS i n EDHOC nessage_3.

In the followi ng cases, the recipient peer silently ignores the
KUDOS_EAD item specified in the received EDHOC nessage and does not
include a KUDOS EAD itemin the next EDHOC nessage it sends (if any).

* The recipient peer does not support the KUDOS EAD item

* The KUDOS EAD itemis included in EDHOC nessage 1 with 'ead val ue’
different than ASK

* The KUDOS EAD itemis included in EDHOC nmessage_2 or message_3
with "ead val ue’ ASK

* The KUDOS EAD itemis included in EDHOC nessage 4.

That is, by specifying 'ead_value’ ASK in EDHOC nessage_1, a peer A
can indicate to the other peer Bthat it wishes to knowif B supports
KUDCOS and in what node(s). In the follow ng EDHOC nessage_2, the
peer B indicates whether it supports KUDOS and i n what node(s), by
specifying either NONE, FULL, or PART as 'ead_value’'. Specifying the
"ead_val ue’ FULL or PART in EDHOC nessage 2 al so asks A to indicate
whet her it supports KUDCS in EDHOC nessage_3.

To further illustrate the signaling process defined above, the

foll owi ng presents two exanpl es of EDHOC execution where only the new
KUDOS EAD itemis shown when present, assumng that no other EAD
itens are used by the two peers.

In the exanple shown in Figure 3, the EDHOC Initiator asks the EDHOC
Responder about its support for KUDOS (' ead_value’ = ASK). In EDHOC
message_2, the Responder indicates that it supports both the FS and
no- FS node of KUDOS (' ead_value’ = FULL). Finally, in EDHOCC
message_ 3, the Initiator indicates that it also supports both the FS
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Figure 3: Exanpl e of EDHOC Execution with Signaling of Support
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In the exanple shown in Figure 4,
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Figure 4: Exanpl e of EDHOC Execution with Signaling of Support
for KUDOS (the EDHOC Responder Does Not Support KUDOS)

5. Security Considerations

Dependi ng on the specific key update procedure used to establish a
new OSCORE Security Context, the related security considerations al so

appl y.

As nmentioned in Section 4.3.1, it is RECOWENDED that the size for
the nonces N1 and N2 is 8 bytes. Applications need to set the size
of each nonce such that the probability of its value being repeated
i s negligible throughout executions of KUDOS that aimto update a
gi ven OSCORE Security Context, even in case of |loss of state (e.qg.
due to a reboot occurred in an unprepared way).

Consi dering the birthday paradox and a nonce size of 8 bytes, the
average collision for each nonce will happen after the generation of
2732 (X, nonce) pairs generated by a given peer (see Section 4.3.1),
which is considerably nmore than the number of such pairs that a peer
is expected to generate throughout the update of a gi ven OSCORE
Security Context using KUDOS (in fact, that nunber is expected to
typically be 1). Yet, determning the appropriate nonce size al so
ought to take into account the possible use of KUDOS in no-FS node
(see Section 4.4), in which case every execution in no-FS node

bet ween two gi ven peers considers the same CTX BOOTSTRAP as the
OSCORE Security Context to update (see Section 4.4.2), hence raising
the chances of reusing a nonce.

Overall, the size of the nonces N1 and N2 should be set such that the
security level is harnonized with other conponents of the depl oynment.
Consi dering the constraints of enbedded inplenmentations, there m ght
be a need for allowing N1 and N2 val ues that have a size smaller than
the recomended one. This is acceptable, provided that safety,
reliability, and robustness within the systemcan still be assured.
That is, if nonces with a smaller size are used and thus a collision
will occur on average after fewer KUDOS executions that aimto update
a given OSCORE Security Context, care nust be taken to ensure that
this does not pose significant problens, e.g., considering as
benchmark a constrai ned server operating at a capacity of one request
per second.

The nonces exchanged in the KUDCS nessages are sent in the clear, so
usi ng random nonces is preferable for maintaining privacy. |nstead,
if counter values are used (see Section 4.4.1), this can |eak

i nformati on such as the frequency according to which two peers
perform a key update.
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As discussed in [Synmetric-Security], key update methods built on
symretri c key exchange have weaker security properties compared to
met hods built on ephemeral Diffie-Hellmn key exchange. In fact,
whil e the two approaches can co-exist, rekeying with symmetric key
exchange is not intended as a substitute for epheneral Diffie-Hellnman
key exchange. Peers should periodically performa key update based
on epheneral Diffie-Hellmn key exchange (e.g., by running the EDHOC
protocol [RFC9528]). The cadence of such periodic key updates should
be determ ned based on how rmuch the two peers and their network

envi ronment are constrained, as well as on the maxi mum anount of tinme
and of exchanged data that are acceptable between two such
consecutive key updates.

6. | ANA Consi derati ons
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

6.1. OSCORE Flag Bits Registry

I ANA is asked to add the following entries to the "OSCORE Flag Bits"
registry within the "Constrai ned RESTful Environments (CoRE)
Par armet ers" regi stry group.

second byte, which
i ncl udes the OSCORE
flag bits 8-15

B e b e el s s s e e ey e e
| Bit | Nane | Description | Reference
| Position | | | |
B e ool e s s el s
0 | Extension-1 | Set to 1 if the OSCORE | [RFC XXXX]
(suggested) | Flag | Option specifies a |
I I I
I I I
I I I

| 8 | Extension-2 | Set to 1 if the OSCORE | [ RFC XXXX] |
| | Flag | Option specifies a | |
| | | third byte, which | |
| | | includes the OSCORE | |
| | | flag bits 16-23 | |
. . e - +
| 15 | Nonce Flag | Set to 1 if nonce is | [RFG XXXX] |
| | | present in the |
| | | conpressed COSE object | |
S S o e e e e e e oo oo oo R +
| 16 | Extension-3 | Set to 1 if the OSCORE | [ RFC XXXX] |
| | Flag | Option specifies a | |
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fourth byte, which

I I I I I
| | | includes the OSCORE | |
| | | flag bits 24-31 | |
S S o e e e e e e oo oo oo R +
24 Ext ensi on- 4 Set to 1 if the OSCORE | [ RFC XXXX]

I
Fl ag | Option specifies a |
| fifth byte, which |
| includes the OSCORE |
| |

flag bits 32-39

Ext ensi on-5
Fl ag

| Set to 1 if the OSCORE | [ RFC XXXX]
| Option specifies a |
| sixth byte, which |
| includes the OSCORE |
| flag bits 40-47 |

Ext ensi on-6
Fl ag

| Set to 1 if the OSCORE | [ RFC XXXX]
| Option specifies a |
| seventh byte, which |
| includes the OSCORE |
| flag bits 48-55 |

| 48 | Extension-7 | Set to 1 if the OSCORE | [ RFC XXXX] |
| | Flag | Option specifies an | |
| | | eighth byte, which | |
| | | includes the OSCORE | |
| | | flag bits 56-63 | |
S S o e e e e e e oo oo oo R +

Table 3: Registrations in the OSCORE Flag Bits Registry

In the same registry, IANA is asked to mark as ’Unassigned’ the entry
with Bit Position of 1, i.e., to update the entry as foll ows.

B ety S p—p——_— e —p———(——————r— eyt o
| Bit Position | Name | Description | Reference |
b ooy oo oo s sl e e e
| 1 | Unassigned | | |
I i T R I F-- - - - - - F--- - - - +

Table 4: Update in the OSCORE Flag Bits Registry
6.2. CoAP Option Nunbers Registry
IANA is asked to add this docunent as a reference for the OSCORE

Option in the "CoAP Option Nunbers" registry within the "Constrained
RESTf ul Environnents (CoRE) Parameters" registry group.
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6.3. EDHOC External Authorization Data Registry

I ANA is asked to add the following entry to the "EDHOC Ext er nal
Aut hori zation Data" registry defined in Section 10.5 of [RFC9528]
within the "Epheneral Diffie-Hellman Over COSE (EDHOC)" registry

group.

[ el ool e s s s s s e el )
| Narme | Label | Description | Reference |
B Sl s ety sy e el
| KUDOS EAD | TBD1 | Indicates whether this | [ RFC XXXX] |
| | | peer supports KUDCS | |
| | and in which node(s) | |
R +------- B T I R +

Table 5: Registrations in the EDHOC Ext er nal
Aut hori zation Data Registry

6.4. The Well-Known URI Registry

IANA is asked to add the ' kudos’ well-known URI to the Wl -Known
URIs registry as defined by [ RFC8615].

* URI suffix: kudos
* Change controller: |IETF
* Specification docunent(s): [RFC XXXX]
* Related informati on: None
6.5. Resource Type (rt=) Link Target Attribute Values Registry
I ANA is requested to add the resource type "core. kudos" to the
"Resource Type (rt=) Link Target Attribute Values" registry under the
registry group "Constrained RESTful Environnents (CoRE) Paraneters”.
*  Value: "core. kudos"
* Description: KUDOS resource.
* Reference: [ RFC XXXX]
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Appendi x A.  Exanpl es

The foll owi ng sections show two exanpl es of KUDOS bei ng executed and
successfully conpl eti ng.

A. 1. Successful KUDOS Execution Initiated with a Request Message

The foll owi ng shows a succesful execution of KUDOS where KUDCS is
started by the client sending a divergent KUDOS nessage as a CoAP

request.
KUDCS st at us: KUDCS st at us:
- CIX.ao. -, - - CIX . ab -,-
- State: IDLE (0,0) - State: IDLE (0,0)

dient Server
CGenerate N1, X1

CTX_TEMP = updat eCt x(

X1 | Ni,
0x,
CTX_O.D)
Request #1
Protect with CTX TEMP  +--------mmmomomaaaaon >| /.well-known/kudos
OSCORE {

KUDCS st at us:
CTX OLD: X1, N1
State: BUSY (1,0)

CTX_TEMP = updat eCt x(
0x,
X1 | Ni,

I
I
I
I
I
I
I
I
I
+
I
| ...
| Partial 1V: O
I
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dflag: 1 CTX_OLD)
x: X1 = b’ 00000111
nonce: N1 Verify with CTX TEMP

}
Encrypt ed Payl oad {

I

I

I

I

I

I

I
} |

| KUDGCS st at us:

| CTX Ab -, -

| State: BUSY (0,1)

I

I

| Generate N2, X2

I

| CTX_NEW = updat eCt x(

I X2 | N2),

| X1 | N1),

| CTX_ O.D)

I
e + Protect with CTX NEW
OSCORE {

KUDCS st at us:

CTX_NEW = updat eCt x( CTX_OLD: X2, N2

X1 | Ni, State: PENDI NG (1, 1)
X2 | N2, dflag: 1
CTX_ OLD) X: X2 = b’ 01000111’

nonce: N2

Verify with CTX_NEW
/ key confirmation /

Pre- 1 DLE st eps:
Del ete CTX TEWMP
Del ete CTX OLD, X1, N1

I
I
I
I
I
I
I
|
Encrypted Payl oad { |
C |
I
I
I
KUDCS st at us: |
CTX_ NEW -, - |
State: IDLE (0, 0) |
I
The actual key update process ends here.
The two peers can use the new Security Context CTX NEW

I I
| Request #2 |
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Protect with CTX_NEW A L > /tenp

Verify wth CTX_NEW
Encrypted Payl oad {

Application Payload | / key confirmation /

Del et e CTX_TEMWP
Del ete CTX_OLD, X2, N2

I
I
|
I
I
I
. |
} | Pre-1DLE steps:
|
I

| KUDGCS st at us:

| CTX_NEW -, -

| State: IDLE (0, 0)
Response #2 |
e + Protect with CTX NEW

Verify with CTX NEW

I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I I
I I
I I
| Encrypted Payload { |

| ... |

| Application Payl oad |

I I

I I

A. 2. Successful KUDOS Execution Initiated with a Response Message

The foll owi ng shows a succesful execution of KUDOS where KUDCS is
started by the server sending a divergent KUDOS nessage as a CoAP

response.
KUDCS st at us: KUDCS st at us:
- CIX . ab -, - - CIX ab -, -
- State: IDLE (0,0) - State: IDLE (0,0)
dient Server
I I
| Request #1 |
Protect with CTX OLD R > /tenp
OSCORE {
y Verify with CTX OLD

I

|

I

|

| Generate N1, X1
I

| CTX_TEMP = updat eCt x(
I

I

I

X1 | Ni,
0x,
CTX A.D)
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CTX _TEMP = updat eCt x(

0x,
X1 | Ni,
CTX_O.D)

Verify with CTX TEMP

KUDCS st at us:

- CcTXx oo -, -

- State: BUSY (0,1)
CGenerate N2, X2

CTX_NEW = updat eCt x(

X2 | N2,
X1 | Ni,
CTX_OLD )

Protect with CTX_NEW
KUDCS st at us:

- CTX_ OLD: X2, N2
- State: PENDING (1, 1)

Hgl und & Til oca

d. I‘I ag: 1

x: X1 = b’ 00000111’
nonce: N1
}

Encrypted Payl oad {

Request #2

.d. II ag: 1
X: X2 = b’ 01000111’
nonce: N2

}. ..
Encrypt ed Payl oad {

I

I

|

I

I

I

I

|

| Application Payl oad
|}
I

I

I

|

I

I

I
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Protect with CTX TEMP

KUDCS st at us:
CTX O.D: X1, N1
State: BUSY (1,0)

/. wel | -known/ kudos

CTX_NEW = updat eCt x(

X1 | NI,
X2 | N2,
CTX_OLD )

Verify with CTX _NEW

/ key confirmation /
Pre-1 DLE st eps:

Del ete CTX_TEMP

Del ete CTX OLD, X1, N1
KUDOS st at us:

- CTX_NEW -, -
- State: IDLE (0,0)
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The actual key update process ends here.
The two peers can use the new Security Context CTX _NEW

I
Response #2 |

S R + Protect wi th CTX_NEW
Verify with CTX _NEW
/ key confirmation /
Pre- 1 DLE st eps:

Del ete CTX_TEMP
Del ete CTX_OLD, X1, N1

—

KUDCS st at us:
CTX_NEW -, -

I
I
I
I
I
I
|
| AppI i cation Payl oad
I
I
I
I
|
State: IDLE (0, 0) |
I

Appendi x B. Document Updates
This section is to be renoved before publishing as an RFC
B.1. Version -10 to -11
* Extended security considerations.
* (Carifications and editorial inprovenents.
* Updates to | ANA considerations according to | ANA early reviews.
* Extended section about updated protection of CoAP responses.
* Discussi on about conbi ning usage of KUDOS with profiles of ACE

*  Optinization for traversing the state nachine upon reception of a
di vergent message.
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B. 2.

B. 3.

B. 4.

Version -09 to -10

Maj or re-design building on a state nachine driving the KUDOS
executi on.

Version -08 to -09

Merge text about avoiding in-transit requests during a key update
into a single subsection

| nproved error handling.
Editorial inprovements and clarifications.
State that the EDHOC EAD item nust be used as non-critical

Ext ended description and updates val ues for KUDOS commruni cati on
over head.

I ntroduce special case when non- CAPABLE devi ces may operate in FS
Mode.

Add paraneter for signaling KUDOS support when using the ACE
OSCORE profil e.

Enabl e using the reverse nmessage flow for peers that are only CoAP
servers.

Further clarifications about achieving key confirmation and
del etion of old contexts.

Restructure distribution of content about FS and no- FS node.
Wwarn of consequences of running KUDCS with insufficient margin.

Stressed useful ness of core. kudos for safe KUDCS requests without
side effects.

Version -07 to -08
Add not e about usage of the CoAP No- Response Option
Avoi d problens for two sinmultaneously started key updates.

Set Notification Nunber to be uninitialized for new OSCORE
Security Contexts.
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B. 5.

B. 6.

Handl e corner case for responder that reached its key usage
limts.

Re- organi zing nmai n section about Forward Secrecy node into
subsecti ons.

| ANA considerations for CoAP Option Nunmbers Registry to refer to
this draft for the OSCORE opti on.

Use AASVG in di agrans.

Use actual tables instead of figures.

Clarifications and editorial inprovenents.

Ext ended security considerations with reference to rel evant paper.
Version -06 to -07

Renoved material about the |ID update procedure, which has been
split out into a separate draft.

Al | ow non-random nonces for CAPABLE devi ces.
Editorial inprovenents.

Permt flexible message flow with KUDOS nmessages as any request/
response.

Enabl e sendi ng KUDOS nessages as regul ar application nmessages.
Version -05 to -06
Mandat e support for both the forward and reverse nessage fl ow.

Mention the EDHOC and OSCORE profile of ACE as nethod for
rekeyi ng.

Clarify definition of KUDOS (request/response) message.

Further extend the OSCORE option to transport NL in the second
KUDOS nmessage as a request.

Mandat e support for the no-FS node on CAPABLE devi ces.
Expl ai n when KUDGCS fails during selection of node.

Explicitly forbid using old keying material after reboot.
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B. 7.

B. 8.

Editorial inprovenents.
Version -04 to -05

Note on client retransm ssions if KUDOS execution fails in reverse
message fl ow.

Speci fy what information needs to be witten to non-volatile
menory to handl e reboots.

Ext ended recomrendati ons and consi derations on m ni mum si ze of
nonces N1 & N2.

Arbitrary maxi mum size of the Recipient-1D Option.

Detailed lifecycle of the OSCORE | Ds update procedure.

Descri bed exanpl es of OSCORE | Ds updat e procedure.

Exanpl es of OSCORE | Ds update procedure integrated in KUDCS.
Consi der ati ons about using SCHC for CoAP w th OSCORE.
Clarifications and editorial inprovements.

Version -03 to -04

Renoved content about key usage linmts.

Use of "forward nessage flow' and "reverse nessage flow'.
Update to RFC 8613 extended to include protection of responses.
I ncl ude EDHOC KeyUpdate() in the nmethods for rekeying.

Descri be reasons for using the OSCORE | D update procedure.
Clarifications on deletion of CIX OLD and CTX NEW

Added new section on preventing deadl ocks.

Clarified that peers can decide to run KUDOS at any point.

Defi ned preservation of observati ons beyond OSCORE | D updat es.
Revi sed di scussi on section, including also communicati on overhead.

Defined a wel | -known KUDGCS resource and a KUDOS resource type.
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B. 9.

Editorial inprovenents.
Version -02 to -03
Use of the OSCORE flag bit 0 to signal nore flag bits.

In UpdateCtx(), open for future key derivation different than
HKDF.

Sinplified updateCtx() to use only Expand(); used to be METHOD 2.
Included the Partial 1V if the second KUDOS nessage is a response.
Added signaling of support for KUDOS in EDHOC.
Clarifications on term nol ogy and reasons for rekeying.
Updat ed | ANA consi derati ons.
Editorial inprovenents.
Version -01 to -02
Ext ended term nol ogy.

Moved procedure for preserving observations across key updates to
mai n body.

Moved procedure to update OSCORE Sender/ Recipient IDs to main
body.

Moved key update wi thout forward secrecy section to nmain body.

Define signaling bits present in the 'x' byte.

Modi fi cati ons and alignnment of updateCtx() with EDHCC.

Rul es for deletion of old EDHOC keys PRK out and PRK exporter.
Descri be CBOR w appi ng of involved nonces with exanpl es.
Renaned 'id detail’ to 'nonce’.

Editorial inprovenents.
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B.11. Version -00 to -01
* Recommendation on limts for CCM 8. Details in Appendi x.
* | nproved nessage processing, also covering corner cases.
* Exanple of method to estimate and not store ’'count_q' .
* Added procedure to update OSCORE Sender/ Reci pient |Ds.
* Added nethod for preserving observations across key updates.
* Added key update wi thout forward secrecy.
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