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Abst r act

oj ect Security for Constrai ned RESTful Environments (OSCORE) uses
AEAD al gorithnms to ensure confidentiality and integrity of exchanged
messages. Due to known issues allow ng forgery attacks agai nst AEAD
algorithms, Iimts should be followed on the nunber of times a
specific key is used for encryption or decryption. Anbng other
reasons, approaching key usage limts requires updating the OSCORE
keying material before comruni cations can securely continue. This
docunent defines how two OSCORE peers can follow these key usage
limts and what steps they should take to preserve the security of
their communi cati ons.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (core@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://github. com core-wy/oscore-key-limts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

hj ect Security for Constrai ned RESTful Environments ( OSCORE)

[ RFC8613] provides end-to-end protection of CoAP [ RFC7252] nessages
at the application-layer, ensuring nessage confidentiality and
integrity, replay protection, as well as binding of response to
request between a sender and a recipient.

OSCORE uses AEAD al gorithns to provide confidentiality and integrity
of nmessages exchanged between two peers. Due to known issues

all owing forgery attacks agai nst AEAD algorithns, linmits should be
foll owed on the nunmber of tinmes a specific key is used to perform
encryption or decryption [I-D.irtf-cfrg-aead-limts].

The OSCORE specification [ RFC8613] does not consider such key usage
limts. However, should they be exceeded, an adversary may break the
security properties of the used AEAD al gorithm such as nessage
confidentiality and integrity, e.g., by perform ng a nessage forgery
attack. This and other reasons require that peers who are
approachi ng the key usage limts update the OSCORE keying nmateria

bef ore comuni cati ons can securely continue. This docunment defines
what steps an OSCORE peer should take to preserve the security of its
conmuni cati ons, by stopping the use of an OSCORE Security Context
shared with another peer when approaching the key usage limts.

1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Readers are expected to be famliar with the terns and concepts
related to CoAP [ RFC7252] and OSCORE [ RFC8613].

AEAD Key Usage Limts in OSCORE

This section details how key usage limts for AEAD al gorithns can be
consi dered when using OSCORE. |In particular, it discusses specific
limts for common AEAD al gorithns used with OSCORE;, paraneters to
track associated with an OSCORE Security Context; and additions to

t he OSCORE nessage processing.
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2. 1. Pr obl em Over vi ew

The OSCORE security protocol [RFC3613] uses AEAD algorithms to
provide integrity and confidentiality of nessages, as exchanged
bet ween two peers sharing an OSCORE Security Context.

When processi ng nessages with OSCORE, each peer should follow
specific limts as to the nunber of tines it uses a specific key.
This applies separately to the Sender Key used to encrypt outgoing
messages, and to the Recipient Key used to decrypt and verify

i ncom ng protected nessages.

Exceeding these Iimts may all ow an adversary to break the security
properties of the AEAD al gorithm such as message confidentiality and
integrity, e.g., by perform ng a nessage forgery attack

The following refers to the two paraneters 'q’ and 'v' introduced in

[I-Dirtf-cfrg-aead-linmts], to use when depl oying an AEAD al gorithm

* 'q': this parameter has as value the nunber of nessages protected
with a specific key, i.e., the nunber of times the AEAD al gorithm
has been invoked to encrypt data with that key.

* 'v': this paraneter has as val ue the nunber of alleged forgery
attenpts that have been nade against a specific key, i.e., the
nunber of failed decryptions that have occurred with the AEAD
algorithm for that key.

When a peer uses OSCORE:

* The key used to protect outgoing nmessages is its Sender Key from
its Sender Context.

* The key used to decrypt and verify incomng nessages is its
Reci pient Key fromits Recipient Context.

Both keys are derived as part of the establishment of the OSCORE
Security Context, as defined in Section 3.2 of [RFC8613].

As nentioned above, exceeding specific limts for the 'q or 'v
val ue can weaken the security properties of the AEAD al gorithm used,
t hus conproni sing secure conmuni cati on requirenments.

Therefore, in order to preserve the security of the used AEAD

al gorithm OSCORE has to observe limts for the 'q and v’ val ues,
throughout the lifetine of the used AEAD keys.
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2.1.1. Limts for 'q and ’'v

Formul as for calculating the security levels, as Integrity Advantage
(I'A) and Confidentiality Advantage (CA) probabilities, are presented
in[l-Dirtf-cfrg-aead-limts]. These fornulas take as input
specific values for 'q" and 'v' (see section Section 2.1) and for
"I", i.e., the maxi mum | ength of each nessage (in cipher bl ocks).

For the algorithnms shown in Figure 1 that can be used as AEAD

Al gorithm for OSCORE, the main property to achieve is having I A and
CA val ues which are no larger than p = 2*-64, which will ensure a
safe security level for the AEAD Algorithm This can be achi eved by
using the values q = 2220, v = 2720, and | = 27210, that this docunent
recomrends using for these al gorithns.

Figure 1 also shows the resulting I A and CA probabilities enjoyed by
the considered al gorithms, when taking the value of 'q', 'v' and 'lI
above as input to the formulas defined in
[1-D.irtf-cfrg-aead-limts].

o e e e e e e e e oo o - o e o e +
| Algorithm nane | 1A probability | CA probability

I T U U |
| AEAD AES 128 CCM | 27-64 | 2~-66 |
| AEAD AES 128 GCM | 27-97 | 2~-89 |
| AEAD_AES 256 GCM | 27~-97 | 2~-89 |
| AEAD _CHACHA20_POLY1305 | 27-73 | - |
o e e e e e e oo oo oo S S +

Figure 1. Probabilities for algorithns based on chosen g, v and
val ues.

VWhen AEAD AES 128 CCM 8 is used as AEAD Al gorithm for OSCORE, the
triplet (g, v, |) considered above yields |arger values of IA and CA
Hence, specifically for AEAD AES 128 CCM 8, this docunment recomends
using the triplet (q, v, |I) = (2720, 2714, 278). This is
appropriate, since the resulting CA and | A values are not greater
than the threshold value of 27-50 defined in
[I-Dirtf-cfrg-aead-limts], and thus yields an acceptable security

| evel. Achieving smaller values of CA and |A would require

i nconveniently reducing 'q', 'v' or 'I', with no corresponding
increase in terns of security, as further elaborated in Appendix A
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T I I S +
| Al gorithm name | 1=226 in | =228 in | [=2710 in |
| | bytes | bytes | bytes |
| oo S ERCREEEE TR |- |
AEAD_AES 128_CCM 1024 4096 16384
AEAD_AES 128 _GCM 1024 4096 16384

AEAD AES 128 CCM 8
AEAD_CHACHA20_POLY1305

| | | |
AEAD_AES_256_GCM | 1024 | 4096 | 16384 |
I I I I
I I I I

Figure 2: Maxi mum | ength of each nessage (in bytes)

Wth regards to the limt for 'I’, the recomrended '|I’' value for the
al gorithms shown in Figure 1, and for AEAD AES 128 CCM 8, is 2710
(16384 bytes) and 278 (4096 bytes) respectively. Considering a
typical MIU size of 1500 bytes, and the fact that the maxi mum bl ock
si ze when using block-wi se transfers with CoAP is 1024 bytes (see
Section 2 of [RFC7959]), it is unlikely that a larger size of 'l
than what is recommended nmakes sense to use in typical network

set ups.

However, although under typical circunstances an I’ limt of 278
(4096 bytes) is acceptable, exceptional cases can warrant a higher
value of 'I’. For instance, Bl ock-w se Extension for Reliable

Transport (BERT) extends the CoAP Bl ock-Wse transfer functionality,
enabl ing use of |arger messages over reliable transports such as TCP
or WebSockets (see [ RFC8323]). In case the OSCORE peers w sh to take
full advantage of BERT functionality and the | arge nessage sizes it
all ows for, the OSCORE peers must use higher values of 'I|’.

An alternative means of allowing for larger values of "|I’, while
still maintaining the security properties of the used AEAD al gorithm
is to adjust the 'q and 'v' values to conpensate. In practice, this
means reducing the value of 'q’ and 'v' considering the new val ue of
"I", to ensure an acceptably | ow value of the | A and CA
probabilities. A reasonable target for the | A and CA probability
values is the threshold value of 27-50 defined in
[I-Dirtf-cfrg-aead-limts].

2.2. Additional Information in the Security Context

In addition to what is defined in Section 3.1 of [RFC8613], the
foll owi ng paraneters associated with an OSCORE Security Context can
be used for keeping track of the expiration of that OSCORE Security
Cont ext and mai ntai ning key usage bel ow safe linmts.
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2.2.

Common Cont ext

The Conmmon Context has the foll ow ng associ ated paraneter

*

2. 2.

"exp': with value the expiration tine of the OSCORE Security
Context, as a non-negative integer. The paraneter contains a
nuneric val ue representing the nunber of seconds from

1970- 01-01T0O0: 00: 00Z UTC until the specified UTC date/ti e,
ignoring | eap seconds, anal ogous to what is specified for
NunericDate in Section 2 of [RFC7519].

At the time indicated by this paraneter, a peer must stop using
this Security Context to process any incom ng or outgoing
messages, and is required to establish a new Security Context to
conti nue OSCORE-protected comruni cations with the other peer
That is, the expiration of an OSCORE Security Context neans that
the current Sender Key nmust no |onger be used for protecting

out goi ng nessages, and the Reci pient Key must no | onger be used
for unprotecting i ncom ng nessages.

The val ue of ’'exp’ nust be set upon installing the OSCORE Security
Context, nanely at tinme t_1, considering a lifetime value t_|I. In
particular, t | can be a default value (potentially differing

bet ween the two peers sharing the OSCORE Security Context), or can
be agreed by the two peers during the establishment of the OSCORE
Security Context. For instance, this value may be stored and/or
transported in an OSCORE LwW\W2M obj ect, or specified as part of an
EDHOC Application Profile Section 3.9 of [RFC9528] used when
executing EDHOC to establish the OSCORE Security Context.

Regardl ess of how the lifetine value is determ ned, the ’'exp
paraneter is set to indicate the point in time corresponding to

t 1 offset by t_|

Sender Cont ext

The Sender Context has the foll owi ng associ ated paraneters.

*

‘count _q’': a non-negative integer counter, keeping track of the
current 'q value for the Sender Key. At any time, ’'count_q' has
as val ue the nunber of nessages that have been encrypted using the
Sender Key. The value of 'count_q is set to 0 when establishing

t he Sender Context.

"limt_qg : a non-negative integer, which specifies the highest
value that 'count_q is allowed to reach, before stopping using
the Sender Key to process outgoi ng nessages.
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2

2

2

3.

The value of '"limt_q depends on the AEAD al gorithm specified in
the Conmon Context, considering the properties of that al gorithm
The value of "limt_q is determned according to Section 2.1.1

Note for inplenentors: it is possible to avoid storing and

mai ntai ning the counter 'count_q' . Rather, an estinmated value to be
compared against 'limt_q can be computed, by |everagi ng the Sender
Sequence Nunber (SSN) of the peer and (an estinmate of) the other
peer’s SSN. A possible nmethod to achieve this is described in
Appendix B. While this relieves peers fromstoring and mai ntaini ng
the precise "count_q value, it results in overestimating the nunber
of encryptions performed with a Sender Key. This in turn results in
approaching 'limt_q sooner and thus in performng a key update
procedure nore frequently.

3. Recipient Context
The Reci pi ent Context has the foll owi ng associ ated paraneters.

* ’count_v': a non-negative integer counter, keeping track of the
current 'v' value for the Recipient Key. At any tinme, ’'count_v’
has as val ue the nunber of failed decryptions occurred for
i ncom ng nessages using the Recipient Key. The val ue of 'count Vv’
is set to O when establishing the Recipient Context.

* 'limt_v': a non-negative integer, which specifies the highest
value that 'count_v’' is allowed to reach, before stopping using
the Recipient Key to process inconm ng nessages.

The value of 'linit_v' depends on the AEAD al gorithm specified in
the Conmon Context, considering the properties of that al gorithm
The value of "limt_v' is determned according to Section 2.1.1

OSCORE Message Processing

To keep track of the 'q and 'v' values and ensure that AEAD keys are
not used beyond reaching their Iimts, OSCORE peers protect nessages
with OSCORE as defined in this section.

Alimtation that is introduced is that, in order to not exceed the
sel ected value for 'I’, the total size of the COSE plaintext

[ RFC9052], authentication Tag, and possible cipher padding for a
message must not exceed the block size for the selected al gorithm
multiplied with 'I ‘. The size of the COSE plaintext is calculated as
described in Section 5.3 of [RFC8613].
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If OSCORE peers need to transnit nmessages exceedi ng the maxi mum
recommended size calculated from’Il’, CoAP Bl ock-Wse transfers

[ RFC7959] may be used to split content into smaller segnments. The
foll owi ng steps can be adopted by a client or server to determ ne
whet her the usage of bl ock-wi se transfer is necessary for the
transm ssion of a specific OSCORE protected nessage.

1. The CoAP nessage to transmt is first produced.

2. The sumof the total size of the COSE plaintext, the | ength of
the authentication tag, and the I ength of any potential
ci phertext paddi ng shoul d be conputed to produce a value T. It
shoul d be noted that the size of the padding and the | ength of
the authentication tag depend on the used AEAD al gorithm

3. If the value of T exceeds the "I’ value for the used AEAD
al gorithm block-wise transfer is to be used with the CoAP
message before protecting it with OSCORE

The processi ng of CoAP messages with OSCORE foll ows the steps
outlined in Section 8 of [RFC8613], with the additions defined bel ow

2.3.1. Protecting a Request or a Response

Bef ore encrypting the COSE object using the Sender Key, the ’'count_Qq
counter is increnented.

If "count _q exceeds the "limt_qgq limt, the nmessage processing is
aborted. Fromthen on, the Sender Key nust not be used to encrypt
further nessages.

2.3.2. Verifying a Request or a Response

If an incom ng nessage is detected to be a replay (see Section 7.4 of
[ RFC8613]), the ’'count_v’' counter is not incremented.

If the decryption and verification of the COSE object using the
Reci pient Key fails, the 'count_v’ counter is increnmented.

After 'count v’ has exceeded the '"limt_v' limt, incom ng nessages
must not be decrypted and verified using the Recipient Key, and their
processi ng nmust be abort ed.

3. Security Considerations
Thi s docunent mainly covers security considerations about using AEAD

keys in OSCORE and their usage linmts, in addition to the security
consi derations of [RFC8613].
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[ TODO Add nore considerations.]
4. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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Appendi x A.  Detail ed considerations for AEAD AES 128 CCM 8

For the AEAD AES 128 CCM 8 al gorithm when used as AEAD Al gorithm for
OSCORE, larger 1A and CA val ues are achi eved, depending on the val ue
of 'q, v and 'I’. Figure 3 shows the resulting IA and CA
probabilities enjoyed by AEAD AES 128 CCM 8, when taking different
values of "q', '"v' and '|I’ as input to the formulas defined in
[1-Dirtf-cfrg-aead-limts].

As shown in Figure 3, it is especially possible to achieve the | owest
IA = 2750 and a good CA = 27~-70 by considering the | argest possible
value of the (g, v, |) triplet equal to (27220, 2710, 2"8), while

still keeping a good security level. Note that the value of '|I’ does
not inpact the 1A, while CA displays good values for every considered
val ue of 'I'.
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e e e +
I q', 'v’ and '’ | A probability | CA probability
_______________________ e
| g=2720, v=2720, =278 | 27-44 | 2~-70 |
| g=2715, v=2720, =278 | 2"~-44 | 2~-80 |
| g=2710, v=2720, |=278 | 27-44 | 27~-90 |
| g=2720, v=2715, | =278 | 2"-49 | 2~-70 |
| g=2715, v=2715, | =278 | 2"-49 | 2~-80 |
| g=2710, v=2715, | =278 | 2"-49 | 2”~-90 |
| g=2720, v=2714, |=278 | 2~-50 | 2~-70 |
| g=2715, v=2714, =278 | 2"-50 | 2~-80 |
| g=2710, v=2714, |=278 | 2”-50 | 27-90 |
| g=2720, v=2710, |=278 | 2"-54 | 2~-70 |
| g=2715, v=2710, | =278 | 2"-54 | 2~-80 |
| g=2~10, v=2710, |=278 | 2"-54 | 2”~-90 |
I e T S S |
| g=2720, v=2720, =276 | 2"-44 | 2~-74 |
| g=2715, v=2720, |=2"6 | 2"-44 | 2n-84 |
| g=2710, v=2720, |=2"6 | 2"-44 | 2n-94 |
| g=2720, v=2715, |=2"6 | 2"-49 | 2n~-74 |
| g=2715, v=2715, |=2"6 | 2"-49 | 2~-84 |
| g=2710, v=2715, =276 | 2"-49 | 27-94 |
| g=2720, v=2714, =276 | 2"-50 | 2~-74 |
| g=2715, v=2714, |=2"6 | 2”-50 | 2n-84 |
=210, v=2"14, |=2"6 27-50 27-94

| 9

| g=2720, v=2710, |=2"6 | 2"-54 | 2n~-74 |
| g=2715, v=2710, |=2"6 | 2"-54 | 2~-84 |
| g=2710, v=2710, =276 | 2~-54 | 27-94 |
R B TR B TR +

Figure 3: Probabilities for AEAD AES 128 CCM 8 based on chosen q,
v and | val ues.

Appendi x B. Estimation of 'count Q'
This section defines a nethod to conpute an estinmate of the counter
"count _q' (see Section 2.2.2), hence not requiring a peer to store it
inits owm Sender Context.
This nethod relies on the fact that, at any point in tinme, a peer has
performed _at nmost  ENC = (SSN + SSN*) encryptions using its own
Sender Key, where:
* SSNis the current value of this peer’s Sender Sequence Nunber.
* SSN* is the current value of other peer’s Sender Sequence Nunber.

That is, SSN* is an overestimation of the responses w thout
Partial 1V that this peer has sent.
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Thus, when protecting an outgoi ng nmessage (see Section 2.3.1), the
peer aborts the nmessage processing if the estinmated est_q > linmit_q,
where est_q = (SSN + X) and X is determned as foll ows.

*

If the outgoing nmessage is a response, X is the Partial IV
specified in the corresponding request that this peer is
responding to. Note that X < SSN* al ways hol ds.

If the outgoing nmessage is a request, X is the highest Partial 1V
val ue marked as received in this peer’s Replay Wndow plus 1, or O
if it has not accepted any protected nessage fromthe other peer
yet. That is, X is the highest Partial 1V specified in a nessage
received fromthe other peer, i.e., the highest seen Sender
Sequence Nunber of the other peer. Note that, also in this case,
X < SSN* al ways hol ds.

Appendi x C. Docunent Updates

This section is to be renoved before publishing as an RFC

C 1

*

C 2.

C 3.

C 4.

C 5.

Version -04 to -05
Editorial updates.

Version -03 to -04
Various editorial updates.
| nproved references.
Version -02 to -03
Editorial inprovenents.
Version -01 to -02
Updat ed ref erences.
Version -00 to -01

Ext ended di scussion on setting the lifetinme of OSCORE Security
Cont ext s.

Mention adjusting the and

| arger '1’ val ue.

v’ values to conpensate for a

q

Speci fy how to perform pre-cal cul ati on of nessage size to
determi ne need for bl ock-w se.
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I nt

C. 6.

Ack

Aut

Hgl

ernet-Draft Key Usage Limits for OSCORE July 2025

* Cover exceptional cases where the 'I’ value needs to be |arger
than 278.

* Note on relevance of "I’ limt considering maxi mum bl ock size and
typical Mru.
Version -00

* Editorial inprovements.

* Extended term nol ogy.

* Recommendation on linmits for CCM 8. Details in Appendi x.

*  Exanple of nmethod to estimate and not store ’count_(q' .

* Split out material from Key Update for OSCORE draft

docunent .
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