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Abst r act

Two peers that conmunicate with the CoAP protocol can use the hject
Security for Constrai ned RESTful Environments (OSCORE) protocol to
protect their message exchanges end-to-end. To this end, the two
peers share an OSCORE Security Context and a number of rel ated
identifiers. |In particular, each of the two peers stores a Sender ID
that identifies its own Sender Context within the Security Context,
and a Recipient IDthat identifies the Recipient Context associated
with the other peer within the sane Security Context. These
identifiers are sent in plaintext wthin OSCORE-protected nmessages.
Hence, they can be used to correl ate messages exchanged between peers
and track those peers, with consequent privacy inplications. This
docunent defines an OSCORE | D update procedure that two peers can use
to update their OSCORE identifiers. This procedure can be run stand-
al one or seanmessly integrated in an execution of the Key Update for
OSCORE ( KUDOS) procedure.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-core-oscore-id-update/.

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments (core) Wrking Goup nailing |ist
(mailto:core@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/core/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/corel.

Source for this draft and an issue tracker can be found at
https://github. com core-wy/ oscore-id-update.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

When using the CoAP protocol [RFC7252], two peers can use the Object
Security for Constrained RESTful Environments (OSCORE) protocol to
protect their message exchanges end-to-end. To this end, the two
peers share an OSCORE Security Context and a nunber of related
identifiers.

As part of the shared Security Context, each peer stores one Sender
Context identified by a Sender 1D and used to protect its outgoing
messages. Al so, it stores a Recipient Context identified by a

Reci pient ID and used to unprotect the inconm ng nessages fromthe
other peer. That is, one's peer Sender ID (Recipient ID) is equal to
the other peer’s Recipient ID (Sender 1D).

When recei ving an OSCORE- prot ect ed message, the recipient peer uses
its Recipient ID conveyed within the nmessage or otherwise inplied, in
order to retrieve the correct Security Context and unprotect the
nessage

These identifiers are sent in plaintext wthin OSCORE-protected
messages and are immutable throughout the lifetime of a Security
Context, even in case the two peers migrate to a different network or
sinmply change their addressing information. Therefore, the
identifiers can be used to correlate nessages that the two peers
exchange at different points in tine or through different paths,
hence allowing to track themw th the consequent privacy

i mplications.

In order to address this issue, this docunent defines an OSCORE | D

updat e procedure that two peers can use to update their OSCORE Sender
and Recipient IDs. For instance, two peers nmay want to use this
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procedure before switching to a different network, in order to make
it nore difficult to understand that their comrunication is
continuing in the new network.

The OSCORE | D update procedure can be run stand-al one or seam essly
integrated in an execution of the Key Update for OSCORE ( KUDOS)
procedure [I-D.ietf-core-oscore-key-update].

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Readers are expected to be famliar with the terns and concepts
related to CoAP [ RFC7252], (bserve [RFC7641], CBOR [ RFC8949], OSCORE
[ RFC8613], and KUDGCS [I-D.ietf-core-oscore-key-update].

2. Update of OSCORE Sender/ Reci pient |Ds

This section defines the procedure that two peers can perform in
order to update the OSCORE Sender/Recipient IDs that they use in
their shared OSCORE Security Context.

When perform ng an update of OSCORE Sender/ Reci pient |IDs, a peer
provides its new i ntended OSCORE Recipient IDto the other peer, by
means of the Recipient-1D Option defined in Section 2.3. Hereafter,
this docunent refers to a message including the Recipient-1D Option
as an "I D update (request/response) message". Furthernore, a peer
uses the Recipient-1D Ack Option to confirmthe chosen Recipient ID
of the other peer.

This procedure can be initiated by either peer, i.e., the CoAP client
or the CoAP server nmay start it by sending the first OSCORE | D update
nessage.

Furthernmore, this procedure can be executed stand-al one, or instead
seam essly integrated in an execution of the KUDCS procedure for
updati ng OSCORE keying naterial used in its FS node (see Section 4 of
[1-D.ietf-core-oscore-key-update]) or no-FS node (see Section 4.5 of
[1-D.ietf-core-oscore-key-update]).

* In the former stand-al one case, updating the OSCORE Sender/

Reci pient IDs effectively results in updating part of the current
OSCORE Security Context.
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That is, both peers derive a new Sender Key, Recipient Key, and
Conmon |V, as defined in Section 3.2 of [RFC38613]. Also, both
peers re-initialize the Sender Sequence Number and the Replay

W ndow accordingly, as defined in Section 3.2.2 of [RFC8613].
Since the sane Master Secret is preserved, forward secrecy is not
achi eved.

As defined in Section 2.4.3, the two peers must take additiona
actions to ensure a safe execution of the OSCORE |D update
pr ocedur e.

The new OSCORE Sender/ Reci pient | Ds MJST NOT be used with the

OSCORE Security Context CTX O.D, and MJUST NOT be used with the
tenmporary OSCORE Security Context CTX TEMP used to protect the
first KUDOS nmessage of a KUDOS executi on.

A peer MJUST NOT initiate an OSCORE | D update procedure with another
peer, if it has another such procedure ongoing with that other peer

Upon receiving a valid, first | D update nmessage, a peer MJST continue
the procedure and send a follow ng I D update nessage, except in the
case any of the conditions for failing or aborting the procedure
apply (see Section 2.2}).

2.1. Workflow of the ID Update Procedure

This section describes the workfl ow of the OSCORE | D Update procedure
in detail.

The procedure begi ns when either peer

* Sends a nessage including the Recipient-1D Option, or

* Receives such a nessage fromthe other peer

During the procedure a peer decides on a value of Recipient IDto
offer to the other peer and use as val ue of the Recipient-1D Option,

and continues offering that value until the procedure is conpl eted.

Once the procedure has started a peer shall follow the instructions
bel ow

*Sendi ng the Next Message*
* The first messages sent using CTX A the current shared OSCORE
Security Context, after the procedure has started nust include the

Recipient-1D Option, if this peer hasn't offered its Recipient ID
al r eady.
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- Note that this also infornms the other peer of support for the
I D updat e procedure.

* Acknowl edgnent *
* |f a peer has received a valid nessage fromthe other peer
including the Recipient-1D Option, it nust include the Recipient-

I D-Ack Option in subsequent nessages.

* The value of Recipient-1D Ack Option, if used, should be the
Reci pient ID received fromthe other peer.

*Sendi ng Subsequent Messages*

A peer nust send one nessage with the Recipient ID Option according
to the foll ow ng:

* Alocal timer, REPEAT_TIMER, should be nmintained during the
procedure. It first starts when the procedure starts. It is
RECOMVENDED that the initial tine of REPEAT TIMER is equal to
MAX_TRANSM T_WAI T (see Section 4.8.2 of [RFC7252]).

- |If the timeout expires, the next sent nessage nust include the
Reci pient ID option and, if applicable, the Recipient-I|D Ack
Option with the last received Recipient ID. Wen that nessage
is sent the timer REPEAT _TI MER restarts.

2.1.1. Procedure Conpletion
The procedure concludes under one of the follow ng conditions:
*Successful Confirmation*
The procedure succeeds if a peer has received and successfully
verified at |east three nessage fromthe other peer containing the
Reci pi ent-1D-Ack Option, and sent at |east two nessages containing
the Recipient-1D Ack Option. At this point:

* |t is safe to delete CTX A. This does not nean that CTX A has to
be deleted at this point.

* CIX_Bis now considered valid and can be used (e.g., follow ng
network nigration).

*Fai | ur e*
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During the procedure a timer, ENDI NG TIMER, is numintained and started
when the procedure starts. The initial tinme of END NG Tl MER shoul d
be at least 3 times bigger than the initial tine of REPEAT _TIMER  |If
the ENDI NG Tl MER expires, and the procedure tinmes out w thout
confirmation:

As an alternative to maintaining REPEAT_TI MER and ENDI NG Tl MER, an

i npl ement ati on MAY use a nessage counter Z J&ased nechanism  Fol | ow ng
this approach, the endpoint maintains (1) a repeat counter and (2) a
endi ng counter, both initialized when the procedure starts. The
repeat counter tracks the nunber of outbound nessages sent since the
| ast transm ssion containing the Recipient ID option and, if
appl i cable, the Recipient-1D Ack Option. When the repeat counter
reaches a defined threshold, the next outbound message MJST i ncl ude
the Recipient 1D option and, if applicable, the Recipient-ID Ack
Option with the last received Recipient ID and the repeat counter is
reset. The ending counter tracks the total nunber of outbound
messages sent during the procedure. |f successful confirmation has
not occurred and the ending counter exceeds a defined maxi mum the
procedure MJST be considered to have failed. Upon such failure, the
endpoi nt MJUST cease use of CTX_B and continue using CTX A

The counter-based approach is intended to provide behavi or equival ent
to the tiner-based REPEAT_TI MER and ENDI NG Tl MER, whil e avoi di ng
reliance on wall-clock tine. - The offered Recipient |ID nust be

di scarded and added to the list of IDs to prevent reuse.

2.2. Failure of the ID Update Procedure

The foll owi ng section describes cases where the OSCORE | D update
procedure fails, or nust to be aborted by one of the peers.

Upon receiving a valid first |ID update nessage, a peer MJST abort the
I D update procedure, in the follow ng case:

* The received | D update nessage is not a KUDOS nessage (i.e., the
OSCORE | D update procedure is being performed stand-al one) and the
peer has no eligible Recipient IDto offer (see Section 2.4.3).

Upon receiving a valid I D update nessage, a peer MJST abort the ID
updat e procedure, in the follow ng case:

* The received | D update nessage contains a Recipient-1D option with
a length that exceeds the maxi num | ength of OSCORE Sender/
Recipient IDs for the AEAD algorithmin use for the OSCORE
Security Context shared between the peers. This is the case when
the length of the Recipient-1D option exceeds the |length of the
AEAD nonce nminus 6 (see Section 3.3 of [RFC8613]).
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If, after receiving an I D update nmessage as CoAP request, a peer
aborts the I D update procedure, the peer MJST also reply to the
received I D update request nessage with a protected 5.03 (Service
Unavail able) error response. The error response MJUST NOT include the
Reci pient-1D Option, and its diagnostic payl oad MAY provi de
additional information. Wen receiving the error response, the peer
term nates the OSCORE | Ds procedure as fail ed.

When the OSCORE | D update procedure is integrated into the execution
of the KUDCS procedure, it is possible that the KUDOS procedure
succeeds while the OSCORE | D update procedure fails. 1In such case,
the peers continue their comunications using the newly derived
OSCORE Security Context CTX _NEW obtained fromthe KUDOS procedure,
and still use the old Sender and Recipient IDs. That is, any

Reci pient I Ds conveyed in the exchanged Recipient-1D Qptions is not
consi der ed.

Conversely, the OSCORE | D update procedure may succeed while the
KUDCS procedure fails. As long as the peers have exchanged a pair of
OSCORE- prot ect ed request and response that conveyed their desired new
Recipient IDs in the Recipient-1D Option, the peers start using those
IDs in their comunications.

2.3. The Recipient-1D Option

The Recipient ID-Option defined in this section has the properties
summari zed in Table 1, which extends Table 4 of [RFC7252]. That is,
the option is elective, safe to forward, part of the cache key, and
not repeatabl e.

el S peiet e et S oo oo pompes oo e fumsjems s ey s e e oo e e
| No | C| U] N| R|] Nane | Format | Length | Default

[ el Sty el Sty Cjmfesfmg s fums e s pums e, et ey ey
| TBD24 | | | | | Recipient-1D | opaque | any | (none)
+------- R i s e e I I I I L +

Table 1: The Recipient-1D Option. C=Critical, W=Unsafe,
N=NoCacheKey, R=Repeat abl e

Note to RFC Editor: Followi ng the registration of the CoAP Option
Nunber 24, please replace "TBD24" with "24" in the figure above
Then, pl ease del ete this paragraph.

The option value can have an arbitrary length, including zero |length
to indicate intent to use the enpty string as Recipient |D

I npl enentations can linmt its length to that of the | ongest supported
Reci pient ID
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Thi s docunent particularly defines howthis option is used in
messages protected with OSCORE. That is, when the option is included
in an outgoi ng nessage, the option value specifies the new OSCORE
Reci pient ID that the sender endpoint intends to use with the other
endpoi nt sharing the OSCORE Security Context.

Therefore, the maxi numlength of the option value is equal to the
maxi mum | engt h of OSCORE Sender/Recipient I1Ds. As defined in
Section 3.3 of [RFC8613], this is determ ned by the size of the AEAD
nonce of the used AEAD Algorithmin the OSCORE Security Context.

If the length of the Recipient ID included in the Recipient-1D option
is zero, the option value SHALL be empty (Option Length = 0).

The Recipient-1D Option is of class Ein ternms of OSCORE processing
(see Section 4.1 of [RFC8613]).

.4. The Recipient-1D Ack Option

The Reci pient | D Ack-Option defined in this section has the
properties sumrarized in Table 2, which extends Table 4 of [RFC7252].
That is, the option is elective, safe to forward, part of the cache
key, and not repeatabl e.

el Sy e S oot s foms o e oo foss oo e ooy s oo
| No. YU N| R| Nane | Format | Length | Default |
[ el Sty Sl el ety e s s, et ey e e
| TBD32 | | | | | Recipient-1D Ack | opaque | any | (none) |
+------- I S i i R i F-------- F-------- L +

Table 2: The Recipient-1D Ack Option. C=Critical, U=Unsafe,
N=NoCacheKey, R=Repeat abl e

Note to RFC Editor: Followi ng the registration of the CoAP Option
Nunber 32, please replace "TBD32" with "32" in the figure above.
Then, pl ease del ete this paragraph.

Thi s docunent particularly defines howthis option is used in
messages protected with OSCORE. That is, when the option is included
in an outgoi ng nessage, the option value confirns the new OSCORE

Reci pient ID that the recipient endpoint has chosen for this sender
endpoi nt ..

The Recipient-1D Ack Option is of class Ein terns of OSCORE
processing (see Section 4.1 of [RFC8613]).
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2.4.1. OSCORE ID Update Procedure Initiated with a Request Message

Figure 1 shows an exanpl e of the OSCORE | D update procedure, run
stand-al one and initiated by the client sending a request nessage.

On each peer, SID and RI D denote the OSCORE Sender | D and Reci pi ent

I D of that peer, respectively. An exanple where the server initiates
the procedure is shown in Appendix A 1.

dient Server
I
CTX_A { | | CTX_A {
SID = 0x01 | | SID = 0x00
RI D = 0x00 | | RID= 0x01
} I |}
I I
| Request #1 |
Pr ot ect I i > /tenp
with CTX_A | OSCORE { |
| ... |
| kid: 0x01 | Verify
| } | with CTX_A
| Encrypted Payl oad { |
| ... I
| Recipient-1D 0x42 |
| ... |
| Application Payl oad |
|} I
I I
| Response #1 |
I e | Protect
| OSCORE { | with CTX A
|
Verify | 3} |
with CTX_A | Encrypted Payl oad { |
| ... |
| Recipient-1D 0x78 |
| Recipient-1D Ack: 0x42 |
|
| Application Payl oad |
|} I
I I
I I
I I
| Request #2 |
Pr ot ect I > /tenp
with CTX_A | OSCORE { |
| ... |
| kid: 0x01 | Verify
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| } | with CTX A
| Encrypted Payl oad { |
| ... |
| Recipient-1D Ack: 0x78 |
| ... |
| Application Payl oad |
|} I
I I
| Response #2 |
I | Protect
| OSCORE { | with CTX A
I |
Verify | } |
with CTX_ A | Encrypted Payl oad { |
| ... |
| Recipient-1D Ack: 0x42 |
| Application Payl oad |
|} I
I I
I I
| Request #3 |
Pr ot ect I > /tenp
with CTX A | OSCORE { |
I |
| kid: 0x01 | Verify
| } | wth CTX_A
| Encrypted Payl oad { |
| ... |
| Recipient-ID Ack: 0x78 |
I |
| Application Payl oad |
| } I
| |
| Response #3 |
R T T | Protect
| OSCORE { | with CTX A
| ... |
Verify | 3} |
with CTX_A | Encrypted Payl oad { |
| ... |
| Recipient-ID Ack: 0x42 |
| Application Payl oad |
|} I
I I
Safe to | |
di scard | |
CTX_A | |
I I

H7 77 glund & Til oca Expi res 3 Septenber 2026 [ Page 11]



I nternet-Draft Identifier Update for OSCORE March 2026

Abblication Payl oad

| Request #4 |
Pr ot ect I i > /tenp
with CTX_ A | OSCORE { |
| ... |
| kid: 0x01 | Verify
|} | with CTX_A
| Encrypted Payl oad { [
|
| Recipient-ID Ack: 0x78 |
| ... |
| Application Payl oad |
I I
I I
| | Safe to
| | discard
| | CTX_A
I I
| Response #4 |
R | Protect
| OSCORE { with CTX A
| ...
Verify | }
with CTX_ A |
I
I
I
|

I
I
Encrypted Payl oad { |
I
I
I
|

Figure 1. Exanple of the OSCORE | D update procedure initiated
with a request nessage

Bef ore the OSCORE | D update procedure starts, the client (the server)
shares with the server (the client) an OSCORE Security Context CTX_ A
with Sender 1D 0x01 (0x00) and Recipient |ID 0x00 (0x01).

When starting the OSCORE | D update procedure, the client determ nes
its new i ntended OSCORE Recipient I D 0x42. Then, the client prepares
a CoAP request targeting an application resource at the server. The
request includes the Recipient-1D Option, with value the client’s new
Reci pi ent | D 0x42.

The client protects the request with CTX_A i.e., by using the keying
material derived fromthe client’s current Sender ID 0x01l. The
protected request specifies the client’s current Sender I D 0x01l in
the "kid field of the OSCORE Option. After that, the client sends
the request to the server as Request #1.
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Upon receiving, decrypting, and successfully verifying the OSCORE
message Request #1, the server retrieves the value 0x42 fromthe

Reci pient-1D Option, and determnes its new i ntended OSCORE Reci pi ent
I D 0x78. Then, the server prepares a CoAP response including the
Reci pient-1D Option, with value the server’s new Recipient | D 0x78,
and the Recipient-1D Ack Option, with value the client’s offered

Reci pi ent | D 0x42.

The server protects the response with CTX A i.e., by using the
keying material derived fromthe server’'s current Sender | D 0x00.
After that, the server sends the response to the client.

Next, the client sends the OSCORE nessage Request #2, which is
protected with CTX_A and includes the Recipient-1D Ack Option, with
val ue the server’s offered Recipient |ID 0x78.

Fromthis point, follow ng nessages exchanges between the peers wll
include the Recipient-ID Ack Option. A peer will only stop including
that option when it has verified 3 nessages fromthe other peer
contai ni ng the Reci pient-1D Ack Option.

Upon receiving, decrypting, and successfully verifying the OSCORE
message Response #3, the client considers 0x78 and 0x42 as the new
Sender I D and Recipient IDto use when deriving CTX_B. Practically,
the client can install a new OSCORE Security Context CTX_B where: i)
its Sender I D and Recipient ID are 0x78 and 0x42, respectively; ii)
the Sender Sequence Nunmber and the Replay Wndow are re-initialized
(see Section 3.2.2 of [RFC8613]); iii) anything else is like in the
OSCORE Security Context CTX A

Upon receiving, decrypting, and successfully verifying the OSCORE
message Request #4, the server considers 0x42 and 0x78 as its new
Sender ID and Recipient IDto use for CTX B. Practically, the server
installs a new OSCORE Security Context CTX A where: i) its Sender ID
and Recipient ID are 0x42 and 0x78, respectively; ii) the Sender
Sequence Nunber and the Replay Wndow are re-initialized (see

Section 3.2.2 of [RFC8613]); iii) anything else is like in the OSCORE
Security Context CTX_A

At this point both client and server are in a position to derive

CTX B already, or wait to do it. Regardless they are both able to
start using CTX B, e.g., after network mgration.
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2.4.2. Establishing New OSCORE I dentifiers Ahead of Network M gration

Peers may use the OSCORE | D update procedure to establish new OSCORE
IDs in advance of a network change. However, peers SHOULD NOT begin
usi ng these new identifiers on the current network prior to network
mgration. Using a newidentifier on the old network, or using the
old identifiers on the new network, would allow observers to
correlate activity across networks, defeating the unlinkability that
updating the OSCORE IDs is intended to provide. To be effective, new
identifiers SHOULD only be used for sendi ng OSCORE protected nessages
once the network nmigration is conpleted. Establishing new OSCORE | Ds
ahead of tine ensures that mgration can proceed w thout delay, but
care must be taken to ensure that premature use of the identifiers
does not enable linkability.

To acconplish this, the peers execute the |ID update procedure as
normal, with the followi ng difference: the peers nust not begin using
the OSCORE Security Context CTX B until after the network mgration
has taken place. Thus, both peers will be in the position to derive
CTX B, but will not transition to use it until the first request
protected with CTX Bis transmtted in the new network, that is after
network migration. Note that peers may want to retain CTX A to have
avail abl e for mgration back to the old network.

2.4.3. Additional Actions for Execution

After having experienced a | oss of state, a peer MJST NOT participate
in a stand-al one OSCORE | D update procedure wi th another peer, until
havi ng perforned a full-fledged establishment/renewal of an OSCORE
Security Context with the other peer (e.g., by running KUDCS
[1-D.ietf-core-oscore-key-update] or the authenticated key

est abl i shnent protocol EDHOC [ RFC9528]).

More precisely, a peer has experienced a |loss of state if it cannot
access the | atest snapshot of the | atest OSCORE Security Context
CTX_OLD or the whole set of OSCORE Sender/Recipient |IDs that have
been used with the triplet (Master Secret, Mster Salt, |ID Context)
of CTX OLD. This can happen, for instance, after a device reboots.

Furt hernore, when participating in a stand-al one OSCORE | D updat e
procedure, a peer perforns the foll owi ng additional steps.
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*  \When a peer sends an | D update nessage, the value of the
Reci pient-1D Option that the peer specifies as its new intended
OSCORE Reci pient ID MUST fulfill both the follow ng conditions: it
is currently available as Recipient IDto use for the peer (see
Section 3.3 of [RFC8613]); and the peer has never used it as
Recipient IDwith the current triplet (Master Secret, Mster Salt,
I D Cont ext).

* \When receiving an | D update nessage, the peer MJST abort the
procedure if it has already used the identifier specified in the
Reci pient-1D Option as its own Sender IDwith the current triplet
(Master Secret, Master Salt, |D Context).

In order to fulfill the conditions above, a peer has to keep track of
the OSCORE Sender/Recipient IDs that it has used with the current
triplet (Master Secret, Master Salt, ID Context) since the |atest
update of the OSCORE Master Secret (e.g., performed by running
KUDCS) .

2.5. Preserving Observations Across | D Updates

When having run the OSCORE | D update procedure stand-al one and
starting to use CTX B, or having run the OSCORE | D update procedure
integrated in an execution of KUDOS, the following holds if Observe
[ RFC7641] is supported, in order to preserve ongoi ng observations
beyond a change of OSCORE identifiers.

* |f a peer intends to keep active beyond an update of its Sender ID
the observations where it is acting as CoAP client, then the peer

- MJST store the value of the 'kid paranmeter fromthe origina
hserve requests, and retain it for the whole duration of the
observations, throughout which the client MJUST NOT update the
stored val ue associated with the correspondi ng Cbserve
regi stration request; and

- MJST use the stored value of the '"kid paraneter fromthe
original Cbserve registration request as value for the
"request _kid parameter in the external aad structure (see
Section 5.4 of [RFC8613]), when verifying notifications for
that observation as per Section 8.4.2 of [RFC8613].

* |f a peer is acting as CoAP server in an ongoi ng observation, then
the peer:
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- MJST store the value of the 'kid paranmeter fromthe origina
observe registration request, and retain it for the whole
duration of the observation, throughout which the peer MJST NOT
update the stored val ue associated with the correspondi ng
bserve registration request; and

- MJST use the stored value of the 'kid paraneter fromthe
original Cbserve registration request as value for the
"request _kid parameter in the external aad structure (see
Section 5.4 of [RFC8613]), when protecting notifications for
that observation as per Section 8.3.1 of [RFC8613].

Security Considerations

The sane security considerations as in [RFC8613] and
[I-D.ietf-core-oscore-key-update] hold for this docunent.

The OSCORE | D update procedure is a nmechanismto nmitigate the risk of
tracki ng by on-path adversaries. By enabling endpoints to update
their identifiers, either in response to specific events or on a
regul ar basis, this approach hel ps prevent correlations that could

ot herwi se be drawn between OSCORE nessages on different networks.

Wil e the | D update procedure hel ps reduce linkability across

net wor ks, the change of 1Ds al one nmight not conpletely prevent
adversaries fromrecogni zing traffic patterns that reveal nessage
ordering or frequency. That is, the procedure becones nore effective
if conmbined with the protection and/or change of other information
that can help identify endpoints across different networks.

In that spirit, when a peer installs a new OSCORE Security Context as
a result of the OSCORE | D update procedure, it re-initializes the
Sender Sequence Nunmber to 0. That prevents an adversary from
obviously tracking the peer by leveraging the Partial |1V of observed
nmessages, since the Partial |V value does not predictably continue
fromthe [ ast known val ue that was used in the previ ous network.

Buil ding on that, the peer can in fact re-initialize the Sender
Sequence Nunber to a value greater than 0, thus making tracking
further difficult.

Li kewi se, other infornmation such as addressing information, may stil
be used to track the peers. Thus, it is recomended to conbine the
usage of the OSCORE I D update procedure also with the follow ng, upon
network mgration

* Changing the network address (e.g., intentionally, or due to
mobi lity, or NAT rebinding).
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* Changing the |link-layer address (e.g., MAC address randomi zation).
Furthernmore, it is recomended that a peer does not start using its
new y established OSCORE Sender ID until after network migration, in
order to nmitigate tracking attenpts.

4. |1 ANA Consi derations

Thi s docunent has the follow ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

4.1. CoAP Option Numbers Registry
I ANA is asked to enter the following entries to the "CoAP Option

Nunbers" registry within the "Constrai ned RESTful Environnents (CoRE)
Par armet ers" regi stry group.

[ ool ool el )
| Nurber | Nane | Reference |
[ R ety S e e ety
| TBD24 | Recipient-1D | [ RFCG XXXX] |
F----- - - R I I I I +
| TBD32 | Recipient-1D Ack | [RFC XXXX] |
+-------- R i R +

Tabl e 3: New CoAP Option Nunbers

Note to RFC Editor: Followi ng the registration of the CoAP Option
Nunber 24, please replace "TBD24" with "24" in the table above.

Then, please delete this paragraph. Note to RFC Editor: Foll ow ng
the registration of the CoAP Option Number 32, please replace "TBD32"
with "32" in the table above. Then, please delete this paragraph.
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Appendi x A.  Exanpl es

RFC 9528,

Thi s appendi x provi des exanpl es where the OSCORE | D update procedure

is used. In particular:

*  Appendix A 1 shows an exanple of the OSCORE | D update procedure

initiated by the server sending a response nmessage.

*  Appendi x A 2 shows an exampl e of the OSCORE | D update procedure
initiated by the client sending a request nmessage where the

procedure fails to conpl ete.
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A.1. OSCORE ID Update Procedure Initiated with a Response Message

Figure 2 shows an exanpl e of the OSCORE | D update procedure, run
stand-al one and initiated by the server sending a response nmessage.

On each peer, SID and RI D denote the OSCORE Sender

I D of that peer,

taken by the peers involved are aligned wth what

I D and Reci pi ent

respectively. The prerequisites and the actions

is described in

Section 2.4.1, except that it is the server that takes the initiative
to performthe OSCORE |ID update procedure.

ai

CTX_A {
SI D
RI D

}

0x01
0x00

Verify
with CTX_A

Pr ot ect
with CTX A

HH gl und & Tiloca

ent Server
I
| CTX A {
| SID = 0x00
| RID= 0x01
I }
Request #1 |
---------------------------------- > /tenp
OSCORE { I
e |
kid: 0x01 |
} I
Encrypt ed Payl oad { |
e I
Appl i cation Payl oad |
| |
Response #1 |
TS | Protect
OSCORE { | with CTX_ A
e I
} |
Encrypt ed Payl oad { |
c I
Reci pi ent-1D: 0x42 |
e I
Appl i cation Payl oad |
} |
I
I
I
Request #2 |
---------------------------------- > /tenp
OSCORE { |
. I
kid: 0x01 | Verify
} | with CTX A
Expi res 3 Septenber 2026 [ Page 19]
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Encrypted Payl oad {

|
Reci pi ent- 1D 0x78 |
Reci pi ent -1 D- Ack: 0x42 |
c |
Appli cation Payl oad |
I
I
|

I
I
|
I
I
I
I}
| Response #2
I | Protect
| OSCORE { | with CTX_A
I |
Verify | } |
with CTX_ A | Encrypted Payl oad { |
| ... |
| Recipient-1D Ack: 0x78 |
| ... |
| Application Payl oad |
I I
I I
| |
| Request #3 |
Pr ot ect I e > /tenp
with CTX_A | OSCORE { |
| ... |
| kid: 0x01 | Verify
| } | with CTX_A
| Encrypted Payl oad { |
| ... |
| Recipient-ID Ack: 0x42 |
| Application Payl oad |
|} I
| |
| Response #3 |
R T T | Protect
| OSCORE { | with CTX A
| ... |
Verify | 3} |
with CTX_A | Encrypted Payl oad { |
| ... |
| Recipient-ID Ack: 0x78 |
I |
| Application Payl oad |
|} I
| |
I I
I I
I I
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I
| Request #4 |
Pr ot ect I > /tenp
with CTX_A | OSCORE { |
| ... |
| kid: 0x01 | Verify
|} | with CTX_A
| Encrypted Payl oad { |
| ... |
| Recipient-1D Ack: 0x42 |
| Application Payl oad |
I I
I I
| | Safe to
| | discard
| | CTX_A
I I
| Response #4 |
R | Protect
| OSCORE { | wth CTX_A
| ... |
Verify | } |
with CTX_ A | Encrypted Payl oad { |
I |
Safe to | Recipient-ID Ack: 0x78 |
di scard | ... |
CTX_ A | Application Payl oad |
I I
I I

Fi gure 2: Exanmple of the OSCORE | D update procedure initiated
with a response nessage

A 2. Failure of the OSCORE | D Update Procedure Initiated with a Request
Message

Figure 3 shows an exanpl e of the OSCORE | D update procedure, run
stand-alone and initiated by the client sending a request nessage
where the procedure fails to conplete due to the server not including
the Recipient-1D-Ack option or the Recipient-IDin its response
messages. On each peer, SID and RI D denote the OSCORE Sender |D and
Reci pient I D of that peer, respectively. This exanple assunes that
the val ue of the REPEAT_TIMER on the client is such that it expires
bet ween each request the client sends.

The client repeatedly tries sending requests to the client including

the Recipient-1D option, but does not receive acknow edgnents in the
form of responses containing the Response-|ID Ack option fromthe
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server. Thus the client eventually reaches the expiration of its
ENDI NG Tl MER, aborts the OSCORE | D update procedure, and proceeds to
conti nue comruni cation with normal OSCORE nessages.

Encrypted Payl oad {

Reci pi ent- 1D 0x42

Apblication Payl oad

Cient Server
I I
CTX_A { | | CTX_A {
SID = 0x01 | | SID = 0x00
RI D = 0x00 | | RID= 0x01
} I |}
I I
| Request #1 |
Pr ot ect I e > /tenp
with CTX_ A | OSCORE { |
| ... |
| kid: 0x01 | Verify
| } | with CTX_A
| Encrypted Payl oad { |
| ... |
| Recipient-1D 0x42 |
| ... |
| Application Payl oad |
I I
I I
| Response #1 |
R T | Protect
| OSCORE { | with CTX_A
| ... |
Verify | 3} |
with CTX_ A | Encrypted Payl oad { |
| ... |
| Application Payl oad |
| |
I I
I I
I I
| Request #2 |
Pr ot ect I i > /tenp
with CTX_A OSCORE { |
c. |
kid: 0x01 | Verify
} | with CTX A
I
I
|
I
I
I
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Response #2 |
e | Protect
with CTX_A

I

I

|

I

I

Verify |
with CTX_ A | Encrypted Payl oad {

I

|

I

I

I

I

Encrypted Payl oad {

I
.. |
I
I
I
|
I
I
I
Request #3 |
Pr ot ect I R R P > /tenp
with CTX_ A | OSCORE { |
| ... |
| kid: 0x01 | Verify
| } | with CTX A
| Encrypted Payl oad { |
| ... |
| Recipient-1D 0x42 |
| ... |
| Application Payl oad |
|} I
I I
| Response #3 |
R i | Protect
| OSCORE { | with CTX_A
R |
Verify | } |
with CTX_ A | Encrypted Payl oad { |
| ... |
| Application Payl oad |
|} I
I I
ENDI NG _ | |
TI MER | |
expired | |
| |
| Request #4 |
Pr ot ect [--mmmm > /tenp
with CTX A OSCORE { |
o |
kid: 0x01 | Verify
| with CTX_A
I
I
I

I
I
I
|}
I
I
I

Abblication Payl oad
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Appl i cati on Payl oad

—

|} I
I I
| |
I I
| Response #4 |
R | Protect
| COSCORE { with CTX A
| ..
Verify | 3}
with CTX_A | Encrypted Payl oad {
I
I
I
I

Figure 3: Exanple of the OSCORE | D update procedure failing when
initiated with a request nessage

Appendi x B. Document Updates

This section is to be renmoved before publishing as an RFC
B.1. Version -05 to -06

* Consider alternatives to timers.
B.2. Version -04 to -05

* Editorial updates.

* Add additional nmessage flow exanples, including a failure case.
B.3. Version -03 to -04

* Fixes in presenting the new approach.

* Early reconmendations for initial values of tiners.
B.4. Version -02 to -03

* Editorial inprovenents.

* |Inproved security considerations.

* Using the I D update procedure ahead of network migration and
switching to new IDs after mgration.

* Update design nore in line wth KUDGCS.
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B. 5.

*

B. 6.

Version -01 to -02

Split long section into subsections.

Updat ed ref erences.

Version -00 to -01

Revi sed and extended error handli ng.

Specify that the Recipient-1D option may need to be enpty.

Fail ure cases when running the ID update procedure integrated with
KUDCS.

Clarifications and editorial inprovenents.
Versi on -00

Split out material from Key Update for OSCORE draft into this new
docunent .

Ext ended term nol ogy.

Editorial inprovenents.
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