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Abst ract

Obj ect Security for Constrained RESTful Environnents (OSCORE) can be
used to protect CoAP nmessages end-to-end between two endpoints at the
application layer, also in the presence of internediaries such as
proxies. This docunment defines how to use OSCORE for protecting CoAP
nmessages al so between an origin application endpoint and an
intermediary, or between two intermediaries. Also, it defines rules
to escalate the protection of a CoAP option, in order to encrypt and
integrity-protect it whenever possible. Finally, it defines howto
secure a CoAP nessage by applying multiple, nested OSCORE
protections, e.g., both end-to-end between origin application

endpoi nts, and between an application endpoint and an internediary or
between two internediaries. Therefore, this docunment updates RFC
8613. Furthernore, this document updates RFC 8768, by explicitly
defining the processing with OSCORE for the CoAP option Hop-Lint.
The approach defined in this docunent can be seam essly used with
Group OSCORE, for protecting CoAP nessages when group comruni cation
is used in the presence of internediaries.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group nmailing list (core@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://github. com core-wy/ oscor e-capabl e- pr oxi es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Constrai ned Application Protocol (CoAP) [RFC7252] supports the
presence of internediaries, such as forward-proxies and reverse-

proxi es, which assist origin clients by perform ng requests to origin
servers on their behal f, and forwardi ng back the correspondi ng
responses.

CoAP supports al so group comuni cation scenari os
[1-D.ietf-core-groupcommbis], where clients can send a one-to-nmany
request targeting all the servers in the group, e.g., by using IP
mul ticast. Like for one-to-one comruni cation, group settings can
also rely on intermediaries [I-D.ietf-core-groupconm proxy].

The security protocol Object Security for Constrained RESTfu

Envi ronments (OSCORE) [ RFC8613] can be used to protect CoAP nessages
between two endpoints at the application |ayer, especially achieving
end-to-end security in the presence of (non-trusted) internediaries.
VWhen CoAP group comuni cation is used, the sane can be achi eved by
means of the security protocol G oup OSCORE
[1-D.ietf-core-oscore-groupcon.
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For a nunber of use cases (see Appendix A), it is required and/or
beneficial that conmmunications are secured al so between an
application endpoint (i.e., a CoAP origin client/server) and an
intermediary, as well as between two adjacent internediaries in a
chain. This especially applies to the comruni cation | eg between the
CoAP origin client and the adjacent internediary acting as next hop
towards the CoAP origin server

In such cases, and especially if the origin client already uses
OSCORE to achi eve end-to-end security with the origin server, it
woul d be convenient that OSCORE is used al so to secure comuni cations
between the origin client and its next hop

However, the original specification [ RFC8613] does not define how
OSCORE can be used to protect CoAP nmessages in that conmuni cation
|l eg, or how to generally process CoAP nessages with OSCORE at an
intermediary. In fact, this would require to consider also an
intermedi ary as an "OSCORE endpoint".

This docunent fills this gap, and updates [RFC38613] as foll ows.

* |t defines how to use OSCORE for protecting a CoAP nessage in the
conmmuni cation | eg between: i) an origin client/server and an
intermediary; or ii) two adjacent intermediaries in an
internmediary chain. That is, besides origin clients/servers, it
all ows also internediaries to be "OSCORE endpoi nts”

* |t defines rules to escalate the protection of a CoAP option that
is originally meant to be unprotected or only integrity-protected
by OSCORE. This results in both encrypting and integrity-
protecting a CoAP option whenever it is possible.

* |t admits a CoAP nmessage to be secured by multiple, nested OSCORE
protections applied in sequence. For instance, this is the case
when the nmessage i s OSCORE- protected end-to-end between the origin
client and origin server, and the result is further OSCORE-
protected over the | eg between the current and next hop (e.g., the
origin client and the adjacent intermediary acting as next hop
towards the origin server)

Furthernore, this docunent updates [RFC8768], as it explicitly
defines the CoAP option Hop-Linit to be of Cass U for OSCORE (see
Section 3). In the case where the Hop-Linit option is first added to
a request by an origin client instead of an intermediary, this update
avoi ds undesired overhead in terns of message size and ensures that
the first internmediary in the chain enforces the intent of the origin
client in detecting forwarding | oops.
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Thi s docunent does not specify any new signaling nmethod to guide the
message processing on the different endpoints. |In particular, every
endpoint is always able to understand what steps to take on an

i ncom ng nessage, depending on the presence of the OSCORE option and
of other CoAP options intended for an internediary.

The approach defined in this document can be seanl essly adopted al so
when G oup OSCORE is used, for protecting CoAP nessages in group
communi cati on scenarios that rely on internediaries.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the terns and concepts
related to CoAP [ RFC7252], OSCORE [ RFC8613], and G oup OSCORE
[1-D.ietf-core-oscore-groupconm. This docunent especially builds on
concepts and nechanics related to internedi aries such as CoAP

f orwar d- proxi es and reverse- proxi es.

In addition, this docunment uses the follow ng terns.

* Source application endpoint: an origin client producing a request,
or an origin server producing a response.

* Destination application endpoint: an origin server intended to
consume a request, or an origin client intended to consune a
response.

* Application endpoint: a source or destination application
endpoi nt.

* Source OSCORE endpoint: an endpoint protecting a nessage with
OSCORE or G oup OSCORE.

* Destination OSCORE endpoint: an endpoint unprotecting a nessage
with OSCORE or G oup OSCORE.

* OSCORE endpoint: a source or destination OSCORE endpoint. An
OSCORE endpoint is not necessarily also an application endpoint
with respect to a certain nessage

* Hop: an endpoint in the end-to-end path between two application
endpoi nts incl uded.
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Proxy-related options: either of the follow ng (set of) CoAP
options that a proxy can use to understand where to forward a CoAP
request. These CoAP options are defined in [ RFC7252] and
[I-D.ietf-core-href].

-  The Proxy-Wi option or the Proxy-Cri option. These are
rel evant when using a forward-proxy.

- The set of CoAP options conprising the Proxy-Schenme option or
t he Proxy-Scheme-Nunber option, together with any of the Uri-*
options. This is relevant when using a forward-proxy.

-  The set of CoAP options conprising any of the Uri-Host, Uri-
Port, and Uri-Path options, when those are not used together
wi th the Proxy-Schene option or the Proxy-Scheme-Nunber option.
This is rel evant when using a reverse-proxy.

Message Processing

This section defines the processing of CoAP nessages w th OSCORE

Appendi x B provides a nunber of exanpl es where the approach defined
in this docunent is used to protect nessage exchanges.

2. 1.

Devi ations fromthe Oiginal Message Processing

Thi s docunent introduces the follow ng two main deviations fromthe
ori gi nal OSCORE specification [ RFC8613].

*

An " OSCORE endpoint", as a producer/consuner of an OSCORE opti on,
can be not only an application endpoint (i.e., an origin client or
server), but also an internmediary such as a proxy.

Hence, OSCORE can be used between an origin client/server and a
proxy, as well as between two proxies in an internediary chain.

A CoAP nessage can be secured by multiple OSCORE protections
applied in sequence. In such a case, the final result is a
message with nested OSCORE protections. Hence, follow ng a
decryption, the resulting nessage mght legitimtely include an
OSCORE option, and thus have in turn to be decrypted.

The npbst common case is expected to consider a nmessage protected
with up to two OSCORE | ayers, i.e.: i) an inner layer, protecting
the message end-to-end between the origin client and the origin
server acting as application endpoints; and ii) an outer |ayer,
protecting the nessage between a certain OSCORE endpoi nt and the
ot her OSCORE endpoi nt adjacent in the internediary chain.
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2

However, a message can al so be protected with a higher, arbitrary
nunber of nested OSCORE | ayers, e.g., in scenarios relying on a

| onger chain of intermediaries. For instance, the origin client

can sequentially apply nmultiple OSCORE | ayers to a request, each

of which to be consunmed and renobved by one of the internediaries

in the chain, until the origin server is reached and it consunes

t he i nnernost OSCORE | ayer.

An OSCORE endpoi nt SHOULD defi ne the nmaxi mum nunber of OSCORE
layers that it is able to apply (renove) when processing an

out goi ng (i ncom ng) CoAP nessage. The defined limt has to
appropriately reflect the security requirenents of the
application. At the same time, such a limt is typically bounded
by the maxi mum nunber of OSCORE Security Contexts that can be
active at the endpoint, and al so by the nunber of internediary
OSCORE endpoi nts that have been explicitly set up by the

conmuni cating parties.

If its defined limt is reached when processing a CoAP nessage, an
OSCORE endpoi nt MJUST NOT perform any further OSCORE processi ng on

that nmessage. |If the nmessage is an outgoing request and it
requires further OSCORE processing beyond the set linmt, the
endpoi nt MUST abort the nessage sending. |f the nessage is an

incom ng request and it requires further OSCORE processi ng beyond
the set limt, the endpoint MJST reply with a 4.01 (Unauthorized)
error response. The endpoint protects such a response by applying
the sanme OSCORE | ayers that it successfully renmoved fromthe
correspondi ng i ncom ng request, but in the reverse order than the
one according to which they were renoved (see Section 2.5).

Protection of CoAP Options

Let us consider a sender endpoint that, when protecting an outgoing
message M applies the i-th OSCORE | ayer in sequence, by using the
OSCORE Security Context shared with another OSCORE endpoi nt X

As usual, the sender endpoint encrypts and integrity-protects the
CoAP options included in Mthat are processed as C ass E for OSCORE
as per Sections 4.1.1 and 4.1.3 of [RFC8613].

Per the update made by this docunment, the sender endpoint MJST
performthe procedure defined bel ow for each CoAP option OPT that is
included in Mand is originally specified only as an outer option
(Cass Uor I) for OSCORE. This procedure does not apply to options
that are specified (also) as Cass E. Depending on the outcone of
this procedure, the sender endpoint processes OPT as per its origina
Class Uor |, or instead as Cass E
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Bef ore protecting Mby using the OSCORE Security Context shared with
anot her OSCORE endpoint X and applying the i-th OSCORE | ayer in
sequence, the sender endpoint performs the foll owi ng steps, for each
CoAP option OPT that is included in Mand is originally specified
only as an outer option (Class Uor |) for OSCORE. Appendix C

provi des an overvi ew of these steps through a state di agram

Note that the sender endpoint can assess some conditions only "to the
best of its knowl edge”. This is due to the possible presence of a
reverse-proxy standing for X and whose presence as reverse-proxy is,
by definition, expected to be unknown to the sender endpoint.

1. If the sender endpoint has added OPT to M then this algorithm
moves to Step 2. Otherwise, this algorithmmnoves to Step 4.

2. If, to the best of the sender endpoint’s know edge, X is a
consuner of OPT, then this algorithmnoves to Step 3. O herw se,
this algorithmnoves to Step 4.

3. If, to the best of the sender endpoint’s know edge, X is the
i medi at el y next consuner of OPT, then this algorithmnoves to
Step 5. Oherwise, this algorithmnoves to Step 9.

4. |If any of the follow ng conditions holds, then this algorithm
moves to Step 6. Otherwise, this algorithmnoves to Step 9.

* To the best of the sender endpoint’s know edge, X is the next
hop for the sender endpoint; or

* To the best of the sender endpoint’s know edge, the next hop
for the sender endpoint is not the imedi ately next consuner
of OPT.

5. If X needs to access OPT before having renoved the i-th OSCORE
layer or in order to renove the i-th OSCORE | ayer, then this
algorithmnoves to Step 9. Qherwise, this algorithmnoves to
Step 6.

6. If OPT is the Ui-Host or Ui-Port option, then this algorithm
moves to Step 7. Oherwise, this algorithmnoves to Step 8.

7. |If Mincludes the Proxy-Schenme or Proxy-Schere- Nunber option,
then this algorithmnoves to Step 8. Oherwise, this algorithm
noves to Step 9.

8. The sender endpoint determnes that OPT will be processed as

Class E for OSCORE, i.e., both encrypted and integrity-protected.
Then, the sender endpoint terminates this algorithm
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9. The sender endpoint determines that OPT will be processed as per
its original Class Uor | for OSCORE. Then, the sender endpoint
term nates this al gorithm

Conpared to what is defined in Section 5.7.1 of [RFC7252], a new
requirenent is introduced for a proxy that acts as OSCORE endpoi nt.
That is, for each CoAP option OPT included in an outgoi ng nessage M
that the proxy protects with OSCORE, the proxy has to be able to
recogni ze OPT and thus be aware of the original Cass of OPT for
OSCORE

If a proxy does not recognize a CoAP option included in M then the
proxy MJST stop processing Mand perforns the foll owi ng actions.

* |f Mis a request, then the proxy MJST respond with a 4.02 (Bad
Option) error response to (the previous hop towards) the origin
client.

* |If Mis a response, then the proxy MJST send a 5.02 (Bad Gat eway)
error response to (the previous hop towards) the origin client.

In either case, this may result in protecting the error response over
that comunication | eg, as per Section 2.5.

2.3. Processing of an Qutgoi ng Request

The rules from Section 2.2 apply when processing an out goi ng request
message, with the foll owi ng additions.

When a source application endpoint applies nmultiple OSCORE | ayers in
sequence to protect an outgoing request, and it uses an OSCORE
Security Context shared with the other application endpoint, then the
first OSCORE | ayer MJST be applied by using that Security Context.

After that, the source application endpoint further protects the

out goi ng request, by applying one OSCORE | ayer for each internediary
with which it shares an OSCORE Security Context. Wen doing so, the
source application endpoint applies those OSCORE | ayers in the same
order according to which those intermediaries are positioned in the
chain, starting fromthe one closest to the other application
endpoi nt and novi ng backwards towards the one closest to the source
appl i cation endpoi nt.

2.4. Processing of an Incom ng Request
Upon receiving a request REQ the recipient endpoint perforns the

actions described in the follow ng steps. Appendi x D provides an
overvi ew of these steps through a state diagram
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1. |If REQ includes proxy-related options, the endpoint noves to Step

2

O herwi se, the endpoint noves to Step 3.

2. The endpoint proceeds as defined bel ow, dependi ng on which of the
two follow ng conditions holds.

*

REQ i ncl udes either of the follow ng (set) of CoAP options:
the Proxy-Uri option; the Proxy-Cri option; the Proxy-Schene
option or the Proxy-Schene- Nunmber option, together with any of
the Uri-* options.

If the endpoint is not configured to be a forward-proxy, it
MJST stop processing the request and MJST respond with a 5.05
(Proxying Not Supported) error response to (the previous hop
towards) the origin client, as per Section 5.10.2 of

[ RFC7252]. This may result in protecting the error response
over that communication |eg, as per Section 2.5.

O herw se, the endpoi nt MJUST check whether forwarding this
request to (the next hop towards) the origin server is an
acceptabl e operation to perform according to the endpoint’s
configuration and a possi ble authorization enforcenent. This
check can be based, for instance, on the specific OSCORE
Security Context that the endpoint used to decrypt the

i ncom ng nessage, before perfornming this step

In case the check fails, the endpoint MJST stop processing the
request and MUST respond with a 4.01 (Unauthorized) error
response to (the previous hop towards) the origin client, as
per Section 5.10.2 of [RFC7252]. This may result in
protecting the error response over that communication |eg, as
per Section 2.5.

Instead, in case the check succeeds, the endpoi nt consunes the
proxy-rel ated options as per Section 5.7.2 of [RFC7252]. In
particul ar, the endpoint checks whether the authority (host
and port) of the request URlI identifies the endpoint itself.
In such a case, the endpoint noves to Step 1.

O herwi se, the endpoint forwards REQ to (the next hop towards)
the origin server according to the request URI, unless
differently indicated in REQ e.g., by neans of any of its
CoAP options. For instance, a forward-proxy does not forward
a request that includes proxy-related options together with
the Listen-To-Milticast-Notifications option (see Section 12
of [I-D.ietf-core-observe-nulticast-notifications]).
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If the endpoint forwards REQto (the next hop towards) the
origin server, this may result in (further) protecting REQ
over that communication |eg, as per Section 2.3.

After that, the endpoint does not take any further action

* REQ does not include the Proxy-Scheme option or the Proxy-
Schene- Nunmber option, but it includes one or nore Uri-Path
options, and/or the Uri-Host option, and/or the Uri-Port
option.

If the endpoint is not configured to be a reverse-proxy, or
what is targeted by the value of the Ui-Path, Ui-Host, and
Uri-Port options is not intended to support reverse-proxy
functionalities, then the endpoint proceeds to Step 3.

O herwi se, the endpoint MJST check whether forwarding this
request to (the next hop towards) the origin server is an
acceptabl e operation to perform according to the endpoint’s
configuration and a possi bl e authorization enforcenent. This
check can be based, for instance, on the specific OSCORE
Security Context that the endpoint used to decrypt the

i ncom ng nessage, before perfornming this step

In case the check fails, the endpoint MJST stop processing the
request and MUST respond with a 4.01 (Unauthorized) error
response to (the previous hop towards) the origin client, as
per Section 5.10.2 of [RFC7252]. This may result in
protecting the error response over that communication |eg, as
per Section 2.5.

O herwi se, the endpoint consumes the present Uri-Path, Uri-
Host, and Uri-Port options, and forwards REQ to (the next hop
towards) the origin server, unless differently indicated in
REQ e.g., by neans of any of its CoAP options.

If the endpoint forwards REQ to (the next hop towards) the
origin server, this may result in (further) protecting REQ
over that communication |eg, as per Section 2.3.

After that, the endpoint does not take any further action

Note that, when forwarding REQ the endpoint mght not renpve
all the Uri-Path options originally present, e.g., in case the
next hop towards the origin server is a reverse-proxy.

3. The endpoint proceeds as defined bel ow, depending on which of the
two follow ng conditions holds.
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* REQ does not include an OSCORE option

If the endpoint does not have an application to handle REQ it
MUST stop processing the request and MAY respond with a 4.00
(Bad Request) error response to (the previous hop towards) the
origin client. This may result in protecting the error
response over that communication | eg, as per Section 2.5.

O herwi se, the endpoint delivers REQto the application
* REQ includes an OSCORE option

If REQ includes any Uri-Path options, the endpoint MJST stop
processing the request and MAY respond with a 4.00 (Bad
Request) error response to (the previous hop towards) the
origin client. This may result in protecting the error
response over that communication | eg, as per Section 2.5.

O herw se, the endpoint MJUST check whether decrypting the
request is an acceptable operation to perform according to
the endpoint’s configuration and a possi bl e authorization
enforcenment, and in view of the (previous hop towards the)
origin client being the alleged request sender. This check
can be based, for instance, on considering the source
addressing informati on of the request, and then asserting
whet her the OSCORE Security Context indicated by the OSCORE
option is not only available to use, but also present in a
| ocal list of OSCORE Security Contexts that are usable to
decrypt a request fromthe alleged request sender.

In case the check fails, the endpoint MJST stop processing the
request and MUST respond with a 4.01 (Unauthorized) error
response to (the previous hop towards) the origin client, as
per Section 5.10.2 of [RFC7252]. This may result in
protecting the error response over that communication |eg, as
per Section 2.5.

Instead, in case the check succeeds, the endpoint decrypts REQ
usi ng the OSCORE Security Context indicated by the OSCORE
option, which results in the decrypted request REQ. The
possi bl e presence of an OSCORE option in REQ* is not treated
as an error situation.

If the OSCORE processing results in an error, the endpoint
MJST stop processing the request and perforns error handling
as per Section 8.2 of [RFC8613] or Sections 7.2 and 8.4 of
[1-D.ietf-core-oscore-groupconm, in case OSCORE or G oup
OSCORE i s used, respectively. 1In case the endpoint sends an
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error response to (the previous hop towards) the origin
client, this may result in protecting the error response over
that comunication | eg, as per Section 2.5.

O herwi se, REQ takes REQ*, and the endpoint noves to Step 1
2.5. Processing of an Qutgoi ng Response

The rules from Section 2.2 apply when processing an out goi ng response
message, with the foll owi ng additions.

When a source application endpoint applies nmultiple OSCORE | ayers in
sequence to protect an outgoing response, and it uses an OSCORE
Security Context shared with the other application endpoint, then the
first OSCORE | ayer MJST be applied by using that Security Context.

The sender endpoint protects the response by applying the sane OSCORE
|l ayers that it renoved fromthe correspondi ng i nconming request, but
in the reverse order than the one according to which they were
renoved.

In case the response is an error response, the sender endpoint
protects it by applying the sane OSCORE | ayers that it successfully
renoved fromthe correspondi ng i ncom ng request, but in the reverse
order than the one according to which they were renoved.

2.6. Processing of an Incom ng Response

The reci pi ent endpoint renpoves the sane OSCORE | ayers that it added
when protecting the correspondi ng outgoi ng request, but in the
reverse order than the one according to which they were added.

When doi ng so, the possible presence of an OSCORE option in the
decrypted response followi ng the renoval of an OSCORE | ayer is not
treated as an error situation, unless it occurs after having renoved
as many OSCORE | ayers as were added in the correspondi hg out goi ng
request. In such a case, the endpoint MJST stop processing the
response.

3. OSCORE Processing of the Hop-Limt Option

The CoAP option Hop-Limt is defined in [RFC8768] and can be used to
detect forwarding |oops through a chain of proxies. The first proxy
in the chain that understands the option can include it in a received
request (if not present already), then sets a proper integer value
speci fying the desired maxi mum nunber of hops, and finally forward
the request to the next hop. Any follow ng proxy that understands
the option decrenents the option value and forwards the request if
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the new value is different fromzero, or returns a 5.08 (Hop Linit
Reached) error response otherw se.

[ RFC8768] does not define how the Hop-Limt option is processed by
OSCORE. As a consequence, the default behavior specified in
Section 4.1 of [RFC8613] applies, i.e., the Hop-Limt option has to
be processed as Cass E for OSCORE

However, this results in additionally and unjustifiably increasing
the size of OSCORE-protected CoAP nessages, in case the origin client
is the first endpoint to add the Hop-Limt option in a CoAP request.
In the typical scenario where the origin client and the origin server
share an OSCORE Security Context, the origin client including the
Hop-Limt option in a request will also protect that option when
protecting the request end-to-end for the origin server, per the
default processing nentioned above. After that, the origin client
sends the request to its adjacent proxy in the chain, which will add
an outer Hop-Limt option to be effectively considered fromthen on
as the message is forwarded towards the origin server.

Thi s undesirably prevents the first proxy in the chain from enforcing
the intent of the origin client, which was presumably in the position
to specify a better initial value for the Hop-Limt option. Wile
this does not fundanentally prevent the detection of forwarding

| oops, it is conducive to deviations fromthe intention of the origin
client. Mreover, it results in undesired overhead due to the
presence of the inner Hop-Limt option included by the client. That
inner option will not be visible by the proxies in the chain and
therefore will serve no practical purpose, but it will still be
conveyed within the request as this traverses each hop towards the
origin server.

In order to prevent that by construction, this section updates
[ RFC8768] by explicitly defining the Hop-Linmt option to be of C ass
U for OSCORE.

Therefore, with reference to the scenario discussed above, the origin
client does not protect the Hop-Limt option when protecting the
request end-to-end for the origin server, thus allow ng the first
proxy in the chain to see and process the Hop-Limt option as

expect ed.
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When OSCORE is used at proxies like defined in this docunent, the
process defined in Section 2.2 seam essly applies also to the Hop-
Limt option. Therefore, in a scenario where the origin client also
shares an OSCORE Security Context with the first proxy in the chain,
the origin client does not protect the Hop-Linit option end-to-end
for the origin server, but it does protect the option when protecting
the request for that proxy by means of their shared OSCORE Security
Cont ext .

4. Caching of OSCORE-Protected Responses

Al though it is not possible as per the original OSCORE specification
[ RFC8613], effective cacheability of OSCORE-protected responses at
proxi es can be achieved. To this end, the approach defined in

[1-D. amsuess- cor e-cachabl e-oscore] can be used, as based on
Determ ni stic Requests protected with the pairw se node of G oup
OSCORE [ -D.ietf-core-oscore-groupconm used end-to-end between an
origin client and an origin server. The applicability of this
approach is limted to requests that are safe (in the REST sense) to
process and do not yield side effects at the origin server.

In particular, this approach requires both the origin client and the
origin server to have already joined the correct OSCORE group. Then,
starting fromthe same plain CoAP request, different clients in the
OSCORE group are able to determnistically generate a sane
Determ ni stic Request protected with G oup OSCORE, which is sent to a
proxy for being forwarded to the origin server. The proxy can
effectively cache the resulting OSCORE-protected response fromthe
server, since the same plain CoAP request will result again in the
same Deterministic Request and thus will produce a cache hit at the

pr oxy.

VWhen using this approach, the following also applies in addition to
what is defined in Section 2.4 and Section 2.6, when processing
i ncom ng nessages at a proxy that inplenments caching of responses.

* Upon receiving a request from (the previous hop towards) the
origin client, the proxy checks if specifically the nmessage
avail abl e during the execution of Step 2 in Section 2.4 produces a
cache hit.

That is, such a nessage: i) is exactly the one to be forwarded to
(the next hop towards) the origin server, in case no cache hit
occurs; and ii) is the result of an OSCORE decryption at the
proxy, in case OSCORE is used on the communication | eg between the
proxy and (the previous hop towards) the origin client.
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* Upon receiving a response from (the next hop towards) the origin
server, the proxy first renoves the sanme OSCORE | ayers that it
added when protecting the correspondi ng outgoi ng request, as
defined in Section 2.6.

Then, the proxy stores specifically that resulting response
message in its cache. That is, such a stored nessage is exactly
the one to be forwarded to (the previous hop towards) the origin
client.

The specific rul es about serving a request with a cached response are
defined in Section 5.6 of [RFC7252], as well as in Section 7 of
[1-D.ietf-core-groupcomm proxy] for group comruni cati on scenari 0s.

5. Establishment of OSCORE Security Contexts

Li ke the original OSCORE specification [ RFC8613], this docurment is
not devoted to any particul ar approach that two OSCORE endpoi nts use
for establishing an OSCORE Security Context.

At the same time, the follow ng applies, depending on the two peers
usi ng OSCORE or Group OSCORE [I-D.ietf-core-oscore-groupcomi to
protect their conmmunications.

*  When using OSCORE, the establishnment of the OSCORE Security
Context can rely on the authenticated key exchange protocol
Epheneral Diffie-Hell man Over COSE ( EDHOC) [ RFC9528].

Assumi ng that OSCORE has to be used both between the two origin
application endpoints as well as between the origin client and the
first proxy in the chain, it is expected that the origin client
first runs EDHOC with the first proxy in the chain, and then wth
the origin server through the chain of proxies (see the exanple in
Appendi x B. 4).

Furthernore, the additional use of the combi ned EDHOC + OSCORE
request defined in [RFCO668] is particularly beneficial in this
case (see the exanple in Appendi x B.5), and especially when
relying on a |l ong chain of proxies.

*  The use of Group OSCORE is expected to be limted between the
origin application endpoints, e.g., between the origin client and
multiple origin servers. |In order to join the sane OSCORE group
and obtain the correspondi ng Goup OSCORE Security Context, those
endpoi nts can use the approach defined in
[1-D.ietf-ace-key-groupcomtoscore] and based on the ACE franework
for Authentication and Authorization in constrained environments
[ RFC9200] .
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6

For the purposes of this docunment, there is no need for a proxy to
al so be a menber of the OSCORE group whose Group OSCORE Security
Context is used by the origin application endpoints for protecting
comruni cati ons end-to-end.

CoAP Header Conpression with SCHC

The nethod defined in this docunment enables and results in the
possi bl e protection of the same CoAP nessage with multiple, nested
OSCORE | ayers. Especially when this happens, it is desirable to
conpress the header of protected CoAP nessages, in order to inprove
performance and ensure that CoAP is usable also in Low Power W de-
Area Networks (LPWANs).

To this end, it is possible to use the Static Context Header
Conpressi on and fragnentati on (SCHC) framework [RFC8724]. In
particular, [I-D.ietf-schc-8824-update] specifies howto use SCHC for
conpressi ng headers of CoAP nmessages, al so when nessages are
protected with OSCORE. The SCHC Conpressi on/ Deconpression is
applicable also in the presence of CoAP proxies, and especially to
the two foll owi ng cases

* |In case OSCORE is not used at all, the SCHC processi ng occurs hop-
by-hop, by relying on SCHC Rul es that are consistently shared
bet ween two adj acent hops.

* |In case OSCORE is used only end-to-end between the application
endpoints, then an Inner SCHC Conpressi on/ Deconpressi on and an
Qut er SCHC Conpr essi on/ Deconpression are perforned (see
Section 8.2 of [I-D.ietf-schc-8824-update]). In particular, the
fol | owi ng hol ds.

The SCHC processing occurs end-to-end as to the Inner SCHC
Conpr essi on/ Deconpression. This relies on Inner SCHC Rul es that
are shared between the two application endpoints, which act as
OSCORE endpoi nts and share the used OSCORE Security Context.

The SCHC processing occurs hop-by-hop as to the Quter SCHC
Conpr essi on/ Deconpression. This relies on Quter SCHC Rul es that
are shared between two adjacent hops.

When using the nethod defined in this docunment, and thus enabling
al so an intermedi ary proxy to be an OSCORE endpoint, the SCHC
processi ng above is generalized as specified bel ow

When processi ng an out goi ng CoAP nessage, a sender endpoi nt proceeds
as foll ows.
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* The sender endpoint perforns one | nner SCHC Conpression for each
OSCORE | ayer applied to the outgoing nmessage.

Each I nner SCHC Conpression occurs before protecting the nessage
with that OSCORE | ayer, and relies on the SCHC Rules that are
shared with the ot her OSCORE endpoi nt.

* The sender endpoint perforns exactly one Quter SCHC Conpression

This occurs after having perforned all the intended OSCORE
protections of the outgoing nessage, and relies on the SCHC Rul es
that are shared with the (next hop towards the) destination
appl i cation endpoi nt.

That is, with respect to the SCHC Conpressi on/ Deconpr essi on
processing, the follow ng hol ds.

An | nner SCHC Conpression is intended for a destinati on OSCORE
endpoi nt, which perforns the follow ng steps.

1. It decrypts an incom ng nessage with the OSCORE Security Context
shared with the ot her OSCORE endpoi nt.

2. It performs the correspondi ng | nner SCHC Deconpressi on, by
relying on the SCHC Rul es shared with the other OSCORE endpoi nt.

An Quter SCHC Conpression is intended for the (next hop towards the)
destination application endpoint, which perforns the follow ng steps.

1. It perforns a correspondi ng Quter SCHC Deconpressi on on an
i nconmi ng nessage, by relying on the SCHC Rul es shared with the
previ ous hop towards the destination application endpoint.

2. Unless it is exactly the destination application endpoint, it
performs a new Quter SCHC Conpression on the result fromthe
previous step, by relying on the SCHC Rul es shared with the (next
hop towards the) destination application endpoint. Then, it
sends the result to the (next-hop towards the) destination
appl i cation endpoi nt.

Note that the generalization above does not alter the core approach,

desi gn choi ces, and features of the SCHC Conpressi on/ Deconpressi on
applied to CoAP headers.
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7

7

Security Considerations

The sane security considerations about CoAP [ RFC7252] and group
conmmuni cation for CoAP [I-D.ietf-core-groupcommbis] apply to this
docunent. The sane security considerations from|[RFC8613] and
[I-D.ietf-core-oscore-groupcomm apply to this docunment, when using
OSCORE or Group OSCORE to protect exchanged nessages.

Further security considerations to take into account are inherited
fromthe specifically used CoAP options, extensions, and mnethods
enpl oyed when rel ying on OSCORE or G oup OSCORE.

Thi s docunent does not change the security properties of OSCORE and
Group OSCORE. That is, given any two OSCORE endpoints, the method
defined in this document provides themw th the sane security

guar antees that OSCORE and G oup OSCORE provide in the case where
such endpoints are specifically application endpoints.

If Goup OSCORE is used over a comuni cation | eg and the group node
is used to apply a protection |layer to a nessage over that leg (see
Section 7 of [I-D.ietf-core-oscore-groupcom), then all the nmenbers
of the OSCORE group that support the group nbpde are able to renpve
that protection |ayer, i.e., to accordingly decrypt and verify the
message. Therefore, the OSCORE group should only include OSCORE
endpoi nts for which that is acceptable.

1. Preserving Location Anonymty

Bef ore decrypting an incomng request (see Step 3 in Section 2.4),
the recipi ent endpoint checks whether decrypting the request is an
acceptabl e operation to perform according to the endpoint’s
configuration and a possi bl e authorization enforcenment, and in the
light of the alleged request sender and the OSCORE Security Context
to use.

This is particularly relevant for an origin server that expects to
recei ve nmessages protected end-to-end by origin clients, but only if
sent by a reverse-proxy as its adjacent hop.

In such a setup, that check prevents a nalicious sender endpoint C
fromassociating the addressing infornation of the origin server S
with the OSCORE Security Context CTX that C and S are sharing

Maki ng such an associ ati on woul d conpromi se the |ocation anonynity of
the origin server, as otherw se afforded by the reverse-proxy.
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That is, if C gains know edge of sone addressing informati on ADDR
then C might send a request directly addressed to ADDR and protected
with CTX. A response protected with CTX would prove that ADDRis in
fact the addressing information of S

However, after perfornming and failing the check on the received
request, S replies with a 4.01 (Unauthorized) error response that is
not protected with CTX, hence preserving the |ocation anonymty of
the origin server.

7.2. Hop-Limt Option

Section 3 of this docunent defines that the Hop-Linmit option

[ RFC8768] is of Class U for OSCORE. This overrides the default
behavi or specified in Section 4.1 of [RFC8613], according to which
the option would be processed as Cass E for OSCORE

As di scussed in Section 3, applying the default behavior would result
in the Hop-Limt option added by the origin client being protected
end-to-end for the origin server. That is, the intention of the
client about perform ng a detection of forwarding | oops would be

hi dden even fromthe first proxy in chain, which in turn adds an
outer Hop-Limt option and thus further contributes to increasing the
message size (see Section 3).

I nstead, having defined the Hop-Linit option as Cass U for OSCORE,
the followi ng holds by virtue of the procedure defined in
Section 2. 2.

* |If the origin client and the origin server share an OSCORE
Security Context, the client protects the option end-to-end for
the server only when sending a request to the server directly
(i.e., not via a proxy).

* |f the origin client and the first proxy in the chain share an
OSCORE Security Context, then the client protects the option for
the proxy, while also avoi ding the downsides resulting fromthe
default behavi or nmentioned above.

O herwi se, unless the comunication | eg between the origin client
and the first proxy in the chain relies on another secure
association (e.g., a DILS connection), the Hop-Linmit option
included in a request sent to the proxy will be unprotected.
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Fundamentally, this is not worse then when applying the default
behavi or nmentioned above. |In that case, the origin client would
not be able to provide the proxy with its intention as to
detecting forwarding | oops, while an active on-path adversary
woul d be able to tanper with the request and add an outer Hop-
Limt option with a fraudul ent value for the proxy to use.

More generally, if any two adjacent hops share an OSCORE Security
Context, then the Hop-Limt option will be protected with OSCORE in
the conmuni cation | eg between those two hops.

If the Hop-Linit option is transported unprotected over the
conmuni cation | eg between two hops, then the follow ng applies.

* A passive on-path adversary can read the option value. By
possibly relying on other information such as the option val ue
read in other communication |egs, the adversary might be able to
infer the topol ogy of the network and the path used for delivering
requests fromthe origin client.

* An active on-path adversary can add or rempve the option, or alter
its value. Adding the option allows the adversary to trigger an
ot herw se undesired process for detecting forwardi ng | oops, e.g.,
as an attenpt to probe the topol ogy of the network. Renoving the
option results in undetectably interrupting the ongoi ng process
for detecting forwarding | oops, while altering the option val ue
undetectably interferes with the natural unfolding of such an
ongoi ng process.

8. | ANA Consi derati ons
Thi s docunent has the followi ng actions for | ANA

8.1. CoAP Option Nunmbers Registry
I ANA i s asked to add this docunment as an additional reference for the
Hop-Limt option in the "CoAP Option Nunbers" registry within the
"Constrai ned RESTful Environments (CoRE) Paraneters" registry group
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Appendi x A. Use Cases

The approach defined in this docunent has been notivated by a nunber
of use cases, which are sumari zed bel ow.
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A. 1. CoAP Goup Conmunication with Proxies

CoAP supports al so one-to-many group conmmuni cation, e.g., over IP
multicast [I-D.ietf-core-groupcombis], which can be protected end-
to-end between origin client and origin servers by using Goup OSCORE
[1-D.ietf-core-oscore-groupconm.

Thi s comruni cati on nodel can be assisted by intermediaries such as a
CoAP forward-proxy or reverse-proxy, which relays a group request to
the origin servers. |If Goup OSCORE is used, the proxy is
intentionally not a nenber of the OSCORE group. Furthernore,
[1-D.ietf-core-groupcomm proxy] defines a signaling protocol between
origin client and proxy, to ensure that responses fromthe different
origin servers are forwarded back to the origin client within a tinme
interval set by the client, and that they can be distingui shed from
one anot her.

In particular, it is required that the proxy identifies the origin
client as allowed-listed, before forwarding a group request to the
servers (see Section 4 of [I-D.ietf-core-groupcommproxy]). This
requires a security association between the origin client and the
proxy, which would be convenient to provide with a dedi cated OSCORE
Security Context between the two, since the client is possibly using
al so Goup OSCORE with the origin servers.

A.2. CoAP (bserve Notifications over Milticast

The Chbserve extension for CoAP [RFC7641] allows a client to register
its interest in "observing" a resource at a server. The server can
then send back notification responses upon changes in the resource
representation, all matching with the original observation request.

In sone applications, such as pub-sub [I-D.ietf-core-coap-pubsub],
multiple clients are interested in observing the sane resource at the
sanme server. Hence, [I-D.ietf-core-observe-nmulticast-notifications]
defines a nethod that allows the server to send a nulticast
notification to all the observer clients at once, e.g., over IP
multicast. To this end, the server synchronizes the clients by
providing themw th a common "phant om observati on request™", agai nst
which the following multicast notifications will match.

In case the clients and the server use Group OSCORE for end-to-end
security and a proxy is also involved, an additional step is required
(see Section 12 of [I-D.ietf-core-observe-multicast-notifications]).
That is, clients are in turn required to provide the proxy with the
obt ai ned "phant om observation request”, thus enabling the proxy to
receive the multicast notifications fromthe server
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Therefore, it is preferable to have a security association also

bet ween each client and the proxy, in order to ensure the integrity
of that information provided to the proxy (see Section 15.3 of
[I-D.ietf-core-observe-nmulticast-notifications]). Like for the use
case in Appendix A 1, this would be conveniently achieved with a
dedi cat ed OSCORE Security Context between a client and the proxy,
since the client is also using Goup OSCORE with the origin server.

A 3. LwM dient and External Application Server

The Li ghtwei ght Machi ne-to- Machi ne (Lwi2M protocol [LwvRM Cor e]
enables a LwWM Cient device to securely bootstrap and then register
at a LwWeM Server, with which it will performnost of its follow ng
communi cati on exchanges. As per the transport bindings specification
of Lw\vM [ LwWM2M Transport], the LwRM Cient and Lw\2M Server can use
CoAP and OSCORE to secure their comruni cations at the application

| ayer, including during the device registration process.

Furthernore, Section 5.5.1 of [LwM2M Transport] specifies that:

| OSCORE MAY al so be used between LwWM2M endpoi nt and non- LwWiveM

| endpoint, e.g., between an Application Server and a LwM2M C i ent
| via a LwM2M server. Both the LwWMVM endpoi nt and non- LwWM2M

| endpoint MJUST inplenment OSCORE and be provisioned with an OSCORE
| Security Context.

In such a case, the LwM2M Server can practically act as forward-proxy
bet ween the LWMRM Client and the external Application Server. At the
sanme time, the LwM2M Cient and LWMV2M Server nust continue protecting
communi cations on their leg using their OSCORE Security Context.

Li ke for the use case in Appendix A 1, this also allows the LwkM
Server to identify the LwMeM Cient, before forwarding its request
out si de the LwM2M domai n and towards the external Application Server.

A 4. Lw\2M Gat eway

The specification [LWMRM Gat eway] extends the LwWWVPM architecture by
defining the LwWM Gateway functionality. That is, a LwWWM Server
can manage end | oT devices that are depl oyed "behi nd" the LwWM
Gateway. Wiile it is outside the scope of that specification, it is
possi ble for the LWM Gateway to use any suitable protocol with its
connected end | oT devices, as well as to carry out any required
protocol translation.
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Practically, the LWM2M Server can send a request to the LwWM

Gat eway, asking to forward it to an end |oT device. Wth particul ar
reference to CoAP and the related transport binding specified in

[ LWM2M Transport], the LWVBM Server acting as CoAP client sends its
request to the LWMM Gat eway acting as CoAP server

If CoAP is used in the comunication | eg between the Lw2M Gat eway
and the end 10T devices, then the LwMM Gateway fundanentally acts as
a CoAP reverse-proxy (see Section 5.7.3 of [RFC7252]). That is, in
addition to its own resources, the LWMM Gat eway serves the resources
hosted by each end | oT device standing behind it, as exposed by the
LWMVPM Gat eway under a dedicated URI path. As per [LwW\WM Gateway],
the first URI path segnment is used as "prefix" to identify the
specific |1oT device, while the remaining URI path segnents specify
the target resource at the 10T device.

As per Section 7 of [LW\EM Gateway], nessage exchanges between the
LWW2M Server and the LwWVRM Gateway are secured using the LwM
defined technol ogi es, while the LwW\M protocol does not provide end-
to-end security between the LwWMM Server and the end 10T devices
However, the approach defined in this docunment makes it possible to
achi eve both goals, by allow ng the LwW\W2M Server to use OSCORE for
protecting a nmessage both end-to-end with the targeted end |oT device
and with the LwM2M Gat eway acting as reverse- proxy.

A. 5. Furt her Use Cases

The approach defined in this docunment can be useful also in the
foll owi ng use cases relying on a proxy.

* A server aware of a suitable cross-proxy can rely on it as a
third-party service, in order to indicate transports for CoAP
avail able to that server (see Section 4 of
[I-D.ietf-core-transport-indication]).

From a security point of view, it would be convenient if the proxy
coul d provide suitable credentials to the client, as a genera
trusted proxy for the system At the same tine, it can be
desirable to limt the use of such a proxy to a set of clients

whi ch have perm ssion to use it, and that the proxy can identify

t hrough a secure conmmuni cati on associ ati on

However, in order for OSCORE to be an applicable security
mechani smfor this scenario, OSCORE has to be term nated at the
proxy. That is, it would be required for a client and the proxy
to share a dedicated OSCORE Security Context and to use it for
protecting their comunication |eg.
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* The method specified in [I-D.ietf-core-coap-pnj relies on the
Per f or mance Measurement option to enable network telemetry for
CoAP conmuni cations. This makes it possible to efficiently
measure Round-Trip Tinme and nessage | osses, both end-to-end and
hop- by-hop. In particular, on-path probes such as internediary
proxi es can be depl oyed to perform measurenents hop- by-hop

When OSCORE is used in deploynents including on-path probes, an

i nner Performance Measurenent option is protected end-to-end

bet ween the two application endpoints and enabl es end-to-end
measur enents between those. At the sane tine, an outer

Per f ormance Measurenent option allows al so hop-by-hop neasurenents
to be performed by relying on an on-path probe.

Therefore, it is preferable to have a secure association with an
on-path probe, in order to also ensure the integrity of the hop-
by- hop neasurenents exchanged with the probe.

* The method specified in [I-D.ietf-ace-coap-est-oscore] enables
public-key certificate enrollment for Internet of Things
depl oynents. This | everages payl oad formats defined in Enroll nent
over Secure Transport (EST) [RFC7030], while relying on CoAP for
nmessage transfer and on OSCORE for nessage protection

In real -worl d depl oynents, an EST server issuing public-key
certificates may reside outside a constrai ned network that

i ncludes devices acting as EST clients. In particular, the EST
clients are expected to support only CoAP, while the EST server in
a non-constrai ned network is expected to support only HITP. This
requires a CoAP-to-HTTP proxy to be depl oyed between the EST
clients and the EST server, in order to map CoAP nessages with
HTTP nessages across the two networks.

Even in such a scenario, the EST server and every EST client can
still effectively use OSCORE to protect their comrunications end-
to-end. At the sanme tinme, it is desirable to have an additiona
secure associ ati on between the EST client and the CoAP-to-HTTP
proxy, especially in order for the proxy to identify the EST
client before forwardi ng EST nmessages out of the CoAP boundary of
the constrai ned network and towards the EST server
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* A proxy may be deployed to act as an entry point to a firewall ed

network that only authenticated clients can join. In particular,
aut hentication can rely on the used secure conmuni cation
associ ation between a client and the proxy. |If the proxy could

share a different OSCORE Security Context with each different
client, then the proxy can rely on it to identify a client before
forwardi ng nessages fromthat client to other menbers of the
firewal | ed network.

* The approach defined in this docunent does not pose a limt to the
nunber of OSCORE protections applied to the sane CoAP nessage.

Thi s enabl es nore privacy-oriented scenari os based on proxy
chains, where the origin client protects a CoAP request first by
usi ng the OSCORE Security Context shared with the origin server,
and then by using different OSCORE Security Contexts shared with
the different hops in the chain. Once received at a chain hop,
the request would be stripped of the OSCORE protection associ ated
with that hop before being forwarded to the next one.

Building on that, it is also possible to enable the operation of
hi dden services and clients through onion routing with CoAP
[1-D. anmsuess-t2trg-onion-coap], simlarly to how Tor (The Onion
Router) [TOR SPEC] enables it for TCP-based protocols.

Appendi x B. Exanpl es of Message Exchanges

This section provides a nunber of exanples where the approach defined
in this docunent is used to protect nessage exchanges.

The presented exanples build on the exanpl e shown in Appendix A 1 of
[ RFC8613], which illustrates an origin client requesting the al arm
status froman origin server through a forward-proxy.

The abbreviations "REQ' and "RESP" are used to denote a request
message and a response nessage, respectively.

B.1. Wth Forward-Proxy; OCSCORE: CS, CP

In the exanple shown in Figure 1, nessage exchanges are protected
with OSCORE as foll ows.

* End-to-end, between the client and the server, using the OSCORE

Security Context CTX C S. The client uses the OSCORE Sender |D
0x5f when using OSCORE with the server
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* Between the client and the proxy,

Context CTX C P.

OSCORE- capabl e Proxi es

The client uses the OSCORE Sender

usi ng OSCORE with the proxy.

Client Proxy Server

I
Encrypt

REQ with
CTX C S
I
Encrypt
REQ with

Code: 0.02 (PQCST)
Token: 0x8c

OSCORE: [ ki d: 0x20, Partial 1V:31]

Oxf f
Payl oad: {Code: 0.02 (POST),

March 2025

usi ng the OSCORE Security

| D 0x20 when

OSCORE: [ ki d: Ox5f, Partial 1V:42],

Uri-Host: "example.cont,

Pr oxy- Schene: "coap",
Oxf f,
{Code: 0.01 (GET),

Uri-Path: "al arm status”
} /] Encrypted with CTX C S
} // Encrypted with CTX C P

Decrypt
REQ wi th
CTX C P
SRR > Code: 0.02 (POST)
| POST Token: Ox7b
| Uri - Host: "exanpl e. conf
| OSCORE: [ ki d: Ox5f, Partial 1V:42]
| Oxf f
| Payl oad:
| Code: 0.01 (GET),
| Ui-Path: "al arm status"
| } /] Encrypted with CTX C S
I
| Decr ypt
| REQ wi th
| CTX_ CS
I I
| Encr ypt
| RESP wi t h
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| | CIX C S
I I I
| | <------ + Code:
| | 2.04 | Token
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
| | |
I I I
I I I
| Encr ypt |
| RESP wi th |
| CTIX CP |
| | |
| <------ + | Code:
| 2.04 | | Token:
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
| | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I

Decr ypt | |

RESP wi th | |

CIX CP | |
I I I

Decr ypt | |

RESP wi th | |

CIX CS | |

I I

Square brackets [
Curly brackets {

OSCORE- capabl e Proxi es

2. 04 (Changed)
0x7b

{Code: 2.05 (Content),

Oxff,

" or

} // Encrypted with CTX C S

2. 04 (Changed)
0x8c

{Code: 2.04 (Changed),
OSCORE: -,
Oxf f,
{Code: 2.05 (Content),
Oxff,
"o
} /] Encrypted with CTX C S
} // Encrypted with CTX C P

March 2025

] indicate content of conpressed COSE object.
} indicate encrypted data.

Figure 1. Use of OSCORE between Client-Server and C i ent - Proxy

B.2. Wth Forward-Proxy;

OSCORE: C-S, P-S

In the exanple shown in Figure 2, nessage exchanges are protected
with OSCORE as foll ows.
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* End-to-end between the client and the server,

Security Context CTX C_S.

OSCORE- capabl e Proxi es

March 2025

usi ng the OSCORE

0x5f when using OSCORE with the server.

* Between the proxy and the server,
The proxy uses the OSCORE Sender

Context CTX _P_S.
usi ng OSCORE with the server.

Client Proxy Server
I I

Encr ypt | |

REQ with | |

CIX C S | |
I I I
Fo- oo - >| | Code:
| POST | | Token:
| | | Uri - Host :
| | | Proxy-Schene:
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
I I I
I I I
| Encr ypt |
| REQ with |
| CIX P_S |
I I I
| +------ >| Code:
| | POST | Token:
| | | Uri - Host :
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | Decr ypt
| | REQ wi th
| | CIX P_S
I I I
| | Decr ypt
| | REQ with
| | CIX C S

Til oca & Hgl und
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The client uses the OSCORE Sender |ID
usi ng the OSCORE Security
I D Oxd4 when

0. 02 (PGCsST)
Ox8c
"exanpl e. cont
"coap"
[ kid:Ox5f, Partial IV:42]
{Code: 0.01 (GET),

Uri-Path: "al arm status"
} /] Encrypted with CTX C S
0. 02 (PGCsT)
0x7b
"exanpl e. cont
[ ki d: Oxd4, Partial 1V:31]
{Code: 0.02 (PGCST),

OSCORE: [ ki d: Ox5f, Partial |V:42],

Oxf f,

{Code: 0.01 (GET),

Uri-Path: "al arm status"

} /] Encrypted with CTX C S

} // Encrypted with CTX P_S
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I I
| | Encr ypt
| | RESP wi th
| | CIX CS
I I I
| | Encrypt
| | RESP wi th
| | CIX P_S
| | |
| | <------ + Code:
| | 2.04 | Token
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
| | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I
| Decr ypt |
| RESP wi th |
| CIX P_S |
I I I
| <------ + | Code:
| 2.04 | | Token:
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
| | |
I I I
I I I
Decr ypt | |
RESP wi th | |
CIX CS | |
| |

Square brackets [
Curly brackets {

OSCORE- capabl e Proxi es

2. 04 (Changed)
0x7b

{Code: 2.04 (Changed),
CSCORE: -,
Oxf f,
{Code: 2.05 (Content),
Oxff,
"o
} /] Encrypted with CTX C S
} /] Encrypted with CTX P_S

2. 04 (Changed)
0x8c

{Code: 2.05 (Content),

Oxff,

" or

} // Encrypted with CTX C S

Mar ch

2025

] indicate content of conpressed COSE object.
} indicate encrypted data.

Figure 2: Use of OSCORE between Cient-Server and Proxy- Server
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B.3. Wth Forward-Proxy; OSCORE: CS, CP, P-S

In the exanple shown in Figure 3, nessage exchanges are protected
wi th OSCORE as foll ows.

* End-to-end between the client and the server, using the OSCORE
Security Context CTX C S. The client uses the OSCORE Sender |D
0x5f when using OSCORE with the server.

* Between the client and the proxy, using the OSCORE Security
Context CTX C P. The client uses the OSCORE Sender | D 0x20 when
usi ng OSCORE with the proxy.

* Between the proxy and the server, using the OSCORE Security
Context CTX P_S. The proxy uses the OSCORE Sender |D 0xd4 when
using OSCORE with the server.

Client Proxy Server
I
Encrypt
REQ with
CTX C S
I
Encrypt
REQ with

I I
I I
| |
I I
I I
I I
I I
o
| | Code: 0.02 (PGST)
| | Token: 0x8c
| | Uri-Host: "exanple.cont,
| | OSCORE: [ ki d: 0x20, Partial 1V:31]
| | Oxf f
| | Payl oad: {Code: 0.02 (POCST),
| | OSCORE: [ ki d: Ox5f, Partial 1V:42],
| | Pr oxy- Schene: "coap",
| | Ooxff,
| | {Code: 0.01 (GET),
| | Uri-Path: "al arm status"
| | } /] Encrypted with CTX C S
| | } // Encrypted with CTX CP
I I
Decr ypt |
REQ with |
CTIX CP |
| |
Encr ypt |
REQwith |
CIX P S |
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I
| Code: 0.02 (POST)

| Token: 0x7b

| OSCORE: [Kkid:Oxd4, Partial |V:31]

| Oxf f

| Payl oad: {Code: 0.02 (POST),

| Uri-Host: "exanple.coni,

| OSCORE: [ ki d: Ox5f, Partial 1V:42],
| Oxf f,

| {Code: 0.01 (GET),

| Uri-Path: "al arm status"

| } // Encrypted with CTX C S

| } /] Encrypted with CTX P_S

I

I

I

| |

I I

I I

I I

I I

I I

| |

I I

I I

I I

I I

I I

| | Decr ypt

| | REQ with

| | CIX P_S

I I I

| | Decr ypt

| | REQ with

| | CIX CS

I I I

| | Encr ypt

| | RESP wi th

| | CIX C S

I I I

| | Encr ypt

| | RESP wi th

| | CIX P_S

I I I

| | <------ + Code: 2.04 (Changed)
| | 2.04 | Token: O0x7b

| | | OSCORE: -

| | | Oxf f

| | | Payl oad: {Code: 2.04 (Changed),
| | | OSCCORE: -,

| | | oxf f,

| | | {Code: 2.05 (Content),
| | | Oxf f,

I I I " 0"

| | | } /] Encrypted with CTX C S
| | | } /] Encrypted with CTX P_S
I I I

| Decr ypt |

| RESP wi th

| CIX P_S |

I I I

| Encr ypt |
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| RESP wi th |
| CTIX CP |
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x8c
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.04 (Changed),
I I I OSCORE: -,
I I I Oxff,
| | | {Code: 2.05 (Content),
I I I Oxff,
I I I " 0"
| | | } /] Encrypted with CTX C S
| | | } // Encrypted with CTX C P
I I I
Decr ypt | |
RESP wi th | |
CTX CP | |
I I I
Decr ypt | |
RESP wi th | |
CIX CS | |
I I I
Square brackets [ ... ] indicate content of conpressed COSE object.
Curly brackets { ... } indicate encrypted data.

Figure 3: Use of OSCORE between dient-Server, Cient-Proxy, and
Pr oxy- Ser ver

B.4. Wth Forward-Proxy and EDHOC, OSCORE: C-S, CP

In the exanple shown in Figure 4, nessage exchanges are protected as
fol |l ows.

* End-to-end, between the client and the server, using the OSCORE
Security Context CTX C S. The client uses the OSCORE Sender |ID
0x5f when using OSCORE with the server.

* Between the client and the proxy, using the OSCORE Security
Context CTX C P. The client uses the OSCORE Sender | D 0x20 when
usi ng OSCORE with the proxy.

The exampl e al so shows how the client establishes an OSCORE Security

Context CTX C P with the proxy and CTX C S with the server, by using
the key exchange protocol EDHOC [ RFC9528].
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OSCORE- capabl e Proxi es

Client Proxy Server

Til oca & Hgl und

Code:
Token:
Uri - Pat h:
Uri - Pat h:

Oxf f

Payl oad:

Code:
Token:

Oxf f

Payl oad:

Code:
Token:
Uri - Pat h:
Uri - Pat h:

Oxf f

Payl oad:

Code:
Token:
OSCORE:

Oxf f

Payl oad:

0. 02 (PGsT)
Oxf 3

" wel | - known"
"edhoc"

(true, EDHOC message_1)

2. 04 (Changed)
Oxf 3

EDHOC message_ 2

0.02 (PGCST)
0x82
".wel | - known"
"edhoc"

(C R, EDHOC nessage_3)

0. 02 (POCST)
Oxbe
[ kid: 0x20, Partial |V:0]

{Code: 0.02 (PGCST),
Uri-Host: "exanpl e.cont,
Ui-Path: ".well-known",
Uri-Path: "edhoc",

Proxy- Schene: "coap",
Ooxff,
(true, EDHOC message_1)
} // Encrypted with CTX CP
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REQ wi th
CTX

Encrypt
RESP wi t h

Est abl i sh
CTX_C.S

I
Encrypt
REQ wi t h

Til oca & Hgl und

OSCORE- capabl e Proxi es

I

I

I

| Code:
| Token:
| Uri-Host:
| Uri-Path:
| Uri-Path:
I

I

I

Oxf f

Payl oad:

+ Code:
Token:

Oxf f

Oxf f

Oxf f

Payl oad:

Code:
Token:
OSCORE:

Payl oad:

Code:
Token:
OSCORE:

Payl oad:

0.02 (PGCST)
Oxab
"exanpl e. cont',
".wel | - known"
"edhoc"

(true, EDHOC message 1)

2. 04 (Changed)
Oxab5

EDHOC message_ 2

2. 04 (Changed)
Oxbe

{Code: 2.04 (Changed),
Ooxff,
EDHOC message_ 2
} // Encrypted with CTX CP

0. 02 (PGCsST)
0xb9
[ ki d: 0x20, Partial 1V:1]

{Code: 0.02 (PGCST),
Uri - Host: "exanpl e.coni,
Ui-Path: ".well-known",
Uri-Path: "edhoc",

Pr oxy- Schene: "coap",
Ooxff,
(C R, EDHOC nessage_3)
} /] Encrypted with CTX C P
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I I
| Decr ypt |
| REQ with |
| CTIX_ CP |
I I I
| R >| Code: 0.02 (POST)
| | POST | Token: Oxdd
| | | Uri-Host: "exanple.coni,
| | | Uri-Path: ".well-known"
| | | Uri-Path: "edhoc"
| | | Oxf f
| | | Payload: (C R EDHOC nessage_ 3)
I I I
| | Est abl i sh
| | CTX_ CS
I I I
| | <------ +
I |  ACK |
I I I
| <------ + I
e
Encr ypt | |
REQ with | |
CTX_CsSs | |
I I I
Encr ypt | |
REQ with | |
CTIX_ CP | |
I I I
LR >| | Code: 0.02 (POST)
| POST | | Token: 0x8c
| | | OSCORE: [ ki d: 0x20, Partial 1V:2]
| | | Oxf f
| | | Payload: {Code: 0.02 (PCST),
| | | OSCORE: [kid: 0x5f, Partial 1V:0],
| | | Uri-Host: "exanple.coni,
| | | Pr oxy- Schene: "coap",
| | | Oxff,
| | | {Code: 0.01 (GET),
| | | Uri-Path: "al arm status”
| | | } I/ Encrypted with CTX C S
| | | } /] Encrypted with CTX CP
I I I
| Decr ypt |
| REQ with |
| CTIX_ CP |
I I
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| Code: 0.02 (POST)

| Token: O0x7b

| Uri-Host: "exanple.cont,

| OSCORE: [ ki d: Ox5f, Partial |V:0]

| Oxf f

| Payl oad: {Code: 0.01 (CET),

| Uri-Path: "al arm status”

| } /] Encrypted with CTX C S
|

I
I I
| |
I I
I I
I I
I I
I I
| |
| | Decr ypt
| | REQ with
| | CIX C S
I I I
| | Encr ypt
| | RESP wi th
| | CIX CS
I I I
| | <------ + Code: 2.04 (Changed)
| | 2.04 | Token: O0x7b
| | | OSCCORE: -
| | | Oxf f
| | | Payload: {Code: 2.05 (Content),
| | | Oxf f,
I I I "0"
| | | } /] Encrypted with CTX C S
I I I
| Encr ypt |
| RESP wi th |
| CTIX CP |
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x8c
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.04 (Changed),
| | | OSCCORE: -,
I I | Oxff,
| | | {Code: 2.05 (Content),
| | | Oxf f,
I I I " 0"
| | | } /] Encrypted with CTX C S
| | | } /] Encrypted with CTX C P
I I I
Decr ypt | |
RESP wi th | |
CTIX CP | |
I I I
Decr ypt | |
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RESP wi th | |
CTX. CS | |
| | |
Square brackets [ ... ] indicate content of conpressed COSE object.
Curly brackets { ... } indicate encrypted data.

(A, B) indicates a CBOR sequence [ RFC8742]
of two CBOR data itens A and B.

Figure 4: Use of OSCORE between Client-Server and Proxy-Server,
with OSCORE Security Contexts established through EDHOC

B.5. Wth Forward-Proxy and EDHOC (optim zed); OSCORE: CS, CP

In the exanple shown in Figure 5 nessage exchanges are protected as
fol |l ows.

* End-to-end, between the client and the server, using the OSCORE
Security Context CTX C S. The client uses the OSCORE Sender |ID
0x5f when using OSCORE with the server.

* Between the client and the proxy, using the OSCORE Security
Context CTX C P. The client uses the OSCORE Sender | D 0x20 when
usi ng OSCORE with the proxy.

The exampl e al so shows how the client establishes an OSCORE Security
Context CTX C P with the proxy and CTX C S with the server, by using
the key exchange protocol EDHOC [ RFC9528].

In particular, the client relies on the EDHOC + OSCORE request
defined in [ RFC9668] and denoted as COVMB_REQ in order to transport
the | ast EDHOC nmessage_3 and the first OSCORE-protected application
CoAP request conbi ned toget her.

Client Proxy Server

I
S IR >| | Code: 0.02 (POST)
| POST | | Token: Oxf3
| | | Uri-Path: ".well-known"
| | | Uri-Path: "edhoc"
| | | Oxf f
| | | Payl oad: (true, EDHOC nmessage_1)
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: Oxf3
| | | Oxf f
I I

Payl oad: EDHOC nessage_2
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I
Est abl i sh

I I
I I
CTX CP | |
I I I
Encr ypt | |
REQ with | |
CTX CP | |
I I I
Pr epare | |
COVB_REQ | |
for P | |
fromREQ | |
I I I
S IR >| | Code: 0.02 (POST)
| POST | | Token: 0x82
| | | OSCORE: [ ki d: 0x20, Partial 1V:0]
| | | EDHCC: -
| | | Oxf f
| | | Payl oad: EDHOC nessage_ 3, // Intended for P
| | | {Code: 0.02 (PGCST),
| | | Uri-Host: "example.cont,
| | | Ui-Path: ".well-known",
| | | Uri-Path: "edhoc",
| | | Pr oxy- Schene: "coap",
I I | oxff,
| | | (true, EDHOC message_1)
| | | } // Encrypted with CTX C P
I I I
| Establ i sh |
| CTX CP |
I I I
| Rebui I d |
| REQ from |
| COVB_REQ |
I I I
| Decr ypt |
| REQ with |
| CTIX CP |
| | |
| to-o--- >| Code: 0.02 (POST)
| | POST | Token: Oxab
| | | Uri-Host: "exanple.coni,
| | | Ui-Path: ".well-known"
| | | Uri-Path: "edhoc"
| | | Oxf f
| | | Payload: (true, EDHOC nmessage_1)
I I I
| | <------ + Code: 2.04 (Changed)
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Payl oad: {Code: 0.02 (POST),
Uri-Host: "exanple.coni,
OSCORE: [ ki d: Ox5f, Partial 1V:0],
EDHCC: -,
Pr oxy- Schene: "coap",
Oxf f,
EDHOC nessage_3, // Intended for S

| | 2.04 | Token: Oxab
| | | Oxf f
| | | Payl oad: EDHOC nmessage_2
I I I
| Encr ypt |
| RESP wi th |
| CIX CP |
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x82
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.04 (Changed),
| | | Oxf f,
| | | EDHOC message_2
| | | } // Encrypted with CTX CP
I I I
Decr ypt | |
RESP wi th | |
CTIX CP | |
I I I
Establ i sh | |
CIX CS | |
I I I
Encr ypt | |
REQ with | |
CTX CS | |
I I I
Pr epar e | |
COVB REQ | |
for S | |
fromREQ | |
I I I
Encr ypt | |
REQwith | |
CIX CP | |
I I I
R >| | Code: 0.02 (POST)
POST | | Token: 0x83
| | OSCORE: [ ki d: 0x20, Partial |V:1]
| | Oxf f
I I
I I
I I
I I
I I
I I
I I
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Code: 0.01 (GET),

Uri - Pat h: "al ar m st at us”

} // Encrypted with CTX C S
} /] Encrypted with CTX CP

I I

I I

| |

I I

I I

I I

| Decr ypt |

| REQ with |

| CTIX CP |

I I I

| R >| Code: 0.02 (PGST)

| | POST | Token: Oxa6

| | | Uri-Host: "exanple.coni,

| | | OSCORE: [ ki d: Ox5f, Partial 1V:0]
| | | EDHCC: -

| | | Oxf f

| | | Payl oad: EDHOC nessage 3, // Intended for S
I I I {

| | | Code: 0.01 (GET),

| | | Uri-Path: "al arm status"
| | | } // Encrypted with CTX C S
I I

| | Est abl i sh

| | CIX C S

I I I

| | Rebui I d

| | REQ from

| | COMB_REQ

I I I

| | Decr ypt

| | REQ wi th

| | CIX CS

| | |

| | Encr ypt

| | RESP with

| | CIX C S

I I I

| | <------ + Code: 2.04 (Changed)

| | 2.04 | Token: Oxa6

| | | OSCORE: -

| | | Oxf f

| | | Payl oad: {Code: 2.05 (Content),

I I | Oxff,

I I I " 0"

| | | } // Encrypted with CTX C S
I I I

| Encrypt |

| RESP wi th |
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| CIX CP |
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x83
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.04 (Changed),
I I I OSCORE: -,
| | | Oxff,
| | | {Code: 2.05 (Content),
I I I Oxff,
I I I " 0"
| | | } I/ Encrypted with CTX C S
| | | } /] Encrypted with CTX C P
| | |
Decr ypt | |
RESP with | |
CIX CP | |
I I I
Decr ypt | |
RESP wi th | |
CIX CS | |
I I I
Square brackets [ ... ] indicate content of conpressed COSE object.
Curly brackets { ... } indicate encrypted data.

(A, B) indicates a CBOR sequence [ RFC8742]

B. 6.

of two CBOR data itenms A and B.
Fi gure 5: Use of OSCORE between dient-Server and Proxy- Server,
with OSCORE Security Contexts established through EDHOC using the
EDHOC + OSCORE request

Wth Reverse-Proxy; OSCORE: C-P, P-S

In the exanple shown in Figure 6, nessage exchanges are protected
wi th OSCORE as foll ows.

*

Bet ween the client and the proxy, using the OSCORE Security
Context CTX C P. The client uses the OSCORE Sender | D 0x20 when
usi ng OSCORE with the proxy.

Bet ween t he proxy and the server, using the OSCORE Security
Context CTX P_S. The proxy uses the OSCORE Sender |D 0xd4 when
usi ng OSCORE with the server.
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In this exanple, the proxy is specifically a reverse-proxy. Like
typically expected in such a case, the client is not aware of that,
and believes to communicate with an origin server.

In order to determne where it has to forward an incom ng request to,
the proxy relies on the hostname that clients specify in the Uri-Host
option of their sent requests. In particular, upon receiving a
request that includes the Ui-Host option with val ue "dev. exanpl e",
the proxy forwards the request to the origin server shown in the
exanpl e.

Furthernmore, this exanple assunmes that, in the UR identifying the
target resource at the server, the host conponent represents the
destination I P address of the request as an IP-literal. Therefore,
the request fromthe proxy to the server does not include a Uri-Host
option (see Section 6.4 of [RFC7252]).

Client Proxy Server
I I

Encrypt
REQ with
CTX CP
I
E > Code: 0.02 (POST)
PGST Token: 0x8c

Uri-Host: "dev. exanpl e"
OSCORE: [ ki d: 0x20, Partial 1V:31]
Oxf f
Payl oad: {Code: 0.01 (CET),
Uri-Path: "al arm status"
} /] Encrypted with CTX C P

Decr ypt
CTX_C_P
Encrypt
REQ with
CTX_P_S
I
oo > Code: 0.02 (PGST)
POST Token: O0x7b
OSCORE: [ ki d: 0xd4, Partial 1V:42]
Oxf f
Payl oad:

Code: 0.01 (CGET),
Uri-Path: "al arm status”

I
I
|
I
I
I
I
I
|
I
I
I
I
I
REQwith |
I
I
I
I
|
I
I
I
I
I
|
|
| } /] Encrypted with CTX P_S
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I I I
| | Decr ypt
| | REQ with
| | CIX P_S
I I I
| | Encrypt
| | RESP wi th
| | CIX P_S
| | |
| | <------ + Code: 2.04 (Changed)
| | 2.04 | Token: O0x7b
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.05 (Content),
| | | Oxf f,
| | | "0" |
| | | } /] Encrypted with CTX P_S
I I I
| Decr ypt |
| RESP wi th
| CIX P_S |
I I I
| Encr ypt |
| RESP wi th |
| CIX CP |
I I I
| <------ + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x8c
| | | OSCORE: -
| | | Oxf f
| | | Payl oad: {Code: 2.05 (Content),
| | | Oxf f,
| | | "o" ,
| | | } // Encrypted with CTX CP
I I I

Decr ypt | |

RESP wi th | |

CTIX CP | |
| | |

Square brackets [ ... ] indicate content of conpressed COSE object.

Curly brackets {

} indicate encrypted data.

Figure 6: Use of OSCORE between Cient-Proxy and Proxy- Server
(the proxy is a reverse-proxy)
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B.7. Wth Reverse-Proxy; OSCORE: CS, CP, P-S

In the exanple shown in Figure 7, nessage exchanges are protected
wi th OSCORE as foll ows.

* End-to-end between the client and the server, using the OSCORE
Security Context CTX C S. The client uses the OSCORE Sender |D
0x5f when using OSCORE with the server.

* Between the client and the proxy, using the OSCORE Security
Context CTX C P. The client uses the OSCORE Sender | D 0x20 when
usi ng OSCORE with the proxy.

* Between the proxy and the server, using the OSCORE Security
Context CTX P_S. The proxy uses the OSCORE Sender |D 0xd4 when
usi ng OSCORE with the server

In this exanple, the proxy is specifically a reverse-proxy. However,
unli ke typically expected, the client is aware to comunicate with a
reverse-proxy. This is the case, e.g., in the LwMM scenario
considered in Appendi x A 4, where the LWWM Server acts as CoAP
client, and it uses a LWMM Gateway acting as a CoAP-to- CoAP reverse-
proxy in order to reach an end |0oT device.

In order to determine where it has to forward an incom ng request to,
the proxy relies on the URI path conponents that are specified as
value of the Uri-Path options included in the request. In
particular, the proxy relies on the first URI path segnent to
identify the specific |oT device where to forward the request to,
while the remai ning URI path segnents specify the target resource at
the 10T device

However, as shown in the exanple, the URI path segnents that specify
the target resource are hidden fromthe proxy, since they are
protected by the additional use of OSCORE end-to-end between the
client and the server

Furthernmore, this exanple assunmes that, in the URIs identifying the
target resource at the proxy as well as in the URl identifying the
target resource at the server, the host conponent represents the
destination IP address of the request as an IP-literal. Therefore,
both the request fromthe client to the proxy and the request from
the proxy to the server do not include a Uri-Host option (see
Section 6.4 of [RFC7252]).
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Client Proxy Server
I

Payl oad: {Code: 0.02 (POST),
OSCORE: [ ki d: Ox5f, Partial 1V:42],
Oxff,
{Code: 0.01 (GET),
Uri-Path: "al arm status"
} /] Encrypted with CTX C S
} /] Encrypted with CTX P_S

Decr ypt
REQ with
CTX _P_S
I
Decrypt

I I
Encr ypt | |
REQ with | |
CIX CS | |
I I I
Encr ypt | |
REQ with | |
CTIX CP | |
I I I
R >| | Code: 0.02 (PGST)
| POST | | Token: 0x8c
| | | OSCORE: [kid:0x20, Partial |V:31]
| | | Oxf f
| | | Payl oad: {Code: 0.02 (POST),
| | | OSCORE: [ ki d: Ox5f, Partial 1V:42],
| | | Ui-Path: "devl",
| | | Ooxf f,
| | | {Code: 0.01 (GET),
| | | Uri-Path: "al arm status"
| | | } // Encrypted with CTX C S
| | | } // Encrypted with CTX CP
I I I
| Decr ypt |
| REQ with |
| CTIX CP |
| | |
| Encr ypt |
| REQwith |
| CIX P S |
I I I
| R >| Code: 0.02 (POST)
| POST | Token: O0x7b
| | OSCORE: [Kkid:Oxd4, Partial |V:31]
| | Oxf f
I I
I I
I I
| |
I I
I I
I I
I I
I
|
I
I
I
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| | REQ wi th
| | CIX CS
| | |
| | Encr ypt
| | RESP wi th
| | CTX C_ S
I I I
| | Encr ypt
| | RESP wi th
| | CIX P_S
I I I
| | <------ + Code:
| | 2.04 | Token:
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
| Decr ypt |
| RESP wi th |
| CIX P_S |
I I I
| Encr ypt |
| RESP wi th |
| CIX CP |
I I I
| <------ + | Code:
| 2.04 | | Token:
| | | OSCORE:
| | | Oxf f
| | | Payl oad:
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
Decr ypt | |
RESP with | |
CIX CP | |

Til oca & Hgl und

OSCORE- capabl e Proxi es

2. 04 (Changed)
0x7b

{Code: 2.04 (Changed),
OSCORE: -,
Oxf f,
{Code: 2.05 (Content),
Oxff,
" or
} // Encrypted with CTX C S
} /] Encrypted with CTX P_S

2. 04 (Changed)
0x8c

{Code: 2.04 (Changed),
OSCORE: -,
Ooxff,
{Code: 2.05 (Content),
Oxf f,
"o
} /] Encrypted with CTX C S
} /] Encrypted with CTX C P
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I I
Decr ypt | |
RESP wi th | |
CTX_CS | |
I I I
Square brackets [ ... ] indicate content of conpressed COSE object.
Curly brackets { ... } indicate encrypted data.

Figure 7: Use of OSCORE between Cient-Proxy and Proxy-Server
(the proxy is a reverse-proxy)

Appendi x C. State Diagram Protection of CoAP Options

Ti

Figure 8 overviews the rules defined in Section 2.2, to determ ne
whet her a CoAP option that is originally specified only as an outer
option (Class Uor |I) for OSCORE has to be processed as C ass E, when
protecting an out goi ng nessage.

I nust protect an outgoing nessage M for another OSCORE endpoi nt X

M includes a CoAP option OPT that is originally specified only as
an outer option (Class Uor 1) for OSCORE.

_____________________________________________________________________ +
I
I
v
----------- + S S
Did | add |---YES-->] As far as | can |---YES-->| As far as | can |
OPT to M | | tell, is X a | | tell, is X the |
——————————— + | consunmer of OPT? | | imrediately next |
| R L + | consunmer of OPT? |
| | o e e e e a e oo m +
| | | |
NO NO YES NO
I I I I
Y, Y, Y, |
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Does X need to |
access OPT before |
I

* As far as | can tell, |
I
| decrypting Mor in
I

X is nmy next hop;

I I
I I
I I
| OR | order to decrypt M? |
| | . +
| * As far as | can tell, | | |
| my next hop is not | NO YES
| the i medi ately next | |
| consuner of OPT | |
e + |
I I I
NO YES |
I I
I I
Y, Y,
o m m e e e e e e e e e e e e e e e eeee— oo +
| I's OPT the Uri-Host or Uri-Port option? |
o m m e e e e e e e e e e e e e e e e eo— oo - +
I I
NO YES
I
I
v
o m e e e e e e e eee— oo +

I

I

I

| | Does Minclude the Proxy-Schene |
| | or Proxy-Schene-Nunber option? |
I

I

I

I

oo e e e e e e e e e oo oo +
I I
YES NO
I I
% % |
o e e e e e o oo + |
| Process OPT as Class E | |
S + |
I
% %
o m m e e e e e e e e e e e e e e e e e e e e e e e memaao- +
+----- >| Process OPT as per its original dass Uor | |<----- +
o o o e e e e e e e e e e e e e e e e e e e e e e e oo o= +

Figure 8. Protection of CoAP Options Originally Specified only as
Quter Options (Class Uor |I) for OSCORE

Til oca & Hgl und Expi res 4 Septenber 2025 [ Page 53]



I nternet-Draft OSCORE- capabl e Proxi es March 2025

Appendi x D. State D agram Processing of Incom ng Requests

Figure 9 overviews the processing of an incom ng request, as
specified in Section 2.4. The dotted boxes indicate ending states
where the processing term nates.

o m o e e e e e e e meemea—ao-o +
I ncomng --->| Are there proxy-rel ated options? <--m---- +
request R i T + |
I n I I

YES L. | NO |

| Ret urn | | |

| 5.05 | | |

| | | |

I N I I I

I I I I I

I NO I I I

v I I v I
e + YES - + | . + |
| I's there the |------- > AmIl a | | | Is there an | |
| Proxy-Uri or | | forward | | | OSCORE option? | |
| Proxy-Cri |  +---->| proxy? | I e + |
| option? [ AR R R + I N I I
R + | | | NO YES |
I | YES [ I I
NO I I I I I I I

I I I I I I I I

I I I I I I I I

| | | | | | | |

I I I Return I I I I I

I I I 4.01 I I I v I

| | | | | | R +

I I I N I I I | Are there | |

I I I I I I I | Ui-Path | |

| YES | NO | | | | options? | |

v I v I I I I Homommee e +
e MR R EEEEE R | |
| I's there the | | Is it | | | | YES NO |
| Proxy-Schene or | | acceptable to | | | | | | |
| Proxy-Schenme-Number | | forward the | | | | % | |
| option, together | | request? (#) | | | | |
| with the Uri - Host [ R + | | | Ret urn | |
| or Uri-Port option? | | | | | 4.00 | |
R + YES | | | | |
I I I I I I I
NO I I I I I I

I I I I I I I

I v I I I v
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Is it
acceptable to

+ +
| Consune the | | |
| |
| decrypt the |
I I
+ +

| proxy-rel ated |

I I I I I

I I I I I

| ) |1 |

I | options I I I I

| R + | | | request? (#) |

I I I I | +---mmmeee e I

I I I I I I I I

I I I I I NO YES |

| | | | | | | |

I I YES | I I I I

I v I I I I I I

I Hoo oo + | I I I I

| | Does the authority | ] | Y, | |

| | (host and port) of the | | | | |

| | request URI identify ne? | | | Ret urn | |

| e + | 4.01 | |

| | | - | |

I NO I I I I

I I I I v I

I I I I Hoommmo o +

v v | | | Decrypt | |
e + | | R + |
| There is no Proxy-Schene | : Forward : | | | |
| or Proxy-Schenme- Nurmber | . the | | | |
| option, but there are | request | | \Y; |
| Uri-Path and/or Uri-Host | | | R + |
| and/or Uri-Port options | N | | | Success? | |
o e e e e o - + | | | Fom e oo o - + |

I I I I I I I

I I I I NO | I

I I I I I I I

| | | | | +---YES- - +

| | | | |

I I I I v

| R + | |

| Return : | Consune the | | | OSCORE error

| 4.01 : | proxy-related | | | handl i ng

| | options | | |

| N T + | |

I I n | v

I I I | Ammieeeee- +

| NO | | | Is there an |

| | | | | application? |

| Fom e e e oo - + | | o e e e e o - +

| | I's it | | | | |

| | acceptable to |---YES--+ | YES NO

| | forward the | | | |

| | request? (#) | | | v
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| R + | |

| n | | Return

| | | | 4.00

| YES | |

% | | %
e + |
| Am | a reverse-proxy using the | | : Deliver the :
| exact value of these Ui-Path, |---NO------ + : request to the :
| Uri-Host, and Uri-Port options | : application :
| for proxying? |
. +

(#) This is determ ned according to the endpoint’s configuration
and a possi bl e authorization enforcenent.

Figure 9: Processing of an |Incom ng Request.

Appendi x E. Document Updates

This section is to be renmoved before publishing as an RFC
E.1. Version -03 to -04

* Renoved definition and use of "OSCORE-in- OSCORE".

*  Mved use cases to an appendi Xx.

* Explain deviations from RFC 8613 as an actual subsection.

* More precise indication of outer or inner CoAP options.

* Added security consideration on menbership of OSCORE groups.

* Updated references.

* Editorial inprovenents.
E.2. Version -02 to -03

* (darified notivation for updating RFC 8768 in the introduction.

*  Expl ai ned that OSCORE-capabl e proxies have to recogni ze CoAP
options included in outgoing messages to protect.

* Fixed typo about the intended class of Hop-Limt option for
OSCORE.
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* Fixed protection of the Uri-Host option in exanples.
* Added security considerations about the Hop-Limt option.
* (Carifications and editorial inprovenents.
E.3. Version -01 to -02
* Revised escal ation of CoAP option protection.
* Specified general ordering for protecting outgoing requests.

* Explicit definition of OSCORE processing for the Hop-Limt option
(update to RFC 8768).

* Added exanpl es of nessage exchange with a reverse-proxy.
* Carifications and editorial inprovenments.
E.4. Version -00 to -01

* [Escal ation of option protection as explicit update point to RFC
8613.

* Carified exanples of Cass U1l CoAP options that becone
encrypt ed.

* Considered al so the CoAP Options Proxy-Cri and Proxy-Scherme-
Nurber .

* Added reference to Oni on CoAP as use case.

* Required to set alimt on OSCORE | ayers that can be added/
removed.

* Revised general rules on protecting CoAP options.

* A forward-proxy consunes a request when the request URI identifies
the proxy itself.

* Consistency fix: a reverse-proxy can forward based on Uri - Host,
Uri-Port or Uri-Path.

* Ceneralized authorization checks as acceptability checks.
* Added acceptability check before decrypting a request.

* Fixes in the exanpl es of nmessage exchange.
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* Updated state diagram of the inconing request processing.

* Added state diagramon the protection of CoAP options of Cass U
l.

* Updat ed references.
* FEditorial fixes and inprovemnents.
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