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Abst ract

The Constrai ned Resource ldentifier (CRI) is a conplenent to the

Uni form Resource ldentifier (URI) that represents the URI conponents
in Concise Binary Object Representation (CBOR) rather than as a
sequence of characters. This approach sinplifies parsing,
conparison, and reference resolution in environments with severe
limtations on processing power, code size, and nenory size.

Thi s RFC updates RFC 7595 by adding a colum on the "URl Schenes"
registry as well as a note on how that registry cooperates with the
"CRI Schene Nunbers for Certain Unregistered Schene Nanes" registry
created by the present RFC.

/1 (This "cref" paragraph will be renmoved by the RFC editor:) The

/] present revision -27 is a fixup to revision -26, which was m ssing
/1 the fixes for Jikic Wncke's COWENTs. This is now intended to be
/1 ready for docunment approval.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-core-href/.

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (mailto:core@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/core/.
Subscribe at https://ww.ietf.org/mailmn/listinfol/corel.

Source for this draft and an issue tracker can be found at
https://github. com core-wg/ href.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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resources in hypertext formats such as HTM. [ WBC. REC- ht ml 52-20171214]

or the HITP "Link" header field [ RFC8288].
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A URI reference is a sequence of characters chosen fromthe
repertoire of US-ASCI| characters (Section 4.1 of RFC 3986 [ STD66]).
The i ndi vi dual conponents of a URI reference are delimted by a
nunmber of reserved characters, which necessitates the use of a
character escape nechani smcal |l ed "percent-encodi ng" when these
reserved characters are used in a non-delimiting function. The
resolution of URI references (Section 5 of RFC 3986 [ STD66]) invol ves
parsing a character sequence into its conmponents, conbining those
components with the conponents of a base URI, nerging path
conponents, renoving dot-segnents ("." and "..", see Section 3.3 of
RFC 3986 [ STD66]), and reconposing the result back into a character
sequence.

Overall, the proper handling of URI references is quite intricate.
This can be a problemespecially in constrained environnments

[ RFC7228][I-D.ietf-iotops-7228his], where nodes often have severe
code size and nenory size limtations. As a result, nany

i npl ementations in such environments support only an ad- hoc,

i nformal | y-specified, bug-ridden, non-interoperabl e subset.

Thi s docunent defines the _Constrained Resource ldentifier (CRl)_ by
constraining URIs to a sinplified subset and representing their
conponents in Concise Binary Object Representation (CBOR) [ STD94]

i nstead of a sequence of characters. Analogously, CRI references_
are to CRIs what URI references are to URIs.

CRIs and CRI references allow typical operations on URIs and UR
ref erences such as parsing, conparison, and reference resol ution
(including all corner cases) to be inplenented in a conparatively
smal | amount of code and to be | ess prone to bugs and
interoperability issues.

As a result of simplification, however, _Sinmple CRIs_ (i.e., not
usi ng CRI extensions, see Section 7) are not capable of expressing
all URIs permtted by the generic syntax of [STD66] (hence the
"constrained" in "Constrained Resource lIdentifier"). The supported
subset includes all URIs of the Constrained Application Protoco
(CoAP) [RFC7252], mpbst URIs of the Hypertext Transfer Protocol (HTTP)
[ STD97], Uniform Resource Nanes (URNs) [ RFC8141], and other simlar
URI's. The exact constraints are defined in Section 2. CR
extensions (Section 7) can be defined to address sone of the
constraints and/or to provide nore convenient representations for
certain areas of application.

Thi s RFC updates RFC 7595 [BCP35] by adding a colum on the "URI
Schenes" registry as well as a note on how that registry cooperates
with the "CRI Schenme Numbers for Certain Unregi stered Schene Nanes"
registry created by the present RFC
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1.

2
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1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capitals, as shown here

In this specification, the term"byte" is used in its now customary
sense as a synonymfor "octet".

Terms defined in this docunent appear in _italics_ where they are
i ntroduced (in the plaintext formof this docunent, they are rendered
as the new term surrounded by underscores).

The general structure of data itens is shown in the Concise Data
Definition Language (CDDL) [RFC8610] including its control extensions
[ RFCO165]. Specific exanples are notated in CBOR Extended Di agnostic
Notation (EDN), as originally introduced in Section 8 of RFC 8949

[ STD94] and extended in Appendi x G of [RFC8610].
([1-D.ietf-cbor-edn-literals] nore rigorously defines and further
extends EDN; it also provides an application-extension syntax for the
notation of CRIs.)

From URIs to CRI's: Considerations and Constraints
1. The CRI interchange data node

A Constrai ned Resource ldentifier consists of the sane five
conmponents as a URI: schene, authority, path, query, and fragnent.

Many conponents of a URI can be "absent", i.e., they are optional
This is not mrrored in CRIs, where all conponents are part of al
CRIs. Sone CRI conponents can have values that are null or enpty
arrays. By defining a default value for each of certain conponents,
they often can be elided at the tail of the serialized formduring

i nterchange. (Note that some subconmponents such as port nunbers or
userinfo are optional in a CRI as well and therefore can be absent
froma CRl.)

In a CRI reference, conponents can additionally be "not set”

(i ndicated by interchanging a discard val ue instead of schene and
authority, or by null for the schenme, path and query conponents that
can otherwi se not have that value). (For exanple, for a CR
reference where authority is either not set or has either of the
NOAUTHORI TY val ues, the equivalent URl reference’'s authority is
absent.)
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The conponents are subject to the considerations and constraints
listed in this section. Note that CRI extensions can rel ax
constraints; for exanple, see Section 7.2 for partially rel axing
constraint CO.

C0O. Text strings in CRIs ("CRl text strings") are CBOR text strings
(i.e., in UTF-8 form[STD63]) that represent Unicode strings
(see Definition D80 in [Unicode]) in Unicode Normalization Form
C (NFC) (see Definition D120 in [Unicode] and specifically
Section 3, Paragraph 7).

Cl. The schenme nanme can be any CRI text string that nmatches the
syntax of a URI schenme (see Section 3.1 of RFC 3986 [ STD66],
whi ch constrains schene nanmes to a subset of ASCIl), in its
canonical form (The canonical formas per Section 3.1 of RFC
3986 [ STD66] requires al phabetic characters to be in
| owercase.) The schene is always present.

C2. An authority is always a host identified by an I P address or a
"regi stered nane" (see C5 below), along with optional port
informati on, and optionally preceded by user information

Alternatively, URIs can be formed without an authority. The
two cases for this defined in Section 3.3 of RFC 3986 [ STD66]
are nodel ed by two different special values used in the CR
aut hority component:

* the path can be root-based (zero or nore path segnents that
are each started in the URI with "/", as when the authority
is present), or

* the path can be rootless, which requires at |east one path
segnment, the first one of which has non-zero length and is
not started in the URl with "/" (such as in
mai | to:info@xanple.org or in URNs [ RFC8141]).

(Note that, in Figure 2, no-authority is nmarked as a feature,

as not all CRl inplenmentations will support authority-Iess
URIs.)
C3. A userinfo is a text string built out of unreserved characters

(Section 2.3 of RFC 3986 [ STD66]) or "sub-delins" (Section 2.2
of RFC 3986 [ STD66]); any other character needs to be percent-
encoded (Section 7.2). Note that this excludes the ":"
character, which is conmonly deprecated as a way to delinmt a
cleartext password in a userinfo.
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4. An | P address can be either an | Pv4 address or an |Pv6 address
(optionally with a zone identifier; see Section 6.1, Paragraph
4). Future versions of IP are not supported (it is likely that
a binary napping woul d be strongly desirable, and that cannot
be designed ahead of tine, so these versions need to be added
as a future extension if needed).

C5. A registered nane_ is represented as a sequence of one or nore
| onercase CRI text string _labels_ that do not contain dots
("."). (These labels joined with dots (".") in between them
result in the CRI equivalent of a URI registered nane as per
Section 3.2.2 of RFC 3986 [STD66]. The syntax may be further
restricted by the schene. A URl registered nane can be enpty,
for which case a schene can define a default for the host.)

C6. A port is always an integer in the range fromO to 65535
Ports outside this range, enpty ports (port subconponents with
no digits, see Section 3.2.3 of RFC 3986 [ STD66]), or ports
wi th redundant |eading zeros, are not supported.

Cr. If the scheme’s port handling is known to the CRI creator, it
is RECOWENDED to omt the port if and only if the port would
be the sane as the schene’s default port (provided the schene
defines such a default port) or the schene is not using ports.

C8. A path consists of zero or nore path segnents. Note that a
path of just a single zero-length path segnent is allowed % this is con
sidered equivalent to a path of zero path segnents
by HTTP and CoAP, but this equival ence does not hold for CRI's
in general as they only performnornalization on the Syntax-
Based Norrmalization level (Section 6.2.2 of RFC 3986 [ STD66]),
not on the schene-specific Schene-Based Normalization | eve
(Section 6.2.3 of RFC 3986 [ STD66]) .

(A CRI inplenentation my want to of fer schene-cogni zant
interfaces, performng this schenme-specific normalization for
schenmes it knows. The interface could assert which schenmes the
i mpl ement ati on knows and provide pre-normalized CRIs. This can
also relieve the application fromrenoving a | one zero-|length
pat h segnent before putting path segnments into CoAP Options,
i.e., fromperformng the check and junp in item8 of

Section 6.4 of [RFC7252]. See also SP1 in Appendix A)

Co. A path segment can be any CRl text string, with the exception

of the special "." and ".." conplete path segnents. Note that
this includes the zero-length string.

Bor mann & Birkhol z Expires 23 April 2026 [ Page 7]



Internet-Draft Constrai ned Resource ldentifiers Cct ober 2025

Ci10.

C11.

Cl2.

C13.

If no authority is present in a CRI, the |eading path segnent
cannot be enpty. (See also SP1l in Appendix A)

Queries are optional in URIs; there is a difference between an
absent query and a present query that is the enpty string. A
CRl represents its query conponent as an array of zero or nore
CRI text strings, called "query paraneters."” Zero query
paraneters (an enpty array) is equivalent to a URI where the
query is absent; a single query parameter that is the enpty
string is equivalent to a URl with a present, but enpty, query
string. URI query strings are often in the formof "key=val ue"
pairs joined by anpersand characters. A query string present
ina URl is represented in a CRI by splitting its text up on
any anpersand ("&") characters into one or nore query
paraneters, which may contain certain characters (including
anper sands) that were percent-encoded in the URI. Wen
converting a CRI to a URI, one or nore query paranmeters are
constructed into a URI query by joining themtogether with
anpersand characters, where certain characters (including
anpersands) present in the query paraneters are percent-
encoded. (This matches the structure and encodi ng of the
target URI in CoAP requests.)

A fragnent identifier can be any CRl text string. Fragnent
identifiers are optional in URIs; in CRIs there is a difference
between a null fragment identifier and a fragnment identifier
that is the enpty string

The syntax of registered nanes, path segnents, query
paraneters, and fragnent identifiers nmay be further restricted
and sub-structured by the schene. There is no support,
however, for escaping sub-delimters that are not intended to
be used in a delimting function

When converting a CRI to a URI, any character that is outside
the allowed character range or is a delimter in the URI syntax
is percent-encoded. For CRIs, percent-encoding al ways uses the
UTF-8 encoding form (see Definition D92 in [Unicode]) to
convert the character to a sequence of bytes, which are then
converted to a sequence of %H triplets.

Exanpl es for URIs at or beyond the boundaries of these constraints
are in SP2 in Appendi x A
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2.2. CRI References: The discard Conponent

As with URI references and URIs, CRl references are a shorthand for a
CRI that is expressed relative to a base CRI. UR and CRI references
often _discard_part or all of the trailing path segnents of the base
URI or CRI.

In a URI reference, this is expressed by syntax for its path
component such as | eading special path segnents "." (to protect a
colon in the first path conponent) and ".." (to discard one nore
segnent) or a |eading slash (to discard all segnments) before giving
the path segnents to be added at the end of the (now truncated) base
URI. For use in CRl references, instead a discard conmponent has been
added as an alternative to the schene and authority components,
maki ng the specification of discarding base URI path segnents
separate from addi ng new path segnents fromthe CRl reference

The discarding intent of a CRI reference is thus fully condensed to a
single value in its discard conponent:

* An unsigned integer as the discard conponent specifies the numnber
of path segnents to be discarded fromthe base CRI (note that this
i ncludes the value 0 which cannot be expressed in URlI references
that then add any path conponent);

* the value true as the discard component specifies discarding all
path segments fromthe base CRI.

Not e that path conmponents can be enpty; ftp://exanple.com a/ includes
the two path conponents "a" and ""; the latter is the one that wll
be di scarded when the URI reference "b" is resolved with
ftp://example.conla/ as its base URI.

o e e e e oo o e e e e e e e e e e e e oo oo +
| CRI reference | URI reference |
o e e oo S +
| [0, ["a"]] | (cannot be expressed) |
| [1, ["a"]] | a I
| [1, ["this:that"]] | ./this:that |
| | (Section 4.2 of RFC 3986 [ STD66])

| [1, ["a", "b"]] | a/b I
| [2, ["a"]] | ../a I
| [3, ["a"]] | ../..1a |
| [true, ["a"]] | /a |
o e e e o e e e e e e e e e e e e e o m o +

Table 1. URI reference equivalents of CRI reference
exanmpl es with discard val ues
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If a scheme or authority is present in a CRl reference, the discard
component is inplicitly equivalent to a value of true and thus not
included in the interchanged data item

2.3. Constraints not expressed by the data nodel

There are syntactically valid CRIs and CRI references that cannot be
converted into a URI or URl reference, respectively.

CRI references of this kind can be acceptable -- they still can be
resolved and result in a valid full CRI that can be converted back
Exanpl es of this are:

* [0, ["p"]]: appends a slash and the path segnent "p" to its base,
sets the query to an enpty array and the fragnment to nul

* [0, null, []]: leaves the path alone but sets the query to an
enpty array and the fragnent to nul

(Full) CRI's that do not correspond to a valid URI are not valid on
their own, and cannot be used. Normatively they are characterized by
the Section 6.1 process not producing a valid and syntax-nornmalized
URI. For easier understanding, they are |listed here:

* CRIs (and CRl references) containing dot-segnents (path segnent
" oor ML),

These segnents woul d be renoved by the renobve dot segnents
al gorithm of [STD66], and thus never produce a nornalized UR
after resolution.

(I'n CRI references, the discard value is used to afford segnent
renoval (see Section 2.2), and with "." being an unreserved
character, expressing themas "%e" and "%e%e" is not even

vi abl e, |l et alone practical).

* CRIs without authority whose path starts with a | eading enpty
segrment followed by at | east one nore segnent.

When converted to URIs, these would violate the requirenent that
in absence of an authority, a URI's path cannot begin with two

sl ash characters. (E. g., tw |eading enpty segnents woul d be

i ndi stinguishable froma URI with a shorter path and a present but
enpty authority conponent.) (Conpare C9.)
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3.

* CRIs without authority that are rootless and have an enpty path
component (e.g., ["a", true, []]), which would be
i ndi stinguishable fromits root-based equivalent (["a", null, []])
as both woul d have the URl a:

Creation and Normalization

In general, resource identifiers are generated when a resource is
initially created or exposed under a certain resource identifier

The nami ng authority that creates a Constrained Resource ldentifier
SHOULD be the authority that governs the nanmespace of the resource
identifier (see also [BCP190]). For exanple, for the resources of an
HTTP origin server, that server is responsible for creating the CRI's
for those resources. |If the naming authority creates a URl instead
that can be obtained as a conversion result froma CRl (Section 6.1)
that CRI can be considered to have been created by the nam ng

aut hority.

The nam ng authority MJST ensure that any CRl created satisfies the
required constraints defined in Section 2. The creation of a CRl
fails if the CRI cannot be validated to satisfy all of the required
constraints.

If a naming authority creates a CRI fromuser input, the follow ng
normal i zati ons can increase the likelihood that the resulting CRI
will be valid:

* map the schenme nane to | owercase (Cl);

* map the registered nane to NFC (CO) and split it on enbedded dots
(Co);

* elide the port if it is the default port for the schene (C7);

* map path segnments (C9), query paraneters (Cl0O), and the fragnent
identifier (Cl1) to NFC form (Q0).

Once a CRI has been created, it can be used and transferred w thout
further nornalization. Al operations that operate on a CRI SHOULD
rely on the assunption that the CRl is appropriately pre-normalized.
(This does not contradict the requirement that, when CRIs are
transferred, recipients nust operate on as-good-as untrusted input
and fail gracefully in the face of malicious inputs.)

Note that the processing of CRIs does not inply that all the
constraints continuously need to be checked and enforced.
Specifically, the text normalization constraints (NFC) can be
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expanded as: The recipient of a CRI MAY reasonably expect the text
strings to be in NFC form but as with any input MJST NOT fai

(beyond possibly not being able to process the specific CRI) if they
are not. So the onus of fulfilling the expectation is on the
original creator of the CRI, not on each processor (including
consumer). This consideration extends to the sources the CRl creator
uses in building the text strings, which the CRI creator MAY in turn
expect to be in NFC formif that expectation is reasonable. See
Appendi x C of [MNU] for sonme background.

CRI s have been designed with the objective that, after the above
normel i zati on, conversion of two distinct CRls to URIs do not yield
the "same" URI, including equival ence under syntax-based
normal i zation (Section 6.2.2 of RFC 3986 [ STD66]), but not including
schene-based or protocol -based normalization. Note that this

obj ective exclusively applies to (full) CRI's, not to CRl references:
these need to be resolved relative to a base URI, with results that
may be equival ent or not depending on the base.

4. Conparison

One of the nobst common operations on CRIs is conparison: deternining
whet her two CRIs are equival ent, w thout dereferencing the CRI's
(i.e., using themto access their respective resource(s)).

Det erm nati on of equival ence or difference of CRIs is based on sinple
component -wi se conparison. |If two CRIs are identical conponent-by-
conponent (using code-point-by-code-point conparison for conponents
that are Unicode strings) then it is safe to conclude that they are
equi val ent .

Thi s conpari son mechanismis designed to nminimze fal se negatives
while strictly avoiding fal se positives. The constraints defined in
Section 2 inply the nost common forms of syntax- and schene-based
nornmalizations in URI's, but do not conprise schene-based or protocol -
based normalizations that require accessing the resources or detailed
know edge of the scheme’s dereference al gorithm (such as the Scheme-
Based Normalization (Section 6.2.3 of RFC 3986 [ STD66]) specified for
http(s) in Section 4.2.3 of RFC 9110 [STDO7] that would classify
https://exanpl e. org: 443 as equivalent to https://exanple.org). False
negatives can be caused, for exanple, by CRIs that are not
appropriately pre-nornalized and by resource aliases.

When CRIs are conpared to select (or avoid) a network action, such as

retrieval of a representation, fragnent conponents (if any) do not
play a role and typically are excluded fromthe conparison
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5. CRlI References

The nbst common usage of a Constrained Resource ldentifier is to
enbed it in resource representations, e.g., to express a hyperlink
bet ween the represented resource and the resource identified by the
CRI.

Section 5.1 first defines the representation of CRIs in Concise
Bi nary Obj ect Representation (CBOR) [STD94]. \When reduced
representation size is desired, CRIs are often not represented
directly. Instead, CRIs are indirectly referenced through CRI
references_. These take advantage of hierarchical locality and
provide a very conpact encoding. The CBOR representation of CR
references also is specified in Section 5.1

The only operation defined on a CRI reference is _reference
resolution_: the act of transformng a CRI reference into a CRIl. An
application MJST inplenent this operation by applying the algorithm
specified in Section 5.3 (or any algorithmthat is functionally
equivalent to it).

The reverse operation of transformng a CRI into a CRI reference is

not specified in detail in this docunent; inplenmentations are free to
use any algorithmas long as reference resolution of the resulting
CRI reference yields the original CRI. Notably, a CRl reference is

not required to satisfy all of the constraints of a CRI; the only
requirenent on a CRl reference is that reference resolution MJST
yield the original CRI

When testing for equival ence or difference, it is rarely appropriate
for applications to directly conpare CRl references; instead, the
references are typically resolved to their respective CRIs before
compari son.

5.1. CBOR Representation
/1 RFC Ed.: throughout this section, please replace RFC-XXXX with the
/1 RFC nunmber of this specification and renove this note.
A CRI or CRI reference is encoded as a CBOR array (Major type 4 in
Section 3.1 of RFC 8949 [STDO4]). Figure 1 has a coarse

visualization of the structure of this array, w thout going into the
details of the el enents.
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cri-reference:

———— scheme —— authority ———— local-part ——- |
\ \

———————— discard ————————

| ocal - part:

_____________________ >__________________
\ \
;! @ - —
\ \ \ \
| L ——— o
\ \ \ \ \ \

| v———— path ———— query ———— fragnent ——————— 4 ]

Figure 1: Overall Structure of a CRI or CRI Reference

Figure 2 has a nore detail ed description of the structure, in CDDL.
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; hot expressed in this CDDL spec: trailing defaults to be left off

RFC- XXXX-Definitions = [CRI, CRI-Reference]

CRI = [
schene,
authority / no-authority,
pat h, ; use [] for enpty path
query, ; use [] for enpty query

fragnent / nul

CRI - Reference = |

((scherme / null, authority / no-authority)

/1 discard), ; relative reference

path / null, ;o null is explicitly not set
query / null, ;o null is explicitly not set

fragment / nul

]

schene
schene-id
schene- name

schene-id / (schene-nane .feature "schene-nane")
ni nt ; -1 - schene-nunber
text .regexp "[a-z][a-z0-9+.-]*"

no- aut hority = NOAUTH ROOTBASED / NOAUTH ROOTLESS
NQAUTH ROOTBASED = null .feature "no-authority”
NOAUTH- ROOTLESS = true .feature "no-authority"

authority = [?userinfo, host, ?port]

userinfo = (false, text .feature "userinfo")
host = (host-ip // host-nane)

host - nane = (*text) ; lowercase, NFC | abels; no dot
host-ip = (bytes .size (4/16), ?zone-id)
zone-id = text

port = 0..65535

di scard = DI SCARD- ALL / 0..127

DI SCARD- ALL = true

pat h = [*text]

query = [*text]

f ragnment = text

Figure 2: CDDL for CRI CBOR representation
The el ements of the top-level array are called _sections_. The

sections containing the rules schene, authority, path, query,
fragment correspond to the conponents of a URI and thus of a CRI, as
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described in Section 2. For use in CR references, the discard
section (see also Section 2.2) provides an alternative to the schene
and authority sections.

This CDDL specification is sinplified for exposition and needs to be
augnmented by the following rules for interchange of CRIs and CR
ref erences:

*

Trailing default values (Table 2) MJST be renoved.

Two | eading null values (schenme and authority both not given) MJST
be represented by using the discard alternative instead.

An enpty path in a CRI is represented as the enpty array []. Note
that for CRI-Reference there is a difference between enpty paths
and paths that are not set, represented by [] and null
respectively.

An enpty query in a CRI (no query paraneters, not even an enpty
string) is represented as the enpty array []; note that this is
equi val ent to the absence of the question mark in a URI, while the
equi val ent of just a question nark in a URl is an array with a
single query paraneter represented by an enpty string [""]). Note
that for CRI-Reference there is a difference between providing a
query as above and a query that is not set, represented by null.

An enpty outer array ([]) is not a valid CRI. It is a valid CR
reference, equivalent to [0] as per Section 5.2, which essentially
copies the base CRI up to and including the path section, setting
query and fragnent to absent.

| schene |

| authority | n
| discard | O
| path | [
| query | [
| fragment | n

Tabl e 2: Default Val ues
for CRI Sections

For interchange as separate encoded data itens, CRIs MJST NOT use
indefinite length encoding (see Section 3.2 of RFC 8949 [ STD94]).
This requirenment is relaxed for specifications that enbed CRIs into
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an enconpassi ng CBOR representation that does provide for indefinite
| ength encodi ng; those specifications that are selective in where
they provide for indefinite |length encoding are RECOMENDED to not
provide it for enbedded CRIs.

5.1.1. schene-nane and schene-id

In the scheme section, a CRI schene is usually given as a negative

i nteger schene-id derived fromthe _schenme nunber_. Optionally, it
can instead be identified by its schenme-nane (a text string giving
the schene nane as in URIs’ schene section, mapped to | ower case).
(Note that, in Figure 2, schenme-nane is marked as a feature, as only
| ess constrained CRI inplenmentations night support schene-nane.)

Schene nunbers are unsigned integers that are nmapped to and from
schene nanes by exactly one of the following two registries:

*  "Uniform Resource Identifier (URI) Schenes" Registry (Section 6
(I ANA Consi derations) of RFC 7595 [BCP35] as updated by
Section 11.1), or

* "CRI Schenme Nunbers for Certain Unregistered Schene Nanes"
registry (Section 11.2).

The rel ationship of a scheme nunber to its scheme-id is as foll ows:

schenme-id = -1 - schene- nunber
schenme- nunber = -1 - schene-id

For exanple, the schene-nane coap has the (unsigned integer) schene-
nunber 0 which is represented in a (negative integer) scheme-id -1

5.1.2. The discard Section

The discard section can be used in a CRI reference when neither a
schene nor an authority is present. It then expresses the operations
performed on a base CRI by CRl references that are equivalent to UR
references with relative paths and path prefixes such as "/", "./",
PR A A A1 o

"." and ".." are not available in CRIs and are therefore expressed
using discard after a nornalization step, as is the presence or
absence of a leading "/" (see Section 2.2 for exanples).
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E.g., a sinple URI reference "foo" specifies to renove one trailing
segrment, if any, fromthe base URI’s path, which is represented in
the equivalent CRI reference discard section as the value 1

simlarly "../foo" renoves two trailing segnents, if any, represented
as 2; and "/foo" renoves all segnents, represented in the discard
section as the value true. The exact semantics of the section val ues
are defined by Section 5. 3.

Most URI references that Section 4.2 of RFC 3986 [ STD66] calls
"relative references" (i.e., references that need to undergo a

resol ution process to obtain a URI) correspond to the CRI reference
formthat starts with discard. The exception are relative references
with an authority (called a "network-path reference" in Section 4.2
of RFC 3986 [ STD66]), which discard the entire path of the base CRl.
These CRI references never carry a discard section: the val ue of

di scard defaults to true.

5.1.3. Exanples

[-1, / schene-id -- equivalent to "coap" /

[h" C6336401" , / host /

61616] , / port [/

[".well-known", / path /

"core"]
]

Figure 3: CRI for coap://198.51.100.1:61616/.wel | -known/core

[true, / discard /

[".well-known", / path /

"core"],

["rt=tenperature-c"] [ query /

Figure 4. CRI Reference for /.well-known/core?rt=tenperature-c
[-6, / schene-id -- equivalent to "did" /
true, [/ authority = NOAUTH ROOTLESS /

["web:alice:bob"] [/ path /
]

Figure 5: CR for did:web:alice:bob
5.1.4. Specific Term nol ogy
A CRI reference is considered well-fornmed_if it matches the

structure as expressed in Figure 2 in CDDL, with the additiona
requirenent that trailing null values are renpved fromthe array.
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A CRI reference is considered a full_CRl if it is well-formed and
the sequence of sections starts with a non-null schene.

A CRI reference is considered relative if it is well-forned and the
sequence of sections is enpty or starts with a section other than
those that would constitute a schene.

5.2. Ingesting and encoding a CRI Reference

From an abstract point of view, a CRI reference is a data structure
with six sections:

schene, authority, discard, path, query, fragnent

This is referred to as the _abstract form, while the _interchange
form (Figure 2) has either two sections for schenme and authority or
one section for discard, but never both of these alternatives.

Each of the sections in the abstract formcan be "not set" (null),
except for discard, which is always an unsigned integer or true. |If
schene and/or authority are non-null, discard is set to true.

When ingesting a CRI reference that is in interchange form those
sections are filled in frominterchange form (sections not set are
filled with null), and the followi ng steps are perforned:

* |If the array is enpty, replace it with [0].

* |f discard is present in interchange form(i.e., the outer array
starts with true or an unsigned integer), set schene and authority
to null.

* |f scheme and/or authority are present in interchange form(i.e.,
the outer array starts with null, a text string, or a negative
integer), set discard to true

Upon encoding the abstract forminto interchange form the inverse

processing is perforned: If scheme and/or authority are not null, the
discard value is not transferred (it nust be true in this case). |If
they are both null, they are both | eft out and only discard is

transferred. Trailing null values are renoved fromthe array. As a
special case, an enpty array is sent in place for a remaining [O0]
(URI reference "").
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5.2.1. FError handling and extensibility

It is recomrended that specifications that describe the use of CRI's
in CBOR-based protocols use the error handling nmechani sns outlined in
this section. Inplenentations of this docunment MJST adhere to these
rul es unl ess a containi ng docunent overrides them

When encountering a CRI that is well-fornmed in terns of CBOR, but
t hat

* jis not well-forned as a CRI

* does not nmeet the other requirenents on CRIs that are not covered
by the term"well-formed", or

* uses features not supported by the inplenentation,
the CRI is treated as "unprocessabl e".

When encountering an unprocessable CRI, the processor skips the
entire CRI top-level array, including any CBOR itens contained
therein, and continues processing the CBOR itens surrounding the
unprocessable CRI. (Note: this skipping can be inplenented in
bounded menory for CRIs that do not use indefinite | ength encoding,
as mandated for CRIs as separate encoded data itenms in Section 5.1,
Par agr aph 10.)

The unprocessable CRI is treated as an opaque identifier that is
distinct fromall processable CRI's, and distinct from al
unprocessable CRIs with different CBOR representations. It is up to
the inpl enmentati on whet her unprocessable CRIs with identica
representations are treated as identical to each other or not.
Unprocessabl e CRIs cannot be dereferenced, and it is an error to
query any of their components.

Thi s mechani sm ensures that CRI extensions (using originally defined
features or |ater extensions) can be used wi thout extending the
compatibility hazard to the containing docunent. For exanple, if a
coll ection of possible interaction targets contains several CRIs
some of which use the "no-authority" feature, an application
consuming that collection that does not support that feature can
still offer the supported interaction targets.

The duty of checking validity is with the recipients that rely on
this validity. An internediary that does not use the detailed
information in a CRI (or nerely perforns reference resolution) MAY
pass on a CRI/CRl reference without having fully checked it, relying
on the producer having generated a valid CRI/CRl reference. This is
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true for both Sinple CRIs (e.g., checking for valid UTF-8) and for
extensions (e.g., checking both for valid UTF-8 and the m ni mal use
of PET elements in the text-or-pet feature as per Section 7.2).

A systemthat is checking a CRI for sone reason but is not its
ultimate recipient needs to consider the tension between security
requi renents and the danger of ossification [RFC9170]: If the system
rejects anything that it does not know, it prevents the other
components from maki ng use of extensions. |If it passes through

ext ensi ons unknown to it, that might allow semantics pass through
that the system should have been designed to filter out.

5.3. Reference Resol ution

The term“"relative"” inplies that a "base CRI" exists against which
the relative reference is applied. Aside fromfragment-only
references, relative references are only usable when a base CRI is
known.

The foll owi ng steps define the process of resolving any well -formnmed
CRI reference against a base CRI so that the result is a full CRI in
the formof an CRI reference:

1. Establish the base CRI of the CRI reference (conpare Section 5.1
of RFC 3986 [STD66]) and express it in the formof an abstract
(full) CRI reference.

2. Initialize a buffer with the sections fromthe base CRI

3. If the value of discard is true in the CRI reference (which is
implicitly the case when schene and/or authority are present in
the reference), replace the path in the buffer with the enpty
array, set query to enpty and fragnment to null, and set a true
authority to null. |If the value of discard is an unsigned
i nteger, renove as many el enments fromthe end of the path array;
if it is non-zero, set query to enpty and fragnent to null.

Set discard to true in the buffer.

4. |If the path section is non-null in the CRI reference, append al
elements fromthe path array to the array in the path section in
the buffer; set query to enpty and fragnment to null.

5. If query is non-null in the CRl reference, set fragment to nul
in the buffer. Apart fromthe path and discard, copy all non-
null sections fromthe CRI reference to the buffer in sequence.

6. Return the sections in the buffer as the resolved CRI
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6

6

Rel ati onship between CRIs, URIs, and IR's

CRIs are neant to replace both Uniform Resource Identifiers (URIS)

[ STD66] and Internationalized Resource ldentifiers (IR's) [RFC3987]
in constrained environnments [ RFC7228][I-D.ietf-iotops-7228his].
Applications in these environnents may never need to use URIs and
IRI's directly, especially when the resource identifier is used sinply
for identification purposes or when the CRI can be directly converted
into a CoAP request.

However, it may be necessary in other environnments to determ ne the
associated URI or IR of a CRI, and vice versa. Applications can
performthese conversions as follows:

CRI to UR
A CRl is converted to a URI as specified in Section 6.1

URI to CR
The nethod of converting a URI to a CRl is unspecified;
i mpl ementations are free to use any algorithmas |long as
converting the resulting CRI back to a URl yields an equival ent
URI .

Note that CRIs are defined to enable inplementing conversions from
or to URI's anal ogously to processing URIs into CoAP Options and
back, with the exception that item 8 of Section 6.4 of [RFC7252]
and item7 of Section 6.5 of [RFC7252] do not apply to CR
processing. See SP1 in Appendix A for nore details.

CR to IR
A CRI can be converted to an IRl by first converting it to a UR
as specified in Section 6.1, and then converting the URI to an IR
as described in Section 3.2 of [RFC3987].

IRl to CR
An IRl can be converted to a CRI by first converting it to a UR
as described in Section 3.1 of [RFC3987], and then converting the
URI to a CRI as described above.

Everyt hi ng about CRI references, URl references, and IR references
in this section also applies to CRIs, URls, and IRIs.

Converting CRI (references) to URI (references)

Applications MIUST convert a CRI reference to a URl reference by
determ ning the conponents of the URI reference according to the
foll owi ng steps and then reconposi ng the conponents to a UR
reference string as specified in Section 5.3 of RFC 3986 [ STD66] .
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schene
If the CRI reference contains a schene section, the scheme
component of the URI reference consists of the value of that
section, if text (schene-nane); or, if a negative integer is given
(scheme-id), the | ower case schene nanme corresponding to the
schenme-id as per Section 5.1.1. Qherw se, the scheme conponent
i s not set.

aut hority
If the CRI reference contains a host-nane or host-ip item the
authority conponent of the URI reference consists of a host
subconponent, optionally followed by a colon (":") character and a
port subconponent, optionally preceded by a userinfo subconmponent.
O herwi se, the authority conponent is not set.

The host subconponent consists of the value of the host-nane or
host-ip item

The userinfo subconmponent, if present, is turned into a single
string by appending a "@. Oherw se, both the subconponent and
the "@ sign are omitted. Any character in the value of the
userinfo element that is not in the set of unreserved characters
(Section 2.3 of RFC 3986 [ STD66]) or "sub-delins" (Section 2.2 of
RFC 3986 [STD66]) or a colon (":") MJST be percent-encoded.

The host-nane is turned into a single string by joining the

el ements separated by dots ("."). Any character in the el enents
of a host-nanme itemthat is not in the set of unreserved
characters (Section 2.3 of RFC 3986 [STD66]) or "sub-delins"
(Section 2.2 of RFC 3986 [ STD66]) MJST be percent-encoded. |If
there are dots (".") in such elenents, the conversion fails
(percent-encoding is not able to represent such el enents, as
normal i zati on woul d turn the percent-encodi ng back to the
unreserved character that a dot is.)

| As an inplenentation note, an inplenentation with schene-

| specific know edge that knows it will have to interface with
| DNS might inplenent a shortcut to using the ToASCl |

| procedure (Section 4.1 of [RFC3490]) as discussed in nore

| detail in Section 3.1 of [RFC3987]. Such an optimization is
| formally outside the scope of the CRI specification, which

| is schene-independent and is in ternms of IRIs and URIs.

| // Editor’s note: Sone other RFCs reference RFC5890 as the

I

|

I

I

I

source of

/1l ToASCIl, since that is the docunent that replaces RFC3490
and at

!/ least mentions ToASCII. Unfortunately, this doesn’ t

defi ne
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| // ToASCII (pointing to RFC 3490 instead), so these

| references are

| // considered broken. Instead, the present docunent

| references RFC

| // 3490, which is the docunent that actually does define

| ToASCII.

| // RFC 3987 (IRIs) references RFC 3490, too, kind of keeping
| it

| // alive.

The val ue of a host-ip item MJUST be represented as a string that
mat ches the "I Pvd4address” or "IP-literal" rule (Section 3.2.2 of RFC
3986 [ STD66]) .

The inclusion of zone-ids [RFC4007] in URIs has a conpl ex history and
currently has no interoperable representation (the previous
specification for this, [RFC6874], is now obsol eted by [ RFC9844];
nmor e background information is available in
[1-D.schinazi-httpbis-link-1ocal-uri-bcp]). The CRI specification
does not define a conversion froma CRI containing a zone-id to a
URI. As keeping a zone-id with an I P address in a URI turned out to
be useful while [RFC6874] was in effect, CRIs maintain a position in
the grammar to optionally store a zone-id. This can be used by
consenting CRI inplenmentations to exchange zone information w thout
bei ng concerned by the lack of a specification at the URl syntax

Il evel. The goal is to achieve approximte feature parity with the
zone-id support in [I-D.ietf-netnod-rfc6991-bis], which al so contains
further clarifications on the use of zone-ids with | P addresses.

If the CRI reference contains a port item the port subconponent
consists of the value of that itemin decinmal notation. O herw se,
the colon (":") character and the port subconponent are both omitted.

path |If the CRI reference contains a discard item of value true, the
pat h conponent is considered rooted . |If it contains a discard
itemof value 0 and the path itemis present, the conversion
fails. If it contains a positive discard item the path conmponent
is considered _unrooted_ and prefixed by as many "../" conponents
as the discard value mnus one indicates. |If the discard value is
1 and the first elenent of the path contains a :, the path
conmponent is prefixed by "./" (this avoids the first elenent to
appear as supplying a URl schene; conpare path-noschene in
Section 4.2 of RFC 3986 [ STD66]).

If the discard itemis not present and the CRI reference contains
an authority that is true, the path conponent of the URI reference
is considered unrooted. O herwi se, the path conponent is

consi dered root ed.
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If the CRI reference contains one or nore path itens, the path
component is constructed by concatenating the sequence of
representations of these itens. These representations generally
contain a leading slash ("/") character and the val ue of each
item processed as discussed below. The |eading slash character
is omtted for the first path itemonly if the path conponent is
consi dered "unrooted".

Any character in the value of a path itemthat is not in the set
of unreserved characters or "sub-delins" or a colon (":") or
commercial at ("@) character MJUST be percent-encoded.

If the authority component is present (not null or true) and the
pat h conponent does not match the "path-abenpty" rule (Section 3.3
of RFC 3986 [ STD66]), the conversion fails.

If the authority conponent is not present, but the schene
conmponent is, and the path conponent does not match the "path-
absol ute", "path-rootless" (authority == true) or "path-enpty"
rule (Section 3.3 of RFC 3986 [ STD66]), the conversion fails.

If neither the authority conponent nor the schene conponent are
present, and the path conponent does not natch the "path-

absol ute", "path-noschene" or "path-enpty" rule (Section 3.3 of
RFC 3986 [STD66]), the conversion fails.

query If the CRI reference contains one or nore query itens, the
query comnponent of the URI reference consists of the value of each
item separated by an anpersand ("&"') character. Oherw se, the
guery conponent is not set.

Any character in the value of a query itemthat is not in the set
of unreserved characters or "sub-delinms" or a colon (":"),
commercial at ("@), slash ("/"), or question mark ("?") character
MUST be percent-encoded. Additionally, any anpersand character
("&") in the itemvalue MJST be percent-encoded.

fragment |If the CRI reference contains a fragnment item the fragnent
component of the URI reference consists of the value of that item
O herwi se, the fragment conponent is not set.

Any character in the value of a fragnment itemthat is not in the
set of unreserved characters or "sub-delinms" or a colon (":"),
comercial at ("@), slash ("/"), or question mark ("?") character
MJST be percent-encoded.
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7

Extending CRI s

The CRI structure described up to this point, w thout enabling any
feature ("scheme-nanme", "no-authority", "userinfo"), is terned the
_Basic CRI _. It should be sufficient for all applications that use
the CoAP protocol, as well as nost other protocols enploying URs.

CRIs with one or nore of the three features enabled are called
_Simple CRIs_, which cover a |arger subset of protocols that enploy
URIs. To overconme renmaining limtations, Extended Forns_ of CRIs
may be defined to enable further applications. They will generally
extend the CRI structure to accommodate nore potential values of text
components of URIs, such as userinfo, hostnanes, paths, queries, and
fragments.

Ext ensi ons may al so be defined to afford a nore natura

representation of the information in a URI. _Stand-in Itens_

(Section 7.1) are one way to provide such representations. For

i nstance, information that needs to be base64-encoded in a UR can be
represented in a CRI in its natural formas a byte string instead.

Extensions are or will be necessary to cover two linmitations of
Sinpl e CRIs:

* Sinple CRIs do not support |PvFuture (Section 3.2.2 of RFC 3986
[ STD66]). Definition of such an extension probably best waits
until a wider use of newIP literal formats is planned.

* NMbre inportant in practice:

Sinple CRIs do not support URI conponents that _require_ percent-
encoding (Section 2.1 of RFC 3986 [STD66]) to represent themin
the URI syntax, except where that percent-encoding is used to
escape the main delimter in use.

E.g., the UR

https://alicel 3%2f 4-inch

is represented by the Basic CR

[-4, ["alice"], ["3/4-inch"]]

However, percent-encoding that is used at the application level is
not supported by Sinple CRI's

di d: web: al i ce: 79%8A1- bal un
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CRI's have been designed to relieve inplenmentati ons operating on
CRIs fromstring scanni ng, which both hel ps constrained

i mpl ement ati ons and i npl enentati ons that need to achi eve high

t hr oughput .

An extension supporting application-level percent-encoded text in
CRIs is described in Section 7. 2.

Consumers of CRIs will generally notice when an extended formis in

use, by finding structures that do not match the CDDL rules given in
Figure 2. Future definitions of extended forns need to strive to be
di stinguishable in their structures fromthe extended form presented
here as well as other future forns.

Extensions to CRIs are not intended to change encodi ng constraints;
e.g., Section 5.1, Paragraph 10 is applicable to extended forns of
CRIs as well. This also ensures that recipients of CRIs can dea

wi th unprocessable CRIs as described in Section 5.2.1

7. 1. Extended CRI: Stand-In |tens

Application specifications that use CRIs may explicitly enable the
use of "stand-in" itens (tags or sinple values). These are data
items used in place of original representation itens such as strings
or arrays, where the tag or sinple value is defined to stand for a
data itemthat can be used in the position of the stand-in item
Exampl es woul d be (1) tags such as 21 to 23 (Section 3.4.5.2 of RFC
8949 [STDRO4]) or 108 (Section 2.1 of

[1-D. bormann-chor-not abl e-tags]), which stand for text string
conmponents but internally enploy nore conpact byte string
representations, or (2) reference tags and sinple values as defined
in [I-D.ietf-cbor-packed].

Application specifications need to be explicit about which stand-in
itens are all owed; otherw se, inconsistent interpretations at
different places in a systemcan |ead to check/use vulnerabilities.
(Note that specifications that define CBOR tags may be enployed in
CRI extensions without actually using the tags defined there as
stand-in tags; e.g., conpare the way | P addresses are represented in
Basic CRIs with [ RFC9164].)

7.2. Extended CRI: Accommodati ng Percent Encodi ng (PET)

This section presents a nethod to represent percent-encoded segnents
of userinfo, hostnanes, paths, and queries, as well as fragnents.

The four CDDL rul es
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userinfo = (false, text .feature "userinfo")
host - nane = (*text)

pat h = [*text]

query = [*text]

f ragnent = text

are replaced with

userinfo = (false, text-or-pet .feature "userinfo")
host - nane = (*text-or-pet)

pat h = [*text-or-pet]

query = [*text-or-pet]

f ragment = text-or-pet

t ext - or - pet text /
t ext - pet-sequence .feature "text-or-pet"

; textl and petl alternating, at |east one petl:
text-pet-sequence = [?textl, ((+(petl, textl), 7?petl) // petl)]
; pet is percent-encoded bytes

petl = bytes .ne '’

textl = text .ne ""

That is, for each of the host-nane, path, and query segnents, and for
the userinfo and fragnent conponents, an alternate representation is
provi ded besides a sinple text string: a non-enpty array of

al ternating non-blank text and byte strings, the text strings of

whi ch stand for non-percent-encoded text, while the byte strings
retain the special semantics of percent-encoded text wi thout actually
bei ng percent - encoded.

The abovenenti oned DI D URI
di d: web: al i ce: 7¥%3Al1- bal un
can now be represented as:
[-6, true, [["web:alice:7", ":’, "1-balun"]]]

(Note that, in CBOR diagnostic notation, single quotes delimt
literals for byte strings, double quotes for text strings.)

To yield a valid CRI using the text-or-pet feature, the use of byte

strings MUST be minimal. Both the followi ng exanples are therefore
not vali d:
[-6, true, [["web:alice:", "7:", "1-balun"]]]
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[-6, true, [["web:alice:7", ":1", "-balun"]]]

An al gorithmfor constructing a valid text-pet-sequence night

repeat edly exam ne the byte sequences in each byte string; if such a
sequence stands for an unreserved ASCI| character, or constitutes a
valid UTF-8 character U+0080, nove this character over into a text
string by appending it to the end of the preceding text string,
prepending it to the start of the following text string, or splitting
the byte string and inserting a new text string with this character,
all while preserving the order of the bytes. (Note that the
properties of UTF-8 nake this a sinple |inear process; working around
the NFC constraint CO in this way may be nore conpl ex.)

| Unlike the text elements of a path or a query, which through

| CoAP's heritage are designed to be processable el ement by

| element, a text-pet-sequence does not usually produce a

| semantically nmeaningful division into array el enents. This

| consequence of the flexibility in delimters offered in URIs is
| denonstrated by this exanmple, which structurally singles out

| the one ':’ that is _not_ a delimter at the application |evel
| Applications specifically designed for using CRIs wll

| generally avoid using the text-or-pet feature. Applications

| using existing URI structures that require text-pet-sequence

| elements for their representation typically need to process

| them byte by byte.

8. Integration into CoAP and ACE

Thi s section discusses ways in which CRIs can be used in the context
of the CoAP protocol [RFC7252] and of Authorization for Constrained
Envi ronments (ACE), specifically the Authorization Information Format
(AlF) [RFC9237].

8.1. Converting Between CoAP CRIs and Sets of CoAP Options

This section provides an anal ogue to Sections 6.4 and 6.5 of

[ RFC7252]: Conmputing a set of CoAP options froma request CR
(Section 8.1.1) and conputing a request CRI froma set of COAP
options (Section 8.1.2).

As with Sections 6.4 and 6.5 of [RFC7252], the (intended or actually
used) request’s destination transport address is considered an

addi tional parameter to these algorithns, usually used to be able to
elide (by supplying default values for) CoAP options that would
contain conmponents of this transport address. As with Sections 6.4
and 6.5 of [RFC7252], the text in this section speaks about the
request’s destination | P address and the request’s destination UDP
port as conponents of the request’s destination transport address
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used in this way; transports that do not have these conponents or
have ot her conponents that are to be used in this way need to specify
their own URI conversion, which then applies here as well.

Thi s section nmakes use of the napping between CRI schenme nunbers and
URI schene nanes shown in Table 3:

| coap I
| coaps |
| coap+tcp |
| coaps+tcp |
| coap+ws |
| coaps+ws |

g b

Tabl e 3: Mapping CRI Schene Nunbers
and URI Schene Nares

8.1.1. Deconposing a Request CRI into a set of CoAP Options

The steps to parse a request’s options froma CRI cri (and fromthe
request’s intended destination |IP address) are as follows. These
steps either result in zero or nmore of the Uri-Host, Uri-Port, Uri-
Path, and Uri-Query Options being included in the request, or they
fail

Where the foll ow ng speaks of deriving a text-string for a CoAP
Option value froma data itemin the CRI, the presence of any text-
pet - sequence subitem (Section 7.2) in this itemfails this algorithm

1. If cri is not afull CRI, then fail this algorithm

2. Translate the schene-id into a URI schene nane as per
Section 5.1.1 and Table 3; if a schene-id that corresponds to a
schene nunber not in this list is being used, or if a schene-nane
is being used, fail this algorithm Remenber the specific
variant of CoAP to be used based on this UR schene nane.

3. If the cri’s fragment conponent is non-null, then fail this
al gorithm
4. 1f the host conponent of cri is a host-nane, include a Uri-Host

Option and let that option's value be the text string val ues of
the host-nane el enents joined by dots.
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8. 1.

If the host conponent of cri is a host-ip, check whether the IP
address given represents the request’s destination |IP address
(and the zone-ids of both addresses al so match by bei ng absent or
by pointing to the same interface). Only if it does not, include
a Ui-Host Option, and let that option's value be the text val ue
of the URI representation of the I P address, as derived in
Section 6.1, Paragraph 3 (note that zone-ids are never present in
Uri - Host Options).

If the port subcomponent in a cri is not absent, then |et
port be that subconponent’s unsigned integer val ue; otherw se,
| et port be the default port nunber for the schene.

If port does not equal the request’s destination port, include
a Ui-Port Option and let that option’s value be port.

If the value of the path conponent of cri is enpty or consists
of a single enpty string, then nove to the next step

O herwi se, for each elenent in the path component, include a
Ui-Path Option and let that option’s value be the text string
val ue of that elenent.

If the value of the query conponent of cri is non-enpty, then,
for each element in the query conponent, include a Uri-Query
Option and let that option’'s value be the text string val ue of
that el enent.

Conposing a Request CRI froma Set of CoAP Options

The steps to construct a CRI froma request’s options (and the
destination |IP address on which the request was received) are as
follows. These steps either result in a CRI or they fail.

1.

Based on the variant of CoAP used in the request, choose a
schenme-id as per Section 5.1.1 and table Table 3. Use that as
the first value in the resulting CRl array.

If the request includes a Uri-Host Option, insert an authority
with its value determined as follows: If the value of the Ui -
Host Option is a reg-nane, split it on any dots in the nane and
use the resulting text string values as the elenments of the host-
name array. |If the value is an IP-literal or |Pv4address,
represent the |P address as a byte string of the correct length
in host-ip; if a zone-id can be extracted fromthe request’s
destination IP address and if the | P address is anbiguous in the
context of the | ocal system append the zone-id. |If the value is
none of the three, fail this algorithm
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If the request does not include a Ui-Host Option, insert an
authority with host-ip being the byte string that represents the
request’s destination IP address and, if one is present in the
request’s destination address, add a zone-id.

3. If the request includes a Ui-Port Option, let port be that
option’s value. Oherwise, let port be the request’s
destination port. |If port is not the default port for the
schene, then insert the integer value of port as the val ue of
port in the authority. Oherw se, elide the port.

4. Insert a path conponent that contains an array built fromthe
text string values of the Ui-Path Options in the request, or an
enpty array if no such options are present.

5. Insert a query conponent that contains an array built fromthe
text string values of the Ui-Query Options in the request, or an
enpty array if no such options are present.

8.2. CoAP Options for Forward-Proxies

Apart fromthe above procedures to convert CoAP CRIs to and fromsets

of CoAP Options, two additional CoAP Options are defined in

Section 5.10.2 of [RFC7252] that support requests to forward-proxies:

*  Proxy-Ui, and

* its nore |ightweight variant, Proxy-Schene

Thi s section defines anal ogues of these that enploy CRIs and the URI
Schene nunbering provi ded by the present specification.

8.2.1. Proxy-CR

S R N STTE TS iy S S ocmmnaaan +
| No. | C| U] N| R|] Nane | Format | Length | Default |
Fommmaa - R S L LR Fommmaa - Fommmma - T +
| TBD235 | x | x| - | | Proxy-Cri | opaque | 1-1023 | (none) |
Fomm oo e T S YRR Fomm oo Fomm oo S R +

Table 4: Proxy-Cri CoAP Option

The Proxy-CRl Option carries an encoded CBOR data itemthat
represents a full CRI. It is used analogously to Proxy-Uri as
defined in Section 5.10.2 of [RFC7252]. The Proxy-Cri Option MJST
take precedence over any of the Uri-Host, Uri-Port, Ui-Path or Uri-
Query options, as well as over any Proxy-Uri Option (each of which
MUST NOT be included in a request containing the Proxy-Cri Option).
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8.2.2. Proxy-Schene- Nunber

Fomm oo i SR Uy Fomm oo Fomm oo S R +
| No. | U N R Nane | Format | Length | Default |
T i TS Ry T T S +
| TBD239 | x| x|-| | Proxy-Scheme-Nunber | uint | 0-3 | (none)

R I i T T JE ISRy R R S +

Tabl e 5: Proxy- Schenme- Nunmber CoAP Option

The Proxy-Schene- Nunber Option carries a CRI schene nunber
represented as a CoAP unsigned integer. It is used anal ogously to
Proxy- Schenme as defined in Section 5.10.2 of [RFC7252].

The Proxy-Schene Option MJST NOT be included in a request that also
contains the Proxy-Schene-Nunber Option; servers MJST reject the
request if this is the case.

As per Section 3.2 of [RFC7252], CoAP Options are only defined as one
of enpty, (text) string, opaque (byte string), or uint (unsigned
integer). The Option therefore carries an unsigned integer that
represents the CRI schene-nunber (which relates to a CRl schene-id as
defined in Section 5.1.1). For instance, the schene nanme "coap" has
the schene-nunber 0 and is represented as an unsigned i nteger by a
zero-l ength CoAP Option val ue.

8.3. ACE AIF

The AIF (Authorization Informati on Fornmat, [ RFC9237]) defined by ACE
by default uses the local part of a URI to identify a resource for
whi ch authorization is indicated. The type and target of this
information is an extension point, briefly called _Toid_ (Type of
object identifier). Section 11.5 registers "CRI-local-part” as a
Toid. Together with Tperm, an extension point for a way to

i ndi cate individual access rights (permssions), Section 2 of

[ RFC9237] defines its general I|nfornmation Mdel as:

Al F- Generi c<Toid, Tperms = [* [Toid, Tperm]

Using the definitions in Figure 2 together with the [ RFC9237] default
Tper m choi ce REST-net hod-set, this information nodel can be
speci ali zed as in:

CRI -l ocal -part = [path, ?query]
AlF-CRI = Al F-Generic<CRI-|ocal -part, REST-method-set>
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9

10.

I mpl ement ati on Status
(Boilerplate as per Section 2.1 of [RFC7942]:)

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

A gol ang inpl ementation of revision -10 of this document is found at:
https://github. com thomas-fossati/href. A Rust inplementation is
avail abl e at https://codeberg.org/chrysn/cri-ref; it is being updated
to revision -18 at the tinme of witing. A python inplenentation is
avail abl e as part of https://gitlab.conm chrysn/