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Abst ract

Thi s docunent defines a protocol for exchangi ng DNS queries (OPCODE
0) over the Constrained Application Protocol (CoAP). These CoAP
messages can be protected by (D) TLS- Secured CoAP (CoAPS) or hject
Security for Constrained RESTful Environments (OSCORE) to provide
encrypted DNS nessage exchange for constrai ned devices in the
Internet of Things (loT).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://core-

wg. gi thub.io/draft-dns-over-coap/draft-ietf-core-dns-over-coap. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-core-dns-over-coap/.

Di scussion of this docunent takes place on the CoRE Wirking G oup
mailing list (mailto:core@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/core/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/corel.

Source for this draft and an issue tracker can be found at
https://github. com core-wy/draft-dns-over-coap.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distrib
wor ki ng documents as Internet-Drafts. The list of current
Drafts is at https://datatracker.ietf.org/drafts/current/.

ute
| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as refere

material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 March 2026.

Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Leg
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this
Pl ease revi ew these documents carefully, as they describe y

and restrictions with respect to this docunent.

extracted fromthis docunment nust include Revised BSD Licen
described in Section 4.e of the Trust Legal Provisions and
provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Thi s docunent defines DNS over CoAP (DoC), a protocol to send DNS

[ STD13] queries and get DNS responses over the Constrained
Application Protocol (CoAP) [RFC7252] using OPCODE O (Query). Each
DNS query-response pair is mapped into a CoAP nessage exchange. Each
CoAP nessage can be secured by DTLS 1.2 or newer [RFC6347] [RFC9147]
as well as Object Security for Constrained RESTful Environnments
(OSCORE) [RFCB613] but also TLS 1.3 or newer [RFC8323] [RFCB8446] to
ensure nmessage integrity and confidentiality.

The application use case of DoCis inspired by DNS over HTTPS

[ RFC8484] (DoH). DoC, however, ains for deploynent in the
constrained Internet of Things (10T), which usually conflicts with
the requirenents introduced by HTTPS. Constrained |oT devices may be
restricted in nmenory, power consunption, |ink-layer frame sizes,

t hroughput, and | atency. They may only have a handful kil obytes of
both RAM and ROM They nmay sl eep for long durations of tinme, after
whi ch they need to refresh the naned resources they know about. Nane
resolution in such scenarios nust take into account link |ayer frame
sizes of only a few hundred bytes, bit rates in the magnitude of

kil obits per second, and | atencies of several seconds [ RFC7228]
[I-D.ietf-iotops-7228bis]

/1l RFC Ed.: Please renove the [ RFC7228] reference and replace it with
[l [1-D.ietf-iotops-7228bis] throughout the docunent in case

[l [1-D.ietf-iotops-7228bis] becomes an RFC before publication.

In order not to be burdened by the resource requirenents of TCP and
HTTPS, constrai ned |0oT devices could use DNS over DTLS [ RFC8094]. In
contrast to DNS over DTLS, DoC can take advantage of CoAP features to
mtigate drawbacks of datagram based comruni cati on. These features

i nclude: bl ock-wi se transfer [RFC7959], which solves the Path MIu
probl em of DNS over DTLS (see [ RFC3094], Section 5); CoAP proxies,

whi ch provide an additional |evel of caching; re-use of data
structures for application traffic and DNS i nfornation, which saves
menory on constrai ned devi ces.

To avoid the resource requirenments of DTLS or TLS on top of UDP
(e.g., introduced by DNS over DITLS [ RFC3094] or DNS over QUIC

[ RFC9250]), DoC allows for |ightweight nessage protection based on
OSCORE.
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FETCH coaps://[2001: db8::1]/
/
/
CoAP request

e + [ DNS query] e e + DNS query R R .
| DOC [---------------- > DoC | DNS [--- --- --- ---3| DNS
|[dient|<---------------- | Server|dient|<--- --- --- ---| Infrastructure
R + CoOAP response +------ R + DNS response B
[ DNS response]
\ o\ /
R DNS over CoAP------ ' "----DNS over UDP/HTTPS/IQUIC/...----"

Fi gure 1: Basic DoC architecture

The nost inportant conponents of DoC can be seen in Figure 1: a DoC
client tries to resolve DNS i nformati on by sending DNS queri es
carried within CoAP requests to a DoC server. That DoC server can be
the authoritive name server for the queried record or a DNS client
(i.e., a stub or recursive resolver) that resolves DNS i nformati on by
usi ng other DNS transports such as DNS over UDP [ STD13], DNS over
HTTPS [ RFC8484], or DNS over QUI C [ RFC9250] when comunicating with
the upstream DNS i nfrastructure. Using that information, the DoC
server then replies to the queries of the DoC client with DNS
responses carried within CoAP responses. A DoC server MAY al so serve
as DNSSEC validator to provide DNSSEC validation to the nore

constrai ned DoC clients.

Note that this specification is distinct fromDoH, since the CoAP-
specific FETCH nmet hod [ RFC8132] is used. This has the benefit of
havi ng the DNS query in the body as when using the POST nethod, but
still with the sane cachi ng advant ages of responses to requests that
use the GET nethod. Having the DNS query in the body neans that we
do not need extra base64 encoding, which would increase code

conpl exity and nmessage sizes. Also, this allow for the bl ock-w se
transfer of queries [RFC7959].

2. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

A server that provides the service specified in this docunent is
called a "DoC server"” to differentiate it froma classic "DNS
server". A DoC server acts either as a DNS stub resol ver or a DNS
recursive resolver [BCP219]. As such, the DoC server comruni cates
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with an "upstream DNS i nfrastructure" or a single "upstream DNS
server". A "DoC resource" is a CoAP resource [RFC7252] at the DoC
server that DoC clients can target to send a DNS query in a CoAP
request.

A client using the service specified in this docunent to retrieve the
DNS information is called a "DoC client”.

The term "constrai ned nodes” is used as defined in [ RFC7228].

[ RFC6690] describes that "Constrai ned RESTful Environments (CoRE)"
realize the Representational State Transfer (REST) architecture
[REST] in a suitable formfor such constrai ned nodes.

A DoC server can provide Ohserve capabilities as defined in

[ RFC7641], Section 1.2. As part of that, it adm nisters a "list of
observers". DoC clients using these capabilities are "observers" as
defined in [ RFC7641], Section 1.2 in that case. A "notification" is
a CoAP response nessage with an Cbserve option, see [RFC7641],
Section 4. 2.

The ternms "payl oad" and "body" are used as defined in [RFC7959],
Section 2. Note that, when bl ock-wi se transfer is not used, the
terns "payl oad" and "body" are to be understood as equal

For better readability, in the exanples in this docunent the binary
payl oad and resource records are shown in a hexadeci ma
representation as well as a hunman-readable format. |In the actua
message sent and received, however, they are encoded in the binary
message format defined in [ STD13].

3. Selection of a DoC Server

VWhile there is no path specified for the DoC resource, it is
RECOMVENDED to use the root path "/" to keep the CoAP requests snall.

The DoC client needs to know the DoC server and the DoC resource at
the DoC server. Possible options to assure this could be nanual
configuration of a Uniform Resource ldentifier (URI) [ RFC3986] or
Constrai ned Resource ldentifier (CRI) [I-D.ietf-core-href], or
automatic configuration, e.g., using a CoRE resource directory

[ RFC9176], DHCP or Router Advertisenent options [RFC9463], or

di scovery of designated resolvers [RFC9462]. Automatic configuration
MUST only be done froma trusted source.
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I nternet-Draft DoC Sept enber 2025

3.1. Discovery by Resource Type

For discovery of the DoC resource through a |link mechani smthat
al | ows describing a resource type (e.g., the Resource Type attribute
in [RFC6690]), this docunment introduces the resource type "core.dns"
It can be used to identify a generic DNS resolver that is avail able
to the client.

3.2. Discovery using SVCB Resource Records or DNR

A DoC server can al so be di scovered using Service Binding (SVCB)
Resource Records (RR) [ RFC9460] [ RFC9461] resol ved via another DNS
service (e.g., provided by an unencrypted | ocal resolver) or

Di scovery of Network-designated Resol vers (DNR) Service Paraneters
[ RFC9463] via DHCP or Router Advertisenents. [RFC3323] defines the
Application-Layer Protocol Negotiation (ALPN) ID for CoAP over TLS
servers and [I-D.ietf-core-coap-dtls-al pn] defines the ALPN ID for
CoAP over DTLS servers. DoC servers that use only OSCORE [ RFC8613]
and Epheneral Diffie-Hellman Over COSE (EDHOC) [ RFC9528] (with COSE
abbrevi ating "Conci se Binary Cbject Notation (CBOR) (hject Signing
and Encryption" [RFCI9052]) to support security cannot be discovered
usi ng these SVCB RR or DNR nechani sns. Specifying an alternate

di scovery nmechanismis out of scope of this docunent.

Thi s docunent is not an SVCB mappi ng docunent for the CoAP schenes as
defined in Section 2.4.3 of [RFC9460]. A full SVCB mapping is
specified in [I-D.ietf-core-transport-indication]. It generalizes
mechani sns for all CoAP services. This docunment introduces only the
di scovery of DoC services

Thi s docunent specifies "docpath" as a single-valued SvcParanKey t hat
is mandatory for DoC SVCB records. |If the "docpath" SvcParamKey is
absent, the service should not be considered a valid DoC service.

The docpath is devided up into segnents of the absolute path to the
DoC resource (docpath-segnent), each a sequence of 1-255 octets. In
ABNF [ RFC5234] :

docpat h- segnent = 1*255C0CTET

Note that this restricts the I ength of each docpath-segnent to at
nmost 255 octets. Paths with | onger segnents cannot be advertised
with the "docpath" SvcParam and are thus NOT RECOMMENDED for the path
to the DoC resource

The presentation format val ue of "docpath" SHALL be a conmm-separ at ed

list (Appendix A 1 of [RFC9460]) of O or nore docpath-segnments. The
root path "/" is represented by 0 docpath-segnments, i.e., an enpty
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list. The sane considerations for the "," and "" characters in
docpat h-segnents for zone-file inplementations as for the alpn-ids in
an "al pn" SvcParam apply (Section 7.1.1 of [RFC9460]).

The wire-format value for "docpath" consists of 0 or nbre sequences
of octets prefixed by their respective length as a single octet. W
call this single octet the length octet. The Iength octet and the
correspondi ng sequence forma | ength-value pair. These |ength-val ue
pairs are concatenated to formthe SvcParanval ue. These pairs MJST
exactly fill the SvcParanVal ue; otherw se, the SvcParanValue is

mal formed. Each such | ength-value pair represents one segnment of the
absolute path to the DoC resource. The root path "/" is represented
by 0 I ength-value pairs, i.e., SvcParanVal ue | ength O.

Note that this format uses the same encoding as the "al pn" SvcParam
and can reuse the decoders and encoders for that SvcParamwith the
adaption that a length of zero is allowed. As |long as each docpat h-
segnent is of length O and 24 octets, it is easily transferred into
the path representation in CRIs [I-D.ietf-core-href] by maski ng each
Il ength octet with the CBOR text string mgjor type 3 (0x60 as an
octet, see [RFC8949]). Furthernore, it is easily transferable into a
sequence of CoAP Uri-Path options by mapping each length octet into
the Option Delta and Option Length of the correspondi ng CoAP Uri-Path
option, provided the docpath-segnents are all of a | ength between 0
and 12 octets (see [RFC7252], Section 3.1). Likewise, it can be
transferred into a URI path-abenpty form by repl aci ng each | ength
octet with the "/" character None of the abovenenti oned prevent

| onger docpat h-segments than the considered, they just nake the
translation harder, as they require to make space for the |onger
delinmters, in turn requiring to nove octets.

To use the service binding froman SVCB RR or DNR Encrypted DNS
option, the DoC client MJST send a DoC request constructed fromthe
SvcPar ans including "docpath". The construction algorithmfor DoC
requests is as follows, going through the provided records in order
of their priority. For the purposes of this algorithm the DoC
client is assuned to be SVCB-optional (see Section 3 of [RFC9460]).

* |f the "al pn" SvcParam value for the service is "coap”, a CoAP
request for CoAP over TLS MJST be constructed [ RFC8323]. If it is
"co", a CoAP request for CoAP over DTLS MJUST be constructed
[I-D.ietf-core-coap-dtls-alpn]. Any other SvcParanKeys specifying
a transport are out of the scope of this docunent.

* The destination address for the request SHOULD be taken from
additional information about the target. This may include (1) A
or AAAA RRs associated with the target name and delivered with the
SVCB RR (see [RFC9462]), (2) "ipv4hint" or "ipv6hint" SvcParans
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3.

2

fromthe SVCB RR (see [RFC9461]), or (3) fromlIPv4d or |Pv6
addresses provided if DNR [ RFC9463] is used. As a fallback, an
address MAY be queried for the target nane of the SVCB record from
anot her DNS servi ce.

The destination port for the request MJST be taken fromthe "port
SvcParam value, if present. Oherw se, take the default port of
the CoAP transport, e.g., with regards to this specification TCP
port 5684 for "coap" or UDP port 5684 for "co". This docunent
introduces no limtations on the ports that can be used. |If a
mal i ci ous SVCB record allows its originator to influence nessage
payl oads, Section 12 of [RFC9460] recomrends pl acing such
restrictions in the SVCB mappi ng docunent. The records used in
this docunment only infuence the Uri-Path option. That option is
only sent in the plaintext of an encrytped (D) TLS channel, and
thus does not warrant any limtations.

The request URI’'s hostnane conponent MJUST be the Authentication
Domai n Name (ADN) when obtai ned through DNR and MJUST be the target
nane of the SVCB record when obtained through a _dns query (if

Al i asMbde is used, to the target name of the AliasMde record)
This can be achieved efficiently by setting that nane in TLS
Server Nane Indication (SNI) [RFC8446], or by setting the Uri-Host
option on each request.

For each element in the CBOR sequence of the "docpath" SvcParam
value, a Uri-Path option MJST be added to the request.

If the request constructed this way receives a response, the sane
SVCB record MUST be used for construction of future DoC queri es.
If not, or if the endpoint becones unreachable, the al gorithm
repeats with the SVCB RR or DNR Encrypted DNS option with the next
hi ghest Service Priority as a fallback (see Sections 2.4.1 and 3
of [ RFC9460]).

A nore generalized construction algorithmfor any CoAP request can be
found in [I-D.ietf-core-transport-indication].

1.

Exanpl es

RFC Ed.: Since the nunber for "docpath" was not assigned at the
time of witing, we used the hex ff Oa (in decimal 65290; fromthe
private use range of SvcParanKeys) throughout this section

Bef ore publication, please replace ff 0Oa with the hexadeci nal
representation of the final value assigned by IANA in this
section. Please renove this paragraph after that.
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A typical SVCB resource record response for a DoC server at the root
path "/" of the server |ooks like the follow ng (the "docpath”
SvcParamis the last 4 bytes ff 0a 00 00 in the binary):

Resource record (binary):
04 5f 64 6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72
67 00 00 40 00 01 00 00 06 28 00 le 00 01 03 64
6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 00
01 00 03 02 63 6f ff Oa 00 00

Resource record (human-readabl e):
_dns.exanple.org. 1576 |IN SVCB 1 dns.exanple.org (
al pn=co docpath )

The root path is RECOMVENDED but not required. Here are two exanpl es
where the "docpath" represents paths of varying depth. First, "/dns"
is provided in the follow ng exanple (the last 8 bytes ff 0a 00 04 03
64 6e 73):

Resource record (binary):
04 5f 64 6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72
67 00 00 40 00 01 00 00 00 55 00 22 00 01 03 64
6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 00
01 00 03 02 63 6f ff Oa 00 04 03 64 6e 73

Resource record (human-readabl e):
_dns. exanpl e. org. 85 IN SVCB 1 dns.exanple.org (
al pn=co docpat h=dns )

Second, an exanples for the path "/n/s" (the last 8 bytes ff 0a 00 04
01 6e 01 73):

Resource record (binary)
04 5f 64 6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72
67 00 00 40 00 01 00 00 06 6b 00 22 00 01 03 64
6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 00
01 00 03 02 63 6f ff Oa 00 04 01 6e 01 73

Resource record (human-readabl e)
_dns. exanpl e. org. 643 |IN SVCB 1 dns. exanple.org (
al pn=co docpath=n,s )

If the server al so provides DNS over HITPS, "dohpath" and "docpath"
MAY co- exi st:
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Resource record (binary):
04 5f 64 6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72
67 00 00 40 00 01 00 00 01 ad 00 2b 00 01 03 64
6e 73 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 00
01 00 06 02 68 33 02 63 6f 00 07 00 07 2f 7b 3f
64 6e 73 7d ff Oa 00 00

Resource record (human-readabl e):
_dns. exanpl e. org. 429 |IN SVCB 1 dns. exanple.org (
al pn=h3, co dohpat h=/ {?dns} docpath )

4. Basic Message Exchange
4.1. The "application/dns-nessage" Content-For mat

Thi s docunent defines a CoAP Content-Format identifier for the
Internet nedia type "application/dns-nmessage" to be the menonic 553
P based on the port assignment of DNS. This nedia type is defined as
in Section 6 of [RFC8484], i.e., a single DNS nessage encoded in the
DNS on-the-wire format [ STD13]. Both DoC client and DoC server MJST
be able to parse contents in the "application/dns-nmessage"” Content-
Format. This docunent only specifies OPCODE O (Query) for DNS over
CoAP messages. Future docunents can provide considerations for
addi ti onal OPCODEs or extend its specification (e.g. by describing
whet her ot her CoAP codes need to be used for which OPCODE). Unless
anot her error takes precedence, a DoC server uses RCODE = 4, Notlnp
[STD13], in its response to a query with an OPCODE that it does not

i mpl ement (see al so Section 4.3.3).

4.2. DNS Queries in CoAP Requests

A DoC client encodes a single DNS query in one or nore CoAP request
messages that use the CoAP FETCH [ RFC8132] request nethod. Requests
SHOULD i ncl ude an Accept option to indicate the type of content that
can be parsed in the response.

Since CoAP provides reliability at the nessage |ayer (e.g., through
Confirmabl e nessages) the retransm ssi on nechani sm of the DNS
protocol as defined in [STD13] is not needed.

4.2.1. Request Format

When sendi ng a CoAP request, a DoC client MJUST include the DNS query
in the body of the CoAP request. As specified in Section 2.3.1 of

[ RFC8132], the type of content of the body MJUST be indicated using
the Content-Format option. This docunent specifies the usage of
Content-Fornmat "application/dns-nessage" (for details, see

Section 4.1).
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4.2.2. Support of CoAP Caching

The DoC client SHOULD set the ID field of the DNS header to 0 to
enabl e a CoAP cache (e.g., a CoAP proxy en-route) to respond to the
same DNS queries with a cache entry. This ensures that the CoAP
Cache-Key (see [ RFC8132], Section 2) does not change when nultiple
DNS queries for the same DNS data, carried in CoAP requests, are
issued. Apart fromlosing these caching benefits, there is no harm
it not setting it to O, e.g., when the query was received from
sonmewhere else. 1In any instance, a DoC server MJST copy the ID from
the query in its response to that query.

4.2.3. Exanple

The following exanple illustrates the usage of a CoAP message to
resol ve "exanple.org. |IN AAAA" based on the URI
"coaps://[2001:db8::1]/". The CoAP body is encoded in the

"appl i cation/ dns-nessage" Content - For mat.

FETCH coaps://[2001: db8::1]/
Content - Format: 553 (application/dns-nmessage)
Accept: 553 (application/dns-nessage)
Payl oad (binary):
00 00 01 00 00 01 00 OO OO 00 00 00 07 65 78 61
6d 70 6¢c 65 03 6f 72 67 00 00 1c 00 01

Payl oad (human-readabl e):
;; ->>Header <<- opcode: QUERY, status: NCERROR, id: O
;; flags: rd; QUERY: 1, ANSVWER 0O, AUTHORITY: 0O, ADDI TIONAL: O

7 QUESTI ON SECTI ON
; exanpl e. or g. I'N AAAA

4.3. DNS Responses in CoAP Responses

Each DNS query-response pair is mapped to a CoAP request-response
operation. DNS responses are provided in the body of the CoAP
response, i.e., it is also possible to transfer them using bl ock-w se
transfer [RFC7959]. A DoC server MJST be able to produce responses
in the "application/dns-nessage" Content-Format (for details, see
Section 4.1) when requested. The use of the Accept option in the
request is optional. However, all DoC clients MJST be able to parse
a "application/dns-nessage" response (see also Section 4.1). Any
response Content-Format other than "application/dns-message” MJIST be
indicated with the Content-Format option by the DoC server
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4.3.1. Response Codes and Handling DNS and CoAP errors

A DNS response indicates either success or failure in the RCODE of
the DNS header (see [STD13]). It is RECOMVENDED that CoAP responses
that carry a parseable DNS response use a 2.05 (Content) response
code.

CoAP responses usi ng non-successful response codes MJST NOT contain a
DNS response and MJUST only be used for errors in the CoAP | ayer or
when a request does not fulfill the requirenents of the DoC protocol

Conmruni cation errors with an upstream DNS server (e.g., timeouts)
MUST be indicated by including a DNS response with the appropriate
RCODE in a successful CoAP response, i.e., using a 2.xx response
code. Wen an error occurs at the CoAP | ayer, e.g., if an unexpected
request nethod or an unsupported Content-Format in the request are
used, the DoC server SHOULD respond with an appropriate CoAP error

A DoC client mght try to repeat a non-successful exchange unl ess

ot herw se prohibited. The DoC client night also decide to repeat a
non- successful exchange with a different URI, for instance, when the
response indi cates an unsupported Content-Fornat.

4.3.2. Support of CoAP Caching

For reliability and energy saving neasures, content decoupling (such
as en-route caching on proxies) takes a far greater role than it does
in HTTP. Likew se, CoAP nakes it possible to use cache validation to
refresh stale cache entries to reduce the nunber of |arge response
messages. For cache validation, CoAP inplenentations regularly use
hashi ng over the nmessage content for ETag generation (see [RFC7252],
Section 5.10.6). As such, the approach to guarantee the sane cache
key for DNS responses as proposed in DoH ([ RFC8484], Section 5.1) is
not sufficient and needs to be updated so that the TTLs in the
response are nore often the sane regardl ess of query tine.

The DoC server MJST ensure that the sum of the Max- Age val ue of a
CoAP response and any TTL in the DNS response is less than or equa

to the corresponding TTL received froman upstream DNS server. This
al so includes the default Max-Age val ue of 60 seconds (see

Section 5.10.5 of [RFC7252]) when no Max-Age option is provided. The
DoC client MJUST then add the Max-Age val ue of the carryi ng CoAP
response to all TTLs in a DNS response on reception and use these

cal culated TTLs for the associated records.

The RECOMMENDED al gorithm for a DoC server to neet the requirenent

for DoCis as follows: Set the Max-Age option of a response to the
m ni mum TTL of a DNS response and subtract this value fromall TTLs
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of that DNS response. This prevents expired records unintentionally
bei ng served froman intermedi ate CoAP cache. Additionally, if the
ETag for cache validation is based on the content of the response, it
all ows that ETag not to change. This then remains the case even if
the TTL val ues are updated by an upstream DNS cache. |f only one
record set per DNS response is assuned, a sinplification of this
algorithmis to just set all TTLs in the response to O and set the
TTLs at the DoC client to the value of the Max-Age option

If shorter caching periods are plausible, e.g., if the RCODE of the
nmessage i ndicates an error that should only be cached for a m ninal
duration, the value for the Max- Age opti on SHOULD be set accordingly.
This value nmight be 0, but if the DoC server knows that the error
will persist, greater values are al so conceivabl e, depending on the
projected duration of the error. The sanme applies for DNS responses
that for any reason do not carry any records with a TTL.

4.3.3. Exanples

The followi ng exanple illustrates the response to the query

"exanpl e.org. | N AAAA record”, with recursion turned on. Successfu
responses carry one answer record includi ng address

2001: db8:1:0:1: 2: 3: 4 and TTL 79689

A successful response:

2. 05 Content
Content-Format: 553 (application/dns-nmessage)
Max- Age: 58719
Payl oad (human-readabl e):
;; ->>Header <<- opcode: QUERY, status: NCERROR, id: O
;; flags: qr rd ad; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDI TIONAL: O

;. QUESTI ON SECTI ON

; exanpl e. org. I'N AAAA
7 ;. ANSVER SECTI ON
; exanpl e. or g. 79689 I'N AAAA 2001: db8:1:0:1:2: 3: 4

VWhen a DNS error NxDomain (RCODE = 3) for "does.not.exist"™ in this
case is noted in the DNS response, the CoAP response stil
i ndi cates success.
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2. 05 Content
Content - Format: 553 (application/dns-message)
Payl oad (human-readabl e):
i, ->>HEADER<<- opcode: QUERY, status: NXDOVAIN, id: O
i flags: gqr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDI TIONAL: O

;; QUESTI ON SECTI ON
: does. not . exi st. IN AAAA

As described in Section 4.1, a DoC server uses Notlnp (RCODE = 4) if
it does not support an OPCODE—a DNS Update (OPCCODE = 5) for
"exanple.org" in this case

2. 05 Content
Content - Format: 553 (application/dns-nmessage)
Payl oad (human-readabl e):
;; ->>Header <<- opcode: UPDATE, status: NOTIMP, id: O
i flags: qr ra; QUERY: 1, ANSWER 0, AUTHORITY: 0O, ADDI TIONAL: O

;7 QUERY SECTI ON
; exanpl e. or g. I'N AAAA

When an error occurs at the CoAP | ayer, the DoC server responds wth
an appropriate CoAP error, for instance 4.15 (Unsupported Content -
Format) if the Content-Format option in the request was not set to
"application/dns-nessage” and the Content-Format is not otherw se
supported by the server.

4. 15 Unsupported Content- Format
[ no payl oad]

5. Interaction with other CoAP and CoRE Feat ures
5.1. DNS Push Notifications and CoAP Cbserve

DNS Push Notifications [ RFC8765] provides the capability to
asynchronously notify clients about resource record changes.
However, it results in additional overhead, which conflicts with
constrained resources. This is the reason why it is RECOMVENDED t o
use CoAP (Cbserve [RFC7641] instead of DNS Push in the DoC donain.
This is particularly useful if a short-lived record is requested
frequently. The DoC server SHOULD provi de Cbserve capabilities on
its DoC resource and do as follows.

If a DoC clients wants to observe a resource record, a DoC server can
respond with a notification and add the client to its |ist of
observers for that resource in accordance to [ RFC7641]. The DoC
server MAY subscribe to DNS push notifications for that record. This
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i nvol ves sending a DNS Subscri be nessage (see (Section 6.2 of
[ RFC8765]), instead of a classic DNS query to fetch the information
on behalf of the DoC client.

After the list of observers for a particular DNS query has becone
enpty (by explicit or inplicit cancellation of the observation as per
Section 3.6 of [RFC7641]), and no other reason to subscribe to that
request is present, the DoC server SHOULD cancel the correspondi ng
subscription. This can involve sending an DNS Unsubscri be nessage or
closing the session (see Section 6.4 of [RFC8765]). As there is no
CoAP observer anynore fromthe perspective of the DoC server, a
failure to do so cannot be communi cated back to any DoC observer. As
such, error handling (if any) needs to be resol ved between the DoC
server and the upstream DNS i nfrastructure

Whenever the DoC server receives a DNS Push nessage fromthe DNS
infrastructure for an observed resource record, the DoC server sends
an appropriate Qoserve notification response to the DoC client.

A server that responds with notifications (i.e., sends the Chserve
option) needs to have neans of obtaining current resource records.
Thi s may happen through DNS Push, but also by upstream polling or
inmplicit circunstances (e.g., if the DoC server is the authoritative
name server for the record and wants to notify about changes).

OSCORE

It is RECOVWENDED to carry DNS nessages protected using OSCORE

[ RFC8613] between the DoC client and the DoC server. The

est abl i shnent and nmi nt enance of the OSCORE Security Context is out
of the scope of this docunent.

[1-D. amsuess- cor e-cachabl e-oscore] describes a nethod to all ow cache
retrieval of OSCORE responses and di scusses the correspondi ng
i nplications on nessage sizes and security properties.

Mappi hg DoC to DoH

Thi s docunent provides no specification on howto map between DoC and
DoH, e.g., at a CoAP-to-HTTP-proxy; such a direct mapping is NOT
RECOMVENDED: rewriting the FETCH nethod (Section 4.2) and the TTL
rewiting (Section 4.3.2) as specified in this draft would be non-
trivial. It is RECOWENDED to use a DNS forwarder to map between DoC
and DoH, as woul d be the case for mappi ng between any ot her pair of
DNS transports.
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6

.1

Consi derations for Unprotected Use

The use of DoC without confidentiality and integrity protection is
NOT RECOVMMENDED. Wt hout secure comunication, many possible attacks
need to be evaluated in the context of the application’s threat

nmodel .  This includes known threats for unprotected DNS [ RFC3833]

[ RFCO076] and CoAP Section 11 of [RFC7252]. While DoC does not use
the random I D of the DNS header (see Section 4.2.2), equivalent
protection agai nst off-path poisoning attacks is achi eved by using
random | arge token val ues for unprotected CoAP requests. |f a DoC
nmessage i s unprotected it MJST use a randomtoken of at |east 2 bytes
length to mitigate this kind of poisoning attack

| mpl enent ati on Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

/1l RFC Ed.: Please renove this section before publication. Wen
/1 deleting this section, please also renove RFC7942 fromthe
/'l references of this docunent.

DoC d i ent

The authors of this docunment provide a DoC client inplenmentation
available in the 10T operating system R OT (https://doc.riot-o0s.org/
group__net ___gcoap__dns. htni).

Level of maturity: production

Lenders, et al. Expires 20 March 2026 [ Page 17]



I nternet-Draft DoC Sept enber 2025

Version conpatibility: draft-ietf-core-dns-over-coap-13
Li cense: LGPL-2.1

Contact information: Martine S. Lenders <nartine.|enders@ u-
dr esden. de>

Last update of this information: Septenber 2024
7.2. DoC Server

The authors of this docunent provide a DoC server inplementation in
Pyt hon (https://github. com anr-bnbf - pi vot/ ai odnsprox) .

Level of maturity: production
Version conpatibility: draft-ietf-core-dns-over-coap-13
License: MT

Contact information: Martine S. Lenders <martine.| enders@ u-
dr esden. de>

Last update of this information: Septenber 2024
8. Security Considerations

General CoAP security considerations ([ RFC7252], Section 11) apply to
DoC. DoC also inherits the security considerations of the protocols
used for secure comunication, e.g., OSCORE ([RFC8613], Section 12)
as well as DTLS 1.2 or newer ([RFC6347], Section 5 [ RFC9147],

Section 11). Additionally, DoC uses request patterns that require
the mai ntenance of long-lived security contexts. Section 2.6 of
[I-D.ietf-core-corr-clar] provides insights on what can be done when
those are resuned froma new endpoint.

Though DTLS v1.2 [ RFC6347] was obsol eteted by DTLS v1.3 [ RFC9147]
there are still nmany CoAP inplenmentations that still use v1.2 at the
time of witing. As such, this docunent al so accounts for the usage
of DTLS v1.2 even though newer versions are RECOVMENDED when usi ng
DTLS to secure CoAP.

When using unprotected CoAP (see Section 6), setting the ID of a DNS
message to 0 as specified in Section 4.2.2 opens the DNS cache of a
DoC client to cache poisoning attacks via response spoofing. This
docunent requires an unpredictable CoAP token in each DoC query from
the client when CoAP is not secured to mitigate such an attack over
DoC (see Section 6).
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For secure conmunication via (D) TLS or OSCORE, an unpredictable ID
agai nst spoofing is not necessary. Both (D)TLS and OSCORE of fer
mechani sms to harden agai nst injecting spoofed responses in their
protocol design. Consequently, the ID of the DNS nessage can be set
to O without any concern in order to | everage the advantages of CoAP
cachi ng.

A DoC client nust be aware that the DoC server may conmunicate
unprotected with the upstream DNS i nfrastructure, e.g., using DNS
over UDP. DoC can only guarantee confidentiality and integrity of
conmuni cati on between parties for which the security context is
exchanged. The DoC server nay use another security context to
conmuni cate upstreamwith both confidentiality and integrity (e.g.,
DNS over QUI C [ RFC9250]), but, while recomrended, this is opaque to
the DoC client on the protocol level. Record integrity can also be
ensured upstream usi ng DNSSEC [ BCP237] .

A DoC client may not be able to perform DNSSEC validation, e.g., due
to code size constraints, or due to the size of the responses. It
may trust its DoC server to perform DNSSEC validation; how that trust
is expressed is out of the scope of this docunment. For instance, a
DoC client may be, configured to use a particular credential by which
it recognizes an eligible DoC server. That infornmation can al so
inmply trust in the DNSSEC validation by that DoC server

9. | ANA Consi derations
/1 RFC Ed.: throughout this section, please replace RFC-XXXX with the
/1 RFC number of this specification and renove this note.
Thi s docunent has the followi ng actions for | ANA

9.1. CoAP Content-Formats Registry
I ANA i s requested to assign a CoAP Content-Format ID for the
"application/dns-nessage” nmedia type in the "CoAP Content - Fornats"
registry, within the "Constrai ned RESTful Environnents (CoRE)
Par amet ers” registry group [RFC7252], corresponding to the
"application/dns-nessage” nedia type fromthe "Media Types" registry
(see [ RFC8484]).
Content Type: application/dns-nessage

Cont ent Codi ng: -

I D 553 (suggest ed)
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Ref erence: [RFC8484] and [ RFC- XXXX], Section 4.1
9.2. DNS Service Bindings (SVCB) Registry

I ANA is requested to add the following entry to the "Service

Par anmet er Keys (SvcParanKeys)" registry within the "DNS Service

Bi ndings (SVCB)" registry group. The definition of this paraneter
can be found in Section 3.

[ Rty el el sty Ll
| Nurber | Nare | Meani ng | Change | Reference |
| | | | Controller | |
[ ool e ooy ool ey e
| 10 | docpath | DNS over CoAP | |ETF | [RFG XXXX], |
| (suggested) | | resource path | | Section 3 |
i i +---- - - - i I I i i i +

Table 1. Val ues for SvcParanKeys
9.3. Resource Type (rt=) Link Target Attribute Values Registry

I ANA is requested to add a new Resource Type (rt=) Link Target
Attribute "core.dns" to the "Resource Type (rt=) Link Target
Attribute Values" registry within the "Constrai ned RESTf ul

Envi ronments (CoRE) Parameters" registry group

Val ue: core. dns
Description: DNS over CoAP resource.
Ref erence: [RFC- XXXX], Section 3

10. Operational Considerations

10.1. Co-existence of different DNS and CoAP transports
Many DNS transports may co-exist on the DoC server, such as DNS over
UDP [ STD13], DNS over (D) TLS [RRFC7858] [RFC8094], DNS over HTTPS
[ RFC8484], or DNS over QUIC [RFC9250]. In principle, transports
enpl oyi ng channel or object security should be preferred. In
constrai ned scenari os, DNS over CoAP is preferable to DNS over DILS
The final decision regarding the preference, however, heavily depends

on the use case and is therefore left to the inplenenters or users
and is not defined in this docunent.
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10.

10.

10.

10.

11.

11.

CoAP supports Confirnmabl e and Non-Confirmabl e nessages [ RFC7252] to
deploy different levels of reliability. This docunment, however, does
not enforce any of these nessage types, as the decision on which one
i s appropriate depends on the characteristics of the network where
DoC i s depl oyed.

2. Redirects

Application-layer redirects (e.g., HITP) redirct a client to a new
server. |In the case of DoC, this |leads to a new DNS server. This
new DNS server nay provide different answers to the sane DNS query
than the previous DNS server. At the tine of witing, CoAP does not
support redirection. Future specifications of CoAP redirect nay need
to consider the inmpact of different results between previous and new
DNS server.

3. Proxy Hop-Limt

M st akes might |ead to CoAP proxies forming infinite |oops. Using
the CoAP Hop-Limt option [ RFC8768] mitigates such | oops.

4. Error Handling

Section 4.3.1 specifies that DNS operational errors should be
reported back to a DoC client using the appropriate DNS RCODE. |If a
DoC client did not receive any successful DNS nessage froma DoC
server for a while, it mght indicate that the DoC server | ost
connectivity to the upstream DNS i nfrastructure. The DoC client
shoul d handl e this error case like a recursive resolver that | ost
connectivity to the upstream DNS i nfrastructure. |In case of CoAP
errors, the usual nechanisns for CoAP response codes apply.

5. DNS Ext ensi ons

DNS extensions that are specific to the choice of transport, such as
[ RFC7828], are not applicable to DoC.
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Appendi x A, Evaluation
The authors of this docunent presented the design, inplenentation,

and analysis of DoC in their paper "Securing Nane Resolution in the
| oT: DNS over CoAP" [DoGC- paper].
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Appendi x B. Change Log

/1l RFC Ed.: Please renove this section before publication.
B.1. Since draft-ietf-core-dns-over-coap-18
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 18)
* Address Address Mhamed Boucadair’s COMVENT:
- Add OQperational Considerations Section
- Make SVCB references normative

- Renove redundant requirenent on parsing application/dns-nessage

- Renove contradicting statement and outdated reference about
ALPN

- Add DNS client to Fig. 1
- Cdarify recursion termnation in the CoAP realm
- darify where addresses are coning fromw th DDR/ DNR
* Address CGorry Fairhurst’s foll ow up DI SCUSS:
- Refer to Observe terminology in Section 2
- Cdarify registration
- Provide alternative observati on exanpl es
- Cdarify that error handling is in the hands of the DoC server
B.2. Since draft-ietf-core-dns-over-coap-17
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-17)
* Address Roman Danyliw s COMVENT:
-  Renpve unused RFC8742 reference

*  Address Vliadinr unt’s DNSDI R revi ew

- Address ric Vyncke' COWMENT:
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Mention OPCODE O in Abstract and I ntroduction
Ref erence to STD13 i nstead of RFC1035

Provi de extension pointers for future docunents on ot her
OPCCODES

Use only singular for exanple section if there is only one
exanpl e

I nprovenents on DNSSEC

Hyphenate |ink-layer as nodifier to frane

*  Address Paul Wuters's DI SCUSS and COVIVENT:

Renove unnecessary and confusing ad flag from query exanpl e

Phrase full SVCB mappi ng sentence nore neutrally

* Address CGorry Fairhurst’s COMVENT:

Add note (in addition to the RFC Ed.:) about paragraph renoval
Add references for "coap” and "co" ALPN to SvcParam al gorithm

Address Gorry’s nits

* Address CGorry Fairhurst’s DI SCUSS

Updat e push notifications

observation: Do not use normative | anguage

*  Address Oie Steel e’s COVWENT

Aut omatic configuration MUST only be done froma trusted source
Renove confusing and unnecessary MNAY

Renove normative repeat of SvcParam al gorithmby citing RFC
9461

Fi x wordi ng around Accept option

* Address Deb Cool ey’ s COMVENT:

Lenders,

Group (D) TLS references

et al. Expires 20 March 2026 [ Page 28]



I nternet-Draft DoC Sept enber 2025

B. 3.

B. 4.

- Automatic configuration MJST only be done froma trusted source
- Fix wordi ng about unpredictable |ID and spoofing

- Renove confusing "e.g."

Since draft-ietf-core-dns-over-coap-16
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 16)

Mention TLS as possible protection nmechanismin abstract and intro
Fix representation format in the docpath exanpl es

Make docpath wire-format paragraph easier to parse

Since draft-ietf-core-dns-over-coap-15
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 15)

Address CGenart and Artart review

- Add editor’s note about renoving RFC7228 reference in case
rfc7228bi s comes out before publication

- Address minor nits

- Resolve | ess well-known abbreviations

- Nanme default ports for "coap" and "co"

- Add reasoning why we al so consider DILS v1.2 (RFC 6347)
- Add illustrative reference for ETag generation

Address DNS SVCB SvcPar anKeys | ANA expert review

- docpath: clarifications and exanples

- Rework representation format and wire-format of "docpath"
- State that we don’'t do the full SVCB mappi ng

- Explicitly do not limt what port= can do.

- port limtations: W re not the SVCB mappi hg docunent

Address Tsvart Revi ew
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- Prefer ADN for Uri-Host; don't prescribe _how_ it is set
B.5. Since draft-ietf-core-dns-over-coap-14
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 14)
* Remove superfluous and confusing step in SVCB to request algorithm
* Address AD review
-  Renove RFC8949 as CBOR di agnostic notation reference
-  CoRE-specific FETCH nmet hod -> CoAP-specific FETCH net hod
-  Renpve double reference to BCP 219
- Fix wording and references around SVCB records and ALPN

- Move format description for exanples to Term nol ogy section

- Retitle section 5 to "Interaction with other CoAP and CoRE
Feat ur es"

- Make prevention of poisoning attacks normative for unprotected
CoAP

- Provide specs on if the SHOULD on I D=0 does not apply
- Make construction algorithmnormative
- Add definition for CoRE
- Ceneral grammar, wording, and spelling cl eanups

B.6. Since draft-ietf-core-dns-over-coap-13
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-13)

* Address shepherd revi ew

B.7. Since draft-ietf-core-dns-over-coap-12
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-12)

* Address Esko’'s review

*  Address Marcos’s revi ew
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B. 8.

B. 9.

Address M kol ai’s review

Since draft-ietf-core-dns-over-coap-10
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-10)

Repl ace i npreci se or wong ternmns:

- disjunct => distinct

- unencrypted CoAP => unprotected CoAP

- security node => confidential comrunication

Pull in definition of CBOR sequences and their EDN

Fi x broken external section references

Define terminology for "upstream DNS infrastructure” and "upstream
DNS server"”

Fi x wording on DNS error handling

Clarify that any OpCode beyond 0 is not supported for now and
renove now redundant DNS Upgrade section as a consequence

Clarify that the DoC/ DoH mapping is what is NOT RECOMVENDED
Avoi d use of undefined term “CoAP resource identifier”

Di scuss Max- Age option value in an error case

Add human-readabl e format to exanpl es

General |anguage check pass

Since draft-ietf-core-dns-over-coap-09
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-09)

Updat e SVCB SvcPar anKey

Update corr-clar reference

Add reference to DNS Update [ RFC2136]

(https://datatracker.ietf.org/doc/htm /rfc2136), clarify that it
is currently not considered
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B. 10.

B. 11.

B. 12.

B. 13.

Add to security considerations: unprotected upstream DNS and
DNSSEC

Since draft-ietf-core-dns-over-coap-08
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-08)

Update Cenk’s Affiliation

Since draft-ietf-core-dns-over-coap-07
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-07)

Address | ANA early review #1368678

Update normative reference to CoAP over DTLS al pn SvcPar am

Add missing DTLSv1. 2 reference

Security considerations: Point into corr-clar-future

I npl enentation Status: Update to current version

Since draft-ietf-core-dns-over-coap-06
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 06)

Add "docpat h" SVCB ParanKey definition

I ANA fixes

- Use new colum names (see Errata 4954)

- Add reference to RFC 8484 for application/dns-nmessage Medi a
Type

- |TANA: unify self references
Since draft-ietf-core-dns-over-coap-05
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 05)

Add references to rel evant SVCB/DNR RFCs and drafts
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B. 14.

B. 15.

B. 16.

B. 17.

Since draft-ietf-core-dns-over-coap-04
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 04)

Add note on cacheabl e OSCORE

Address early | ANA revi ew
Since draft-ietf-core-dns-over-coap-03
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-03)

Amended I ntroduction with short contextualization of constrained
envi ronment s

Add Appendi x A on eval uation
Since draft-ietf-core-dns-over-coap-02
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-02)

Move inplenentation details to Inplenentation Status (in
accordance with [ RFC7942])

Recommend root path to keep the CoAP options small
Set Content-Format for application/dns-nessage to 553

SVCB/ DNR: Move to Server Sel ection Section but | eave TBD based on
DNSOP di scussi on for now

Clarify that DoC and DoH are distinct

Clarify mappi ng between DoC and DoH

Updat e consi derations on unprotected use

Don’t call OSCORE end-to-end encrypted

Since draft-ietf-core-dns-over-coap-01
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap-01)

Speci fy DoC server role in terms of DNS term nol ogy

Clarify comruni cation of DoC to DNS infrastructure is agnostic of
the transport
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* Add subsection on how to inplement DNS Push in DoC
* Add appendi x on reference inplenentation

B.18. Since draft-ietf-core-dns-over-coap-00
(https://datatracker.ietf.org/doc/htm/draft-ietf-core-dns-over-
coap- 00)

* SVGfy ASCI| art

* NMbve section on "DoC Server Considerations" (was Section 5.1) to
its own draft (draft-Ienders-dns-cns
(https://datatracker.ietf.org/doc/draft-Ienders-dns-cns/))

* Replace layer violating statenent for CON with statenent of fact
* Add security considerations on | D=0

B.19. Since draft-1enders-dns-over-coap-04
(https://datatracker.ietf.org/doc/htn/draft-I|enders-dns-over-
coap- 04)

* Renoved change | og of draft-I|enders-dns-over-coap
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