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Abst r act

Thi s document specifies a nethod for the Performance Measurenent of
the Constrained Application Protocol (CoAP). A new CoAP option is
defined in order to enable network telemetry both end-to-end and hop-
by-hop. The endpoints cooperate by marki ng and, possibly, mrroring
informati on on the round-trip connection.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

In the CoAP protocol [RFC7252], reliability is provided by marking a
message as Confirmable (CON), as to be retransnmitted if not

acknow edged by an ACK message. A nessage that does not require
reliable transm ssion can be sent as a Non-confirnmabl e message (NON).

In case of CoAP reliable node, Message | Ds and ACKs coul d potentially
be used to nmeasure Round-Trip Tinme (RTT) and losses. But it can be
resour ce-consuming for constrai ned nodes since they have to | ook at
Message I Ds and take tinestanps. These operations are expensive in
terns of resources. In case of CoAP unreliable node, there is no ACK
and, consequently, it is not possible to measure RTT and | osses.
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Thus, there is no easy way to neasure the perfornance nmetrics in a
CoAP envi ronnent including resource-constrained nodes. And it is in
any case limted to RIT and end-to-end | osses.

A mechani smto neasure both end-to-end and hop-by-hop performance in
CoAP can be useful to verify that the operational requirenents are
met, but it should be a sinple mechanismfor network diagnostic to be
devel oped on constrai ned nodes requiring just a mniml amount of

col l aborati on fromthe endpoints.

[ RFC9506] descri bes the met hodol ogies for Explicit Fl ow Measurenent
(EFM. The EFM techni ques enpl oy few marking bits, inside the header
of each packet, for | oss and delay neasurenment. These are rel evant
for encrypted protocols, e.g. QU C [RFCI000], where there are only
few bits available in the non-encrypted header in order to allow
passi ve performance netrics froman on-path probe. These

met hodol ogi es coul d potentially be used and extended in CoAP.

[ RFCO506] defines different conbinations of bits. Such flexibility

i s conveni ent when using a protocol with a limted number of eligible
bits to exploit, e.g., QUC Different alternatives have been
proposed, but all these nmethods together inply conplex algorithns
that do not apply well to the CoAP environnent.

Thi s docunent aims to create an easy way to all ow perfornmance

measur enent for CoAP, by defining a new option, called Performance
Measurenment (PM) CoAP Option. The CoAP performance netrics (e.g. RIT
and | osses) allow perform ng both end-to-end and hop- by- hop

measur enents and can be useful for an operator or an enterprise that
is managi ng a constrai ned, |ow power and | ossy networKk.

This docunent ultimately is intended to be published as a standards-

track RFC. Its current stage of developnent, it is conplete and
stabl e enough to be used as a basis for experinments, the eval uation
and continuation of which will lead to further evolution towards the

i nt ended st andards-track docunent.
1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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Per f or mance Measur enent net hods for CoAP

The approach proposed in this docunent relies on a new Perfornmance
Measurenment (PM Option for CoAP [ RFC7252]. This new option is
defined in Section 3 and carries PMbits.

The PM bits that are included in the Option are:

* sQuare bit (Qbit), based on [ RFC9341] and further described in
[ RFC9506] ;

* Spin bit (S bit), described in [RFC9312] and included as optiona
bit in [ RFC9000];

* Loss and Del ay event information for further usage.

A requirenment to enable PM nethods in CoAP environnent is that the
met hodol ogi es and the algorithmneeds to be kept sinple. For this
reason, the idea is to re-apply only the S bit and Q bit.

Thus, the advantages of using the CoAP PM Option are:

1. Sinplification because it is not needed to read Message | Ds,
indeed there is a well-defined sQuare wave, and it is not
necessary to store tinmestanps, since the duration of the Spin Bit
period is equal to RITT.

2. Enabling easy on-path probe (proxy, gateway) netrics.
sQuare bit and Spin bit

The sQuare bit algorithmconsists of creating square waves of a known
length (e.g. 64 packets). Each comunicating endpoint can set the Q
bit and toggle its value each tine a fixed nunber of nessages have
been sent. The nunber of packets can be easily recognized and packet
| oss can be measured.

The Spin bit algorithmconsists of creating a square wave signal on
the data flow, using a bit, whose length is equal to RTT. The Spin
bit causes one bit to ‘spin’ , generating one edge (a transition from
O0tol1or fromlto 0) once per end-to-end RTT. Wen sending a new
request, a client sets the spin bit to the opposite value it had in
the i medi ately previously sent request to the same server. Then,

the server echoes the sane value of the spin bit of the request in

the spin bit of the response. Therefore, the Spin bit is set by both
sides to the sane value for as long as one round trip lasts and then
it toggles the val ue.
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An on-path probe can read the Qbit and S bit signals and performthe
measurenents. All the possible nmeasurenents (end-to-end, hop-by-hop)
that are enabled by the Qbit and S bit are detailed in [ RFC9506].

2.2. Conbined sQuare bit

The synergy between S bit and Qbit is also possible. As described
above, the length of the Q bit square waves is fixed (e.g. a

predefi ned nunmber of packets) in this way each endpoint can detect a
packet loss if it receives fewer packets than the other endpoint has
sent. It is possible to potentiate the Q bit signal by incorporating
RTT information as well. This inplies alittle nodification to the
algorithmof the Qbit that could al so be used al one:

A single packet in a period of the square wave can be sel ected and
set to the opposite value of that period. After one RIT it cones
back and another packet is selected and set again to the opposite
val ue of that period. And the process can start again. By
measuring the distance between these special packets, it is
possible to neasure the RTT in addition to packet |oss. The
periods with the special packets have one packet |ess than
expected but this is easy to recognize and to take into account by
bot h endpoi nt s.

The Q bit and S bit signals use two single bit values and the new

signal is a Conbined sQuare bit (C bit) signal. This mechani sm uses
a single bit that serves two purposes: a |oss indicator and a del ay
indicator. It is worth highlighting that it is simlar to the Delay

bit (D bit), described in [ RFCO506]. |Indeed, the D bit, as
enhancement of the S bit, is set only once per RTT and a single
packet with the marked Del ay bit bounces between a client and a
server. The C bit value can also be seen as an Exclusive OR
operation (XOR) between the two Q bit and D bit values: C = Q XOR D

Since C bit incorporates both Qbit and S bit information, the sane
considerations for the two separate signals in [RFCO506] can al so be
extended in the case of Cbit. Therefore, all the possible

measur enents (end-to-end, hop-by-hop) that are enabled by using only
C bit can be found in [ RFC9506] by nerging Q bit and S bit derived
measur enent s.

3. CoAP Performance Measurenent Option
Table 1 shows the property of the CoAP Perfornmance Measurenent (PM
Option. The formatting of this table is reported in [RFC7252]. The

C, U N and R colums indicate the properties Critical, Unsafe,
NoCacheKey, and Repeatabl e as defined in [ RFC7252].
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R ety Jlepepely ey ety ety ey gy e pe gy ey o
| Number | C| U| N| R| Nanme | Format | Length | Default |
[ ety Sty et ety Sl ety el e pums e et el
| TBD | | x| - | | PM | uint | 1 | O |
F-------- I S I (LT B F-------- F-------- L +

Table 1: CoAP PM Option Properties (C=Critical, U=Unsafe,
N=NoCacheKey, R=Repeat abl e)

The CoAP PM Option is Elective and Proxy Unsafe. But as discussed in
Section 4.3, it MAY also be Safe-to-Forward in sone inplenentations
wi t h non-cachi ng proxies.

As detailed in Section 4.5, the option can be of class U, | and E in
terns of OSCORE processing.

Note that it could be possible to nake use of one bit in the option
to identify the nbde. In this way two patterns can be defi ned.

3.1. Structure of the PM Option

The value of the PMoption is a 1 byte unsigned integer. This
i nteger val ue encodes the followi ng fields:

0

01234567
i ok ST S R TR
M Pattern |
R o I T N TS

Figure 1: Value of the CoAP Performance Measurenent Option
Wher e:

* The Mode bit (Mbit) can be set to 1 or 0. It is used to identify
whet her the Option follows pattern O (Mbit = 0) or pattern 1 (M
bit =1).

* Pattern bits can be of two kinds as reported bel ow.

The PM Option can enploy two patterns based on the value of the M
bit:

0

01234567
i ok It S S R R
|0lQ S| Event |
R e s i T
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Figure 2: CoAP Perfornmance Measurenent Option pattern O

0
01234567
i
| 11 g Event |
i SHIE N S

Figure 3: CoAP Performance Measurenent COption pattern 1

The CoAP Option could be defined with 2 PMbits (S and Q or defined
with a single PMbit (Cbit).

Wher e:
* Qbit is used in pattern 0. It is described in [ RFC9506];

* S bit is used in pattern 0. It is described in [RFC9312] and al so
enbedded in the QU C Protocol [RFC9000];

* Cbhit is used in pattern 1. It is based on the enhancenent of the
Q bit signal with the S bit information. The two nethods are
described in [ RFC9506] and coupled as detailed in Section 2.2;

* Event bits MAY be used to encode additional Loss and Del ay
i nformati on based on wel |l -defined encoding; they can al so be used
by on-path probes. |If these Event bits are all zero, they MIST be
ignored on receipt. Note that, if pattern 1 is used instead of
pattern 0, there is an extra bit available for the event bits in
order to carry additional information for the on-path probe.

It is worth noting that the only differences between the two patterns
are related to the accuracy of the neasurenents and to the nunber of
event bits. Further details can be found in [ RFC9506].

The Event bits can be divided into two parts, for instance: |o0ss
event bits and delay event bits. Based on the average RTT, an
endpoint can define different |evels of thresholds and set the del ay
event bits accordingly. The same applies to |loss event bits. In
this way an on-path probe beconmes aware of the network conditions by
sinmply reading these Event bits and w thout applying any al gorithm

The on-path probe can read the event signaling bits and could be the
Proxy or the Gateway which interconnects disjointed CoAP networks.

It MAY communicate with Client and Server to set sonme paraneters such
as tinmeout based on the network perfornance.
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The CoAP PM Option described in this document can be used in both

requests and responses. |If a CoAP endpoint does not inplenment the
measur enent net hodol ogies, it can sinply exclude the option in the
outgoing nessage. In this way the other CoAP endpoints becone aware

that the neasurenment cannot be executed in that case.

The fixed nunber of packets to create the Qbit (or Cbit) signal is
predefined: its value is configured fromthe beginning for all the
CoAP endpoints, as also nmentioned in Section 5

It is worth nmentioning that in sonme specific circunstances, e.g. CoAP
clients that "observe" resources [ RFC7641] or enpty-ACKs, the

measur enents can be done only for one direction. For bidirectiona
measurenents, it is required to have traffic in both directions.
Application Scenarios

The main usage of the CoAP PM Option is to do end-to-end neasurenent
between the client and the server, but it can also allow on-path
measur enents. The on-path measurement is the additional feature

This information can be used to nonitor the network in order to check
the operational performance and to enpl oy further network

optim zation.

The internediaries or on-path nodes coul d be:

* Probes that must be able to see deep into application

* Proxies that, as specified in [ RFC7252], are CoAP endpoints tasked
by CoAP clients to performrequests on their behalf.

Non- proxyi ng endpoints
The CoAP PM Option can be applied end-to-end between client and

server and, since it is Elective, it can be ignored by an endpoint
that does not understand it.

Figure 4: Scenario wth non-proxying endpoints
The enabl ed neasurenents are:

* end-to-end | oss and del ay neasurenments between Cient and Server
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* on-path upstream and downstream | oss and del ay conponents (as
explained in [RFCO506]) if there is a probe (e.g. network
functions).

* on-path intra-domain | oss and delay portion if there are nore than
one probe as a result of the difference between the conputed
upstream or downstream conponents (as explained in [ RFC9506]).

The on-path network probes can read Q bit and S bit (or C bit) and
i npl ement the relevant algorithns to neasure | osses and RTT.

O herwi se they can sinply read the Event bits and be infornmed about
the performance wi thout inplenenting any algorithm The event
signaling bits can be sent fromthe Server (that can do the
performance neasurenent cal culation) to the Client, or vice versa.

If the CoAP PM Option is applied between client and server, a probe
can neasure the total RTT by using the S bit, indeed it allows RTT
measurenent for all the internmediate points. Additionally, with the
Q bit and by applying [RFC9341], it is also possible to do hop-by-hop
measurenents for | oss and del ay and segment where possi bl e between
the probes, according to the nethodol ogi es described in [ RFC9506].
Alternatively, it is possible to use the Cbit to get the sane
informati on for | oss and del ay as explained in [ RFC9506].

4.2. Col |l aborating proxies
The proxies can be "collaborating”: this means that they understand

and are configured to handle the CoAP PM Option. The CoAP PM Option
can be handled on the client, on the server and on each Proxi es.

cli ent - proxy pr oxy- pr oxy pr oxy-server
D > Commmm o > D >
Fomm oo + +--m - - + +--m - - + Fomm oo +
| dient |---+---|Proxy|l-------- e | Proxy|---+---| Server
S + | +--mna + | +--mna + | S +
I I I
pr obe pr obe pr obe

Figure 5: Scenario with collaborating proxies

In case of collaborating proxies, the enabl ed neasurenents are
di fferent dependi ng on where the CoAP PM Option is applied.

It can be possible to apply the CoAP PM Option between Cient and
Proxy, between the Proxies and between Proxy and Server. The
sessions are separated end-to-end between Cient and Server and the
enabl ed neasurenents can be done on the separated sessions:
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* |l oss and del ay neasurenments between Cient and Proxy, between
Proxi es and between Proxy and Server,

* on-path upstream and downstream | oss and del ay conponents (as
expl ai ned i n [ RFC9506]) on each Proxy,

* on-path upstream and downstream | oss and del ay conponents (as
expl ai ned i n [ RFC9506]) on each Probe,

* end-to-end | oss and del ay neasurenents as a result of the addition
of the |l oss and delay contributions of the separated sessions.

* on-path intra-domain | oss and delay portion as a result of the
di fference between the conputed upstream or downstream conmponents
(as explained in [ RFC9506]).

So, if there are CoAP proxies, the neasurenent can be done between
the Proxies or between a Proxy and the Cient or between a Proxy and
the Server. It can be done through Spin bit or by applying [ RFC9341]
on the sQuare Bit signal. Therefore, it is also possible to do hop-
by- hop neasurenents for |oss and del ay and segnent where possible
according to the nethodol ogi es described in [ RFC9506] .

4.3. Non-collaborating proxies

The proxi es can be non-collaborating and this means that they do not
handl e the CoAP PM Option. The CoAP PM Option can be applied end-to-
end between client and server

There are sone issues that may occur in case of non-collaborating
proxies. 1n general, since CoAP proxies hide the identity of the
client, the data woul d appear m xed after the proxy in the presence
of more than one client doing the nmeasurements. Sinmilarly, since
CoAP proxies could al so apply caching, it can happen to receive m xed
signals in the presence of cache entries.

In case of collaborating proxies, these issues are sol ved because the
measur enents can be segnented and done between the Cient and a Proxy
or between the Proxies or between a Proxy and the Server. 1In this
case, it could be possible for the proxy to still use the PM Option
for the bundle of clients for a specific server

Wiile, in case of non-collaborating proxies, it is RECOWENDED to use
the Option only for a single client and a single server at once in
order to avoid that traffic fromdifferent clients would be m xed
But, if the proxy has al so cached data, the data can be reordered and
m xed, so that they cannot be used for neasurenent. For this reason,
the PM Option is defined as Proxy Unsafe: it is intended to be unsafe
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for forwarding by a proxy that does not understand it. In
conclusion, if there are non-coll aborating and caching proxies, the
measur enent s woul d not be possible.

4.3.1. Non-caching proxies
An i nmpl enent ati on MAY consider the PM Option as Safe-to-Forward if
the proxies are non-caching in general or in the only case the PM

Option is included in the message.

client-server

T T N . >
I p—— + + + I p—— +
| dient |---+---|Proxy|-------- Fo-em- - | Proxy|---+---] Server
E S + | +- - - - - + | +- - - - - + | E S +
I I I
probe probe probe

Figure 6: Scenario with non-coll aborating and non-cachi ng proxies

In case of non-coll aborating and non-cachi ng proxies, proxies MAY be
configured to handle the PM Option as Safe-to-Forward, and it neans
that not recogni zed option MJST be forwarded. Therefore, the enabl ed
measurenents for a single client and a single server at once can be:

* end-to-end | oss and del ay neasurenents between Cient and Server

* on-path upstream and downstream | oss and del ay conponents (as
expl ai ned i n [ RFC9506]) on each Probe,

* on-path intra-domain | oss and delay portion as a result of the
di fference between the conputed upstream or downstream conponents
(as explained in [ RFC9506]).

4.4. DILS

CoAP can be secured using Datagram TLS (DTLS) [ RFC6347] over UDP and
it can prevent on-path neasures in case of non-proxying endpoints.
When a client uses a collaborating proxy the sessions client-proxy,
pr oxy- proxy, proxy-server are secured using DILS, but the separated
sessions can still be neasured. An on-path probe cannot performthe
neasurenments in any case
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4.5. OSCORE

The CoAP PM Option can be used with OSCORE [ RFC8613]. Since an
OSCORE nessage nay contain both an Inner and an Quter instance of a
certain CoAP nessage field, the CoAP PM Option can be an | nner option
or an Quter option based on the specific applications and required
security and privacy. Then network administrators can put their
measur enent probes in one or nore places to break down the different
RTT and | oss contributions where it is relevant (e.g. at the ingress/
egress of their respective network segnents).

Inner options (Class E) are used to comunicate directly with the

ot her endpoint and are encrypted and integrity protected. If the
CoAP PM Option is sent as Inner Option, it only enabl es end-to-end
measurenents in all the cases. |In case of collaborating proxies the
separ at ed sessions client-proxy, proxy-proxy, proxy-server cannot be
measur ed.

Quter options (Class Uor 1) are intended to be used to support proxy
operations and are unprotected or integrity protected only. |If the
CoAP PM Option is sent as Quter Option, it allows both end-to-end and
on-path nmeasurenments by enabling hop-by-hop and segnented | oss and
del ay neasurenents on the proxies.

I f an OSCORE endpoint sends both outer and inner option, the inner is
for measuring the connection to the end-to-end peer, and the outer
can be used for nmeasuring the connection to next proxy.

If the PMoption is used as an Quter Qption, it may al so be
integrity-protected, to be reliably processed and this would require
using al so DTLS or an OSCORE association with a proxy
[1-D.ietf-core-oscore-capabl e-proxies].

5. Managenent and Configuration

The neasurenent points can perform RTT and packet |oss cal cul ation

wi t hout the need of any Network Management System (NMB) to coll ect
information. It may be possible that the nmeasurenent points inform
the NM5 if there are particular network conditions (e.g. high packet

| oss or high RTIT). For sonme paraneters (e.g. 64 packets sQuare Bit
signal), it is assuned static configuration on the client. There are
several alternatives for the inplenentation; this is out of scope of
thi s docunent.
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6

Congesti on Control

As specified in Section 4.7 of [RFC7252], clients (including proxies)
have to strictly limt the nunber of sinultaneous outstanding
interactions that they naintain to a given server (including proxies)
to NSTART. The default value of NSTART is 1 but a value for NSTART
greater than one is al so possible. The CoAP PM Option inplenmentation
must not affect CoAP congestion control mechani sms.

Security Considerations

Security considerations related to CoAP proxying are discussed in
[ RFC7252] .

A CoAP endpoi nt can use the CoAP PM Option to affect the neasures of
a network into which it is nmaking requests by maliciously specifying
a wong option value. Also, the PMbits may reveal perfornmance

i nformati on outside the adm nistrative donain. To prevent that, a
CoAP proxy that is located at the boundary of an admi nistrative
domai n MAY be instructed to strip the payload or part of it before
forwardi ng the nmessage.

It is worth highlighting what happens if devices, transport network
and server are operated by different admnistrative donains.
Security concerns need to be taken into account.

CoAP can be used with DILS [ RFC6347] and it can prevent on-path
measures by on-path probes while it is still possible to do
measur enents on col |l aborating proxies, as explai ned above.

CoAP can al so be used with OSCORE [ RFC8613] and the CoAP PM opti ons
can be integrity protected end-to-end by GSCORE. In this case, as
expl ai ned above and differently from DILS, the CoAP PM can easily
work with OSCORE. (OSCORE ensures end-to-end integrity protection and
would tell the endpoints if someone tanpered with the option val ue,
but it doesn’'t nean that the endpoints are not Iying to the probe.
However, it is possible to assume that for the typical CoAP
applications it is less likely that the endpoints are attackers while
it is nore likely that an on-path probe is the attacker

I ANA Consi derations
I ANA is requested to add the following entry to the "CoAP Option

Nunbers" sub-registry available at https://ww.iana. org/assi gnments/
cor e- par anet er s/ cor e- par anet er s. xht nl #opti on- nunber s
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