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1. Introduction

The Del ay- Tol erant Networking (DTN) architecture has been designed to
enabl e conmuni cation in chall enged networks, which are characterized
by long delays, intermttent connectivity, and high error rates,
anong other constraints [ RFC4838] [ RFC7228]. DTN was nai nly intended
for deep space communication (e.g., to enable an Interplanetary
Internet). However, it is also applicable to enable conmunication on
Earth in environments exhibiting relatively simlar features, such as
sensor networks or tenporarily disconnected areas.

The Bundl e Protocol (BP) is the fundanental conmponent of DIN. BP is
a message-oriented protocol that operates as a store-carry-forward
overlay atop the transport-|ayer protocols of a nunber of constituent
networ ks [ RFC9171]. The protocol data unit of BP is called a bundle.
Application-layer functionality runs atop BP.

The Constrai ned Application Protocol (CoAP) is an application-I|ayer
protocol that was specifically designed for constrai ned-node networks
[ RFC7252] [ RFC7228], which are typical in Internet of Things (IoT)
scenarios. Such environnents are often characterized by
significantly constrai ned node and network features, including | ow
conputational capacity, limted energy availability (which often

| eads to the use of duty-cycled links), |ow bandw dth, high |atency,
and high loss rates. Accordingly, CoAP offers several features,

whi ch are also suitable for DTN, including |ightweight operation,
asynchronous nessage exchanges, and a significant degree of
flexibility, based on RESTful principles.

The present docurent specifies how CoAP is carried over BP.

2. Term nol ogy

2.1. Requirenents | anguage
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP14 [ RFC2119], [RFCB8174], when, and only when, they appear in all
capitals, as shown here

2.2. Background on previous specifications
The reader is expected to be famliar with the ternms and concepts
defined by the DIN main specifications (e.g., [RFC4838], [RFCI9171],

and [ RFC9172]), and the CoAP mmin specifications (e.g., [RFC7252],
[ RFC7641], [RFC7959], [RFC8323], and [ RFC9177]).

Gonez & Cal veras Expires 26 March 2026 [ Page 3]



I nternet-Draft CoAP over BP Sept enber 2025

2. 3.

4.

New t er ns

Si ngl e nessage: a CoAP nessage, as defined in RFC 7252. |In CoAP over
BP, a Single nessage is carried as the bl ock-type-specific data field
of the Bundl e Payl oad Bl ock of the encapsul ati ng bundl e.

Aggregat e nmessage: a concatenation of Single nessages that carry the
Payl oad- 1 ength option (see Section 4.3). 1In CoAP over BP, an
Aggregate nmessage is carried as the block-type-specific data field of
the Bundl e Payl oad Bl ock of the encapsul ati ng bundl e.

Architecture

Figure 1 illustrates the protocol stack nmodel for CoAP over BP.

(Note: this figure is the sane as Figure 1 of RFC 9171, except for
the indication of CoAP’s location in the protocol stack nodel.) In
this nodel, CoAP entities exchange application-|layer nmessages carried
by BP over an end-to-end path conposed of a nunber of constituent

net wor ks.

Fom e + Fom e +
| CoAP | | CoAP |
Fomm e V- | +- S>S>S>S>>>S>S>>V- + +- S>S>S>S>>>S>S>>V- + S P +
| BP v | | ~ BP v | A BP v | | ~ BP |
S R V- + NN PR V- + NN PR V- + NN PR +
| TL v | + N TUT2 v | + N T2/T3 v | | ~ T3 |
S V- + S V- + S vV + Fo N +
| N1 v | | ~ NI/N2 v | NON2/N3 v | ~ N3 |
Fomm e V- + Fe N e e v + A V- + S P +
| S>S>S>S>>S>>N SSS>S>S>S>S>S>>N S>S>S>S>>S>>N |
R + S + S + R +
I I I I
| <---- A network ---->| | <---- A network ---->
I I I I

Figure 1: BP and CoAP in the protocol stack nopdel

Messages

Gonez & Cal veras Expires 26 March 2026 [ Page 4]



I nternet-Draft CoAP over BP Sept enber 2025

4.1. Messagi ng nodel

The CoAP base specification was produced assum ng UDP as the
underlying transport-layer protocol [RFC 7252]. Like UDP, BP is a
message-oriented protocol. Furthernore, BP does not provide bundle
retransm ssion. Therefore, when CoAP is used over BP, the sane
messagi ng nodel defined for CoAP in RFC 7252 is used, and the CoAP
signal i ng messages defined in RFC 8323 (which are intended for use
over reliable transports) MJST NOT be used.

Figure 2 shows the two-sublayer structure of CoAP, when used over BP.

o e e e e e e oo +

| Appli cation |

o e e e e e oo oo +
o + \
| Requests/Responses | |
I | | CoAP
| Messages |
o e e e e o - - +
o e e e e e oo oo +

I BP I
oo +

Figure 2: Abstract Layering of CoAP over BP

CoAP follows a client/server nodel, whereby a client may request an
action on a resource on a server. Upon receipt of a request, the
server sends a response, including a response code, which may al so
include a resource representation. (Note that, if a request includes
the "No- Response" option [RFC7967], the server may suppress the
response.) Requests and responses are encapsul ated i n messages.

CoAP defines four message types: Confirmable (CON), Non-confirmable
(NON), Acknow edgnent (ACK), and Reset (RST). CON nessages elicit
ACKs, whereas NON nessages do not. For CON nessages, CoAP uses stop-
and-wait retransm ssion with exponential back-off. A RST nessage is
sent by a CoAP endpoint that has received a message but is unable to
process it.

When CoAP is used over BP, a source bundl e node MAY set the "request
reporting of bundle delivery" flag in the bundle s status report
request field of a bundle that encapsul ates a CoAP CON message. Upon
recei pt of a bundle that carries a CoAP CON nessage with the "request
reporting of bundle delivery" flag set, the receiver MAY opt to only
send the correspondi ng bundl e delivery status report and omt sending
a bundl e encapsul ating a CoAP ACK nessage, if and only if the CoAP
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ACK message does not carry a payload. In that case, if the CoAP CON
message sender receives the status report sent in response to its
bundl e- encapsul ated CON nessage, it MJST assunme that the status
report serves as CoAP ACK for the CON nessage.

(Note: the assunption is that the status report size is shorter than
the size of a bundle encapsul ating a CoAP ACK nmessage that does not
carry a payload. To be further confirned.)

4.2. Single nessage fornmat

In CoAP over BP, the format of a Single nmessage (Figure 4) is the
same as the CoAP nessage format defined in RFC 7252 (Figure 3),
except for the Message ID size, which is increased to 24 bits for
CoAP over BP. The reason for this change is avoiding a severe
limtation on the nunber of nessages a sender can send per tinme unit,
considering the latency values in the environnents where CoAP over BP
may be used, and that, as stated in RFC 7252, "the same Message ID
MUST NOT be reused (in communicating with the sane endpoint) within
the EXCHANGE LI FETIME". See Appendix B for further details.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|Ver| T | TKL | Code | Message I D |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Token (if any, TKL bytes)

e s i i S T e s th o i S S SN S
| tions (if any)

i T e o i e e i i i S SR TR RN R SRS A
[1 11211111 Payl oad (if any)

B i s T T i i o S o T Ji I

Figure 3: CoAP Message Fornmat as defined in RFC 7252
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
|Ver| T | TKL | Code | Message ID . . .
T S e A S i i S S
...Message ID | Token (if any, TKL bytes)
i S S i I S e i S
| Options (if any) ..

e o I e e ol i I T T T S S e e e e i i ol it T R R
[1 1111111 Payl oad (if any)

i I i S S S S St M R SR

Figure 4: Single Message Format over BP
4.3. Payload-length option

CoAP nmessages destined to the sanme endpoi nt MAY be aggregated and
carried as the payload of the underlying protocol data unit.

An Aggregate nessage is a concatenation of Single nessages that carry
the Payl oad-1ength option. The Payl oad-length option defined in this
subsection (see Figure 5, which extends "Table 4: Options" of

[ RFC7252]) indicates the size of the payload of a CoAP nessage. The
option value is an integer nunber of bytes. The Payl oad-1ength
option is critical, Unsafe-to-forward, and not repeatable.

oommo- T oo o S S

| No. | C|] U| N|] R| Name | Format | Length | Default

ommmo - i N S S S

| TBD | x| x| - | | Payload-length | wuint |O or nmore| (none)

R T T S Fomm oo S R S R
C itical, U = Unsafe, N = NoCacheKey, R = Repeatabl e

=Cr
(*) See bel ow

Figure 5: The Payl oad-1ength option
4.3.1. Payload-1ength option and OSCORE
The Payl oad-1ength option is a "Cass U' (i.e., "unprotected") option

for hject Security for Constrained RESTful Environments (OSCORE)
[ RFC 8613].
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If a CoAP nessage is intended to carry the Payl oad-1ength option,
whil e benefitting from OSCORE protection, first an OSCORE nessage i S
built using the CoAP message (wi thout the Payl oad-1ength option) as
an input, as described in RFC 8613. After that, the Payl oad-Ilength
option is inserted in the OSCORE nessage, where the payl oad size

i ndi cated by the Payl oad-1ength option corresponds to the OSCORE
message payl oad size

OSCORE nessages carrying the Payl oad-1ength option and bei ng destined
to the same endpoi nt MAY be aggregated and carried as the payl oad of
the underlying protocol data unit.

5. Encapsul ati ng bundl e

In order to transmt a CoAP nessage (either a Single nmessage or an
Aggr egat e nmessage) over BP, the CoAP nessage MJST be carried as the
bl ock-type-specific data field of the Bundl e Payl oad Bl ock (bl ock
type 1) of an encapsul ati ng bundl e.

The lifetime field of the bundl e encapsul ating a CON Singl e nessage
MJST be set to EXCHANGE LI FETI ME (see Section 6). The lifetime field
of the bundl e encapsul ating a NON Single nessage MJST be set to
NON_LI FETI ME (see Section 6).

For Aggregate nessages

- If an Aggregate message only conpri ses CON nessages, the lifetime
field of the encapsulating bundle is set to EXCHANGE LI FETI ME +
MAX_AGGR DELAY. (Note: MAX AGGR DELAY indicates the maxi mumtine
since the first Single nessage belonging to an Aggregate nessage is
generated until the Aggregate nessage is passed to the BP | ayer.)

- If an Aggregate message conprises only NON nessages, the lifetinme
field of the encapsulating bundle is set to NON LI FETI ME +
MAX_AGGR_DELAY.

- If an Aggregate nmessage conprises at |east one CON nessage and one
NON nmessage, the lifetine field of the encapsulating bundle is set to
the max(i mum of EXCHANGE LI FETI ME, and NON_LI FETI ME) + MAX_AGGR_DELAY.

In sone cases, upon receipt of a CoAP nessage, the receiving endpoint
needs to transmit a CoAP nessage in response to the sender. The
Destination EID and Source Node ID fields of the primary bundl e bl ock
of the bundl e encapsul ati ng such a CoAP nessage sent as a response
SHALL be set as foll ows:
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Destination EID: The Destination EID SHALL be identical to the Source
Node I D of the bundl e encapsul ating the recei ved CoAP nessage that
produces the response.

Source Node ID: The Source Node I D SHALL be identical to the
Destination EID of the bundl e encapsul ating the recei ved CoAP nessage
that produces the response.

6. CoAP parameter settings and related tines

Thi s section discusses the main CoAP paranmeters and tinmes that are
rel evant in the environnents where BP may be used. (Note that the
compl ete set of parameters, assunptions, default values, and rel ated
times in CoAP can be found in Section 4.8 of RFC 7252.)

Most of these CoAP paraneters and tines are relevant for CON
messages. Note that, in sonme scenarios, the protocols operating

bel ow BP nmay support reliability and congestion control. In that
case, using NON nessages night suffice to achieve a reasonabl e degree
of reliability. The congestion control considerations for NON
message transm ssion would still apply, though (see Sections 4.7 and
4.8 of RFC 7252).

As a congestion control neasure, the naxi num nunber of outstanding
interactions between a client and a given server is linted to
NSTART, which is set to a default value of 1. A greater value for
NSTART can be used only when nechani sns that ensure congestion
control safety are used [ RFC 7252].

The main paraneters related with CON nessages are indicated next.

ACK_TI MEQUT and ACK_RANDOM FACTOR.  These two paraneters determ ne
the duration of the initial retransm ssion tineout, which is set to a
random y chosen val ue between ACK TI MEQUT and ACK TI MEQUT *
ACK_RANDOM FACTOR. The default values for ACK TIMEQUT and

ACK_RANDOM FACTOR are 2 s and 1.5, respectively. Therefore, the
default initial retransm ssion timeout in CoAP is between 2 and 3 s.

For CoAP over BP, ACK TI MEQUT should be set to a value of at |east

the expected RTT, which nay be of an order of nmgnitude several tines
greater than the default one (see Appendi x A).
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ACK_RANDOM FACTOR needs to be at |east equal to or greater than 1.0.
The default value of 1.5 is intended to avoid synchroni zation effects
anong different senders when RTTs are in the order of seconds.
However, the greater latency in delay-tol erant environments may
reduce the risk of synchronization effects therein. |n such case, a
| ower ACK RANDOM FACTOR nay hel p reduce total nessage delivery

| at ency when retries are perforned.

MAX_RETRANSM T. Thi s paraneter defines the maxi mum nunber of retries
for a given CON nessage. The default value for this paraneter is 4.
Since there is an exponential back-off between retransni ssions, and
considering the delay values in environnents where BP is used, it may
be suitable to set this paraneter to a value | ower than the default
one (see Appendi x A).

The foll owi ng assunptions on the characteristics of the network and
the nodes need to be consi dered:

MAX_LATENCY is the maxinumtinme a datagramis expected to take from
the start of its transm ssion to the conpletion of its reception. In
RFC 7252, this value is arbitrarily set to 100 s, which is close to
the historic Maxi mum Segnent Lifetime (MsL) of 120 s defined in the
TCP specification [ RFC9293]. However, such val ue assunes

communi cati on in non-chall enged environnments. Therefore, in
environments where BP is used, MAX LATENCY nay need to be increased
by at |east 2-3 orders of magnitude.

PROCESSI NG DELAY is the tine since a node receives a CON nessage
until it transmits an ACK in response. |In RFC 7252, this value is
assuned to be of at npbst the default ACK TI MEQUT value of 2 s. For
the sake of limting latency, it is assuned that the same val ue can
be used also in environnments where BP is used.

A rel evant CON nessage derived tinme is EXCHANGE LI FETIME. This tine
i ndi cates the maxi num possible tine since a CON nessage is sent for
the first time, until ACK reception (which may potentially occur
after several retries). EXCHANGE LI FETIME includes the follow ng
components: the total tinme since the first transm ssion attenpt of a
CON nessage until the last one (called MAX_TRANSM T_SPAN i n RFC
7252), a MAX_LATENCY for the CON, PROCESSI NG DELAY, and a MAX_LATENCY
for the ACK. The default value for EXCHANGE LI FETIME is 247 s.
However, in challenged environments (e.g., deep space), and
considering the increased values for protocol paraneters and network
characteristics described above, EXCHANGE LI FETIME will be at |east 2
(and perhaps a greater nunber of) orders of magnitude greater than
the default one (see Appendix A).
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The main tine related with NON nessages is NON LIFETIME. This is the
time since a NON nmessage is transmitted until its Message | D can be
safely reused. This time is actually equal to MAX LATENCY, therefore
its default value is 100 s. However, as described earlier, in
chal | enged environnents (e.g, deep space) it may need to be increased
by 2-3 orders of magnitude

Note that CoAP inplenmentations nmay al so need to be adapted if they
have been designed to use 8-bit tiners to handle CON or NON nessage
lifetimes (e.g., to retire Message IDs) in seconds.

7. (Qbserve

The CoAP Cbserve Option allows a server to send notifications
carrying a representation of the current state of a resource to
interested clients called observers [ RFC7641]. The latter need to
initially register at a specific server that they are interested in
bei ng notified whenever the resource state changes. There is also
work in progress intended to allow a CoAP client to linit
notifications to those where the state representati on of a resource
fulfills certain constraints (e.g., a mninum maxi num val ue) [draft-
ietf-core-conditional-attributes].

oserve general ly provides significant performance benefits, since,
after the registration, the client does not have to send a request to
receive a notification. This feature is particularly beneficial in
envi ronments where end-to-end latency is high, and energy and
bandwi dt h resources nay be constrai ned.

As per the Chserve specification, when the tine between the two | ast
notifications received by a CoAP client is greater than 128 seconds,
it can be concluded that the last one received is also the | atest
sent by the server. The duration of 128 seconds was chosen as a
nunber greater than the default MAX LATENCY val ue of the base CoAP
specification. Wen CoAP is used over BP, determ ning whether a
notification was sent by the server later than another notification
MUST be performed based on the creation tinestanps of the
correspondi ng bundl es encapsul ating the two notifications. The
duration of 128 seconds may be insufficient in many scenarios. In
such cases, the duration needs to be chosen as a value greater than
the MAX LATENCY of the scenario (see Appendi x A).
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8.

8.

Bl ock-w se transfers

CoAP supports functionality that allows carrying | arge payl oads by
means of bl ock-wi se transfers [ RFC7959], [RFC9177]. BP also supports
fragnmentation and reassenbly functionality. RFC 7959 states, in the
context of fragmentation and reassenbly functionality being avail abl e
at several protocol stack layers, that "the fragnentation/reassenbly
process burdens the |ower |ayers with conversation state that is
better managed in the application |ayer". However, an inplicit
assunption in RFC 7959 is that details on the data unit sizes that
can be carried over the different links of an end-to-end path are
known in advance by the sender

When CoAP is used over BP, CoAP bl ock-wi se transfers MAY be used if
the source knows in advance the duration and type of expected
contacts (e.g., scheduled or predicted) between the BP nodes that
will forward the bundles fromthe source bundl e node to the
destination bundl e node. This does not preclude the use of BP
fragmentation and reassenbly when deened necessary.

There exi st two CoAP specifications that allow to perform bl ock-w se
transfers: [RFC7959] and [ RFC9177].

As per RFC 7959, a CoAP endpoint can only ask for (or send) the next
bl ock after the previous block has been transferred. Furthernore,
RFC 7959 reconmends the use of CON nessages. Therefore,

communi cation follows a stop-and-wait pattern, which is not suitable
for environnents with | ong del ays.

RFC 9177 is particularly suitable for DTN environments, as it enables
bl ock-wi se transfers using NON nmessages. Thus, blocks can be
transmitted serially without having to wait for a response or next
request fromthe renote CoAP peer. Recovery of multiple mssing

bl ocks (which can be reported at once in a single CoAP nessage) is

al so supported.

1. Main CoAP bl ock-wi se transfer paraneters

The foll owi ng new paraneters are defined by RFC 9177, for use with
NON nessages and the Q Bl ockl and Q Bl ock2 options: MAX PAYLOADS
NON_TI MEQUT, NON_TI MEQUT_RANDOM NON_RECEI VE_TI MEQUT
NON_MAX_RETRANSM T, NON_PROBI NG WAI T, and NON_PARTI AL_TI MEQUT

MAX_PAYLOADS i ndi cates the nunber of consecutive bl ocks an endpoi nt
can transmt without eliciting a nessage fromthe other endpoint.
The default value defined for this paraneter is 10, which is in line
with the initial w ndow size currently defined for TCP [ RFC6928].
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TO- DO MAX_PAYLOADS for deep space?

NON_TIMEQUT is the mninumtinme between sending two consecutive sets
of MAX PAYLOADS bl ocks that correspond to the sane body. The actua
time between sending two consecutive sets of MAX PAYLOADS bl ocks is
call ed NON_TI MEQUT _RANDOM which is cal cul ated as NON Tl MEQUT *
ACK_RANDOM FACTOR. In RFC 9177, NON_TIMEQUT is defined as having the
sanme val ue as ACK TI MEQUT. ACK RANDOM FACTOR is set to 1.5,
followi ng RFC 7252. As a result, by default, NON_TI MEOUT_RANDOM i s
equal to a randomy chosen val ue between 2 and 3 s.

The NON_TI MEQUT_RANDOM i nactivity interval described above is

i ntroduced to avoid causing congestion due to the transm ssion of
MAX_PAYLOADS itself. As discussed previously, in challenged

net wor ks, ACK TI MEQUT shoul d be set to a value greater than default.
When CoAP is used in deep space, NON TI MEQUT, and thus

NON_TI MEQUT_RANDOM, need to be adjusted considering the
characteristics of the end-to-end path, independent of ACK_TI MEQUT

NON RECEIVE TIMEQUT is the initial time that a receiver will wait for
a mssing block within MAX PAYLOADS before requesting retransm ssion
for the first tine. Every tine the mssing payload is re-requested,
the tine to wait val ue doubles. NON RECEI VE TI MEQUT has a default
val ue of 2*NON_TI MEQUT. As described earlier, in challenged

net wor ks, NON_TI MEQUT needs to be adjusted considering the
characteristics of the end-to-end path.

NON_ MAX RETRANSM T i s the naxi mum nunber of tinmes a request for the
retransm ssion of m ssing payl oads can occur wi thout a response from
the renote peer. By default, NON MAX RETRANSM T has the sane val ue
as MAX_RETRANSM T (Section 4.8 of [RFC7252]). Accordingly, when CoAP
is used in deep space, the same considerations regarding
MAX_RETRANSM T in Section 5 apply to NON_MAX RETRANSM T as wel | .

That is, when CoAP is used in space, while the default value for this
paraneter is 4, it may be suitable to set this paraneter to a val ue

| ower than the default one.

9. Proxying

RFC 7252 defines a "proxy" as "An internediary that mainly is
concerned with forwarding requests and rel ayi ng back responses,

possi bly perform ng caching, namespace translation, or protoco
translation in the process". The sanme specification also states that
"A proxy is a CoAP endpoint that can be tasked by CoAP clients to
performrequests on their behalf." Anong others, this can be usefu
"to service the response froma cache in order to reduce response
time and network bandwi dth or energy consunption". The latter are
advant ages that may be desirable as well in the environnments where BP
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i s used.
9.1. Proxying scenarios

Dependi ng on the protocol (s) supported at each side of the proxy, a
proxy can be a "CoAP-to- CoAP proxy", which "maps froma CoAP request
to a CoAP request”, or a "cross-proxy", which "transl ates between
different protocols, such as a CoAP-to-HTTP proxy or an HITP-to- CoAP
proxy" [RFC 7252]. Figure 6 and Figure 7 illustrate the upper-|ayer
protocol stacks for a CoAP-to- CoAP proxy and an HTTP-to- CoOAP cross-
proxy, when CoAP or HTTP [draft-bl anchet-dtn-http-over-bp] run over
BP, respectively.

R + R +--m - - + R +
| CoAP | | CoAP Proxy | | CoAP |
ommmm - + ommmm - +----- + ommmm - +
| BP | | BP | BP| | BP |
+o-o - - + (*) +o-o - - +----- + (*) +o-o - - +

I " I "

SSSSSSSSSSSSSSSSSSSSSSSSN SSSSSSSSSSSSSSSSSSSSSSSSN

CoAP CoAP- t 0- CoAP CoAP

client pr oxy origin server

Fi gure 6: CoAP-to- CoAP proxy scenario. (*) There may be zero or
nmor e bundl e nodes between the CoAP client and the CoAP-to- CoAP
proxy, and zero or nore bundl e nodes between the CoAP-t o- CoAP

proxy and the CoAP origin server.

Fom e e - - + Fom e e - - Fom e e - - + Fom e e - - +
| HTTP | | HTTP | CoAP | | CoAP |
+o-m - - + +o-m - - +o-m - - + +o-m - - +
| BP | | BP | BP | | BP |
S R + (*) S R S R + (*) S R +

I A I A

SSSSSSSSSSSSSSSSSSSSSSSSN SSSSSSSSSSSSSSSSSSSSSSSSN

HTTP HTTP-t 0- CoAP CoAP
client Cross- pr oxy origin server

Figure 7: HTTP-to- CoAP proxy scenario. (*) There may be zero or
nmor e bundl e nodes between the HTTP client and the HTTP-t o- CoAP
cross-proxy, and zero or nore bundl e nodes between the cross-

proxy and the CoAP origin server
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Fi gure 8: Proxy-based scenario including severa
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10.

11.

URI Schene

The URI scheme for CoAP over BP is "coap" as per the recomendation
of Section 6 of [draft-ietf-core-transport-indication]. The "coap"
schene is defined in Section 6 of [RFC7252].

When the endpoint ID of the target resource is based on the "dtn"
schene, the authority conponent of the URI is formed as the reg-nane
of the endpoint ID, followed by .dtn.arpa.

When the endpoint ID of the target resource is based on the "ipn"
schene, the authority conponent of the URI is fornmed as the service-
nbr, followed by the nbr-delim(".") and the node-nbr of the endpoint
ID, followed by .ipn.arpa

User information and port are always absent with the URI schene used
i n CoAP over BP.

For exanple, under the rules of Section 6 of [RFC7252], the URl of a
request for the discovery resource of a CoAP over BP entity with
endpoint I D dtn://JupiterSensor woul d be:

coap://Jupi terSensor.dtn. arpal/.well-known/core

Simlarly, the URI of a request for the discovery resource of a CoAP
over BP entity with endpoint IDipn:81.2 would be:

coap://2.81.ipn.arpal/.well-known/core

TO- DO request a Wl l-known Service Nunber for CoAP in the ipn UR
Scheme Wl | -known Service Numbers for BPv7 registry [draft-ietf-dtn-
i pn- updat e] .

Securi ng CoAP over BP

The base CoAP specification defines a binding to Datagram Transport
Layer Security (DTLS) [RFC7252][ RFC9147]. There are four possible
DTLS security nodes: NoSec, PreSharedKey, RawPublicKey, and
Certificate. The NoSec and RawPubl i cKey nbdes are nandatory to

i mpl enent .

Subsequently, Object Security for Constrained RESTful Environnments
(OSCORE) was specified [ RFC8613]. OSCORE is a security protocol for
CoAP that allows to protect an application-layer data payl oad end-to-
end, even in the presence of untrusted proxies in the path between
two endpoints. The Group OSCORE protocol [draft-ietf-core-oscore-
groupcomm is used to secure CoAP group comunication [draft-ietf-
cor e- groupcomm bi s] .
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In OSCORE, the comunicating endpoints require a shared security
context. An interesting aspect of OSCORE for the environments where
BP is used is that, if the materials used to establish such context
are pre-shared, there is no initial handshake prior to actua

conmuni cation, thus avoiding a significant latency penalty. In
contrast, DTLS does require an initial handshake. For this reason,
the use of DTLS to secure CoAP over BP is generally NOT RECOMVENDED
possi bl e exceptions being environnents where the | atency penalty is
consi dered accept abl e.

On the other hand, Bundle Protocol Security (BPSec) [RFC 9172]

provi des security services for BP bundles, allowing to protect (with
integrity and/or confidentiality) one or nore blocks of a bundle.
BPSec may be used to provide end-to-end protection between the bundle
source and the bundl e destination.

When CoAP is carried over BP, the CoAP nessage will be carried as the
bl ock-type-specific data field of the Bundl e Payl oad Bl ock (bl ock
type 1) of an encapsulating bundle. |If OSCORE is used to protect
CoAP, only the CoAP nessage payl oad, one CoAP nessage header field,
and sone of the CoAP options are protected. Currently, all CoAP
message fields that are protected by OSCORE are provided with
confidentiality and integrity protection. BPSec allows to protect

all fields of the carried CoAP nessage. However, in the context of
CoAP over BP, the scope of BPSec protection is delimted by a bundle
node i npl enenti ng a CoAP endpoint at the application |layer, including
a CoAP proxy. Therefore, when one or nore CoAP proxies are present
between a CoAP client and a CoAP origin server, BPSec cannot ensure
the protection of application-layer data between those two CoAP
endpoints. In that case, OSCORE SHOULD be used to protect
application-layer data between the two CoAP endpoints. Note that, in
some scenarios, a CoAP client nmight not be aware that it is

communi cating with a reverse-proxy (instead of the origin CoAP
server).

In scenarios w thout CoAP proxies, both OSCORE or BPSec MAY be used
to provide end-to-end application-layer data protection. As

di scussed above, BPSec allows to protect all fields of the carried
CoAP nessage.

TO- DO any reason why both OSCORE *and* BPSec shoul d be
simul taneously used in a scenario known to be proxy-I|ess?

In order to offer protection against replay attacks, OSCORE uses by
default an anti-replay sliding window, with a wi ndow size of 32 [RFC
8613]. If a greater wi ndow size is deened necessary (e.g., due to
high latency in an intended scenario), that w ndow size needs to be
known by both sender and receiver at the nonent of security context
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12.

12.

12.

establishment. Note that BP provi des additional protection against
replay attacks, since a bundle includes a creation tinmestanp and a
lifetime field. |If the bundle is replayed outside of its lifetine,
the bundle will be discarded and the replay attack will fail (see
Section 8.2.4 of RFC 9172).

TO- DO security requirements of CoAP requests and responses over BP.
I ANA Consi derati ons
1. Creation of two new reserved donmains in the .arpa nane space

| ANA is asked to create two new reserved domain nanes in the .arpa
nane space as described in [RFC6761]: the suffixes .dtn.arpa and
.1 pn. ar pa.

The expectation for application software is that no DNS resolution is
attenpted; instead, the prefix is processed into an endpoint ID, and
any operation on that endpoint IDis pointed to the BP node(s)
registered in that endpoint ID.

1.1. Domain Nane Reservation Consi derations

The Domain Reservation Considerations from Section 5 of [RFC6761] for
both domain names (.dtn.arpa and .ipn.arpa) are:

* Users: users are not expected to recogni ze those nanes as speci al .

* Application Software: application software i s expected to pass
those nanmes on to their CoAP over BP inplementation. CoAP over BP

i npl ementations are expected to recogni ze those nanmes as BP endpoi nt
I Ds and MJUST NOT pass themon to DNS-based resolvers (unless the nane
resol ution APl happens to explicitly support resolution into endpoint
I D, see bel ow).

* Nanme resolution APls and libraries: nanme resolution APls and
libraries MAY indicate that .dtn.arpa and .ipn.arpa nanes resolve to
the endpoint I D encoded inside them (but no details for this are
specified in known resolution APIs or libraries). Qherw se, they
SHOULD report them as NXDOVAI N.

* Caching DNS Servers: caching DNS servers MAY recogni ze the speci al
domai ns and report themas NXDOVAIN. O herwise, they will cache the
.arpa DNS servers’ responses.

* Authoritative DNS Servers: authoritative DNS servers MAY recogni ze
the special domains and report them as NXDOVAI N.
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12.

13.

* DNS Server Operators: No inmpact on DNS server operators is
expect ed.

* DNS Registries/Registrars: Any changes to .dtn.arpa or .ipn.arpa
require updates to this docunent and the correspondi ng process

t hrough | ANA

2. ipn URl Scheme Well-known Service Nunber for CoAP

IANA is requested to assign a Well-known Service Nurmber for CoAP in
the ipn URI Schene Well-known Service Nunbers for BPv7 registry
[draft-ietf-dtn-ipn-update].

3. CoAP Option Numbers Registry

IANA is kindly requested to add the Payl oad-|ength option to the CoAP
Opti on Nunmbers registry:

B o e e e e e o o e e e e m e i oo +
| Nurber | Nane | Reference |
E R o e e oo oo oo +
| TBD1 | Payload-length | [[this docunment]] |
T o e e oo o e e oo s +

Fi gure 9: CoAP option nunber assignment for the Payl oad-1ength
opti on.

| mpl enent ati on Status

(Note to the RFC Editor: please renmpove this entire section before
publication [ RFC 7942].)

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations my
exi st.
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According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

13.1. Space CoAP

- Organi zation responsible for the inplenentation: Universitat
Pol i tecni ca de Catal unya (UPC).

- Inmpl ementati on name: Space CoAP.

- Links: https://github. com ENTEL- WNG CoAPover BP- no- pr oxy-ver si on
https://github. com ENTEL- WNG CoAPover BP- pr oxy-ver si on
https://github. com ENTEL- WNG CoAPover BP- pr oxy- ver si on- BP

- Overview three CoAP over BP scenarios are supported, based on
nmodi fi cati ons made on top of the aiocoap library (CoAP
i mpl ementation) and the uD3TN library (BP inplenmentation):

0 CoAPover BP- no- proxy-version: direct integration of CoAP over BP
where both the CoAP client and server run directly on bundle
nodes. CoAP messages are buffered, optionally aggregated and then
encapsul ated in BP bundles. Persistent storage and schedul ed
contact plans nanage del ayed delivery. No CoAP proxying is used
Message creation, aggregation and parsing happen entirely within

t he bundl e nodes.

0 CoAPover BP- proxy-versi on: CoAP-to-BP proxy nodes that bridge
conventi onal CoAP-over-UDP clients and servers with a BP networKk.
CoAP participants conmunicate via UDP with | ocal proxy
applications running on bundl e nodes. These proxies are
responsi bl e for encapsul ati ng CoAP nessages into BP bundl es for
transm ssion across the DIN and vice versa. Each proxy preserves
the CoAP Message | D and Token hop-based whil e adding a custom
Payl oad- 1 ength option to enabl e message aggregati on and correct
reassenbly. Aggregate nessages are stored, carried and forwarded
t hrough a uD3TN-based DTN topol ogy with schedul ed contact plans
and persistent storage.

0 CoAPover BP- proxy-versi on- BP: CoAP-over-BP proxy architecture
where both CoAP client and server operate directly on bundl e nodes
and a dedi cated proxy nedi ates CoAP over BP. The proxy perforns
forwardi ng of CoAP nessages wi th hop-by-hop based Message |1 D and
Token matchi ng. CoAP nessages are buffered and optionally
aggregated, with each nessage tagged using a custom Payl oad-1ength
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option to allow for nmessage di saggregati on on the receiving side.
Al'l forwarding, storage and delay simulation is nmanaged using
uD3TN wi th persistent storage and schedul ed contacts between
nodes.

- Inmplementation |evel of maturity: research

- Cover age

o Two proxy and one non-proxy scenario

0 CoAP Client and Server with nultiple Bundl e Nodes

o

Cont act plan scheduling for delay sinulation

0 Persistent storage on bundl e node with bundl e decision nmaker
o PUT, POST, CET, DELETE net hods

o NON and CON nessage handling

0 Hop-based token and M D matching. Round Trip is Piggybacked for
simplicity

0 Extended Message IDto 24 bits and timers according to draft-
gomez- cor e- coap- bp- 03

0 Message aggregati on and payl oad |l ength option field
0 Space CoAP Lua dissector
o CoAP over BP URI Scherne

- Licensing: This project incorporates code from several open source
libraries and includes original code and nodifications.

The project code is licensed under the GNU Affero General Public

Li cense Version 3 (AGPLv3). See the LICENSE file in the root of this
repository for the full text. The project includes nodified files
fromthe aiocoap library (https://github.conl chrysn/ai ocoap),
originally devel oped by Christian Ansuess and contri butors.
Modi fi cati ons were made to inplenent draft-gomez-core-coap-bp-03.

Al'l changes are clearly nmarked in the source files with inline
comrents "experinmental for draft-gonez-core-coap-bp-03"
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15.

ai ocoap Library: This project includes code fromthe aiocoap library,
which is licensed under the BSD 3-C ause License. The full text of
this license can be found in the LICENSE folder in the aiocoap
l'ibrary.

ubD3TN Li brary: This project includes code fromthe uD3TN |ibrary,
which is licensed under the AGPLvV3 License. The full text of this
I'icense can be found in the LICENSE file in the uD3TN |ibrary.

- Contact information

0 M chael Karpov: michael.karpov@studi antat.upc.edu - Min
devel oper

0 Anna Cal veras: anna.cal veras@pc. edu - Project supervisor
2. O her CoAP over BP inpl enentations

O her inplenentations of CoAP over BP have been reported over time
[taracoap] [ boap]. However, please note that such inpl enentations
preceded the creation of the initial version of the present docunent,
therefore they were not intended as inplenentations of this docunent.

Security Considerations

The Payl oad-1ength option is "Class U for OSCORE, therefore this
option, which conveys the payl oad size of a nmessage, cannot be
protected by nmeans of OSCORE. A possible risk is that, even if an
OSCORE nessage payload is protected, an attacker might try to infer
sone features of the communi cati on between the involved endpoints
based on the payl oad size of each message.

One possi ble solution mght be based on not using the Payl oad-I1ength
option, at the expense of the inability of benefitting from nessage

aggregation. On the other hand, |ower-layer security (e.g., BPSec)

may help mitigate the risk.
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Appendi x A.  Reference CoAP paraneter values for interplanetary
communi cati on

Figure 7 shows the Round-Trip Time (RTT) between two endpoints on (or
close to) different celestial bodies of the Solar System for the
maxi mum di st ances between such endpoints [Conf], and in an idealized
scenari o where conmunication |latency only conprises a propagation
del ay component. (Note that nmessage storing until the next
connectivity opportunity may significantly increase total

communi cation latency.) The RTT also provides a | ower bound on (and
an approxi mation of) the ACK TI MEQUT val ues required to avoid
spurious retransm ssion timer expiration

Figure 9 provides approxi mate EXCHANGE LI FETI ME val ues that woul d
stemfromthe use of ACK TlI MEQUT val ues such as those shown in
Figure 5, for MAX RETRANSM T=1. (Note that the values provided in
Figure 5 are al so approxi mately equal to EXCHANGE LI FETI ME, for
MAX_RETRANSM T=0, under the conditions considered.)

For the sake of conparison, Figure 10 al so provides the hypothetical,
appr oxi mat e EXCHANGE LI FETI ME val ues that woul d correspond to
MAX_RETRANSM T= 1, but with a retransnission schenme using a constant
RTO val ue for nessage retries.

Finally, Figure 11 provides the one-way delay for comrunication

bet ween endpoints on (or close to) different celestial bodies of the
Sol ar System for the maxi mum di stances between such endpoints, and
assuni ng an idealized scenario where comuni cation |atency only
conmpri ses a propagation delay conponent. The values in this figure
correspond approximately to MAX LATENCY in the described scenari os.
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| RTT, ACK_TIMEQUT (or EXCHANGE_LI FETI ME, for MAX_RETRANSM T=0) |

| | Sun| Mer cury| Venus| Eart h| Mars| Jupi t er| Sat ur n| Ur anus| Nept une|

| sun| - | 466 727|1,014| 1, 661] 5,444 10, 007| 20, 214| 30, 288]
IMercuryl - | - |1,181]1,448|1,968] 5,751] 10, 340| 20, 548] 30,554]
| Venus| - | - | - |1,735|2 382 6, 158| 10, 741]20,948| 30,955|
| Earth - | - | - | - |2642] 6 424|11,008] 21,215 31,222]
| Mrs| -1 - | - 1 - 1 - | 680511, 408|21,615 31,622
|Jupiter| - | - | - | - | - | - [14,944/25151| 35,425
| saturn] - - | - | - 1 - 1 - | - |20220 39,961
| wanus| - | - | - [ - | - | - | - | - | 50168
| Neptune| - | - [ - [ - | - | - | - | - | - ‘|

Figure 10: ACK TI MEQUT or EXCHANGE LI FETI ME (for
MAX_RETRANSM T=0), expressed in seconds.
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| EXCHANGE LI FETI ME (for MAX_RETRANSM T=1) |

| | Sun| Mer cury| Venus| Eart h| Mars| Jupi t er| Sat ur n| Ur anus| Nept une|

[Mercury| - | - |3,542|4,343|5,904| 17,252| 31, 021| 61, 643| 91, 663]

| Venus| - | - | - |5 204|7 145 18,473|32, 222|62,843| 92,864]
| Earth| - | - | - | - |7.925| 19,273|33,023| 63, 644 93,665
| Mars| -1 - | - | - | - | 20 414]34,224| 64,845 94,866
|Jupiter| - | - | - | - | - | - [44,83175 452 106,274
| saturn| - | - | - | - | - | - | - |87.661119,883
| Uanus| - | - | - | - | - | - | - | - |150,504
| Neptune| - | - [ - [ - | - | - | - | - | - ‘|

Figure 11: EXCHANGE LI FETI ME (for MAX_RETRANSM T=1), expressed in
seconds.
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| EXCHANGE_LI FETI ME (for MAX RETRANSM T=1 and no exponenti al backoff) |

| | Sun| Mer cury| Venus| Eart h| Mars| Jupi t er| Sat ur n| Ur anus| Nept une|

| Sun| - | 931]| 1, 454] 2, 028] 3, 322| 10, 888| 20, 014]| 40, 428| 60, 575|

IMercury| - | - |2,362]2, 8953, 936] 11,501]20,681] 41,095 61,109
| Venus| - | - | - 13,469]4,763| 12,315|21,482| 41,896 61,909
| Earthl - | - | - | - 5284 12,849]22,015] 42,429 62,443
| Mrs| - | - | - | - | - | 13,609]22 816]43,230| 63,244
lowpiter] - | - | - | - | - | - 129,887/50,301 70,849
| 'saturn| - | - | - | - | - | - | - |58440] 79,922
| Wanus| - | - | - & - | - | - | - | - 110033
INeptume| = | -~ | - | - 1 - 1 - 1 -1 - -

Figure 12: Hypot hetical EXCHANGE LI FETI ME (for MAX_RETRANSM T=1),
assunm ng CoAP nessage retransm ssion w thout exponential backoff,
expressed in seconds.
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| | Sun| Mer cury| Venus| Eart h| Mars| Jupi t er| Sat ur n| Ur anus| Nept une|

| sun| - | 233| 364] 507| 831 2,722 5,003|10,107| 15,144
[Mercury| - | - | 590] 724 984] 2,875 5,170|10,274| 15,277
| Venus| - | - | - | 867/1,191] 3,079| 5, 370|10,474| 15 477
| Earth| - | - | - | - |1,321 3, 212| 5 504] 10,607 15, 611
| Mrs| -1 - | - 1 - 1 - | 3402 5 70410,807 15,811
|Jupiter| - | - | - | - | - | - | 7472112575 17,712
| saturnl - - | - | - 1 - | - | - |14,610 19,980
| wanus| - [ - | - [ - | - | - | - | - | 25084

| Neptune| - | - [ - [ - | - | - | - | - | - ‘|

Figure 13: Approxi mate MAX_LATENCY, expressed in seconds.

Appendi x B. Message I D size, EXCHANGE LI FETI ME, and maxi mum CoAP
nessage rate

Wth default settings [RFC 7252], and a 16-bit nessage |ID size, CoAP
supports the transm ssion of up to 265 nessages/s between a sender
and its destination endpoint. |f CoAP is used in scenarios involving
much greater |atencies (e.g., deep space), the greater

EXCHANGE LI FETI ME woul d significantly limt the CoAP nessage rate.
Figure 9 provides the maxi num possi bl e nessage rates for nessage ID
sizes of 16 and 24 bits, and a range of EXCHANGE LI FETI ME val ues.
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#Messages per EXCHANGE LI FETI ME 65, 536 16,777,216

EXCHANGE LI FETI ME (s) Message 1D 16 bits Message ID 24 bits
247 (default) 265. 3 (defaul t) 67,924
500 131.1 33,554
1, 000 65.5 16, 777
1, 500 43.7 11, 184
2,000 32.8 8, 388
2,500 26.2 6,710
3, 000 21.8 5,592
3,500 18.7 4,793
4, 000 16.4 4,194
4, 500 14.6 3,728
5, 000 13.1 3,355
5, 500 11.9 3, 050
6, 000 10.9 2,796
6, 500 10.1 2,581
7,000 9.4 2,396
7,500 8.7 2,237
10, 000 6.6 1,677
20, 000 3.3 838
30, 000 2.2 559
40, 000 1.6 419
50, 000 1.3 335
60, 000 1.1 279
70, 000 0.9 239
80, 000 0.8 209
90, 000 0.7 186
100, 000 0.7 167
110, 000 0.6 152
120, 000 0.5 139
130, 000 0.5 129
140, 000 0.5 119
150, 000 0.4 111

Fi gure 14: Maxi mum CoAP nmessage rate inposed by the Message ID
size and EXCHANGE LI FETI ME, expressed in nessages/s.
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