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Abst ract
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many attacks. This docunment identifies a set of known CoAP attacks
and shows that sinply using CoAP with a security protocol is not

al ways enough for secure operation. Several of the identified
attacks can be mtigated with a security protocol providing
confidentiality and integrity conbined with the solutions specified
in RFC 9175.
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1.

I nt roducti on

Being able to securely read information from sensors and to securely
control actuators are essential in a world of connected and
networking things interacting with the physical world. One protoco
used to interact with sensors and actuators is the Constrained
Application Protocol (CoAP) [RFC7252]. Any Internet-of-Things (I10T)
depl oynent val uing security and privacy already use a security
protocol such as DTLS [ RFC9147], TLS [ RFC8446], or OSCORE [ RFC3613]
to protect CoAP, where the choice of security protocol depends on the
transport protocol and the presence of internediaries. The use of
CoAP over UDP and DTLS is specified in [ RFC7252] and the use of CoAP
over TCP and TLS is specified in [ RFC8323]. OSCORE protects CoAP
end-to-end with the use of COSE [ RFC9052] and the CoAP (bject -
Security option [RFC8613], and can therefore be used over any
transport. Using a security protocol to protect CoAP is a

requi renent for secure operation and protects agai nst nany attacks.
The CoAP NoSec node does not provide any security as an attacker can
easily eavesdrop on all nessages and forge fal se requests and

r esponses.

The four properties traditionally provided by security protocols are:
* Data confidentiality

* Data origin authentication

* Data integrity protection

* Data replay protection

These four properties should be seen as requirenments for |nternet-of-
Things (10T) deploynents. To achieve this a cipher suite offering
encryption is required. Wthout encryption, honme depl oynents
typically leak privacy sensitive information. N ST requires
encryption of all traffic inside enterprise networks follow ng zero
trust principles [NIST-ZT]. The CoAP NoSec node is therefore not
appropriate for enterprises or home depl oynents.

The assunption in this docunent is that a security protocol providing
the four properties above is always used. W show that this is not

al ways enough to securely control actuators (and in nmany cases
sensors) and that secure operation often demands nore than the four
properties traditionally provided by security protocols. W describe
several serious attacks any on-path attacker (i.e., not only "trusted
intermedi aries") can do and di scusses tougher requirenments and
mechani snms to mitigate the attacks. |n general, secure operation

al so requires these four properties:
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* Availability

* Data-to-data binding
* Data-to-space binding
* Data-to-tine binding

Avail ability neans that services and information nust be avail abl e
when needed. "Data-to-data binding" is e.g., binding of responses to
a request or binding of data fragments to each other. "Data-to-space
bi nding" is the binding of data to an absolute or relative point in
space (i.e., a location) and may in the relative case be referred to
as proximty. "Data-to-time binding" is the binding of data to an
absolute or relative point intine and may in the relative case be
referred to as freshness. The two |ast properties may be bundl ed
toget her as "Data-to-spacetinme binding"

Freshness (as defined in [RFC9175]) is a neasure of when a nessage
was sent on a tinescale of the recipient. A client or server that
recei ves a nessage can either verify that the nessage is fresh or
determne that it cannot be verified that the message is fresh. Wat
is considered fresh is application dependent. Freshness is
completely different fromreplay protection, but nost replay
protection mechani smuse a sequence nunber. Assuning the client is
wel | - behavi ng, such a sequence nunber that can be used by the server
as a relative neasure of when a nessage was sent on a tinescal e of
the sender. Replay protection is mandatory in TLS and OSCORE and
optional in DTLS. DILS and TLS use sequence nunbers for both
requests and responses. In TLS the sequence nunbers are inplicit and
not sent in the record. OSCORE use sequence numnbers for requests and
some responses. Mdst OSCORE responses are bound to the request and
therefore, enable the client to determine if the response is fresh or
not .

Some of the presented attacks such as the blocking attack, the
request delay attack, and the relay attack are not specific to CoAP.
The request delay attack (valid for DTLS, TLS, and OSCORE and
described in Section 2.2) lets an attacker control an actuator at a
much later time than the client anticipated. The response del ay and
m smatch attack (valid for DILS and TLS and described in Section 2.3)
lets an attacker respond to a client with a response nmeant for an

ol der request. The request fragnent rearrangenent attack (valid for
DTLS, TLS, and OSCORE and described in Section 2.4) lets an attacker
cause unaut hori zed operations to be performed on the server, and
responses to unauthorized operations to be m staken for responses to
aut hori zed operati ons.
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The goal with this docunment is notivating generic and protocol -

speci fic recormendati ons on the usage of CoAP. Several of the

di scussed attacks can be mtigated with a security protocol offering
confidentiality and integrity such as DTLS, TLS, or OSCORE conbi ned
with the solutions in [ RFC9175].

Thi s docunent is a conpani on docunment to [RFC9175] giving nore
informati on on the attacks notivating the mechani sms. Deni al - of -
service using amplification attacks and howto mtigate themare
discussed in [I-D.irtf-t2trg-anplification-attacks].

2. Attacks on CoAP

I nternet-of-Things (10T) deploynents val uing security and privacy,
need to use a security protocol such as DILS, TLS, or OSCORE to
protect CoAP. This is especially true for deploynents of actuators
where attacks often (but not always) have serious consequences. The
attacks described in this section are nade under the assunption that
CoAP is already protected with a security protocol such as DILS, TLS,
or OSCORE, as an attacker otherw se can easily forge fal se requests
and responses.

2.1. The Sel ective Bl ocking Attack

An on-path attacker can bl ock the delivery of selectively chosen
requests or responses while letting through others. The selective
bl ocking attack is not specific to CoAP but is especially inportant
to consider for actuators and is an inportant building block for the
ot her CoAP specific attacks described in the docunent that block or
del ay sel ective nmessages.

The sel ective bl ocking attack is possible even if a security protocol
Ii ke DTLS, TLS, or OSCORE is used. Encryption makes selective

bl ocki ng of nessages harder, but not inpossible or even infeasible.
Wth DTLS and TLS, proxies can read the conpl ete CoAP nessage, and
with OSCORE, the CoAP header and several CoAP options are not
encrypted. In all three security protocols, the |P-addresses, ports,
and CoAP nessage |l engths are available to all on-path attackers,

whi ch may be enough to determine the server, resource, and conmand.

The bl ocking attack is illustrated in Figures 1 and 2
Cient Foe Server
I I
Code: 0.03 (PUT)

I

| Token: 0x47

| Uri-Path: |ock

| Payl oad: 1 (Lock)
I
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Figure 1: Bl ocking a request
VWhere ' X nmeans the attacker is blocking delivery of the nmessage.
Cient Foe Server

L >| Code: 0.03 (PUT)
| Token: 0x47

| Uri-Path: Iock

| Payl oad: 1 (Lock)

I
|
|
X <----- + Code: 2.04 (Changed)
| 2.04 | Token: 0x47

I

Figure 2: Bl ocking a response

The sel ective blocking attack is an attack on availability. Wile
bl ocki ng requests to, or responses from a sensor is just a denial-
of -service attack, blocking a request to, or a response from an
actuator results in the client losing informati on about the server’s
status. If the actuator e.g., is a lock (door, car, etc.), the
attack results in the client not know ng (except by using out-of-band
i nformation) whether the lock is unlocked or |ocked, just like the
observer in the fanous Schrdinger’ s cat thought experiment. Due to
the nature of the attack, the client cannot distinguish the attack
fromconnectivity problens, offline servers, or unexpected behavi or
fromm ddl e boxes such as NATs and firewalls.

Rermedy: Any |oT depl oynent of actuators where synchronized state is
i nportant need to use confirmabl e messages and the client need to
take appropriate actions when a response is not received and it
therefore | oses informati on about the server’s status.

2.2. The Request Delay Attack

An on-path attacker may not only bl ock packets, but can al so del ay
the delivery of a selectively chosen packet (request or response) by
a chosen amount of time. |If CoAP is used over a reliable and ordered
transport such as TCP with TLS or OSCORE (with TLS-1i ke sequence
nunber handling), no nmessages can be delivered before the del ayed
message. |If CoAP is used over an unreliable and unordered transport
such as UDP with DTLS or OSCORE, other nessages can be delivered
before the del ayed nmessage as | ong as the del ayed packet is delivered
inside the replay wi ndow. When CoAP is used over UDP, both DTLS and
OSCORE al | ow out - of -order delivery and uses sequence nunbers together
with a replay wi ndow to protect agai nst replay attacks agai nst
requests. The replay wi ndow has a default length of 64 in DILS and
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32 in OSCORE. The attacker can influence the replay w ndow state by
bl ocki ng and del ayi ng packets. By first delaying a request, and then
|l ater, after delivery, blocking the response to the request, the
client is not nade aware of the del ayed delivery except by the

m ssing response. |n general, the server has no way of know ng that
the request was delayed and will therefore happily process the
request. Note that delays can al so happen for other reasons than a
mal i ci ous attacker.

If sone wireless |lowlevel protocol is used, the attack can al so be
performed by the attacker sinultaneously recording what the client
transmts while at the sanme time jamrming the server. The request

delay attack is illustrated in Figure 3.
dient Foe Server
I I
Code: 0.03 (PUT)

I

| Token: 0x9c

| Uri-Path: Iock

| Payl oad: 0 (Unl ock)
I

I I

| @----- >| Code: 0.03 (PUT)

| |  PUT | Token: 0x9c

| | | Uri-Path: Iock

| | | Payl oad: 0 (Unl ock)

I I I

| X <----- + Code: 2.04 (Changed)
| | 2.04 | Token: 0x9c

I I

Figure 3: Del aying a request

Wiere '@ neans the attacker is storing and later forwarding the
message (@nmay alternatively be seen as a wormhol e connecting two
points in time).

VWil e an attacker selectively delaying a request to a sensor is often
not a security problem an attacker selectively delaying a request to
an actuator performing an action is often a serious problem A
request to an actuator (for exanple a request to unlock a lock) is
often only neant to be valid for a short tine frame, and if the
request does not reach the actuator during this short tinefrane, the
request should not be fulfilled. 1In the unlock exanple, if the
client does not get any response and does not physically see the |ock
opening, the user is likely to walk away, calling the | ocksnith (or
the | T-support).
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If a non-zero replay wi ndow is used (the default when CoAP is used
over UDP), the attacker can let the client interact with the actuator
before delivering the del ayed request to the server (illustrated in
Figure 4). In the | ock exanple, the attacker may store the first

"unl ock" request for later use. The client will likely resend the
request with the sane token. |If DTLS is used, the resent packet wll
have a different sequence nunmber and the attacker can forward it. |If
OSCORE i s used, resent packets will have the same sequence number and
the attacker nust block themall until the client sends a new nessage
with a new sequence nunber (not shown in Figure 4). After a while
when the client has | ocked the door again, the attacker can deliver
the del ayed "unl ock" nessage to the door, a very serious attack

dient Foe Server

Code: 0.03 (PUT)
Token: 0x9c
Ui-Path: |ock

Payl oad: 0 (Unl ock)

Token: 0x9c
Uri-Path: |ock

I
I
I
|
om e mmmeemea oo > Code: 0.03 (PUT)
|
| Payl oad: 0 (Unl ock)
I

Qo + Code: 2.04 (Changed)
| 2.04 | Token: 0x9c
I I
I I I
oo e e >| Code: 0.03 (PUT)
PUT | | Token: O0x7a
| | Uri-Path: Iock
| | Payl oad: 1 (Lock)
I I
Comm e mmmmeeea s + Code: 2.04 (Changed)
| 2.04 Token: Ox7a
I
Code: 0.03 (PUT)

Uri-Path: |ock

I
|

PUT | Token: 0x9c
I
| Payl oad: 0 (Unl ock)
I

I
I
|
X <----- + Code: 2.04 (Changed)
| 2.04 | Token: 0x9c

I

Figure 4: Del aying request with reordering
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Wil e the second attack (Figure 4) can be nmitigated by using a replay
wi ndow of length zero, the first attack (Figure 3) cannot. A
solution nust enable the server to verify that the request was
received within a certain time frane after it was sent or enable the
server to securely determ ne an absolute point in tinme when the
request is to be executed. This can be acconplished with either a
chal | enge-response pattern, by exchangi ng tinmestanps between client
and server, or by only allow ng requests a short period after client
aut henti cati on.

Requiring a fresh client authentication (such as a new TLS/ DTLS
handshake or an EDHOC key exchange [ RFC9528]) nitigates the problem
but requires | arger nessages and nore processing than a dedi cated
solution. Security solutions based on exchanging timestanps require
exactly synchronized time between client and server, and this may be
hard to control with conplications such as tinme zones and dayli ght
saving. Wall clock tine is not nonotonic, nmay reveal that the
endpoints will accept expired certificates, or reveal the endpoint’s
| ocation. Use of non-nmonotonic clocks is problematic as the server
will accept requests if the clock is noved backward and reject
requests if the clock is noved forward. Even if the clocks are
synchroni zed at one point in tinme, they nay easily get out-of-sync
and an attacker may even be able to affect the client or the server
time in various ways such as setting up a fake NTP server
broadcasting false tinme signals to radio-controlled clocks, or
exposing one of themto a strong gravity field. As soon as client
falsely believes it is time synchronized with the server, del ay
attacks are possible. A challenge response nechani sm where the
server does not need to synchronize its time with the client is
easier to analyze but require nore roundtrips. The chall enges,
responses, and tinestanps may be sent in a CoAP option or in the CoAP
payl oad.

Renedy: Any |oT depl oynent of actuators where freshness is inportant
shoul d use the Echo option specified in [ RFC9175] unl ess anot her
application specific challenge-response or tinmestanp nmechanismis
used.

2.3. The Response Delay and M smatch Attack

The followi ng attack can be perfornmed if an unpatched CoAP

i mpl ementation not follow ng the updated client token processing
specified in [RFC7252] is used with a security protocol where the
response i s not bound to the request in any way except by the CoAP
token. This would include nost general security protocols, such as
DTLS, TLS, and |Psec, but not OSCORE. CoAP [ RFC7252] uses a client
generated token that the server echoes to match responses to request,
but does not give any guidelines for the use of token with DTLS and
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TLS, except that the tokens currently "in use" SHOULD (not SHALL) be
unique. In HTTPS, this type of binding is always assured by the
ordered and reliable delivery, as well as mandating that the server
sends responses in the sane order that the requests were received.

The attacker perforns the attack by del aying delivery of a response
until the client sends a request with the sane token, the response

will be accepted by the client as a valid response to the |ater
request. |If CoAP is used over a reliable and ordered transport such
as TCP with TLS, no nmessages can be delivered before the del ayed
message. |If CoAP is used over an unreliable and unordered transport

such as UDP with DTLS, other nessages can be delivered before the

del ayed nmessage as |long as the del ayed packet is delivered inside the
replay wi ndow. Note that m smatches can al so happen for other
reasons than a malicious attacker, e.g., delayed delivery or a server
sendi ng notifications to an uninterested client.

The attack can be perforned by an attacker on the wire, or an
attacker sinmultaneously recording what the server transmits while at
the sane tine janming the client. As (D)TLS encrypts the Token, the
attacker needs to predict when the Token is reused. How hard that is
depends on the CoAP library, but sone inplenentations are known to
omt the Token as nuch as possible and others lets the application
chose the Token. |f the response is a "piggybacked response", the
client may additionally check the Message ID and drop it on mismatch.
That doesn’t make the attack inpossible, but |owers the probability.

The response delay and mismatch attack is illustrated in Figure 5

Preu Mattsson, et al. Expires 27 Decenber 2025 [ Page 10]



Internet-Draft

Att acks on CoAP

Server

Code:
Token:
Uri - Pat h:
Payl oad:

Code:
Token:

June 2025

0. 03 (PUT)
0x77

| ock

0 (Unl ock)

2. 04 (Changed)
0x77

0. 03 (PUT)
0x77

| ock

1 (Lock)

2. 04 (Changed)
ox77

Figure 5: Del aying and m smatching response to PUT

If we once again take a | ock as an exanpl e,
may be severe as the client
interpreted as confirmation of a | ocked door,

the security consequences

receives a response nessage likely to be

while the received

response nessage is in fact confirmng an earlier unlock of the door

As the client

unat t ended,

the attacker may enter the hone,

is likely to | eave the (believed to be | ocked) door

protected by the | ock.

The sane attack may be performed on sensors.

enterprise, or car

As illustrated in

Figure 6, an attacker may convince the client that the lock is

| ocked, when it
sent by another client authorized to contro

Preu Mattsson,

et al.

in fact is not.
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The "Unl ock” request may al so be

t he | ock.

[ Page 11]



Internet-Draft

Att acks on CoAP

Foe Server

Code:
| Token:
|  Uri-Path:

Code:
Token:
Payl oad:

Code:
Token:
Uri - Pat h:
Payl oad:

Code:
Token:

Code:
Token:
Uri - Pat h:

Code:
Token:
Payl oad:

0.01 (GET)
ox77
| ock

2.05 (Content)
0x77
1 (Locked)

0.03 (PUT)
0x34
| ock
0 (Unl ock)

2. 04 (Changed)
0x34

0.01 (GET)
0x77
| ock

2.05 (Content)
ox77
1 (Locked)

Figure 6: Delaying and m smatching response to GET

June 2025

As illustrated in Figure 7, an attacker nay even m x responses from

di fferent

are served

by the sanme CoAP proxy.

dec

resources as long as the two resources share the sane
(D) TLS connection on sone part of the path towards the client.

can happen if the resources are | ocated behind a conmon gateway,
An on-path attacker (not
necessarily a (D) TLS endpoi nt such as a proxy) may e.g.,

Thi s
or

eive a

client that the living roomis on fire by responding with an earlier
del ayed response fromthe oven (tenperatures in degree Cel sius).

Preu Mattsson,

et al.
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2

4.

| Payl oad: 225

dient Foe Server
I I I
R >| Code: 0.01 (GET)
| GET | | Token: O0x77
| | | Uri-Path: oven/tenperature
I I I
| @<----- + Code: 2.05 (Content)
| | 2.05 | Token: 0x77
| |
I I

I I
+--m-- > X | Code: 0.01 (GET)
| GET | | Token: Ox77
| | | Uri-Path: |ivingroontenperature
I I I
| <------ @ | Code: 2.05 (Content)
| 2.05 | | Token: O0x77
| | | Payl oad: 225
I I I

Figure 7: Delaying and m smatching response from ot her resource

Renedy: Section 4.2 of [RFC9175] formally updates the client token
processing for CoAP [ RFC7252]. Using a patched CoAP inpl erentation
foll owi ng the updated processing conmpletely mitigates the attack

The Request Fragnent Rearrangenent Attack

These attack scenarios show that the Request Del ay and Bl ocki ng
Attacks can be used agai nst bl ock-wi se transfers to cause

unaut hori zed operations to be perforned on the server, and responses
to unaut horized operations to be m staken for responses to authorized
operations. The conbination of these attacks is described as a
separate attack because it nakes the Request Delay Attack relevant to
systens that are otherw se not timnme-dependent, which neans that they
coul d disregard the Request Del ay Attack

This attack works even if the individual request/response pairs are
encrypted, authenticated and protected agai nst the Response Del ay and
M smatch Attack, provided the attacker is on the network path and can
correctly guess which operations the respective packages bel ong to.
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The attacks can be perfornmed on any security protocol where the
attacker can delay the delivery of a nessage unnoticed. This

i ncludes DTLS, |Psec, and nmpbst OSCORE configurations. The attacks
does not work on TCP with TLS or OSCORE (with TLS-1i ke sequence
nunber handling) as in these cases no nessages can be delivered
bef ore the del ayed nessage.

This section primarily concerns itself with the regul ar bl ock-w se
mechani sm defined in [RFC7959]. The speci al - purpose Q Bl ock
mechani sm of [RFC9177] already nmandates the mitigations that were
i ntroduced in [ RFC9175].

2.4.1. Conpleting an Operation with an Earlier Final Block

In this scenario (illustrated in Figure 8), blocks fromtwo
operations on a POST-accepting resource are conbined to nake the
server execute an action that was not intended by the authorized
client. This works only if the client attenpts a second operation
after the first operation failed (due to what the attacker nade
appear |like a network outage) within the replay wi ndow The client
does not receive a confirmation on the second operation either, but,
by the tine the client acts on it, the server has al ready executed

t he unaut hori zed action

dient Foe Server
L———————! —————— >I POST "incarcerate" (Blockl: 0, nore to cone)
I<——————! ——————— L 2.31 Continue (Blockl: O received, send nore)
L ----- > %) I POST "val jean" (Blockl: 1, last block)
| | i Al'l retransm ssions dropped

(Cdient: Odd, but let’'s go on and pronote Javert)

R T >| POST "pronote" (Blockl: 0, nore to cone)

I & <----- L 2.31 Continue (Blockl: O received, send nore)
I l@ ----- >I POST "val jean" (Blockl: 1, last block)

i & <----- L 2.04 Vval j ean Pronoted

Figure 8: Conpleting an operation with an earlier final block
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Renedy: If a client starts new bl ock-w se operations on a security
context that has |ost packets, it needs to |abel the fragments in
such a way that the server will not m x themup

A mechanismto that effect is described as Request-Tag [ RFC9175].
Had it been in place in the exanple and used for body integrity
protection, the client would have set the Request-Tag option in the
"pronote" request. Depending on the server’'s capabilities and setup
ei ther of four outconmes could have occurred:

1. The server could have processed the reinjected POST "val jean" as

belonging to the original "incarcerate" block; that’'s the
expected case when the server can handl e sinultaneous bl ock
transfers.

2. The server could respond 5.03 Service Unavailable, including a
Max- Age option indicating how long it prefers not to take any
requests that force it to overwite the state kept for the
"incarcerate" request.

3. The server could decide to drop the state kept for the
"incarcerate" request’s state, and process the "pronote" request.
The reinjected POST "valjean” will then fail with 4.08 Request
Entity inconplete, indicating that the server does not have the
start of the operation anynore.

2.4.2. Injecting a Wthheld First Block

If the first block of a request is withheld by the attacker for |ater
use, it can be used to have the server process a different request
body than intended by the client. Unlike in the previous scenario,
it wll return a response based on that body to the client.

Again, a first operation (that would go like “Grl stole apple. What
shall we do with her?” “Set her free.” ) is aborted by the proxy,
and a part of that operation is later used in a different operation

to prine the server for responding leniently to another operation

that would originally have been “Evil Queen poisoned apple. What

shall we do with her?” “Lock her up.” . The attack is illustrated in
Fi gure 9.
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(Cdient: W ll try that
nmore urgent:)

|
R >|
I I I
I I I
| @<-----+
I I I
| @----->]
I I I
I I I
| X <----- +
I I I
| <--m-- @ |
| | |
R >|
I I I
I I I
RS +
I I I

Fi gure 9:

Att acks on CoAP June 2025

POST "G rl stole apple. W"
(Bl ockl: 0, nore to cone)

one | ater again; for now, we have sonething

PCST "Evil Queen poi soned apple. W"
(Bl ockl: 0, nore to cone)

2.31 Continue (Blockl: O received, send nore)

POST "G rl stole apple. W"
(Bl ockl: 0, nore to cone)

2.31 Continue (Blockl: O received, send nore)
2.31 Continue (Blockl: O received, send nore)

POST "at shall we do with her?"
(Blockl: 1, last block)

2.05 "Set her free."
(Bl ockl: 1 received, this is the result)

Injecting a withheld first block

The renedy described in Section 2.4.1 works also for this case. Note
that nmerely requiring that blocks of an operation should have

i ncrementing sequence nunbers would be insufficient to remedy this
att ack.

2.4.3.

Attack difficulty

The success of any fragment rearrangenment attack has multiple
prerequisites:

*

t hreshol d,

A client sends different block-wi se requests that are only
di stinguished by their content.

This is generally rare in typical CoRE applications, but can

happen when the bodi es of FETCH requests exceed the fragmentation

has fail ed.

or when SOAP patterns are enul ated

A client starts |ater block-wi se operations after an earlier one
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Thi s happens regularly as a consequence of operating in a | ow
power and | ossy network: Losses can cause fail ed operation
(especially when the network is unavailable for time exceeding the
"few expected round-trips" they may be limted to per [RFC7959]),
and the cost of reestablishing a security context.

* The attacker needs to be able to deternine which packets contain
whi ch fragments

This can be achi eved by an on-path attacker by observing request
timng, or sinply by observing request sizes in the case when a
body is split into precisely two bl ocks.

It is _not_ a prerequisite that the resulting m sassenbl ed request
body is syntactically correct: As the server erroneously expects the
body to be integrity protected froman authorized source, it mght be
using a parser not suitable for untrusted input. Such a parser m ght
crash the server in extrene cases, but might also produce a valid but
i ncorrect response to the request the client associates the response
with. Note that many constrained applications aimto mnimze
traffic and thus enpl oy conpact data formats; that conpactness | eaves
little roomfor syntactically invalid nessages.

The attack is easier if the attacker has control over the request
bodi es (which would be the case when a trusted proxy validates the
attacker’s authorization to performtwo given requests, and an attack
on the path between the proxy and the server reconbines the blocks to
a semantically different request). Attacks of that shape can easily
result in reassenbl ed bodi es chosen by the attacker, but no services
are currently known that operate in this way.

Sunmerizing, it is unlikely that an attacker can perform any of the
fragment rearrangenent attacks on any given system-- but given the
diversity of applications built on CoAP, it is easily to inmagine that
singl e applications woul d be vul nerable. As block-wise transfer is a
basic feature of CoAP and its details are sometimes hi dden behind
abstractions or proxies, application authors cannot be expected to
design their applications with these attacks in mnd, and mtigation
on the protocol l|evel is prudent.

2.5. The Relay Attack

Yet another type of attack can be perforned in depl oynents where
actuator actions are triggered automatically based on proximty and
wi t hout any user interaction, e.g., a car (the client) constantly
polling for the car key (the server) and unl ocki ng both doors and
engi ne as soon as the car key responds. An attacker (or pair of
attackers) may sinply relay the CoAP nessages out-of -band, using for
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Preu Mattsson,

exanmpl es some ot her radi o technol ogy.
(i.e., the car) believes that the client
actions based on that false assunption.

Fi gure 10.

Att acks on CoAP

By doing this,
is close by and perforns

The attack is illustrated in
In this exanple the car is using an application specific

June 2025

t he actuator

chal | enge-response nechani smtransferred as CoAP payl oads.

dient Foe Foe Server

Figure 10: Relay attack (the client

The consequences may be severe,

unfortunately is happening in practice.
specific to CoAP.

|
| :
|  Uri-Path:
| Payl oad:

I
Code:
Token:
Payl oad:

and in the case of a car,
attacker unlocking and driving away with the car,
The relay attack is not

0. 02 (PGCsST)

Ox3a

| ock

JwePR2i Ce8b0Oux (Chal |l enge)

2. 04 (Changed)
Ox3a
RMBi 13@&D5vf XK ( Response)

is the actuator)

lead to the
an attack that

Renedy: Getting a response over a short-range radi o cannot be taken
as proof of proximity and can therefore not be used to take actions

based on such proximty.

Any automatically triggered nechani sns

relying on proximty need to use other stronger nechanisns to

establish proximty.

Mechani sms that can be used are:

measuring the

round-trip time and cal cul ati ng the maxi mum possi bl e di stance based

on the speed of light,
like NFC (centineters instead of neters).
i ncl ude geographi ca

calculate proximty based on these, but

or using radio with an extrenmely short

coordi nates (frome.qg.

range
Anot her option is to
GPS) in the nessages and

in this case the | ocation

measurenents need to be very precise and the systemneed to nmake sure

that an attacker cannot
types of gl oba
vul nerabl e to spoofing attacks.

Security Considerations

i nfl uence the location estimtion.
navi gation satellite systens (GNSS)

Sone
receivers are

The whol e docunent can be seen as security considerations for CoAP.

| ANA Consi der ations

Thi s docunent has no actions for | ANA

et al.
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Appendi x A.  Change | og

This section is to be renoved before publishing as an RFC

Changes from-05 to -06:

* Keep alive

Changes from-04 to -05:

* Updated reference to EDHOC which is now RFC 9528

Changes from-03 to -04:

* Rewritten abstract

Changes from-02 to -03:

* Renanmed "Bl ocking Attack"” to "Sel ective Bl ocking Attack", and
clarified.

* Enphasi ze sel ectiveness of delay attack.

* Acknow edge that response-del ay-and-msmatch is mtigated with the
new t oken procesing rules.
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* Acknow edge that fragnent rearrangenment is mitigated with Request-
Tag option, as mandatory for Q Bl ock.

* Point to DoS mitigation in t2trg-anplification-attacks.
* Point to NIST requirenments on zero trust principles (N ST-ZT).
* Updat e acknow edgenents.
* Editorial changes.
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