Content Delivery Networks Interconnection B. Rosenbl um

I nternet-Draft Veci ma
I nt ended status: Standards Track G Coldstein
Expires: 26 August 2026 Lunmen Technol ogi es

22 February 2026

CDNI Protected Secrets Metadata
draft-ietf-cdni-protected-secrets-netadata-06

Abst ract

Thi s docunent defines a sinple mechanismfor protected secret data
(such as salt values or encryption keys) that may be enbedded in
configuration netadata or capabilities advertisenents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Rosenbl um & CGol dstein Expi res 26 August 2026 [ Page 1]



I nternet-Draft CDNl Protected Secrets Metadata February 2026

Tabl e of Contents

1. Introduction 2
2. Requirenents 4
3. Metadata bjects . 4
3.1. M.SecretStore . . 4
3.2. M .SecretStoreTypeEnbedded L 5
3.3. M .SecretStoreTypershlCbrpVauIt 6
3.4. M. SecretValue . . . . . 7
3.5. M.SecretCertificate 9
4. Capabilities Objects 10
.1. FCl.SecretStore . . . 11
4.2. FCl.SecretCertificate . 11
5. Workflow Exanples . . . . 12
5.1. Workflow dCDN -> uCDN Enbedded . 13
5.2. Workflow. uCDN -> dCDN Enbedded . . . . 14
5.3. Woirkflow Enbedded C eartext (uCDN and dCI»D 15
5.4. Workflow dCDN -> uCDN Vaul t . . . 15
5.5. Workflow uCDN -> dCDN Vaul t 16
6. Security Considerations . 16
7. | ANA Consi derations . 16
7.1. CDNl Payl oad Types 16
8. Acknow edgenents 17
9. Nornative References 17
10. Informative References 18
Aut hors’ Addresses 18

1. Introduction

Certain objects in both the FCI and M interfaces encapsul ate
sensitive values, such as credentials and access keys, which should
not necessarily be accessible to all parties that can view the
adverti senent and configuration payl oads.

Thi s docunment defines two nechanisns to encl ose secret values in the
context of other FCI and M objects that may only be viewed by the

i ntended recipients, including enmbedded secrets encrypted using a
certificate supplied by a counterparty and secrets stored in an
external service (support defined in this draft is specifically for
Hashi Corp Vault), which are accessed via a specified path and a key
ID. Refer to [HCVAULT] docunentation for details.

Ei ther side can share secrets, and the functionality is the sane for
both sides, so the FCl capabilities are wappers around the M
objects, simlar to how FCl footprints (used in [ RFC8008]) reutilize
the M. Footprint and registry defined in [ RFC3006]
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The public certificate for the downstream content delivery network
(dCDN) is shared via FCl.SecretCertificate and the certificate for
the upstream content delivery network (uCDN) is shared via

M

.SecretCertificate.

Overvi ew of the workflow for enbedded secrets:

*

| uCDN |
| Retrieve FCl. SecretStore and FCl. SecretCertificate |
|~ >
| |
| | Encrypt secrets using provided FCl.SecretCertificate |
| <--- |
I _ _ I
| Provi de encrypted secrets via M. Secret Val ue |
T e |
| Provide M. SecretStore and M. SecretCertificate |
|~ >
I I
I _ _ o -
| Encrypt secrets using provided M. SecretCertificate | |
| o
| Retrieve FCl.SecretValue with encrypted secrets |
|~ >
I I

| UCDN |
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UCDN retrieves an advertisement with FCl. Secret Store and
FCl . SecretCertificate. As the uCDN has not yet provided a

certificate, any enbedded secret values in the advertisenent are

omtted; the dCDN is not yet able to encrypt the secrets, so no
secrets are present.

UCDN provi des configuration including M. SecretStore and
M . Secret Val ue with values encrypted using the dCDN certificate.

UCDN recei ves an updated capabilities advertisenent; having
provided an M. SecretCertificate, the advertisement SHOULD now
contain popul ated M. SecretVal ue objects if secret values are
utilized, encrypted with the provided certificate.
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3.

3.

Figure 1: Bi-directional Protect Secrets Workflow, Enbedded Store
Type

Det ai | ed wor kfl ow exanpl es, including nodes that reference external
services or contain secret values in plaintext, are available in the
Wor kf | ow Exanpl es (Section 5) section.

The M. SecretVal ue objects are utilized in the FCl and M interfaces,
where secrets nmust be referenced.

Certificates can be validated based on signatures in production
envi ronments, and self-signed certificates can be accepted in
testing/lab environnents. Wth this nodel, no out-of-band
communi cation is required to share secrets.

Requi renent s

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Met adat a Obj ects
1. M . Secret Store

M .SecretStore instructs the counterparty how to dereference the
val ue of any M. SecretVal ue objects linked to the store.

For embedded stores, M.SecretStore identifies the certificate used
for encrypting the values. For external stores (e.g., Hashi Corp
Vault), M.SecretStore specifies the service endpoint that SHOULD be
used in conjunction with the M. SecretValue key path to obtain the
secur e data.

Property: secret-store-id

* Description: An identifier for this store configuration that is
referenced fromlinked M. SecretVal ue objects. This value MJST be
unique within the context of the netadata objects and the FCl
adverti sement.

*  Type: String

* Mandat ory-to-Specify: Yes

Property: secret-store-type
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3.

2

* Description: A type discrimnator for the configuration object,
this property specifies whether the |linked M. SecretVal ue objects
contai n enbedded secret objects or reference an external store.

* Type: String. Either "M. Secret StoreTypeEnbedded" or
"M . Secr et St oreTypeHashi Cor pVaul t ".

* Mandatory-to-Specify: Yes
Property: secret-store-config

* Description: The appropriate configuration object for the
specified store type.

*  Type: bject, with type specified by the secret-store-type
property.

* Mandat ory-to- Specify: Yes
M . Secr et St or eTypeEnbedded

M . Secr et St or eTypeEnbedded contai ns the configurati on necessary to
decrypt enbedded secrets in M. SecretVal ue.

The only currently supported encrypted nessage format is

Crypt ographi c Message Syntax (CMS) as defined in [ RFC5652] Messages
MJUST be CMS type "Envel opedData”. Messages MJST be encoded as Base64
per section 4 of [RFC4648] Messages MAY al so be optionally formatted
wi th encapsul ati on boundaries as per [ RFC7468] It is strongly
preferred to utilize the [ RFC7468] nessage fornmatti ng when capabl e.

A cleartext format is also defined for testing purposes. In this
case, the value of an M. SecretVal ue object’s secret-val ue property
is the cleartext secret. It is NOT RECOVWENDED to use the cleartext

format in production environnents.

Property: format

* Description: The format of the enbedded encrypted nessage.
* Type: String. Either "cns" or "cleartext".

* Mandatory-to-Specify: Yes

Property: secret-certificate-id

* Description: The ID of the M. SecretCertificate used to encrypt
secret messages linked with this store configuration
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*  Type: String

* Mandatory-to-Specify: Yes when format is "cns", otherw se No.

The following is an exanple of M. Secret StoreTypeEnbedded speci fying
use of CMES:

{
"secret-store-id": "store-1",
"secret-store-type": "M. Secret StoreTypeEnbedded",
"secret-store-config": {
"format": "cns",
"secret-certificate-id": "cert-1"
}
}

Figure 2
3.3. M. Secret StoreTypeHashi Cor pVaul t
M . Secr et St or eTypeHashi Cor pVault contains the configurati on necessary
to reference secrets stored in an external instance of a Hashi Corp
Vault KV store [ HCVAULT].
M . Secr et Val ue objects reference secrets stored in the Vault using
the secret-path property to identify the path and property key. See
the M. SecretValue (Section 3.4) section for details.
Property: endpoint
* Description: The base URL of the Vault instance.
*  Type: String
* Mandat ory-to- Specify: Yes

Property: nanmespace

* Description: The Vault nanmespace in which secret |ookups should be
per f or nmed.

*  Type: String
* Mandatory-to-Specify: Yes
Property: version

* Description: The Vault KV version.
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*  Type: Integer. Valid values: 1 or 2.
* Mandatory-to-Specify: Yes

The following is an exanple of M. Secret StoreTypeHashi Cor pVaul t
speci fying a version KV-V1 Vaul t:

{
"secret-store-id": "store-2-vaul tvl",
"secret-store-type": "M. Secret StoreTypeHashi CorpVaul t",
"secret-store-config": {
"endpoint": "https://vault.exanple.comvl/secret",
"version": 1,
"namespace": "custoner-1"
}
}
Figure 3

The following is an exanple of M. Secret St oreTypeHashi Cor pVaul t
speci fying a version KV-V2 Vaul t:

{
"secret-store-id": "store-3-vaultv2",
"secret-store-type": "M. Secret StoreTypeHashi CorpVaul t",
"secret-store-config": {
"endpoint": "https://vault.exanpl e.comvl/secret"”,
"version": 2,
"nanespace": "custoner-1"
}
}
Figure 4

3.4. M. SecretVal ue
M . Secret Val ue may be used in any FCI or M object where sensitive

data nmust be transmitted only to intended recipients. Only one of
secret-value or secret-path MJST be specified, depending on the store

type.

Property: secret-store-id

* Description: The ID of M. SecretStore that contains the
configuration defining howto decrypt or access the referenced
secret.

*  Type: String
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*

Mandat ory-t o- Speci fy: Yes

Property: secret-val ue

*

Description: Used only for enbedded secrets. Format is one of the
fol |l owi ng:

- The cleartext string

- The PEM encoded or Base64 encoded val ue of a CMS nessage. |If
the nmessage begins with an [ RFC7468] pre-encapsul ati on boundary
of "---BEG@ N CM5---", the nessage MJUST be decoded according to
[ RFC7468] If no pre-encapsul ati on boundary is present, the
message MJST be decoded as per section 4 of [RFC4648] Future
versions of this specification will deprecate support for plain
[ RFC4648] encodi ng.

Type: String

Mandat ory-to-Specify: Yes, if secret-path is not specified.

Property: secret-path

*

Description: Used only for Hashi Corp Vault secrets, the path, not
i ncl udi ng nanespace, to the secret, including the key of the
particul ar property to access as the |last path paraneter.

Type: String

Mandat ory-to- Specify: Yes, if secret-value is not specified.

Property: tinmeout

*

Description: If this property is present and the el apsed tine
since last retrieving the secret value has exceeded this tineout,
any cached instance of this secret value MJST be discarded and
fetched again fromthe associated secret store. This value has no
ef fect when using an enbedded store.

Type: Integer duration in seconds.

Mandat ory-t o- Specify: No

The following is an exanple of M. SecretVal ue specifying an enbedded
val ue:
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3.

5.

{

"secret-store-id": "store-1-cns",

"secret-value": "---BEG N CVM5—
M | Bi Q¥JKoZl hvcNAQcDol | Bej CCAXYCAQAXggEhM | BHQ BAD
AFMAACACQEWDQYJKoZIl hvc NAQEBBQAEggEAPJeXzsUSLj bAyNt Q J9unBl M HWbB2g+gHn
XANSTyd33C0Ef TR6YLSZi hBl FbHpY3qSzK1CX7RF50z 3SqLDWHr 3i 1D/ aHb VXwQovi VWHEV
Ht er gl 81 9VDm2FCNaDx5vi hdbt vng3+/ vdJNNMvhnovwZL5uhPs K81 Dk KwZCvznMWAL 8Y
dNSFGT62f 73ash7Eg/ n5541 Uy YOJHYr XEKRLSj vl 0j +Jgcl RBhCOCA78+5bS4Mgf ds S9x
xSwWQTT Pru6EdTi vIVDKE/ j | Kg71i 81 Wii r Wyt vOza5gLnmH5T+zsl| XI okl wERAE50Jj 8FxZ
D98EI kKH8DAa+JeFsBnb6Z1+yVFsWic TBVBgk ghki GOwWOBBWEWHQYJ Yl ZI AWUDBAEQBBBwW
slri XA6nB36zRbsi Kt r VgCA267133v2zD/ wj FQHXr KSJf d/ 2YJaxPskgdnmQaVl g\Wow==
--END CMS--"

}
Figure 5

The following is an exanple of M. SecretValue for a Vault:

{

"secret-store-id": "store-2-vaul tvl",
"secret-path": "bar/baz/inportantsecret”,
"tinmeout": 3600,
}
Figure 6
M . SecretCertificate

M .SecretCertificate is used to share an [ X. 509] certificate to be
utilized for encrypting enbedded secret nessages.

In lab and testing environnents, this certificate MAY be sel f-signed,
dependi ng on partici pant agreenent.

In production environnents, this SHOULD be a certificate signed by an

appropriate certificate authority (CA) and validated by the

counterparty.

Property: certificate-id

* Description: Aunique IDfor this certificate that can be
referenced froma corresponding M. SecretStore configuration
defined by a counterparty.

*  Type: String

* Mandat ory-to- Specify: Yes
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Property: certificate-val ue

* Description: The PEM encoded OR Base64 encoded certificate.lf the
val ue begins with an [ RFC7468] pre-encapsul ati on boundary of "---
BEA N CERTI FI CATE---", the nessage MJST be decoded according to
[ RFC7468] If no pre-encapsul ation boundary is present, the nessage
MUST be decoded as per section 4 of [RFC4648] Future versions of
this specification will deprecate support for plain [ RFC4648]

encodi ng.
*  Type: String
* Mandatory-to-Specify: Yes
The following is an exanple of M. SecretCertificate:

{

"certificate-id": "store-1",

"certificate-value": "---BEG N CERTI FI CATE- - -
M | DZTCCAk2gAwW BAgl UFJokJz AxDgUGs Bd8uhShl pMaS
LAWDQYJKoZI hvec NAQELBQAWGY EL MAk GA1UEBhMCVVIMK EDACBgNVBAgMBOdI b3JnaViExI T
Af BgNVBAOMGE! udGvy b0l FdpZGdpdHVUHRS1 Ex0ZDAe FwOy Mz AxM My NDMV2 MDNaFwO
yMzAyM | y MDMR VDNaMEl x Cz AJBgNVBAYTAI VTVRAWDG YDVQQ DAAHZWIY 221 hMSEWHWYD
VQQKDBhJbnRI cnbl dCBXaWRnaXRz| FBOe SBMIGQMgEi MAOGCSqGSI h3DQEBAQUAAAI BD
wAWggEKAol BAQCT1109yebJdnj i g7mXbLt nr 5THpTnyahNpKECI +N8YZS| 5+¢cS9hGa06zK
Qv3MNxbj J15smreWbgynYGaghs5ZXGAU) zd8S1/ MLA08z 1VFhEJi ODQUOf 3BCocpl n25RQ
zFz/ BOLREW/sLkr huz/ WBR3bzp6T1gu3nKcRSNuNxOLp9490gS1LhsZYQKF NvncuxBCP
0GTNbUOXd6x k Q+EX5c EKoODUYW OMIMAM EEFb4j Ui x YbbJoygwTMHp &Ry GAQI XpB2/ w
rraw vxDH MHGoOM.+l e806 YBR4APDI QJm Cg9ul si rf 65R1zhf cCxmNQ7z/ | ggCOWNQ Zw
ynmeZT9c FDdAgMBAAG Uz BRVBOGALUdDgQ\BBb5eJeYLEPEr Jet blei d5Bgs S3uTAf BgN
VHSVEGDAWIBQb5eJeYLEpEr Jet blei d5Bgs S3uTAPBgNVHRVBAf 8EBTADACQH MAOGCSqG
S| b3DQEBOWMUAAA T BAQBURNT j VbHWW V/ u/ xj zK8p4dTkeOxb0oKt 0J5YeHI5sRa66n8t Q
JYf 0j bMN@BI nf XKOI zGV uUQI X3dae OMXx MoJvauDzV64kuU6! gk EQuLWK OP5k0Rc9+Su
RM vWOB2exi yQkd2i HIt URUEt vB39LI r 4pPDsi cBAYxsnbybl WCrgNMPKk VI 8(Qks 3l AXeF
+xvHL1t nti TISYPOUd2psbV3l duD76UT2bzDGkr 690Kgr oNS57Wh Q@ HxEht ModqOcPf zq
FI xyhckgNYr cw2v1i gQbhpl QReUc4yeOMri mj 1Me2mW Pvi | hvS3vDGhr mex9mi i shl |/
RFy6yDl 1gt kF7eS
---END CERTI FI CATE---"

}
Figure 7

4. Capabilities Cbjects

These objects are sinmple capability wappers around the M objects
defined in this specification.
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4.1. FCl . Secret Store

FCl . SecretStore instructs the uCDN how to dereference the val ue of
any M. SecretValue objects linked to the store fromother FCl objects
via an enbedded M. SecretVal ue object. For further details, see the
M . SecretStore (Section 3.1) section.

The following is an exanple of FCl.SecretStore:

"capabilities": [

"capability-type": "FCl . SecretStore",
"capability-value": {

"secret-store-id": "store-1",

"secret-store-type": "M. Secret StoreTypeEnbedded",

"secret-store-config": {
"format": "cns"

Fi gure 8

4.2. FCl.SecretCertificate
FCl . SecretCertificate is used to share an [ X.509] certificate to be
utilized for encrypting enbedded secret nessages via an enbedded
M .SecretCertificate object. For further details, see the
M. SecretCertificate (Section 3.5) section.

The following is an exanple of FCl.SecretCertificate:
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"capabilities": [

"capability-type": "FCl.SecretCertificate",
"capability-value": {
"certificate-id": "store-1",
"certificate-value": "---BEG N CERI FI CATE- -

M | DZTCCAk2gAwW BAgl UFJokJz AxDgUGsBd8uhS
bl pMAVSLAWDQYJKoZI hve NAQEL BQAWG EL MAk GA1UEBhMCVVIVK EDACBgNVBAgMBOdI b3Jn
aVEx| TAf BgNVBAoOMGE! udGvybmvV0l FdpZCGdpdHVY UHR51 Ex0ZDAe FwOy Mz AxM My NDVRM
DNaFwOy Mz AyM | y VDVR VMDNaMEI x Cz AJBgNVBAYTAI VTVRAWDG YDVQQ DAdHZVY Z2] hVs
EwHWYDVQQKDBhJbnRI cnbl dCBXaVWRnaXRz| FBOe SBMIGQMygEi MAOGCSqGSI b3 DQEBAQU
AA4| BDWAWGQEKAoI BAQCT1109yebJdnj i q7mXbLt nr 5THpTnyahNpKECI +N8YZSI 5+cS9h
Ga06zKQV3M\xbj J15smmeWbgynYGmhs5ZXAY zd8S1/ MLA08z 1VFhEJi CDQO0f 3BCocp
I Nn25RQzFz/ BOLREW'sLkr huz/ WBR3bzp6T1gu3nKcRSNuNxOLp9490gS1LhsZYQKF Nvn
cux BCPOGTNbUOXd6x k Q+EX5c EKoODUYW OVHVAM EEFb4j U x YbbJoygwTVHp Ry GAQ2I
XpB2/ wr r awi vxDH MHGoM_+1 e80o6YBRAPDI QIm Cg9ul si r f 65R1zhf cCxnNQ7z/ 1 ggCo
VWNQ 2wy meZT9c FDdAgMBAAG Uz BRVBOGALUdDgQABBQb5eJe YLEpPEY Jet blei d5BgsS3u
TAf BgNVHSMEGCDAW)Bh5eJeYLEpEY Jet blei d5Bgs S3uTAPBgNVHRVBAf 8EBTADAQH VA
0GCSgGS| b3DQEBOMIAAAT BAQBURNT j VbHWW V/ u/ xj zK8p4dTkeOxb0oKt 0J5YeHI5sRa
668t QIYf 0j bMN@BI nf XKOI zGV uUQI X3dae OMX MoJvauDzV64kuU6l gk EQuLwWK OP5k0
Rc9+SuRM vWOB2exi ykd2i HIt URUEt vB39LI r 4pPDsi cBAYxsnbybl WCngNMPk VI 8(CK's
3l AXeF+xvH11t nti TISYPOUd2psbV3l duD76UT2bz DGkr 690Kqgr oNS57Wh Qr HxEht Modq
O0cPf zqFl xyhckgNYr cw2v1i gQbhpl QReUc4yeOMri mj 1Me2mA Pvi | hvS3vDGhr ntx9n
i shl 1/ RFy6yDI 1gt kF7eS
---END CERTI FI CATE---"

}

}
]

}

Figure 9

5. Workfl ow Exanpl es

The facilities in this docunent can be used for sinple and

bi directi onal exchange of secret val ues between uCDN and dCDN
participants in an Open Caching system The enbedded nodel provides
for a secret exchange w thout reference to out-of-band services,
while the Vault support allows for external reference to secrets
stored in a Hashi Corp Vault.

Participants utilizing a secret distribution method or service not
supported here MAY define a Private Feature M object [SVTA2038] with
the necessary configuration for that nethod or service and then
utilize that M object within M. SecretStore and FCl. Secret Store
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Provi ded bel ow are workfl ow exanpl es for uCDN -> dCDN and dCDN - >
UCDN exchanges of secret val ues.

Consi deration i s needed when addressing key rollover, expiration, and
revocation in the enbedded nodel. The RECOVMENDED wor kfl ow for key
rollover is as foll ows:

*

When the recipient of a secret provides an updated configuration
that no | onger contains an M. SecretCertificate with an ID
referenced in an M. Secret Store used by M. Secret Val ue objects,
those M. SecretVal ue objects SHOULD be reduced to an object with
no contai ned secret-value or secret-path property as they would be
inthe initial state before any certificate had been provided.

If the recipient of a secret then provides a new

M . SecretCertificate object, the sender of the secret SHOULD
update its M.SecretStore to reference the new certificate-id and
then update any referencing M. SecretVal ue objects to include an
updat ed secret-value property that contains the newWy encrypted
val ues.

Wor kf | ow. dCDN -> uCDN Enbedded

The dCDN advertises FCl.SecretStore with a store-type of

M . Secr et St or eTypeEnbedded; ot her FCl objects may contain

M . Secr et Val ue objects that reference the store-id.

M . Secr et Val ue objects do not presently contain a secret-val ue

property.

The uCDN pushes the M configuration with an
M . SecretCertificate.

The dCDN updates the advertised FCl.SecretStore with a
certificate-id property that references the dCDN

M . SecretCertificate; any M. SecretVal ue objects in other FC
obj ects now contain a secret-value property with the CVs
encrypted secret.
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I I —
| UCDN | | dCDN |
L L
| Retrieve FCl. Secret Store |
T |
| Provide M. SecretCertificate |
|~ >
| |
| Encrypt secrets using provided M. SecretCertificate | |
| o
| Retrieve FCl.SecretValue with encrypted secrets |
R REEEEEEE >
I I
— —
| uCDN | | dCDN |
Figure 10: Figure 2: dCDN -> uCDN Wbrkfl ow, Enbedded Store Type
5.2. Workflow uCDN -> dCDN Enbedded
1. The dCDN advertises an FCl. SecretCertificate.
2. The uCDN pushes the M configuration containing M. SecretStore
with a store-type of M. Secret StoreTypeEnbedded and a
certificate-id referencing the FCl.SecretCertificate advertised
by the uCDN. Qher M objects may contain M. SecretVal ue objects
with a secret-value property containing the CVS encrypted secret.
| UCDN | | dCDN |
| Retrieve FCl.SecretCertificate |
|~ >
| |
| | Encrypt secrets using provided FCl.SecretCertificate |
< |
| Provide M. SecretStore and M. Secret Val ue objects |
|~ >
| |
— — /1
| uCDN | | dCDN |
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Figure 11: Figure 3: Figure 3: uCDN -> dCDN Wbrkfl ow, Enbedded Store
5.3. Workflow Enbedded O eartext (uCDN and dCDN)

1. An M. Secret StoreTypeEnbedded has a defined format of
"cleartext".

2. Any M. SecretValue objects that reference the cleartext store
contain a secret-value property with the unencrypted secret.

r - r————
| uCDN | | dCDN |
L ] L

T T

-
| uCDN | | dCDN |
L L

Figure 12: Figure 4. Enbedded C eartext Workfl ow
5.4. Workflow. dCDN -> uCDN Vaul t

The dCDN advertises an FCl. SecretStore with an appropriate
configuration for accessing an instance of a Hashi Corp Vaul t
accessible to the uCDN. O her FCl objects nay contain M. Secret Val ue
objects that reference the FCl.SecretStore and a secret-path property
specifying the secret to retrieve.

r T T T B T
.
| uCDN | | Vaul t | | dCDN |
L L 4 L
4
| Retrieve FCl. Secret St or eTypeHashi Cor pVaul t | |
| and FCl . Secret Val ue objects | |
| >| |
I _ _ _ I I
| Retrieve secrets using path provided | |
| in FCl.SecretVal ue objects | |
R EEEEEEEEEEEEES |- >
I I I
r T T r T T 7 T
| uCDN | | Vaul t | | dCDN | .
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Figure 13: Figure 5: dCDN -> uCDN Wbrkfl ow, Hashi Corp Vault Store
5.5. Workflow. uCDN -> dCDN Vaul t

The uCDN provides the M configuration, including an M. Secret Store
with appropriate configuration for accessing an instance of a

Hashi Corp Vault accessible to the dCDN. Qher M objects may contain
M . Secr et Val ue objects that reference the M. SecretStore and a
secret-path property specifying the secret to retrieve.

T T r—

-
| UCDN | | dCDN | | Vaul't |
[ [

_

I
| Provide M. SecretStoreTypeVaul t
| and M. SecretVal ue objects

I
I
I
[=-mmmmm e > I
I I
| Retrieve secrets using path |
| provided in M. SecretVal ue |
| obj ects |
I R >|
I I I
1 1 r—
-
| UCDN | | dCDN | | Vaul t |
L L L

_

Figure 14: Figure 6: uCDN -> dCDN Workfl ow, Hashi Corp Vault Store
6. Security Considerations
The FCI and M objects defined in this docunent are transferred via
the interfaces defined in CONI [ RFCB006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN
7. 1 ANA Consi derations
7.1. CDNl Payl oad Types

Thi s docunent requests the registration of the follow ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA:
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T S RIS +
| Payl oad Type | Specification |
o e e e e e e e e a oo - T +
| M.SecretStore | RFCthis |
e S I +
| M. SecretStoreTypeEnbedded | RFCt his |
L . I IRy +
| M. Secret StoreTypeVaul t | RFCthis |
o e e e e e e e e a oo - T +
| M. SecretVal ue | RFCthis |
e S I +
| M.SecretCertificate | RFCthis |
L -, I IRy +
| FCl.SecretStore | RFCthis |
o e e e e e e e e a oo - T +
| FCl.SecretCertificate | RFCthis |
e S I +

Table 1: CDNI Payl oad Types
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