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[ TODO Add ASCI| art diagramdescribing Pull Operational Mde ]

Fi gure 1: Loggi ng Conponent Overview, Pull Operational Mde

[ TODG Add ASCI1 art diagram describing Push Operational Mde ]

Fi gure 2: Loggi ng Conponent Overview, Push Operational M

The CDNI Logging Interface [RFC7937] defines requirenments for
exchange of |og data between CDN participants, including a Lo
Ref erence Mbdel, a Logging File Structure, and Loggi ng Record
with an Atombased index for retrieving the generated log fi

Qpen Cachi ng expands on the functionality defined in the CDN
Interface [ RFC7937] to provide clear definitions and an expan
of log record fields, additional nechanisns for transporting

new | og container formats, log archive files, |ogging netadat
sidecar files, new log record formats, configured inclusion o
OPTI ONAL request and response header fields, and nethods for

advertising and configuring transformations of individual |og

In the future, this specification will be expanded to cover o
Open Cachi ng System (OCS) conponent |ogs (e.g., request route
custom |l og container formats, and |log record formats, as well
UCDN-control | ed configuration for aggregation, filtering, and
sanpling of log records.

The foll owi ng subsections sunmarize the inmportance of | ogging
context of content acquisition and its delivery by surrogates
behal f of the CDN

1.1. Log Generation

As described in section 2.2.1 of the CDNI Logging Interface

[ RFC7937], logging is generated by the downstream CDN (dCDN),
applies to the OCS in this context, to record all significant
conpl etions, events, and failures. It is expected that all d
acting as caching nodes SHALL generate |ogging information, i
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is to be noted that this does not preclude open cachi ng nodes (OCNs)
fromgenerating and reporting transactions that are in progress and
not fully conpleted, such as progressive downl oads that may run for a
| onger duration and are therefore considered good candi dates for
partial reporting prior to fully conpleting a transaction. The

i ndi vidual inplenmentations are, however, expected to make a
determination as to when it is appropriate to generate reports for
partial transactions.

1.2. Log Retention

The OCN SHALL retain logs for a specified duration. The specific
duration is up to individual inplenmentations to determ ne.
Presumably, in the absence of |ogs being uploaded to or acquired by
the CDN, it is possible the size of |ogging information would grow
exponentially, therefore, it is also RECOWENDED to define a shorter
duration for upload/acquisition, such as a period of a few hours.

1.3. Accounting

Logging information is essential for accounting. The |ogging

i nformati on provided by the OCS enables the CDNs to conpute the total
anount of traffic delivered by every OCN for a given content service
provider (CSP), as well allow the CDNs to determ ne associ ated
bandwi dt h usage (peak or percentile) and key perfornmance indicators,
such as maxi mum (or m ni num) nunber of simultaneous sessions over a
gi ven period of tinme.

1.4. Analytics And Reporting

The goal s of analytics include gathering all relevant information in
order to be able to develop statistics on content downl oad, anal yze
user behavior, and nonitor the performance and quality of content
delivery. For instance, logging information enables CDN providers to
report on content consunption (e.g., delivered sessions per content)
in a specific geographic area.

The goal of reporting is to gather all relevant information to
moni tor the performance and quality of content delivery, and allow
detection of delivery issues. For instance, reporting could track
the average delivery throughput experienced by end users in a given
region for a specific CSP or content set over a period of tine.
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1.5. Content Protection

The goal of content protection is to nonitor and prevent unauthorized
access, msuse, nodification, and denial of access to content. A set
of information is logged in a CDN (by an OCN) for security purposes.
In particular, a record of access to content is usually collected to
permit the CSP to detect infringenents of content delivery policies
and ot her abnormal end-user behaviors.

1.6. Private Data Protection
As described in section 7.4 (Section 6.4), the goal of |ogging
transforns is to modify the outputs of fields that may include
private information to conply with the confidentiality requirenents
of both the uCDCN and dCDN. The uCDN configurations are bundl ed
within the transport configuration to support configurations that may
be specific to the jurisdictions of individual reporting endpoints
and service footprints. Additionally, the dCDN can advertise field
transformati ons that have been applied in the footprint and
capabilities interface.

2. Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Container File Formats
For non-streanming |ogging formats, the container/file fornat
describes the structure of the file that contains the individual |og
records.
The followi ng container/file formats are support ed:

* CDNl Logging File described in section 3 of [RFC7937], inspired by
WBC Ext ended Log File Format (cdni_v1)

* JSON (json_vl)
* Newline delimted records
- \n (linefeed_v1)
- \n\r (carriage_return_v1)

* Conpressed Archive containers (tar.gz) that support inclusion of
multiple files in other container formats (tar_v1)
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* protobuf containers, according to the record type definitions in

section 10 (Section 8)
3.1. JSON

The JSON container/file format consists of a single root object with

file metadata, fields conmon to all records, and an array of |og

records.

Where the JSON format MJST be referenced fromother configurations

(e.g., in the container-format property of M. Loggi ngTransport), it

MAY be referred to by the string: "json_vl"

Property: shortname

* Description: A unique identifier for the dCDN

* Format: String

* Mandat ory-to-Specify: No

Property: tinestanp-start-ns

* Description: The starting tinmestanp for the tinme range for which
the log file was generated. This can be earlier than the
timestanp of the file's first log record.

* Format: Integer time in nanoseconds since Uni x epoch

* Mandat ory-to- Specify: No

Property: timestanp-start-iso8601

* Description: The starting tinmestanp for the tine range for which
the log file was generated. This can be earlier than the
timestanp of the file s first log record.

*  Type: |1SO 8601-1:2019

* Mandat ory-to-Specify: No

Property: tinmestanp-end-ns

* Description: The ending tinestanp for the time range for which the
log file was generated. This can be later than the tinestanp of

the file's last |og record

*  Type: Integer time in nanoseconds since Uni x epoch
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*

Mandat ory-t o- Speci fy: No

Property: timestanp-end-iso8601

*

Description: The ending tinestanp for the tine range for which the
log file was generated. This can be later than the tinmestanp of
the file's last |log record

Type: |1SO 8601-1: 2019

Mandat ory-t o- Speci fy: No

Property: account-id

*

Description: Account I1D as defined by the account-id property of
M . Loggi nghet adat a.

Type: String

Mandat ory-t o- Specify: No

Property: netadata

*

*

Descri ption: Metadata associated with configuration of the |ogging
records, e.g., associated record-type.

Type: Object. Valid properties:

- record-type: String. The record type string defining the
format of included | ogging records. See section 6
(Section 5)

- transfornms: bject. The M. Loggi ngTransforns object applied to
the record set. See section 7.4. (Section 6.4)

- secret-stores: Array. Any M. SecretStore objects referenced
from M . Loggi ngTr ansf or ns.

- include-headers: Array. Any optionally included request or
response header fields. See section 10.1 (Section 6.1)

Mandat ory-t o- Speci fy: Yes

Property: records

*

Description: The log records consisting of an array wherein all
properties are valid log record fields as described in Section 8.
(Section 4)

Rosenbl um et al. Expi res 8 January 2026 [ Page 8]
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*  Type: Array of objects
* Mandatory-to-Specify: Yes
The following is an exanple of the JSON container fornat:

{

"shortnanme": "exanpl eCDN',
“timestanmp-start-iso8601": "2023-01-15T14: 00: 002",
"timestanp-end-i so8601": "2023-01-15T14:59: 592",

"account-id": "foobarMedia",
"met adata": {
"record-type": "opencachi ng_standard_json_v1",

"transforns": [

"record-fields": |

" C—l pll
] i)
"operations": [
{
"type": "M. Loggi ngTr ansf or mivaskl p",
"val ue": {

"mask-1 sb-v4": 4,
"mask-1sb-v6": 16

}
}
]
}
]
},
"records": |
{
"timestanp-ns": 1672938865000000000,
"cs-uri": "https://cdn. exanpl e. conf assets/b874bc5h/i ndex. nBu8",
"sc-status": "200",
"sc-total -bytes": 1784,
"s-upstreambytes": 1784
}

Fi gure 3
3.1.1. JSON Metadata Sidecar
A nmetadata sidecar file MAY be used as a conpanion to other record

container files, allow ng detail ed netadata as specified in the JSON
cont ai ner fornmat.
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3.

3.

Met adat a sidecars are identical to the full JSON contai ner formt
except that the records property is NOT included

Sidecar files are identified by a file nam ng convention; the
correspondi ng sidecar for a particular log file has the sane nane as
the log file with an appended suffix of ".netadata.json"

For exanple, a log file naned "2023-01-01-12_00_00-regi onl.csv" woul d
have a correspondi ng netadata sidecar file named
"2023-01-01_12 00_00-regi onl. csv. net adata.j son"

dCDN support for netadata sidecars is indicated with the all ow

met adat a- si decar property of FCl.Loggi ngPush Use of netadata sidecars
for a particular configuration is indicated by the include-nmnetadata-
si decar bool ean property in M. Loggi ngTransport and

FCl . Loggi ngPul | Transport See section 7.3 (Section 6.3) and section
8.3 (Section 7.3)

2. Newline Delimted Records

| carriage_return_vl | Log records separated by |inefeed, |
| | carriage return (\n\r). |

Table 1
3. Archive Containers

Fi | e-based transport nodes MAY bundle a set of log files together in
a gzipped tar archive. Wen utilizing tar_vl1l as the container-type,
the properties of the M. Loggi ngCont ai ner Met adata object refer to the
generation of the archive file, and the archive-netadata property of
that object contains another M. Loggi ngCont ai ner Met adat a obj ect t hat
specifies the configuration for the individual files within that
archive

For exanple, if the archive container is specified with an interva
of 86400, and the inner archive-netadata has an interval of 3600, a
tar.gz archive will be produced once a day containing 24 individua
log files, each containing one hour of |og records.
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buffers. This

docunent provides the protobuf definition |anguages (.proto files)

for different

4. Record Fields

record types in Appendi x section 13.1 (Section 8.1)

The followi ng table describes the log record fields that are included

in each of the standard log record formats. Y - Yes, N- No, O -
Opt i onal .

[ oo oo ey oo
| Field | Mnimal | Standard | Extended

[S leemesfomms oo, ooy ey e et
| tinmestamp-ns | Y | Y | Y |
Fom e O S S +
| tinmestanp-iso8601 | N | N | Y |
Fom e S S S +
| s-time-total -ns | N | Y | Y |
T S R TS TS +
| c-groupid | N | N | Y |
oo O S S +
| cs-nmethod | N | N | Y |
Fom e S S S +
| cs-version | N | N | Y |
T S R TS TS +
| cs-uri | Y | Y | Y |
Fom e O S S +
| cs-uri-transformed | N | N | Y |
Fom e S S S +
| sc-status | Y | Y | Y |
T S R TS TS +
| sc-total -bytes | Y | Y | Y |
Fom oo O S S +
| ccid | N | N | Y |
Fom e S S S +
| s-sid | N | Y | Y |
T S R TS TS +
| s-cached | N | Y | Y |
Fom e O S S +
| cs-hdr-Referer | N | N | Y |
Fom e S S S +
| cs-hdr-Range | N | N | Y |
T S R TS TS +
| c¢s-hdr-User- Agent | N | Y | Y |
Fom oo O S S +
| sc-hdr-Content-Type | N | N | Y |
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4. 1.

4. 1.

4. 1.

1.

2

dom e mmemeeeemeaeeaaas S T I I +
| sc-header-size-bytes | N | N | Y |
T S R TS TS +
| c-ip | N | Y | Y I
R S TRy Focmmnaaann Focmmnaaann +
| s-shortnane | N | Y | Y |
domemmemeeeemeaeeaaas T T T +
| s-id | N | N | Y |
T S R TS TS +
| s-time-first-ms | N | N | Y |
R S TRy Focmmnaaann Focmmnaaann +
| s-sdur-nmns | N | N | Y |
domemmemeeeemeaeeaaas T T T +
| s-time-upstream ns | N | N | Y |
T S R TS TS +
| s-upstream bytes | Y | Y | Y |
R S TRy Focmmnaaann Focmmnaaann +
| sc-hdr-*, cs-hdr-* | O | O | O |
domemmemeeeemeaeeaaas T T T +

Tabl e 2

Fi el ds

ti mest anp- ns

Description: The timestanmp of the first byte read by the OCN
application to a best effort of accuracy.

Format: Integer time in nanoseconds since Unix epoch
Record Types: Mninmal, Standard, Extended

ti mest anp-i so8601
Description: The tinmestanp of the first byte read by the OCN
application to a best effort of accuracy. It is RECOWENDED t hat
ti mestanps use Coordi nated Universal Tinme (UTC).

Format: Time in | SO 8601/ RFC3339 format, mlliseconds OPTI ONAL
(e.g., 1985-04-12T23: 20: 50. 522)

Record Types: Extended
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4.1.3. s-tinme-total-ns
* Description: The el apsed time between reading the first byte of
the request and sending the |last byte of the response to a best
effort of accuracy.
* Format: Duration, in mlliseconds
* Record Types: Standard, Extended
4.1.4. c-groupid
* Description: An opaque identifier for an aggregate set of clients,
derived fromthe client IPv4 or IPv6 address in the request
recei ved by the surrogate and/or other network-Ievel identifying
informati on. See [RFC7937] section 3.4.1
* Format: String
* Record Types: Mninmal, Standard, Extended
4.1.5. cs-nethod
* Description: The HTTP request nethod.
* Format: String
* Record Types: Extended
4.1.6. cs-version
* Description: The protocol version (e.g., HITP/1.1).
* Format: String
* Record Types: Extended
4.1.7. cs-uri
* Description: Request URI prior to any transformati on from
M . ProcessingStages. It is RECOMWENDED to limt the maxi num
length of this field with an applied M. Loggi ngTransfornilruncat e,
allowi ng at |east 2,048 bytes.

* Format: String

* Record Types: Mninmal, Standard, Extended
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4.1.8. cs-uri-transformed
* Description: Full request URI, including query paraneters. |If
this field is identical to cs-uri, the field SHOULD be truncated
to an enpty string.
* Format: String
* Record Types: Extended
4.1.9. sc-status
* Description: The response status code.
* Format: String
* Record Types: Mninmal, Standard, Extended
4.1.10. sc-total-bytes
* Description: The response size total bytes, including headers.
*  Format: | nteger
* Record Types: Mninmal, Standard, Extended
4.1.11. ccid

* Description: The ccid assigned via M. G ouping or
M . Groupi ngExt ended confi gurati on.

* Format: String
* Record Types: Mninmal, Standard, Extended
4.1.12. s-sid
* Description: The Session |ID assigned by the dCODN. This can be
derived from Common Media Client Data (CMCD) or anot her nechani sm
but it is defined by the dCDN, and uCDN al | ocat ed session
identifiers are outside the scope of this field.

* Format: String

* Record Types: Standard, Extended
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4.1.13. s-cached

*

Description: Indicates a cache hit or cache mss. For this field,
a cache hit is defined as a request that does not result in
content retrieval fromthe upstream source

Format : Bool ean; a value of "True" indicates a cache hit.

Record Types: Standard, Extended

4.1.14. cs-hdr-*

*

*

Description: The request headers as avail able fromthe dCDN and
specified in FCl.Logging In the standard record type, only the cs-
hdr - User - Agent header is included, if available. The extended
record type additionally includes cs-hdr-Range and cs-hdr-Referer
See the Record Fields Table (Section 4) for reference.

Format: String or null if the field does not exist (or is not
supported by record encodi ng)

- Special care needs to be taken while conposing the val ue of
these fields as the requested HTTP header nane MAY be present
multiple tines in the request. Wen such cases are
encountered, inplenmentations are expected to follow the
semanti cs defined for conbining HITP field values in [ RFC9110]
sections 5.2 and 5.3, in order to conmpose the final value to be
| ogged for this field in the record.

Record Types: Standard, Extended

4.1.15. sc-hdr-*

*

Description: The response headers as available fromthe dCDN and
specified in FCl.Logging In the extended type, sc-hdr-Content-Type
is always included. See the Record Fields Table (Section 4) for
ref erence

Format: String or null if the field does not exist (or is not
supported by record encodi ng)

- Special care needs to be taken while conposing the val ue of
these fields as the requested HTTP header name MAY be present
multiple times in the response. Wen such cases are
encountered, inplementations are expected to follow the
semantics defined for conbining HTTP field values in [ RFC9110]
sections 5.2 and 5.3, in order to conpose the final value to be
| ogged for this field in the record.
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* Record Types: Standard, Extended
4.1.16. sc-header-size-bytes

* Description: The response header size bytes.

*  Format: |nteger

* Record Types: Extended
4.1.17. c-ip

* Description: The client |IP address.

* Format: String

* Record Types: Standard, Extended
4.1.18. s-shortnane

* Description: A short nane for the dCDN

* Format: String

* Record Types: Standard, Extended
4.1.19. s-id

* Description: The server instance |ID assigned by the dCDN. This
val ue SHOULD be unique to a particular instance.

* Format: String
* Record Types: Extended
4.1.20. s-tinme-first-ns

* Description: The elapsed time fromthe first request byte read
until the first response byte sent.

* Format: Integer duration, in mlliseconds
* Record Types: Extended
4.1.21. s-sdur-nms

* Description: The session duration as determ ned by the dCDN
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* Format: Integer duration, in nilliseconds
* Record Types: Extended
4.1.22. s-time-upstreamns
* Description: The time spent accessing the upstream source.

* Format: Integer duration, in mlliseconds. |If no upstreamis
accessed, the duration is O.

* Record Types: Extended
4.1.23. s-upstream bytes

* Description: The nunber of bytes transferred fromthe upstream
source, including headers.

* Format: Integer, size in bytes. |If no upstreamis accessed, the
size is 0.

* Record Types: Mnimal, Standard, Extended

5. Record Types
Standard record types consist of a field set, a format, and a version
that together formthe record type, identified by a string like:
"opencachi ng_mni mal _json_v1" or "opencachi ng_standard csv_v1" or
"opencachi ng_ext ended_whi t espace_v1".

The identifier is then referenced in the supported-record-types field
of FCl.Logging and the record-type field of M. Loggi ngTransport.

For this draft, we do not support customrecord types, but future
drafts will provide a way to define customrecord types with their
own associ ated identifiers.

5.1. Log Record Formats

5.1.1. JSON
The JSON | og record format consists of a JSON object wherein each
defined field of the record type is a property of the JSON object;
the field name is the property name and the field value is the
property value. |If a field is not present in the |log data, the
property MAY be omitted.

The following is an example record in the JSON record format:
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{
"timestanp-ns": 1672938865000000000,
"cs-uri": "https://cdn. exanpl e. conf asset s/ b874bc5b/i ndex. nBu8",
"sc-status": "200",
"sc-total -bytes": 1784,
"s-upstreambytes": 1784

}

Figure 4
5.1.2. Csv

The comma-separated value record format follows the definition in
[ RFC4180] with the addition of a special value to handle null val ues.

If afield value is null, it MJST be represented by the foll ow ng
unquoted literal value: $NULLS$

5.1.3. \Whitespace
The whitespace delimted record format consists of field val ues
encl osed in QUOTATI ON MARK (U+0022: ") characters, with characters
separated by any nunber of SPACE (U+0020) or TAB (W+0009) characters.

If a field value is null, it must be represented by the follow ng
unquoted literal value: $NULL$

5.1. 4. Protobuf

Appendi x section 10.1 (Section 8.1) provides the protobuf definitions
in the proto file format for the protobuf record types defined.

5.2. Predefined Log Record Types
* A predefined log record type is a set of fields in a defined
textual or binary format (JSON, CSV, whitespace delimted, or

protobuf). This specification includes three predefined record
types:

- A ‘mninmal’ type optimized for data size, including only the
fields necessary to performbilling functions.

- A ‘standard’ type with a set of fields likely to be useful for
operati onal nonitoring.

- An ‘extended’ type with an exhaustive field set likely to cover
nost operational and troubl eshooting use cases.
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5.2. 1. M ni ma

[ et e p—p—p—p—(—(————————
| Oder | Field

+ o4 oo ————=
| 1 | tinmestanmp-ns
Fommma -
| 4 | c-groupid

R, o e e e
| 7 | cs-uri

S D
| 9 | sc-status

Fommma - I
| 10 | sc-total-bytes
R, o e e e
| 11 | ccid

S D
| 20 | s-upstream bytes
Fommma - T
| 24 | sc-hdr-*, cs-hdr-*
R, o e e e

Table 3

July 2025

The Mnimal log record type field set consists of the fields denoted

as 'Mnimal’ in section 8. (Section 4)
* JSON format: 'opencaching mniml _json vl

* CSV format: 'opencaching_m ni mal _csv_vl’

* \Witespace delimted format:’ opencachi ng_m ni mal _whitespace_vl’

* Protobuf format as defined in section 10 (Section 8)

5.2.2. Standard

[ el oo
| Order | Field

[ ety e p—p—p—p—p—(——————————
| 1 | tinmestanp-ns
Fomm o - o e e oo
| 2 | s-tinme-total -ms
N Fom e e e e oo o
| 4 | c-groupid

AR, o e e e e oo
| 7 | cs-uri

Fomm o - o e e oo
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| sc-status

e
| sc-total -bytes
U
| ccid
Y
| s-sid
e
| s-cached
U
| s-shortnane
Y
| s-upstream bytes
e
| cs-hdr-User-Agent
U
| sc-hdr-*, cs-hdr-*
Y

Table 4

July 2025

The Standard | og record type field set consists of the fields denoted

as 'Standard’ i
* JSON fornmat:

* CSV formt:

*  \Whitespace delinmted fornmat:

*  Protobuf format as defined in section 10 (Section 8)

5.2.3. Ext ended

Rosenbl um et al

n section 8.

" opencachi

" opencachin

Expi

(Section 4)
ng_standard_j son_v1’

g_standard_csv_v1’

| cs-version

res 8 January 2026

" opencachi ng_st andard_whi t espace_v1l’
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Fommma - dom e mmemeeeemeaeeaaas
| 7 | cs-uri

R, T
| 8 | cs-uri-transformed

S D R
| 9 | sc-status

Fommma - domemmemeeeemeaeeaaas
| 10 | sc-total-bytes
R, T
| 11 | ccid

S D R
| 12 | s-sid

Fommma - domemmemeeeemeaeeaaas
| 13 | s-cached

R, T
| 14 | c-ip

S D R
| 15 | s-shortname

Fommma - domemmemeeeemeaeeaaas
| 16 | s-id

R, T
| 17 | s-time-first-ms

S D R
| 18 | s-sdur-nms

Fommma - domemmemeeeemeaeeaaas
| 19 | s-time-upstream ns
R, T
| 20 | s-upstream bytes

S D R
| 21 | sc-header-size-bytes
Fommma - o mmemeeeeeaeeaaas
| 22 | cs-hdr-Referer
R, T
| 23 | c¢s-hdr-Range

S D R
| 24 | cs-hdr-User- Agent
Fommma - T
| 25 | sc-hdr-Content-Type
R, T
| 26+ | sc-hdr-*, cs-hdr-*

S D R

Table 5

July 2025

The Extended | og record type field set consists of the fields denoted
as 'Extended’ in section 8. (Section 4)

*  JSON fornat:

Rosenbl um et al

" opencachi ng_ext ended_j son_v1’
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* CSV format: ’'opencachi ng_extended_csv_vl’
* \Whitespace delimted format: ’opencachi ng_ext ended_whitespace_vl’
* Protobuf format as defined in section 10 (Section 8)

5.2.4. Legacy

For backwards compatibility, the Legacy type covers the record type
as defined in the Open Caching Logging Integration Functiona
Specification (2017) [OC-LIFS] based on the Squid proxy |og fornat.

The Legacy record type, if used, MJIST be referenced as:
' opencachi ng_| egacy_2017’

5.2.5. UuCDN Configured Header |nclusion

If the dCDN advertises the all owinclude-headers property in

FCl . Loggi ngPush (see section 11.1 (Section 7.1)), a uCDN can
configure additional request/response headers as customfields to be
included with the M. Loggi ngTransport property include-headers (see
section 10. (Section 6.3)3 (Section 6.3)). Included headers are
added to the log records in the order defined, with names cs-hdr-*
and sc-hdr-*, to indicate request and response headers respectively.

The following is an exanmple of M. Loggi ngMet adata that includes
header s:

{
"generic-netadata-type": "M.Loggi ngMet adata",

"generic- net adat a-val ue": {
"transports": [{

"type": "M. Loggi ngTransport Kaf ka",

"record-type": "opencachi ng_standard json v1",

"incl ude- headers": ["cs-hdr-Range", "sc-hdr-Content-Length"],

"account-id": "dCDN1",

"endpoint": {
"boot strap-servers": ["kafka.ucdn. exanpl e. com 9092"],
"topic": "dcdn-I| ogs”

}H

Figure 5
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5.3. Custom Record Types

6.

6.

It is permtted with the out-of-band agreenent of the participants to
use a record type not defined in this specification. 1In this case,
the format of the record type is entirely dependent on cooperation
bet ween the uCDN and dCDN outside the scope of the Open Caching API.
A uni que identifier SHOULD be assigned for every customrecord type,
and it MAY be utilized in place of record types defined in this
speci fication wherever a record-type value is required.

Loggi ng Met adat a

The M. Loggi nghMet adat a obj ect provides configuration that instructs
the dCDN how to transmt log files or streams of |og records to the
uCDN.

M . Loggi ngTr ansport objects are enclosed in the M. Loggi ngMet adat a
obj ect descri bed bel ow.

The dCDN specifies supported | ogging transports in the
FCl . Loggi ngSour ce adverti sement as specified in Section 8. 2.
(Section 7.2)
1. M. Loggi ngMet adat a
Property: transports
* Description: An array of M. Loggi ngTransport objects.
* Format: Array
* Record Types: No

Property: pull-transport-netadata

* Description: An object that can be used to configure certain
properties of dCDN pull transports.

* Type: M. Loggi ngPul | Transport Met adat a
* Mandat ory-to- Specify: No

2. M. Loggi ngPul | Transport Met adat a
Property: sftp-public-keys

* Description: An array of SSH public keys that the dCDN SHOULD
aut hori ze on SFTP | oggi ng endpoi nts.
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6. 3.

M .

Type: Array of strings
Mandat or y-t o- Specify: No
M . Loggi ngTr ansport

Loggi ngTransport objects are enclosed in the M. Loggi nghet adat a

object and instruct the dCDN how to transnmit log files or streams to
t he uCDN.

Property: transport-type

*

Description: The type discrimnator for the endpoint property.
The foll owi ng val ues are support ed:

- M. Loggi ngTransport Kaf ka
- M. Loggi ngTransport SFTP
- M. Loggi ngTransport S3
Type: String

Mandat ory-t o- Speci fy: Yes

Property: record-type

*

Description: The format of the individual |og records. This MJST
be a valid value as defined in Section 9 (Section 5)

Type: String

Mandat ory-t o- Speci fy: Yes

Property: contai ner-netadata

*

Description: The configuration for the generation of log files
when operating in file-based nodes.

Type: M. Loggi ngCont ai ner Met adat a
Mandat or y-t o- Speci fy:
- File or object-based transports: Yes

- Streamng transports: No

Property: include-headers
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6.

Rosenblum et al.

Description: Additional header fields to include, dependent on
dCDN support via the all owinclude-headers flag of
M . Loggi nghet adat a.

Type: Ordered array of header fields in sc-hdr-* and cs-hdr-*
nam ng fornat

Mandat ory-t o- Speci fy: No

Property: account-id

*

Description: An account identifier value that the dCDN nust
include in |l og records.

Type: String

Mandat ory-t o- Speci fy: No

Property: endpoint

*

Description: An object with any configuration necessary for the
specific logging transport, discrimnated on the type property.
oj ects for each transport type are described in the sections
bel ow.

Type: Object

Mandat ory-t o- Speci fy: Yes

Property: transforns

*

3.

1.

Description: Transformations on sets of fields as defined in an
M . Loggi ngTransform The sets of record-fields field names MJST
NOT overlap for the transport.

Type: Array of M. Loggi ngTransforns objects

Mandat ory-t o- Speci fy: No

M . Loggi ngTr anspor t Kaf ka

Property: bootstrap-servers

*

*

Description: An array of the bootstrap connection servers in
host: port format.

Type: Array of strings
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* Mandatory-to-Specify: Yes
Property: topic

* Description: The Kafka topic to which | og records SHOULD be
publ i shed.

*  Type: String
* Mandat ory-to-Specify: Yes

The following is an M. Loggi ngMet adat a Apache Kaf ka exanpl e:

{
"generic-netadata-type": "M . Loggi nghet adat a”,
"generi c- net adat a-val ue": {
"transports": [{
"transport-type": "M.Loggi ngTransport Kaf ka",
"record-type": "opencachi ng_standard_json_v1",
"account-id": "dCDNL",
"endpoint": {
"boot strap-servers": ["kafka.ucdn. exanpl e. com 9092"],
"topic": "dcdn-I|ogs"
}
H
}
}

Figure 6
6.3.2. M. Loggi ngTransport SFTP
Property: host

* Description: The hostnane of the SFTP server, which MAY be
specified as either hostnane or hostnane: port.

*  Type: String
* Mandat ory-to-Specify: Yes
Property: usernane

* Description: The renote username to use for connecting to the SFTP
server.

*  Type: String
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* Mandatory-to-Specify: Yes
Property: password

* Description: The renpte password to use for connecting to the SFTP
server when using password-based aut henticati on.

*  Type: M. Secret Val ue
* Mandat ory-to-Specify: No

The following is an M. Loggi ngTransport SFTP exanpl e:

{
"generic-netadata-type": "M . Loggi nghet adat a”,
"generi c- net adat a-val ue": {
"transports": [{
"type": "M.Loggi ngTransport SFTP",
"record-type": "opencachi ng_standard_json_v1",
"cont ai ner - net adat a": {
"container-type": "json_vl1",
"filename-tenpl ate": "uCDN | ogs/ %r- %1 %- access. | og. %",
"interval ": 86400,
"maxi mum si ze": "100M'
},
"account-id": "dCDNL",
"endpoint": {
"host": "l ogs.ucdn. exanpl e. com 22",
"username": "dcdnl ogs"
}
H
}
}
Fi gure 7

6.3.3. M. Loggi ngTransport S3API
Property: host
* Description: The hostnane to connect to the S3-conpatible API.
*  Type: String
* Mandatory-to-Specify: Yes

Property: access-key-id
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* Description: The access key ID to use when connecting to the API.
*  Type: String

* Mandat ory-to- Specify: No

Property: access-key-secret

* Description: The access key secret to use when connecting to the
API .

*  Type: M. SecretVal ue

* Mandat ory-to-Specify: No

Property: bucket-nane

* Description: The bucket nanme to use for pushed log file objects.
*  Type: String

* Mandat ory-to-Specify: Yes

The following is an M. Loggi ngTransport S3API exanpl e:
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{
"generic-netadata-type": "M . Loggi nghet adat a",
"generi c- net adat a-val ue": {
"transports": [{
"type": "M. Loggi ngTransport S3API ",
"record-type": "opencachi ng_standard json v1",
"cont ai ner-net adata": {
"container-type": "json_vl1",
"name-tenpl ate": "%r-%n %- access. | og”,
"interval ": 86400
},
"account-id": "dCDNL",
"endpoint": {
"host": "s3.amazonaws. cont',
"access-key-id": "XXXXXXXXX",
"access-key-secret": {
"secret-store-id": "store-1",
"secret-store-path": "/Ioggi ng/ dCDN1/ dcdnl ogs/ s3"
1
"bucket - name": "dcdnl ogs”
}
}H
}
}
Figure 8

6.4. M. Loggi ngTransforns
Logging fields can contain personal user information that cannot be
shared upstreamor stored in the operating jurisdictions. These
operations allow for obfuscation and anonym zation of |ogging record
fields.

An array of M. Loggi ngTransforns objects can be enclosed in the
M . Loggi ngTr ansport object transformfield for uCDN confi gured
obfuscati on.

The dCDN specifies privacy obfuscations in the FCl.Logging
adverti senent applied-transforns field.

Property: record-fields

* Description: The list of privacy-sensitive log record fields for
whi ch obfuscation is applied.

* Type: Array of strings
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*

Mandat ory-t o- Speci fy: Yes

Property: transforns

*

6. 4.

1.

Description: The transform operations to apply on the record
fields, in order.

Type: Array of M. Loggi ngTransform objects
Mandat ory-t o- Speci fy: Yes

M . Loggi ngTransform

Property: type

*

Description: The type discrimnator for the value property. The
foll owi ng val ues are support ed:

- . Loggi ngTr ansf or nRepl ace

. Loggi ngTr ansf or nilr uncat e

. Loggi ngTr ansf or nmJr | RenovePar am
. Loggi ngTransfornlr| Stri pParans
. Loggi ngTr ansf or mvaskl p

. Loggi ngTr ansf or nEncr ypt

. Loggi ngTr ansf or nHash

£ £ £ £ £ £ £ £

. Loggi ngTr ansf or nEncode
Type: String

Mandat ory-t o- Speci fy: Yes

Property: val ue

*

*

*

Description: The privacy operation configuration val ue.
Type: Object of type

Mandat ory-t o- Speci fy: Yes
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6.4.2. M. LoggingTransfornRepl ace
Property: regex
* Description: A POSIX substitution expression.
*  Type: String
* Mandatory-to-Specify: Yes
Property: val ue
* Description: The privacy operation configuration val ue.
*  Type: Object of type
* Mandat ory-to- Specify: Yes
6.4.3. M. Loggi ngTransformlruncat e

Thi s object renoves characters fromthe end of a field value if it
exceeds a defined | ength.

Property: length
* Description: The maxinum field | ength.
*  Type: Nunber
* Mandat ory-to- Specify: Yes
6.4.4. M. Loggi ngTransformnr| RerovePar am

Thi s object parses record-fields values as URLs, stripping specified
query paraneters along with their val ues.

Property: renove-param

* Description: Orits URL query paraneters whose name match a regul ar
expr essi on.

*  Type: PCSI X Regul ar expression string

* Mandatory-to-Specify: Yes

Rosenbl um et al. Expi res 8 January 2026 [ Page 31]



I nternet-Draft CDNI Loggi ng Extensi ons July 2025

6.4.5. M. LoggingTransformJ | StripParans
Property: strip-parans
* Description: Strips all query paraneters fromthe URL.
* Type: Bool ean
* Mandatory-to-Specify: Yes

The following is an M. Loggi ngTransf ornr| Param exanpl e:

{
"generic-netadata-type": "M . Loggi nghet adat a",
"generi c- net adat a-val ue": {
"transforns": [{
"record-fields": [
"c-uri",
"c-hdr-Referer”
1,
"operations": [{
"type": "M.Loggi ngTransfornlr| Parani,
"val ue": {
"replace-param': "~ ?[il][dD$|.*_[il][dD]$",
"strip-paranms": Fal se
}
}H
}H
}
}

Figure 9
6.4.6. M. LoggingTransformrl Path
Thi s object parses record-fields values as URLs, and can replace or
truncate path elements fromthe front or end. At |east one of
repl ace-path or path-trim MJST be present.
Property: replace-path
* Description: Mdify URL path el enents with a regul ar expression.
*  Type: String. PGCSIX

* Mandatory-to-Specify: No, if URL paraneter nodification is not
desi red.
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Property: path-trim

* Description: Trins elements from URL paths to a specified depth.
A positive value will truncate the specified nunber of path
el ements fromthe end. A negative value will truncate fromthe
front.

*  Type: Nunber
* Mandatory-to-Specify: No, if path truncation is not desired.

The following is an M. Loggi ngTransfornlrl Path exanpl e:

{
"generic-netadata-type": "M . Loggi nghet adat a”,

"generi c- net adat a-val ue": {
"transforns": [{
"record-fields": [
"c-uri",
"c-hdr-Referer”
I,
"operations": [{
"type": "M.Loggi ngTransfornlrl Pat h",
"val ue": {
"path-trinf: -1,
"replace-path": "s/sid=["\/]+/sid-XXXX/g"

}H
}H

Fi gure 10
6.4.7. M. LoggingTransfornvaskl p

Thi s object parses values as |Pv4 or IPv6 strings, and outputs an
address that strips the indicated nunmber of bits.

Property: mask-|sb-v4

* Description: The nunber of bits to strip fromthe end of an |IPv4
addr ess.

*  Type: Nunber, maxi num 32 for |Pv4

* Mandatory-to-Specify: No, if IPv4 masking is not desired
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Property: nmask-1|sb-v6

* Description: The nunber of bits to strip fromthe end of an | Pv6
addr ess.

*  Type: Nunber, nmaximum 128 for |Pv6
* Mandatory-to-Specify: No, if IPv6 nmasking is not desired
The following is an M. Loggi ngTransfor mvaskl p exanpl e:

{
"generic-netadata-type": "M.Loggi ngMet adata",
"generi c- net adat a-val ue": {
"transfornms”: [{
"record-fields": [

"e-ip”
]

ransforns": [{
"type": "M. Loggi ngTr ansf or nivaskl p",
"val ue": {
"mask-1sbh-v4": 4,
"mask-1sbh-v6": 16

}H
}H

Fi gure 11
6.4.8. M. Loggi ngTransfornHash

Thi s object replaces record-fields values with their Hash-Based
Message Aut hentication Code (HVAC).

Property: function

* Description: The hashing function to use in conputing the HVAC of
the private field val ue.

* Type: String. The follow ng values are support ed:
- MDb
- SHA256

* Mandat ory-to- Specify: Yes
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Property: key
* Description: The key used in conputing the HVAC.
*  Type: M. SecretVal ue

* Mandatory-to-Specify: No, if no key is used or an enpty string, if
the key is confidential to the dCDN

The following is an M. Loggi ngTransfornHash exanpl e:

{
"generic-netadata-type": "M.Loggi ngMet adata",
"generi c- net adat a-val ue": {
"transfornms”: [{
"record-fields": [
IIC_i pll
1,
"transforns": [{
"type": "M.Loggi ngTransfornHash",
"val ue": {
"function": "MD5",
"key": {
"secret-store-id": "store-1",
"secret-path": "/l ogging/ hmac/c-ip"
}
}
}H
}H
}
}
Figure 12

6.4.9. M. Loggi ngTransfornEncrypt

Wth this object, fields are encrypted with the sel ected schene, and
the nonce used is prepended to the outputted ciphertext.

The encryption key is specified as an M. SecretValue and is
transmtted in the transforns field with |log records in the netadata
header or as a sidecar. Wen a new key is configured, a new file and
si decar nmust be created with an updated key reference.

Property: al gorithm

* Description: The algorithmto use in encrypting the private field
val ue.

Rosenbl um et al. Expi res 8 January 2026 [ Page 35]



I nternet-Draft CDNI Loggi ng Extensi ons July 2025

* Type: String. The follow ng values are supported:
- AEAD- XCHACHA20- PCLY1305- | ETF
- AEAD- CHACHA20- POLY1305- | ETF
- AEAD- AES256- GCM
- R4
* Mandat ory-to- Specify: Yes
Property: key
* Description: Areference to an externally defined encryption key.
*  Type: M. SecretVal ue
* Mandat ory-to-Specify: No

The following is an M. Loggi ngTransfornEncrypt exanpl e:

{
"generic-netadata-type": "M. Loggi ngMet adata",
"generic- net adat a-val ue": {
"transfornms": [{
"record-fields": [
" C_ I pll
1,
"operations": [{
"type": "M . Loggi ngTransfornEncrypt",
"val ue": {
"al gorithn: "AEAD- XCHACHA20- POLY1305-1 ETF",
"key": {
"secret-store-id": "store-1",
"secret-path": "/logging/encrypt/c-ip"
}
}
}H
}H
}
}
Figure 13
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6.4.10. M. Loggi ngTransfornEncode
Property: encoding
* Description: The encoding to use for the obfuscated val ue.
*  Type: String. The follow ng values are supported:
- BASE64
- BI N2HEX
* Mandatory-to-Specify: Yes
The following is an M. Loggi ngTransfornEncode exanpl e:

{
"generic-netadata-type": "M. Loggi ngMet adata",

"generi c- net adat a-val ue": {
"transports": [{
"type": "M. Loggi ngTransport S3API ",

"record-type": "opencachi ng_standard json v1",
"cont ai ner-netadata": {
"container-type": "json_v1",
"name-tenpl ate": "%r-%nm %l- access. | og",
"interval": 86400
}1
"endpoint": {
"host": "s3.anmazonaws. cont,
"bucket - nane": "dcdnl ogs"
}1
"transforns": [
{
"generic-netadata-type": "M.Loggi ngTransforns",

"generi c- net adat a-val ue": {
"transforns": [{
"record-fields": [

"o-ip"
]

",perations": [{
"type": "M.LoggingTra
nsf ornEncrypt ",

"val ue": {
"al gorithni: "
RC4",
"key": {
"secre
t-store-id": "store-1",
"secre
t-path": "/l ogging/encrypt/c-ip"
"id": 622,
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"wrap-id': tru

e
}
H
{
"type": "M.Loggi ngTra
nsf or mtEncode",
"val ue": {
"encodi ng": "B
ASE64"
}
}
]
}H
}
}
]
3
}
}
Figure 14

6.5. M. Loggi ngFil enaneTenpl at e

The M . Loggi ngFi | enameTenpl ate type is used to specify the path and
filename for files created by batch node M. Loggi ngTransport and
FCl . Loggi ngTransport services.

If the resulting filename is |onger than 255 characters, it will be
truncated to 255 characters in length, including the filenane
extension that will be retained. Fields that MAY be truncated are
noted in the table bel ow

It is the responsibility of the dCDN to ensure that file nanes are
unique. It is strongly RECOMMENDED that the %d field is used to
ensure the uni queness requirenent is satisfied.

The overall path length is limted to 32 KiB, and each path component
is limted to 255 characters. Any elenent exceeding the length
limtation will be truncated to the naxi mum | ength.

An instance of M. Loggi ngFil enaneTenplate is a string with the
foll owi ng supported substitution variabl es:

B sty s e, el s el
| Variabl e] Definition | Length | Val ues |
B e oo oo e s e e
| %Y | File creation tinestanp: | 4 | Exanple: 2023 |
| | Year. | | |
+---- - - - B T il +---- - - - R i +
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| %€M |
I I
| |
S SRR +
| %D |
I I
Fommmaa - +
| %eH |
| |
S SRR +
| %eM |
I I
Fommmaa - +
| %S |
| |
S SRR +
| 98Y |
I I
I I
Fomm e - o - +
| %M |
I I
I I
S +
| %D |
I I
Fomm oo +
| ¥%sH |
I I
S +
| %sM |
I I
Fomm oo +
| %8S |
I I
S +
| Y%eY |
I I
| |
S SRR +
| ¥eM |
I I
I I
Fomm e - o - +
| ¥%eD |
I I
S I +
| %eH |

Rosenbl um et
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File creation timestanp: | 2

Month. Nuneric. Length |

2. 01-12. |
____________________________ B,
File creation tinestanp: | 2

Day. Length 2. 0-31. |
............................ O
File creation timestanp: | 2

Hour. Length 2. 00-23. |
____________________________ B,
File creation tinestanp: | 2
Mnutes. Length 2. 00-59.
............................ O
File creation timestanp: | 2
Seconds. 00-59. |
____________________________ B,
Ti mestanp of first record: |4

Year. Length 4. Exanple: |

2023. I
............................ B,
Ti mestamp of first record: |2

Month. Nunmeric. Length |

2. 01-12. |
____________________________ Fom e oo - -
Ti mestamp of first record: |2

Day. Length 2. 0-31. |
____________________________ B,
Timestanmp of first record: |2

Hour. Length 2. 00-23. |
____________________________ Fom e oo - -
Ti mestamp of first record: |2

M nutes. Length 2. 00-59.
____________________________ B,
Timestanmp of first record: |2
Seconds. 00-59. |
____________________________ Fom e oo - -
Ti mestanp of last record: |4

Year. Length 4. Exanple:

2023. |
____________________________ B,
Ti mestanp of last record: |2

Month. Numeric. Length |

2. 01-12. |
............................ B,
Ti mestamp of last record: |2

Day. Length 2. 0-31. |
____________________________ Fom e oo - -
Ti mestanp of last record: |2

al .

Expi res 8 January 2026

July 2025
| 01-12 |
I I
I I
o e e e e oo oo +
| 0-31 |
I I
oo +
| 00-23 |
I I
o e e e e oo oo +
| 00-59 |
I I
oo +
| 0-59 |
I I
o e e e e oo oo +
| Exanple: 2023 |
I I
I I
Fom e e e oo +
| 01-12 |
I I
I I
o e e +
| 00-31 |
I I
o e e e e oo oo +
| 00-23 |
I I
o e e +
| 00-59 |
I I
o e e e e oo oo +
| 00-59 |
I I
o e e +
| Exampl e: 2023 |
I I
I I
o e e e e oo oo +
| 01-12 |
I I
I I
Fom e e e oo +
| 0-31 |
I I
o e e e +
| 00-23 |
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| | Hour. Length 2. 00-23. | | |

Fomm e - o - o e e e e e e e Fomm e - o - Fom e e e oo +
| YeM | Timestanp of last record: |2 | 00-59 |
| | Mnutes. Length 2. 00-59. | | |
T o e e e e e e ee oo s T o e e e oo +
| %S | Tinmestanp of last record: |2 | 00-59 |
| | Seconds. 00-59. | | |
Fomm e - o - o e e e e e e e Fomm e - o - Fom e e e oo +
| ¥%source | Loggi ng source | Vari abl e] Al phanuneric:[A |
| | identifier.MAY be | | Za-z0-9]+ |
| | truncated. | | |
T o e e e e e i eee oo n T o e e oo +
| %account| Account |ID as configured | Vari abl e] Al phanuneri c: |
| | via M. Loggi nghet adat a. | | [A-Za-z0-9\-]+ |
| | MAY be truncated. | | |
S SRR oo e e e e e e i oo oo oo S SRR o e e e e oo oo +
| % d | A unique identifier for | Vari abl e] Al phanuneri c: |
| | this file. MAY be | | [AZa-z0-9\-]+ |
| | truncated. | | |
Fomm e - o - o e e e e e e e Fomm e - o - Fom e e e oo +
| %ecid | ccid assigned via | Vari abl e] Al phanuneri c: |
| | M.Gouping configuration. | | [A-Za-z0-9\-]+ |
| | MAY be truncated. | | |
T o e e e e e i eee oo n T o e e oo +
Table 6

6.5.1. M. LoggingFil enaneTenpl ate Exanpl es

| Tenpl at e | Exanpl e Fil enane |

| /%€ Y- %M %D %¢H %€M %S. Y%source. % d. j son| / 2023-01-21/11_23_58. regi onl. f bdc303a. j son

oo e e e e e e e e e e e oo oo e +

| / %sourcel/ % d. csv | / regionl/fbdc303a. csv |

o m e e e e e e e e e e e e e e e e eeoe—o - o m m e e e e e e e e e e e e e e e eee— oo on +
Table 7

6.6. M. Loggi ngCont ai ner Met adat a

Thi s object defines configuration paraneters used in file-based
| ogging transports to define how files are created and fornatted.

Property: container-type

* Description: The container type as defined in section 4
(Section 3)
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* Type: String. The follow ng values are supported:
- cdni _vl
- json_vl
- linefeed_vl
- carriage_return_vl
- tar_vil
* Mandatory-to-Specify: Yes
Property: filename-tenpl ate

* Description: The tenplate to be used for files pushed by a batch
node transport.

* Type: M. Loggi ngFil enameTenpl at e
* Mandat ory-to-Specify: No
Property: include-netadata-sidecar

* Description: Used to specify if a netadata sidecar file is
generated for each log file. See section 7.1.1 (Section 3.1.1)

*  Type: Bool ean

* Mandat ory-to-Specify: No

Property: interva

* Description: For file-based |ogging transports, the time period
for which a single log file SHOULD cover before being pushed to
the endpoint, with the duration in seconds.

*  Type: |nteger

* Mandat ory-to- Specify: No

Property: maxi mumsize
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* Description: For batch-type | ogging transports, the maximumfile
or object size before the log file SHOULD be pushed to the
endpoint and a new file created for further entries. The value of
the format is "<Integer><Specifier>" where Specifier is one of the
fol | owi ng:

- M negabyte
- G gigabyte

*  Type: String

* Mandat ory-to-Specify: No

Property: archive-netadata

* Description: Used with the tar_vl container type, it specifies the
contai ner netadata for files inside of the archive.

* Type: M. Loggi ngCont ai ner Met adat a
* Mandat ory-to-Specify: No

7. Logging Capabilities

7.1. FC.Loggi ngPush
The FCl. Loggi ng object described in [RFC8008] is restricted to
announci ng avail abl e record types and OPTI ONAL fields supported by
the dCDN fromthose listed in [ RFC7937].
Thi s specification includes nmore record types that can be used by the
UCDN in the |l og configuration as well as other possible netadata that
can be used as container formats and possible pull transport nethods.
To permit the dCDN to announce multiple record types, container
formats, and transport nethods for the sane footprint, this
capability extends that described in [ RFC8008] with a new capability
dedi cated to the push nechani sns.

The followi ng is an FCl.Loggi ngPush exanpl e:
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{
"capability-type": "FC .Loggi ngPush",
"capability-value": {

"record-types": |
"opencaching_mni mal _json_v1",
"opencachi ng_ext ended_whi t espace_v1"

1,

"al l owi ncl ude-headers": true,

"container-formats": ["json_v1", "carriage return_v1"],

"applied-transforns": [{

"record-fields": [
IIC_i pll
1,
"operations": [{
"type": "M. Loggi ngTr ansf or nivaskl p",
"val ue": {
"mask- | sh-v4": 4,
"mask-1sbh-v6": 16
}
H
}H
}
}
Figure 15

Property: record-types
* Description: The supported |ist of CDNI |ogging record-types.

*  Type: Array of strings corresponding to an entry fromthe "CDN
| oggi ng record-types" registry [RFC7937], or this specification

* Mandat ory-to-Specify: Yes
Property: container-formats

* Description: The supported list of container formats according to
this specification.

* Type: Array of strings corresponding to avail abl e container

formats
* Mandatory-to-Specify: No. |If only stream ng transports are used,
container formats are not used. If not included, no non-streani ng

cont ai ners woul d be avail abl e.

Property: allowinclude-headers
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* Description: A flag indicating support for custom headers
configured by the uCDN for inclusion in the |og records.

*  Type: Bool ean

* Mandat ory-to- Specify: No

Property: applied-transforns

* Description: Transforns applied by the dCDN on all logs to the
upstream The sets of record-fields field names MUST NOT overl ap
for the transport.

*  Type: Array of M. Loggi ngTransfornms objects

* Mandat ory-to-Specify: No

Property: sftp-public-keys

7.2. FC .Loggi ngSource

A dCDN can provide information on avail able | oggi ng endpoints to the

UCDN that do not require netadata configuration. The

FCl . Loggi ngSour ce capability object can be announced with the

rel evant information for the uCDN to get the log fromthe dCDN

The dCDN coul d provide different endpoints, depending on footprint

and/ or del egated hosts. 1t could be possible that the sources in

FCl . Loggi ngSource in the dCDN are not available for all del egated

hosts or all available footprints, pernmitting flexibility and contro

of its own infrastructure (e.g., a dCDN could Iimt |ogging endpoints

to suitable hosts included in an agreement between a dCDN and uCDN).

The following is an FCl.Loggi ngSource exanple that shows use of an S3
bucket for retrieving JSON formatted logs in a JSON contai ner:
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"capability-type": "FCl.Loggi ngSource",
"capability-value": {
"hosts": |
"a.servicel23. ucdn. exanpl e. cont',
"b. servi cel23. ucdn. exanpl e. cont

]

ransports”: [{
"type": "FCl.Loggi ngPul | Transport S3",
"record-type": "opencachi ng_standard json v1",
"cont ai ner-netadata": {
"container-type": "json_v1",
"fil ename-tenplate": "%-%n %l-access. % .1 09",
"interval": 86400
},
"account-id": "dCDNL",
"endpoint": {
"host": "s3.amazonaws. cont,
"access-key-id": "XXXXXXXXX",
"bucket - name": "dcdnl ogs”

}H

Figure 16

Property: hosts

* Description: One or nore uCDN hosts for which the logs are
avail abl e for pull |ogging transports. A redirecting host SHOULD
be a host that was published in an M. Host Match obj ect by the uCDN
as defined in section 4.1.2 of [RFC8006].

* Type: Alist of endpoint objects (see section 4.3.3 of [RFC8006])

* Mandatory-to-Specify:No. |If absent or enpty, the | oggi ng endpoint
is available for all hosts of the redirecti ng uCDN

Property: transports

* Description: List of available sources for an uCDN to obtain the
logs for its del egated services

* Type: Array of FCl.LoggingPull Transport objects

* Mandat ory-to- Specify: No
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7. 3.

FCl . Loggi ngPul | Transport

Property: transport-type

*

Description: The type discrimnator for the endpoint property.
The foll owi ng val ues are support ed:

- FQ . Loggi ngPul | Transport At onfeed
- FC . Loggi ngPul | Transport SFTP

- Fd . Loggi ngPul | Transport S3

Type: String

Mandat ory-t o- Speci fy: Yes

Property: record-type

*

Description: The format of the individual |og records. This nust
be a valid value as defined in section 5. (Section 4)

Type: String

Mandat ory-t o- Speci fy: Yes

Property: contai ner-netadata

*

Description: The configuration for the generation of log files
when operating in file-based nodes.

Type: M. Loggi ngCont ai ner Met adat a
Mandat or y-t o- Speci fy:
- File or object-based transports: Yes

- Streaming transports: No

Property: transforns

*

Description: Alist of transformations to be applied to sets of
record fields before transport. A record field name SHOULD NOT
appear nore than once.

Type: Array of M. Loggi ngTransforns objects

Mandat ory-t o- Speci fy: No
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Property: endpoint

* Description: An object with any configuration necessary for the
specific logging transport, discrimnated on the type property.
oj ects for each transport type are described bel ow.

*  Type: bject

* Mandatory-to-Specify: Yes

7.4. FCl.Loggi ngPul | Transport At onfeed
Property: feed-href

* Description: The URL of the CDNI |ogging feed in Atom format per
[ RFC7937] .

* Type: String
* Mandatory-to-Specify: Yes

The followi ng is an FCl.Loggi ngSour ceAt onfFeed exanpl e:

{
"capability-type": "FCl.Loggi ngSource",
"capability-value": {
"hosts": [
"a.servicel23. ucdn. exanpl e. cont',
"b. servi cel23. ucdn. exanpl e. cont
1,
"transports": [{
"transport-type": "FC.Loggi ngPul | Transport At onfFeed",
"record-type": "opencachi ng_standard_json_v1",
"cont ai ner-netadata": {
"container-type": "cdni_v1",
"filename-tenplate": "%-%n %l-access. % .1 09",
"interval": 86400
},
"endpoint": {
"feed-href": "https://occ. exanpl e. con | ogs/i ndex. at ont
}
H
}
}
Fi gure 17
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7.5. FCl . Loggi ngPul | Transport SFTP

Property: host

July 2025

* Description: The hostnane of the SFTP server, which MJST be

specified as either hostnane or hostnane: port.
*  Type: String
* Mandat ory-to-Specify: Yes

Property: usernane

* Description: The renote username to use for connecting to the SFTP

server.
*  Type: String
* Mandatory-to-Specify: Yes

Property: password

* Description: The renpte password to use for connecting to the SFTP
server when using password-based authentication. This field is

not used when SSH keys are provided by the uCDN via
M . Loggi ngPul | Transport Met adat a.

*  Type: M. SecretVal ue

* Mandat ory-to- Specify: No

The followi ng is an FCl.Loggi ngPul | Transport SFTP exanpl e:
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{
"capability-type": "FCl.Loggi ngSource",
"capability-value": {
"hosts": |
"a.servicel23. ucdn. exanpl e. cont',
"b. servi cel23. ucdn. exanpl e. cont
1,
"transports": [{
"type": "FCl.Loggi ngPul | Transport SFTP",
"record-type": "opencachi ng_standard json v1",
"cont ai ner-netadata": {
"container-type": "json_v1",
"fil ename-tenplate": "%-%n %l-access. % .1 09",
"interval": 86400
},
"endpoint": {
"host": "l ogs. dcdn. exanpl e. cont',
"usernanme": "l ogsucdn"
}
H
}
}
Figure 18

7.6. FCl .Loggi ngPul | Transport S3API
Property: host
* Description: The hostname to connect to the S3-conpatible API
*  Type: String
* Mandat ory-to- Specify: Yes
Property: access-key-id
* Description: The access key ID to use when connecting to the API
*  Type: String
* Mandatory-to-Specify: Yes
Property: access-key-secret

* Description: The access key secret to use when connecting to the
API .

Rosenbl um et al. Expi res 8 January 2026 [ Page 49]



I nternet-Draft CDNI Loggi ng Extensi ons July 2025

*  Type: M. SecretVal ue

* Mandatory-to-Specify: Yes

Property: bucket-nane

* Description: The bucket nane to use to pull log file objects.
*  Type: String

* Mandat ory-to- Specify: Yes

The following is an FCl.Loggi ngPul | Transport S3API exanpl e:

{
"capability-type": "FCl.Loggi ngSource",
"capability-value": {
"hosts": [
"a.servicel23. ucdn. exanpl e. cont,
"b. servi cel23. ucdn. exanpl e. cont
I,
"transports": [{
"type": "FCl.Loggi ngPul | Transport S3API ",
"record-type": "opencachi ng_standard json v1",
"cont ai ner-net adata": {
"container-type": "json_vl1",
"name-tenpl ate": "%r-%n %- access. | og”,
"interval ": 86400
},
"endpoint": {
"host": "XXXXXXXXXXXXX",
"access-key-id": "XXXXXXXXX",
"access-key-secret": {
"secret-store-id": "store-1",
"secret-store-path": "/I| oggi ng/ dCDN1/ dcdnl ogs/ s3"
}
"bucket - name": "ucdnl ogs"
}
}H
}
}
Figure 19
8. Appendi x
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8.1. Protobuf Record Type
Thi s subsection provides
format for the protobuf

syntax = "proto3";
message OCLogRequest V1 {
googl e. prot obuf . Ti nmest

uinté4 s tine_total ns
string c_groupid = 4;

CDNI

Loggi ng Extensi ons

Definitions

the protobuf definitions in the .proto file

record types defined in section 9.1.3

anp tinestanp = 1;

= 3;

July 2025

Met hod cs_nethod = 5;

float cs_version = 6;

string cs_uri = 7;

string cs_uri_transforned = 8;
uint32 sc_status = 9;

uint64 sc_total bytes = 10;
string ccid = 11;

string s_sid = 12;

CacheStatus s_cached = 13;

ui nt 64
string
string
string
ui nt 64
ui nt 64

sc_header _si ze _bytes = 14;
c_ip = 15;
s_shortnane =
s_id = 17;
s tinme first ms =

16;

18;

s_sdur_ns =

19;

ui nt 64
ui nt 64

s tinme_upstreamns = 20;

repeated HttpHeader cs_hdr
repeated HttpHeader sc_hdr

s_upstream bytes = 21;

22;
23;

9

9

1.

Fi gure 20
Security Considerations
Field Privacy

Loggi ng records may contain a user’'s personally identifiable
information (PI1), which nmay be inappropriate for the dCDN to share,
and/or for the uCDN to store. This is particularly inmportant when
the dCDN i s supporting custom headers. This specification provides
M . Loggi ngTransforns defined in section 7.4. (Section 6.4) as a

mechani sm for truncating, replacing, encrypting, and/or hashing
record field val ues
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The uCDN can request transformations be applied to record fields with
the transforms property of M. Loggi ngTransport object defined in
section 7.3. (Section 6.3)

The dCDN advertises transformations applied to record fields with the
appl i ed-transfornms property of FCl.Loggi ngPush defined in section 8.1
(Section 7.1)

9.2. Field Encryption

In using the M. Loggi ngTransfornEncrypt defined in section 7.4.9
(Section 6.4.9), the nonce SHOULD NOT be reused across OCN nodes
using a counter pernutation. Wen the uniqueness of nonces cannot be
ensured, you can use the XChaCha20 algorithmwi th a nonce froma
random source with sufficient entropy, or you can take the hash of a
weaker random source, concatenate it with the nessage and hash it
with a cryptographic hash function that is safe against |ength-
extension attacks, such as BLAKE2 or the HWVAC construction

Ri vest Cipher 4 (RC4) is listed to support annotating val ues
originating froma packet cores’ header enrichment network function
for sharing subscriber or network identifiers with web applications.
It SHOULD NOT be used as a security construct for concealing data in
|l ogs. An inplenentation would effectively be a no-op passing the
val ue with bound credentials. It is RECOWENDED to chain another

M . Loggi ngTr ansf or nEncrypt operation with a nodern al gorithm for
actual confidentiality.

9.3. Field Length

It is inmportant to consider using an M. Loggi ngTransformilruncate in

i mpl ement ati ons that MAY have constraints on individual field record
I engths. The dCDN can advertise these field length constraints in
the applied-transforns property of FCl.Loggi ngPush and the transforns
property of FCl.Loggi ngPul | Transport*.

It is strongly RECOMVENDED to include an M. Loggi ngTransformiruncate
when including any cs-hdr-* OR sc-hdr-* fields in the |ogging format
to protect against any denial of service (DoS) risks that arise from
i nadvertently mal forned or actively malicious values in the headers.

9.4. Atom Endpoints
Aut hentication and aut horization nechanisns for the Atomfeed are
out side the scope of this docunent. The endpoint should be secured

in a manner simlar to the OCC interfaces as defined in the Open
Caching Architecture Specification [ SVTAXXXX].
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