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Abst ract

Thi s specification defines configuration nmetadata objects used to
manage how edge servers control access to resources wthin Content
Del i very Networks (CDNs) and Open Caching systens. A key feature of
these configurations is the configuring of Cross-Origin Resource
Sharing (CORS) access rules and the dynami c generation of CORS
headers. This specification also provides the ability to define
response body conpression rules and client connection timeouts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

CDNs and Open Caching systenms [OC] typically require a set of
configuration netadata to provide directives for processing responses
downstream (at the edge and in the user agent). This docunent
speci fies GenericMetadata objects to nmeet those requirenents,
defining edge processing rules such as Cross-Origin Resource Sharing
(CORS) handling, response conpression, and client connection
failures.
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3.

3.

Requi rement s

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

M . Crossorigi nPolicy
1. Overview

When a user interacts with a Content Provider (CP) application, such
as a streaning app on a snmartphone or a web browser, the device
initiates a request for content distributed by a CON. This process
typically begins with an initial request to the CPs URL using a
Fully Qualified Domain Name (FQDN) within the CP's own domain.
Dependi ng on the CDN architecture, the response nmay trigger an HITP
redirection to a different FQDN, usually one belonging to the CDN s
domain. Wile this transition is necessary for delivery, many User
Agents apply strict 'same-origin’ security restrictions to these
networ k requests, which can bl ock the content unless specific access
rul es are defined.

Cross-origin resource sharing (CORS) is a protocol that allows a HITP
client application to access restricted resources froma server on a
domain different fromthe domain that served the original request.

It is defined by the Web Hypertext Application Technol ogy Wr ki ng

G oup (WHATWG) Fetch Living Standard [ WHATWG FETCH] .

CORS i s based on HTTP request and response headers, which nust be
managed appropriately.

For clarification, it is inportant to note that the concept of an
Oiginin the CDN context is different fromthat in the CORS context.
The former indicates the source fromwhere the CDN acquires content
(the Origin Server), while the latter identifies the security context
(scheme, host, and port) of the web application making the request.

To permt shared cross-origin network requests, CORS protocol defines
a set of request and response headers that nust be present to permt

access to these restricted resources. Two situations can occur when

one or nore CDNs are involved in processing these requests:

* CDNs forward the User-Agent (UA) request headers to the CP
servers, and they forward the response headers generated back to
the UA
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* CDNs can include logic to dynamcally generate the required
response headers based on the UA request w thout contacting the CP
servers.

The dynami c generation of CORS headers is typical in nodern HTTP
request processing and avoi ds forwardi ng CORS headers to the uCDN,
t hereby reducing the | oad between dCDN and uCDN when the content to
be delivered is already cached in the dCDN.

Al so consider that there are two types of requests involved in the
CORS protocol as defined in Section 3.2.2 of [ WHATWG FETCH] :

* A CORS request is any HTTP request that includes an Origin header.
The Origin header is a version of the Referer header that does not
reveal a path, as defined in Section 3.1 of [WHATWG FETCH]|

* A CORS preflight request is a CORS request to check whet her the
CORS protocol is understood by the delivery server, and to ensure
that it includes valid CORS response headers. It uses the OPTIONS
met hod al ong with sone other specific request headers to indicate
whi ch nethod and headers will be used in a future CORS request to
t he same resource.

The CDN I nterconnection (CDNI) netadata nodel requires extensions to
permt a uCDN to declare how a dCDN MJST eval uate and dynanically
generate the necessary CORS response headers, avoi ding the forwarding
of CORS requests and/or preflight requests to the uCDN

Required capabilities:

* Set a default value for CORS response headers independent of the
val ue of the Origin request header.

* Match the value of the Origin request header with a list of valid
values. If it is successful, the dCON will inject the appropriate
CORS response headers.

* Set a list of customresponse headers that are allowed to be
exposed to the client using CORS response headers.

* Dynamcally generate CORS response headers to CORS preflight
requests including custom header validation, expose headers, and
met hods.

* Support credentials validation wthin CORS.
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.2. dCDN Required behavi or

The dCDN MUST i nmpl enent the foll owi ng behavior as determ ned by the
Generi cMet adata object M. CrossoriginPolicy (Section 3.3) defined in
this section:

* Validation of the Origin request header - If M.CrossoriginPolicy
(Section 3.3) defines a list of domains to validate, if the Oigin
request header does not match, the CORS response headers MJST NOT
be included in the dCDN response. UA conpliance with Section 3.3
of [WHATWG- FETCH] with "same-origin" restrictions will prevent
access to the resource.

* Wldcard usage - If the Oigin request header is valid, depending
on the configuration, the value of the CORS response header to
include in the response will be the sane as the Origin request
header, or a w | dcard.

* UCDN is able to configure a list of default values for CORS
response headers in M. CrossoriginPolicy (Section 3.3) Generic
Met adat a obj ect that dCDN MUST add if present independent of the
val ue of the Origin request header.

* |f the UAis expected to use CORS preflight requests, uCDN can
al so configure the dCDN to dynamically generate synthetic
responses to HTITP OPTI ONS met hod requests as defined in
Section 3.3.2 of [WHATWG FETCH]

When an uCDN configures one or nore of the expose-headers, allow

met hods, al |l ow headers, allowcredentials and nax-age properties the
dCDN MUST generate synthetic responses to any CORS preflight request
wi t hout contacting the uCDN servers. 1In this case the dCDN will add
the correspondi ng CORS response headers to every non-enpty paraneter.

If none of those paraneters are set in the configuration, the dCDN
MUST forward every CORS preflight request (OPTIONS nethod) to the
UCDN servers and process their responses before responding to the
UAs.

.3. M.CrossoriginPolicy

M. CrossoriginPolicy is a GenericMtadata object that allows
configuring dynam cally generated CORS headers.

Property: alloworigin

* Description: Validation of sinple CORS requests.
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*

*

Type: Object M. AccessControl All owOrigin (Section 3.3.1)

Mandat ory-t o- Speci fy: Yes

Property: expose-headers

*

Description: Alist of header names the dCDN will include in the
Access- Cont rol - Expose- Headers response header of a CORS preflight
request.

Type: Array of Field Nanes as defined in Section 5.1 [ RFC9110]

Mandat ory-to-Specify: No. |[If not specified, the default behavior
is not to add the header in the response.

Property: all ow nmet hods

*

Description: A list of request nethod tokens the dCDN will include
in the Access-Control - Al'l ow Met hods response header to a CORS
preflight request.

Type: Array of nmethod tokens as defined in Section 9.1 [ RFC9110]

Mandat ory-to-Specify: No. [If not specified, the default behavior
is not to add the header in the response.

Property: all ow headers

*

Description: Alist of header names the dCDN will include in the
Access-Control - Al | ow Headers response header to a CORS preflight
request.

Type: Array of Field Names as defined in Section 5.1 [ RFC9110]

Mandat ory-to-Specify: No. |If not specified, the default behavior
is not to add the header in the response.

Property: allowcredentials

*

Description: The value the dCDN will include in the Access-
Control -Al | ow Credential s response header to a CORS preflight
request .

Type: Bool ean

Mandat ory-to-Specify: No. |If not specified, the default behavior
is not to add the header in the response.
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Property: max-age

*

Description: The value the dCDN will include in the Access-
Control - Max- Age response header to a CORS preflight request.

Type: | nteger

Mandat ory-to- Specify: No. |If not specified, the default behavior
is not to add the header in the response.

Property: no-origin-response-headers

*

Description: In the case of a request that has no Oigin field,
return this set of headers with the response. Content providers
need to deal with devices or applications that, even not sending
the Origin header in the request, are expecting to receive the
Access-Control -* headers in the response.

Type: Array of M. AccessControl Headers objects.

Mandat ory-to-Specify: No. |If not specified, the default behavior
is not to add any CORS response headers.

Property: preflight-only

*

3. 3.

1.

Description: If this flag is set to "true" the dCONwill only
generate synthetic responses to OPTIONS requests with proper CORS
response headers.

Type: Bool ean

Mandat ory-to- Specify: No. The default is "false", so CORS
response headers logic will be injected for all HITP nethods.

M . AccessControl Al l owOrigin

The M. AccessControl All owOri gin object has the foll owi ng properties:

Property: allowlist

*

Description: List of valid expressions that will be used to nmatch
the request Oigin header. The Origin header is an HTTP
extension. |Its value is a variation of the Referer header that
does not reveal a path in some specific requests and is used for
cross-origin requests. Permtted values for the Oigin header are
of the formschema://host[:port] as defined in Sections 3.1,

3.2.2, and 3.2.3 of [RFC3986]
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*  Type: Array of Strings, where each String is a pattern as defined
in Section 4.1.5 [ RFC3006]

* Mandat ory-to-Specify: Yes

Property: wildcard-return

* Description: If set to "true", the dCON will include a wldcard
(*) in the Access-Control-Allow Origin response header. |If
"fal se", the dCDN MJST reflect the value of the Origin request
header in the Access-Control-Allow Oigin response header.

* Type: Bool ean

* Mandatory-to-Specify: Yes

2. M. AccessControl Headers

The M . AccessControl Al | owHeaders object has the followi ng properties:

Property: name

* Description: The nane of the HTTP header.

*  Type: String

* Mandatory-to-Specify: Yes

Property: val ue

* Description: The new val ue of the naned HTTP header.

* Type: String. A static string.

* Mandat ory-to- Specify: Yes

Exanpl es

The informative exanpl es bel ow denpbnstrate how to configure response
headers dynamically for CORS validation.

The following is an informative exanple of a CORS validation
configuration that does not include CORS preflight requests:
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{
"generic-netadata-type": "M.CrossoriginPolicy",
"generi c- net adat a-val ue": {
"alloworigin": {
"allowlist": [
{
"pattern": "https://sourcepage. exanpl e. cont
}
],
"wi |l dcard-return”: true
}
}
}

Figure 1

The following is an informative exanple of configuration to the dCDN
to generate synthetic responses to CORS requests and CORS preflight
requests:

"generic-netadata-type": "M. CrossoriginPolicy",
"generi c- net adat a-val ue": {
"alloworigin": {
"allowlist": [

"pattern": "*://sourcepage. exanpl e. cont

}

il dcard-return": false

]

}1
"al | ow met hods": [ "GET", "POST" ],

"all owcredential s": true,

"al |l ow headers": [ "X-PINGOTHER', "Content-Type" ],
"expose- headers": [ "X-User", "Authorization" ],
"max- age": 3600,

"no-origi n-response- headers": |

"name": "Access-Control-AllowOigin",
"val ue": "https://sourcepage. exanpl e. cont

}
]1
"preflight-only": false

Figure 2
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4.

.1

M . Al | owConpr ess

Downst ream CDNs often have the ability to conpress HITP response

bodi es in cases where the client has declared that it can accept
conpressed responses (via an Accept-Encodi ng header), but the source/
origin has returned an unconpressed response.

The specific conmpression algorithmused by the dCDN is negoti ated by
the client’s Accept-Encodi ng header according to Section 12.5.3

[ RFC9110] (including "g=" preferences) and the conpression
capabilities available on the dCDN.

In addition, HeaderTransformallows the uCDN to nornalize, or nodify,
the Accept-Encoding header to allow for fine-grain control over the
sel ection of the conpression algorithm (e.g., gzip, conpress,
deflate, br, etc.).

M. Al |l owConpress is a new Generi cMet adata object that allows the dCDN
to conpress content before sending it to the client.

Property: all ow conpress

* Description: If set to "true", the dCDN SHOULD try to conpress the
response to the client based on the Accept-Encodi ng request header
and its available capabilities. 1In case is not able to do the
compression, the content will be delivered unconpressed.

*  Type: Bool ean

* Mandatory-to-Specify: No. The default is "fal se".

Exanpl es

The following is an informative exanple of the usage of
M . Al | owConpr ess:

{
"generic-netadata-type": "M.Al|l owConpress”,
"generi c- net adat a-val ue": {
"al |l owconpress": true
}
}

Figure 3
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5.

5

6

1.

M . d i ent Connecti onContro

Configuration nmetadata is required to define how connections to a
client are maintained by a dCDN. [In sone use cases, |ike video
streaming or other critical object delivery, UA applications
connection to the cache server nust be nmanaged to ensure the best
possi bl e user experience. This nmetadata allows a uCDN to acconmnodat e
devi ce-specific constraints and performance optim zation. A dCDN can
al so benefit fromthis configuration netadata to neet its security
and resource consunption requirenents.

M . ient ConnectionControl is a new CGenericMetadata object that
speci fies how the uCDN wants that the dCDN nanages its connections to
UAs.

Property: connection-keep-alive-tine-ns

* Description: Specifies the tine, in nmilliseconds, to keep an idle
connecti on open before trying to close it.

*  Type: |nteger

* Mandatory-to-Specify: No. Wen not specified, a default val ue
sel ected by the dCDN will be used.

Exanpl es

The followi ng informative exanpl e shows how a connection setup and a
keep alive timeout of 3 seconds can be set for client connections to
a dCDN:

"generic-netadata-type": "M.dientConnectionControl",

"generi c- net adat a-val ue": {
"connection-keep-alive-tinme-ns": 3000

}

}
Figure 4

Security Considerations

The FCI and M objects defined in this docunment are transferred via
the interfaces defined in CONI [ RFC8006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN
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7. | ANA Consi derati ons
7.1. CDNl Payl oad Types

Thi s docunent requests the registration of the followi ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA:

o e e e e e e e ememao - o m e e e oo - +
| Payl oad Type | Specification |
oo e e e e e e e e oo - - S +
| M.CrossoriginPolicy | RFCthis |
o mm e e e e e e e i o +
| M.AccessControl AllowO>rigin | RFChis |
o e e e e e e e ememao - o m e e e oo - +
| M.AlIl owConpress | RFCthis |
oo e e e e e e e e oo - - S +
| M.dientConnectionControl | RFChis |
o mm e e e e e e e i o +
| M. AccessControl Headers | RFCthis |
o e e e e e e e ememao - o m e e e oo - +

Table 1. CDNI Payl oad Types

[RFC Editor: Please replace RFCthis with the published RFC nunber for
thi s docunent.]

7.1.1. CDNI M CrossoriginPolicy Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
CrossoriginPolicy M objects (and any associ ated capability
adverti sement)
Interface: M/FC
Encodi ng: See Section 3

7.1.2. CDNI M AccessControl All owOrigin Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
AccessControl AllowOrigin M objects (and any associ ated capability
adverti senent)

Interface: M/ FC

Encodi ng: See Section 3.3.1
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7.1.3. CDNI M AllowConpress Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Al | onwConpress M objects (and any associ ated capability
adverti senent)
Interface: M/FC
Encodi ng: See Section 4
7.1.4. CDNI M dientConnectionControl Payload Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Cl i ent Connecti onControl M objects (and any associ ated capability
adverti senent)
Interface: M/FC
Encodi ng: See Section 5
7.1.5. CDNI M AccessControl Headers Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
AccessControl Headers M objects (and any associated capability
adverti sement)
Interface: M/FC
Encodi ng: See Section 5
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