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Abstract

This specification adds to the basic client access control netadata

i n RFC8006, providing content providers and upstream content delivery
net wor ks (UCDNs) extended capabilities in defining |ocation and tine
wi ndow restrictions. Support is also provided to define required
Transport Layer Security (TLS) certificates and encryption |evels.
The specification al so defines configuration netadata for the Conmmon
Access Token (CAT), developed jointly by the Stream ng Vi deo

Technol ogy Al liance (SVTA) and Consuner Technol ogy Associ ation Wb
Application Video Ecosystem (CTA- WAVE) .
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1. Introduction

The [ RFC8006] Locati onACL and Ti meW ndowACL obj ects provi de basic
capabilities to gate a client’s access to content. This
specification details alternatives to these objects (using

Locat i onACLExt ended and Ti meW ndowACLExt ended), that allow for the
configuration of a Hypertext Transfer Protocol (HTTP) response in
cases where requests are denied. Additional objects allow for the
specification of netadata for required TLS certificates, encryption
| evel s, and authentication tokens |everagi ng the CTA-WAVE Conmon
Access Token standard [ CTA-5007-B] The specification also introduces
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st andar di zed names for HTTP2 and HTTP3 protocol s.
2. Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. M . Locat i onACLExt ended

M . Locati onACLExtended is an alternative to the Content Delivery
Net work | nterconnection (CDNI) standard M. Locati onACL object that
defines the locations (footprints) a User Agent needs to be in, in
order to be able to receive the associ ated content.

M . Locat i onACLExt ended uses ACL rul es of type

M . Locat i onRul eExt ended, providing rules for handling denied
requests.

This object conforns to the specification defined for the behavior of
M . Locati onACL and the two are nutually exclusive. Note that

M . Locat i onACLExt ended i nstances that deny access are handl ed as
term nating objects (as defined in

[1-D. gol dstei n-processi ng-stages-netadata]) in that processing is
term nated upon execution

Property: rules

* Description: List of allow deny rules per user |ocation

* Type: Array of M. LocationRul eExt ended objects

* Mandatory-to-Specify: Yes

The following is an exanple of M. Locati onACLExtended with "al | ow
deny" rul es:
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{
"generic-netadata-type": "M.Locati onACLExt ended",
"generi c- net adat a-val ue": {
"rules": |
{
"l ocations": |
"footprint-type": "ipvdcidr",
"footprint-value": [
"10.1. 1.0/ 24"
]
}
1,
"action": "allow',
"comment": "Support teant
H
{
"l ocations": |
"footprint-type": "asn",
"footprint-value": [
"as12345"
]
}
1,
"action": "deny",
"coment": "Viewers from Antarctica",
"deny-response": {
"response-status”: "302",
"headers": |
{
"name": "Location",
"val ue": "https: //exanple.cont
H
{
"name": "Content-Type",
"value": "text/htm"
}
]
}
}
]
}
}
Figure 1
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3.1. M. LocationRul eExt ended

M . Locati onRul eExt ended i s a subobject of M. Locati onACLExt ended t hat
defines pairs of user locations and all ow deny acti ons.

Property: |ocations

* Description: An array of client footprints to match agai nst.
These footprints, defined by pairs of M _footprinttype_ex and
M footprintval ue_ex respectively, extend the CDNI
M footprinttype and M _footprintvalue On top of the four
footprint types defined by the CONI in [ RFC8006]
(i pvacidr,ipv6cidr,asn,countrycode), three new types are
added: (i pv4range, ipv6range, subdivi sioncode)

* Type: Array of M. Footprint objects

* Mandat ory-to- Specify: Yes

Property: action

* Description: The action to take place upon a |ocation nmatch.

* Type: String, one of (allow | deny)

* Mandatory-to-Specify: No. The default is "deny".

Property: coment

* Description: An optional text comrent for user readability and for
i ncorporating in |ogging.

*  Type: String
* Mandat ory-to- Specify: No
Property: deny-response

* Description: The configuration of the entire response to the
client in case of a "Deny" action.

*  Type: M. SyntheticResponse

* Mandatory-to-Specify: No. The default is { "response-status”
403 }.

Property: match-all-|ocations
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4.

* Description: The ACL rule match will take place only if all
|l ocations In the rule are matched, e.g., both asn and
subdi vi si oncode.
*  Type: Bool ean
* Mandatory-to-Specify: No. The default is "False".
M . Ti meW ndowACLExt ended
M . Ti meW ndowACLExt ended is an alternative to the CDNI standard
M . Ti meW ndow obj ect for inplenenting tinme-based access restrictions.
It uses ACL rules of type M. Ti meW ndowRul eExt ended to provide rules
for handling denied requests.
Thi s object conforns to the specification defined for the behavi or of
M . Ti meW ndowACL and the two are nmutually exclusive. Note that
M . Ti meW ndowACLExt ended i nstances that deny access are handl ed as
term nating objects [I-D.gol dstein-processi ng-stages-netadata] in
that processing is term nated upon executi on.
Property: rules
* Description: List of tinme window allow deny rul es.
*  Type: An array of M. Ti neW ndowRul eExt ended obj ects.
* Mandat ory-to-Specify: Yes

The following is an exanple of M. Ti meW ndowACLExt ended with "al | ow'
rul es:
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4. 1.

"generic-netadata-type": "M.Ti meW ndowACLExt ended",
"generi c- net adat a-val ue": {
"rules": [
{
"wi ndows": [
"start": 1670976000,
"end": 4294967295
}
1,
"action": "allow',
"coment": "episode 1 | aunch"
}
]
}
Fi gure 2
M . Ti meW ndowRul eExt ended

Property: w ndows

*

Description: Array of tine windows to which the rule applies.

Type: Array of M. Ti meW ndow objects, as defined in RFC8006],
using tinme val ues expressed in seconds since the UNIl X epoch (i.e.,
zero hours, zero minutes, zero seconds, on January 1, 1970)

Coordi nated Universal Time (UTC).

Mandat ory-t o- Speci fy: Yes

Property: action

*

*

*

Description: The action to take place upon a tine w ndow match.
Type: String, one of (allow | deny)

Mandat ory-to- Specify: No. The default is "deny".

Property: coment

*

*

Description: An OPTIONAL text comrent for user readability and for
i ncorporating in | ogging.

Type: String
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* Mandat ory-to-Specify: No
Property: deny-response

* Description: The configuration of the entire response to the
client in case of a "Deny" action.

* Type: M. Synt heticResponse

* Mandatory-to-Specify: No. The default is { "response-status"
403 }.

M. CertificateMetadata
To allow for secure delivery of content, a downstream CDN (dCDN) MJST
be configured to support Hypertext Transfer Protocol Secure (HTTPsS).
The M. CertificateMetadata object is used to configure the dCDN s
HTTPs attributes, such as TLS certificate credentials, encryption
| evel s, protocols, and ciphers.
Property: encryption-Ievel

* Description: A reference to an M. EncryptionLevel Met adata obj ect
that specifies the TLS protocols and ci phers to use.

* Type: M. EncryptionLevel Met adat a

* Mandat ory-to-Specify: Yes

Property: del egated-credentials

* Description: Areference to the certificate s del egated
credentials to use when establishing a TLS session with the
client.

* Type: M.CertificateCredential sMetadata

* Mandatory-to-Specify: Yes

Property: ocsp-enabl ed

* Description: Wen ocsp-enabled is set to "True", the dCDN will
check the revocation status of the configured certificate and
include that information with the response to the client. See

[ RFC6066], section 8

*  Type: Bool ean
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*

Mandat ory-to- Specify: No. The default is "Fal se".

Property: prefer-server-ciphers

*

Description: Wen prefer-server-ciphers is set to "False" (the
default), the dCON will prefer to use cipher suites in the order
presented by the client when negotiating the TLS handshake. When
prefer-server-ciphers is set to "True", cipher suites will be
selected in the order preferred by the dCDN server.

Type: Bool ean

Mandat ory-to- Specify: No. The default is "Fal se".

The following is an exanple of M. CertificateMetadata:

{

"generic-netadata-type": "M.CertificateMtadata",
"generi c- net adat a-val ue": {

"encryption-level": {
"generic-netadata-type": "M.EncryptionLevel Met adata”,
"generi c- net adat a-val ue": {
"encryption-I|evel -nanme": "nodern",
"protocol s": |
"TLSv1. 2",
"TLSv1. 3"
1,
"ciphers": [

"TLS_ECDHE_ECDSA W TH_AES_128_GCM SHA256",
"TLS_ECDHE_RSA W TH_AES 128 GCM SHA256",
"TLS_ECDH RSA W TH_AES_256_GCM SHA384"

]

}
1
"del egat ed-credential s": {
"generic-netadata-type": "M.CertificateCredential sMetadata",
"generic- net adat a-val ue": {
"del egat ed-credenti al s-type": "M . ConfDel egat edCr edenti al s",
"del egat ed-credenti al s-val ue": {
"credential s-l1ocation-uri"
"https://acne. exanpl e. com cert-123"
}
}
},
"ocsp-enabl ed": "fal se",
"prefer-server-ciphers": "fal se"
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Fi gure 3
5.1. M. EncryptionLevel Met adat a
M . EncryptionLevel Metadata is a subobject of M.CertificateMtadata
to support HITPS content delivery. M. EncryptionLevel Metadata
specifies the protocols and ciphers to be used by the associ ated
M.CertificateMetadata object. Externalizing
M . Encrypti onLevel Metadata from M . CertificateMetadata all ows
security policy (TLS protocols and ciphers) to be defined once and
ref erenced by many configurations.
Property: encryption-Ievel -nane
* Description: A descriptive nane for the M. EncryptionLevel Met adat a
object. This nane is expected to be used by operators to
reference the M. EncryptionLevel Metadata configurati on.
*  Type: String
* Mandatory-to-Specify: Yes
Property: protocols

* Description: An array that lists the allowed protocols for the TLS
sessi on.

* Type: Array of enunerated values. Mist be one of: "TLSv1. 0",
"TLSv1.1", "TLSv1l.2" , "TLSvl.3", "SSLv3".

* Mandatory-to-Specify: Yes

Property: ciphers

* Description: An array that lists the allowed ciphers for the TLS
session, using cipher suite nanes defined in [ RFC5289] For
exanmpl e, TLS ECDHE ECDSA W TH_AES 128 GCM SHA256 or
TLS ECDH RSA W TH_AES 256_GCM SHA384.

* Type: Array of strings

* Mandat ory-to- Specify: Yes

The following is an exanmple of M. EncryptionLevel Met adat a:
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{
"generic-netadata-type": "M.EncryptionLevel Met adata",
"generi c- net adat a-val ue": {
"encryption-|evel -name": "nodern-version-1.2",
"protocol s": |
"TLSv1. 2",
"TLSv1. 3"
1,
"ciphers": [
"TLS_ECDHE_ECDSA W TH_AES_128_GCM SHA256",
"TLS_ECDHE _RSA W TH_AES_128_GCM SHA256",
"TLS ECDH RSA W TH_AES 256_GCM SHA384"
]
}
}

Figure 4
5.2. M. CertificateCredential sMet adat a

M.CertificateCredential sMetadata is a subobject of
M. CertificateMetadata and defines the credentials to use when
establishing a TLS sessi on between a dCDN and a client.
Not e: This docunent does not define any Del egatedCredential s met hods.
I ndi vi dual Del egat edCredenti al s met hods are defined separately, e.g.,
M . Del egat edCredenti al s and Acre-Del egati ons (see CDNI Metadata for
Del egated Credentials [RFC9677] and Del egation Using the Autonated
Certificate Managenent Environnent [ RFC9538]).
Property: del egat ed-credential s-type
* Description: The Del egatedCredentials type (the CDNI Payl oad Type

[ RFC7736] of the GenericMetadata object contained in the

del egat ed-credenti al s-val ue property).
*  Type: String
* Mandatory-to-Specify: Yes
Property: del egat ed-credential s-val ue

* Description: An object conforming to the specification associated
with the Del egatedCredentials type.

* Type: GenericMetadata object

* Mandat ory-to- Specify: Yes
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The following is an exanmple of M. CertificateCredential sMet adat a:

"generic-netadata-type": "M.CertificateCredential sMetadata",
"generi c- net adat a-val ue": {
"del egat ed- credenti al s-type":
<CDNI Payl oad Type of this Del egat edCredential s object>,
"del egat ed-credenti al s-val ue": {
<Properties of this Del egatedCredential s object>
}
}
}

Figure 5
6. M. dientAut hMet adat a

The M. dient Aut hMet adat a obj ect defines how a dCDN aut henti cat es
client requests.

Property: delivery-auth

* Description: Authentication nethod to use when granting access to
a resource requested by a client.

* Type: M.Auth object, as defined in [ RFC3B006] section 4.2.7
* Mandat ory-to-Specify: Yes

Following is a sinple exanple:

"generic-netadata-type": "M.dientAut hMet adat a”,
"generi c- net adat a-val ue": {
"delivery-auth": {
"generic-netadata-type": "M.Auth",
"generic- net adat a-val ue": {
"auth-type": <CDNI Payl oad Type of this Auth object>,
"aut h-val ue": {}
}
}
}
}

Figure 6
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7

M . CATAut h

The M . CATAut h object defines the configuration for a dCDN to
authenticate client requests using the Common Access Token standard
as docunented in the CTA-WAVE Standard [ CTA-5007-B] The M. CATAuth
met adat a object is used in the auth-value property of the M. Auth
object, as defined in [ RFC8006] section 4.2.7, and MAY be applied to
to client requests by including it under the

M . C i ent Aut hMet adat a. del i very-auth property.

Property: version

* Description: Specifies the version of the CAT token. dCDN nust
reject a token for an unsupported version nunber. A rejected
token results in the client response being defined by the

‘verification-action property.

* Type: Unsigned Integer. A value greater than O

* Mandatory-to-Specify: No. The default value is 1

Property: token-object-nane

* Description: Specifies the nane of the token object of type
M . CATTokenObj ect that captures the results of the token
verification. The verification result is available for inspection
in all processing stages
[1-D. gol dstei n-processi ng- st ages- net adat a]

*  Type: string

* Mandat ory-to-Specify: No

Property: tokens

* Description: Specifies the location in the client request where
one or nmore tokens are present and read for evaluation. Wen
mul tiple tokens are present, the tokens are read and processed per
section 4.4 of [CTA-5007- B]

* Type: Array of M. CATTokenLocator objects

* Mandatory-to-Specify: Yes

Property: configuration

* Description: Specifies the configuration paraneters needed to
verify a token.
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*  Type: M .CATTokenConfi guration object
* Mandatory-to-Specify: Yes
Property: verification-action

* Description: Specifies how an invalid token OR a valid but
rejected token defines the response returned to the client.

* Type: M.CATTokenVerificationAction object
* Mandat ory-to- Specify: Yes
7.1. M. CATTokenLocat or

The M . CATTokenLocator object defines the location to read one or
nmore tokens fromthe client request.

Property: |ocation

* Description: Specifies the | ocation name to find one or nore
tokens in the client request. Valid |ocation nanmes are:

- "authorization-header" for the Authorization request header, in
a recogni sed and configured schene format.

- "http-header" for any other HITP Header | ocati ons.
0 "path-style-paraneter"” per [RFC6570], section 3.2.7.

o "formstyle-paraneter” per [RFC6570], section 3.2.8 and
[ RFC6570], section 3.2.9

o "cookie" for HITP Cookies
- Type: String
- Mandatory-to- Specify: Yes
Property: schene

* Description: The schene for the Authorization request header that
contains the CAT token

*  Type: String

* Mandatory-to-Specify: Yes, only if the location property is
aut hori zati on-header. Oherw se, his property is ignored.
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7

2

Property: nane

* Description: The names of the url-path-style paraneter, query
paraneter, HITP Header Field or HTTP cookies that contain one or
nmore CAT tokens.

*  Type: String

* Mandatory-to-Specify: Yes, only if the |location property is either

‘path-style-paraneter’, ‘formstyle-paraneter’, ‘cookie’ or ‘http-

header’ and not using the default "CTA-Cormbn- Access- Token" header
field nane. Qherwise, his property is ignored.

M . CATTokenConfi gurati on

The M. TokenConfiguration object defines the configuration paraneters
for verifying a CAT token.

Property: integrity-algo

* Description: The hashing / signing algorithmused for integrity
protection of the CAT token. The mininmumset of values to support
are "hs256" (HWVAC 256/256) (kty nunber 5, [RFC 9053],
Section 3.1), "ps256" (kty nunber -37, [RFC9053], section 3.1) and
"es256" (kty number -7, [RFCI9053], section 2.1)

*  Type: String

* Mandat ory-to- Specify: Yes

Property: integrity-al go-key

* Description: The value of the key used for integrity protection of
t he CAT token.

* Type: M. SecretValue object that can either contain the hex
version of the key in the clear (not recommended) or as a
reference in an external key store. See the Protected Secrets
Met adata standard [1-D.ietf-cdni-protected-secrets-nmetadata] for
nmore details.

* Mandat ory-to- Specify: Yes.

Property: encryption-al go
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Description: The algorithmused for encryption via the COSE
standard (Ref. [RFC9052]) of the entire CAT token. The ninimum
val ue to support is "ecdh-ss+al28kw' (see [ RFC9053], section
6.4.1).

Type: String

Mandat ory-to- Specify: Yes - |F using COSE Encrypted CAT tokens.

Property: encryption-al go-key

*

7.3.

Description: The value of the key used for encryption of the CAT
Token via the COSE standard.

Type: M. SecretVal ue object that can either contain the hex
version of the key in the clear (not recommended) or as a
reference in an external key store. See the Protected Secrets
Met adata standard [I-D.ietf-cdni-protected-secrets-netadata] for
nmore details.

Mandat ory-to- Specify: Yes - |F using COSE Encrypted CAT tokens.

M . CATTokenVeri fi cati onActi on

The M . CATTokenVerificationAction object defines how a client
response is created for an invalid OR mssing OR valid but rejected
token, potentially overriding any actions that may be defined by
clains within the token

Property: rejected-token-action

*

Description: An enumeration of ways in which a client response is
created. Valid values are:

- "fail" for returning a standard HTTP 403 response.

- "allow' for ignoring the result of token validation, as if the
token was not present. This typically would result in serving
a HITP 200 for the requested resource.

- "token-defined" for constructing the client response per the
paraneters defined within the token. For a valid but rejected
CAT token, the ‘catif’ claimis used to construct the client
response.

Type: String

Mandat ory-t o- Speci fy: Yes
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Property: token-defined-response

* Description: Specifies how the token values are used to create the
client response for an invalid ORvalid but rejected token. This
property gets used when the value of ‘rejected-token-action
property is ‘token-defined’ . Use of this property for any other
value of ‘rejected-token-action’ is an invalid configuration

*  Type: M. CATTokenDefi nedResponse obj ect

* Mandatory-to-Specify: Yes, if ‘rejected-token-action’ property is
‘t oken-defi ned

7.4. M. CATTokenDefi nedResponse
The M . CATTokenDef i nedResponse object defines how a client response
is constructed using the token’s available ‘catif’ claimor sone
fal |l back.

Property: fallback-response

* Description: An enuneration defining a fallback response when the
token defined values are inapplicable. Valid values are:

- "fail" for returning a HTTP 403 response.

- "allow" for ignoring the result of token validation, as if it
was not present.

o A missing token.
0 An invalid CAT token
0o Awvalid but rejected CAT token wth:

For CAT, this fallback-response will get used under the follow ng
condi tions:

*  Type: String

* Mandatory-to-Specify: No. Default value is ‘fail’.
Property: catif

* Description: Specifies the configuration for processing the

‘catif’ claimto construct the client response for a valid but
rejected CAT token.
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*  Type: M .CATIF object

* Mandatory-to-Specify: Yes, when the rejected-token-action property
for the M. CATTokenVerificati onAction object is set to ‘token-
defi ned’

7.5. M.CATIF

The M. CATIF object specifies the processing of the ‘catif’ claimto

construct the client response for a valid but rejected CAT token.

See Section 4.9.1 of [CTA-5007-B]

Property: response-header-nanes-force-add

* Description: For specific named headers of a rejected claimw thin
the ‘catif’ claim these will be added to the client response,
even if headers with sanme nanmes were already going to be added to
the response via other neans.

*  Type: Array of Strings

* Mandatory-to-Specify: No. |If not specified, header nanes of a
rejected claimwithin ‘catif’ claimw |l be skipped in the client
response if simlarly named headers were to be added via ot her
neans.

7.6. M. CATTokenCObj ect

The M . CATTokenOnhj ect object defines a read-only object that captures

the results of the token verification. The verification result is

avail abl e for inspection in all processing stages

[1-D. gol dstein-processi ng- st ages- et adat a]

Property: status

* Description: Captures the verification status of the CAT token via
the follow ng string val ues:

- ‘success’
- ‘failure
*  Type: String
Property: token

* Description: The string literal of the token in the request.
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*  Type: String

Property: status_details

August 2025

* Description: Specifies details about the token verification result

when the token verification ‘status’ is ‘failure’,

else it is an

enpty string. This string contains one of the follow ng val ues:

- Enpty string for a mssing token

- "lnvalid CAT" when a token cannot be parsed, per [RFC8392],

Section 7.2

- "lInvalid dains: <list of claimnanes that caused the CAT token

to be rejected>"
- Invalid Signhature
*  Type: String

The foll owi ng exanpl e shows use of the CAT schene as the

aut henti cation mechanismfor client requests at the dCDN

not abl e points are:

[

{
"generic-netadata-type": "M . CATAuth",
"generi c- net adat a-val ue": {
"version": "1",
"t oken-obj ect - nane" : "CATAut hResult",
"tokens": [
{
"l ocation": "formstyl e-parameter”,
"name": "catv1l"
¥
{
"l ocation": "authorization-header",
"scheme": "bearer"
b
{
"l ocation": "path-style-paraneter”,
"name": "catvl"
b
{
"l ocation": "cookie",
"name": "catvl"
3
1,
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"configuration": {
"integrity-algo": "hs256",
ntegrity-al go-key": {
"secret-store-id": "cat-key-vault",
"secret-path": "/client-auth/cat/keys/integrity/exanpl evi deoprovider"

} b
"encryption-al go": "ecdh-ss+al28kw',

"encryption-al go-key": {

"secret-store-id": "cat-key-vault",
"secret-path": "/client-auth/cat/keys/enc/exanpl evi deoprovi der"
}
b
"verification-action": {
"rej ected-token-action": "token-defined",
"t oken-defi ned-response”: {
"fall back-response": "fail",
"catif": {
"response- header - nanes-force-add": |
"x-cat-reason",
" x- uCDN- nane”
]
}
}
3
3
}
{
"generic-netadata-type": "M.Processi ngStages",
"generi c- net adat a-val ue": {
"client-response": |
"mat ch”: "var. CATAut hResult and var. CATAut hResult.status == "failure' ",
"stage-nmetadata": {
"response-transform': {
"header-transfornm': {
"add": [
{
"name": "Xx-cat-auth-debug",
"value": "'Invalid token’ . var.CATAuthResult.token . 'failed veri
fication. Error:’ . var.CATAuthResult.status detail s",

"val ue-i s-expression": true
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Figure 7
8. Security Considerations
The FCI and M objects defined in this docunent are transferred via
the interfaces defined in CDNI [ RFCB8006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN
9. lana Considerations

9.1. CDN Payl oad Types

Thi s docunent requests the registration of the followi ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA
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| Payl oad Type | Specification |
[} g ———————————————————————_ Ll p—p——_—r
| M. Locati onACLExt ended | RFCthis |
O S I +
| M. LocationRul eExtended | RFCthis |
T T T r ey I IRy +
| M. Ti meW ndowACLExt ended | RFCthis |
o e e e e e e e e e e e e e o m o T +
| M. Ti meW ndowRul eExt ended | RFCthis |
O S I +
| M.CertificateMetadata | RFCthis |
T T T r ey I IRy +
| M. EncryptionLevel Met adat a | RFCthis |
o e e e e e e e e e e e e e o m o T +
| M.CertificateCredential sMetadata | RFCthis |
O S I +
| M.dientAuthMetadat a | RFCthis |
T T T r ey I IRy +
| M. CATAuth | RFCthis |
o e e e e e e e e e e e e e o m o T +
| M.CATTokenLocat or | RFCthis |
O S I +
| M.CATTokenConfiguration | RFCthis |
T T T r ey I IRy +
| M.CATTokenVerificationAction | RFCthis |
o e e e e e e e e e e e e e o m o T +
| M. CATTokenDef i nedResponse | RFCthis |
O S I +
| M.CATIF | RFCthis |
T T T r ey I IRy +
| M.CATTokenObj ect | RFCthis |
o e e e e e e e e e e e e e o m o T +
Table 1

9.2. "CDNI Metadata Protocol Types" Registry

The I nternet Assigned Nunmbers Authority (1ANA) "CDN Met adata

Prot ocol Types" registry in the "Content Delivery Network

I nterconnection Paraneters" registry group defines the valid Protoco
obj ect val ues used by the Protocol ACL object defined in [ RFC8006]

The foll owi ng table defines the new protocol values needed for the

Pr ot ocol ACL obj ect defined in [RFC8006] such that CDN delivery
restrictions can be configured for these protocols.
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10.

CDNI dient Access Control Mt adat
+::::::::::::::::::::+:::::::::::::::
| Description | Type
| | Specification
[} gt ————————— Ll pp—p—_—
| Hypertext Transfer | RFCthis
| Protocol Version 2 |
| (unencrypted) |
Fom e e e e oo o o m e e e oo -
| Hypertext Transfer | RFCthis
| Protocol Version 2 |
| (encrypted) |
o e e oo o
| Hypertext Transfer | RFCthis
| Protocol Version |
| 2, alternate nanme |
o e e e e oo S
| Hypertext Transfer | RFCthis
| Protocol Version 3 |
Fom e e e e e oo o oo
| Hypertext Transfer | RFCthis
| Protocol Version |
| 3, alternate name |
o e e e e o s oo

Tabl e 2

Acknowl edgenent s

a August 2025
[ oo e o}
| Protocol |
| Specification |
[ gty o}
| [RFC9113] |
I I
I I
Fom e e e oo - +
| [RFC9113] |
I
I I
o +
| [RFC9113] |
I I
I I
R +
| [RFC9114] |
I I
oo +
| [RFC9114] |
I I
I I
oo +
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