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Abst r act

Thi s specification adds new Cache Control objects that conpl enent the
basi c Cache Control Metadata object defined in RFC8006, providing
content providers and upstream Content Delivery Networks (uCDNs) nore
fine-grained control over downstream CDN (dCDN) caching. Use cases

i nclude overriding or adjusting cache control headers fromthe
Content Service Provider (CSP) source or origin, bypassing caching

al together, or altering cache keys with dynanically generated val ues.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 January 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In addition to the cache control parameters currently specified by
the Cache object in Section 4.2.6 of [RFC8006], content providers and
UCDNs often need nore fine-grained control over dCDN cachi ng,

i ncluding scenarios where it is desirable to override or adjust cache
control headers fromthe content provider’s upstream source (aka
origin). Conmmercial CDNs and Open Caching systens, which serve the
role as dCDNs, require cache control instructions fromthe content
provi der or uCDN to cache the content according to the content
provider’s original intent. Wthin the context of CDNi, Open Caching
systens are essentially dCDNs that use CDNi standards for
configuration and traffic del egation

The following capabilities are required for content providers and
UCDNs to express cache control details to dCDNs:
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* Positive Cache Control - Allows the uCDN to specify both interna
and external caching policies for the dCDN, where interna
policies dictate how the dCDN nanages its internal caching rules
and the external policies dictate the cache controls headers that
the dCDNs transmits to the User Agent (client).

* Negative Cache Control - Allows the uCDN to specify caching
policies based on error response codes received fromthe upstream
source. Typical use case is for fine-grained control of the
downstream and User Agent caching of error responses. For
exanple, it may be desirable to cache error responses at the dCDN
for a short period of tine to prevent an overwhel med origin source
service or uCDN from being fl ooded with requests.

* Cache Bypass Control - Allows content providers to bypass CDN
cachi ng when needed (typically for testing or performance
benchmar ki ng pur poses).

* Stale Content Policies - Allows control over how the dCDN should
process requests for stale content. For exanple, this policy
all ows the content provider to specify that stale content be
served fromcache for a specified tinme period while refreshes from
the origin source occur asynchronously.

* Dynamically Constructed Cache Keys - It is typical in advanced CDN
configurations to generate cache keys that are dynanmically
constructed via |ightwei ght processing of various properties of
the Hypertext Transfer Protocol (HTTP) request and/or response.

As an exanpl e, an upstream source nmay specify a cache key as a

val ue returned in a specific HITP response header. The Mt adata
Expressi on Language (MEL) [I-D. power-mnet adat a- expressi on-| anguage]
is used to allow for such advanced cache key construction

2. Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Metadata Mddel Objects

3.1. M. CachePolicy
M . CachePolicy is a new GenericMetadata object that allows the uCDN
to specify internal caching policies for the dCDN, as well as

external caching policies expressed to clients of the dCDN
(overriding any cache control policy set in the response fromthe

UCDN) .
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The enumerated options for internal and external cache policies are
defined as foll ows:

* as-is: The freshness value of the object is conputed at the
acqui sition/validation nmonent within the dCDN based solely on the
UCDN upstream source response. This definition does not nandate
any specific inplenmentation for the dCDN for propagating content
expiration and freshness values to the client (User Agent).
Different dCDNs MAY use different sets of response headers
according to their type and inplenentation, as |long as these
i npl ementations result in equival ent caching and expiration
behavi ors.

* no-cache: Indicates that a stored response SHOULD NOT be used to
satisfy the request w thout successful validation on the upstream
source server. See [RFC9111]

* no-store: Indicates that a cache MUST NOT store any part of either
this request or any response to it. See [RFC9111]

Property: interna

* Description: Specifies the internal cache control policy that MJST
be used by the dCDN

* Type: Either an integer in seconds (e.g., 5 for a five-second
cache) or one of these enunerated options: "as-is", or "no-cache"
or "no-store" as described above.

* Mandatory-to-Specify: No. The default is "as-is", regardl ess of
whet her force-internal is unspecified, "True", or "False"

Property: externa

* Description: Specifies the external cache control policy that MJST
be expressed to clients of the dCDN

* Type: String. Either an integer in seconds (e.g., 5 for a five-
second cache) or one of these enunerated options: "as-is", or "no-
cache" or "no-store" as described above.

* Mandatory-to-Specify: No. The default is "as-is"", regardl ess of
whet her force-external is unspecified, "True", or, "False ".

Property: force-interna
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* Description: If set to "True", the nmetadata interface cache policy
defined in the M. CachePolicy internal property value wll
override any cache control policy set in the response fromthe
UCDN. If set to "False", the M. CachePolicy internal property
value is only used if there is no cache control policy provided in
the response fromthe uCDN

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", which wll
apply the M. CachePolicy internal property value only if no policy
is provided in the response fromthe uCDN

Property: force-externa

* Description: If set to "True", the nmetadata interface cache policy
defined in the M. CachePolicy external property value wll
override any cache control policy set in the response fromthe
UCDN. |If set to "False", the M. CachePolicy external property
value is only used if there is no cache control policy provided in
the response fromthe uCDN

*  Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", which wll
apply the M. CachePolicy external property value only if no policy
is provided in the response fromthe uCDN

When M. CachePolicy is not specified, the dCON will follow the uCDN
expiration and freshness response directives. |n case the uCDN did
not send any such directives, the dCODN will follow its own policies.

In the foll owi ng exanple, an M. CachePolicy sets the internal cache
control policy to five seconds. The external cache policy is set to
"no-cache’ and both policies are forced:

{
"generic-netadata-type": "M . CachePolicy",

"generi c- net adat a-val ue": {
"internal": 5,
"external": "no-cache",
"force-internal": true,
"force-external": true

Figure 1
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In the follow ng exanple,, an M. CachePolicy sets the internal cache
control policy to "as-is" (keep the policy set in the response from
the uCDN). The external cache policy is set to 'no-cache’ and forced
to override any cache control policy set in the response fromthe
upstream source or uCDN

{
"generic-netadat a-type": "M . CachePolicy",
"generi c- net adat a-val ue": {
"internal": "as-is",
"external": "no-cache",
"force-external": true
}
}

Figure 2
.2. M. NegativeCachePolicy

M . Negati veCachePolicy is a new GenericMetadata object that allows
the specification of caching policies based on HITP response codes
received fromthe upstream source.

Property: error-codes

* Description: An array of HTTP response status codes (see Sections
15.5 and 15.6 of [RFC9110]), that, if returned fromthe uCDN, will
be cached using the cache policy defined by the cache-policy

property.

* Type: Array of HITP response status codes encoded as strings. Any
HTTP status code from 100 to 599, or any of the special val ues,
"2xx", "3xx", "4xx" or "5xx", where "xx" inplies everything from
00 to 99. The use of 4xx, for exanple, would specify that 416
responses are cached. Wile repeated and redundant values in the
array are allowed, they SHOULD be avoided for efficiency (no
reason to specify both 5xx and 503, for exanple).

* Mandatory-to-Specify: No. The default is to revert to [ RFC3006]
behavior. An enpty or unspecified list MAY be used as a neans to
revoke a list inherited froman upper-1|evel configuration

Property: cache-policy

* Description: The M. CachePolicy to apply to the HITP response
status codes returned by the uCDN

* Mandat ory-to- Specify: Yes
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In the foll owi ng exanple, a M. NegativeCachePolicy object applies a
no- cache policy whenever a 403 error code or any 5xx error code are
seen from the upstream source.

{
"generic-netadata-type": "M.NegativeCachePolicy",
"generi c- net adat a-val ue": {
"error-codes": [ "403", "5xx" ],
"cache-policy": {
"internal": 5,
"external": "no-cache",
"force-internal": true,
"force-external": true
}
}
}
Fi gure 3

.3. M. Stal eCont ent CachePol i cy

M . St al eCont ent CachePolicy is a new GenericMetadata object that

all ows the uCDN to specify the policy the dCDN MJST use when
responding with stale content. For exanple, this policy allows the
content provider to specify that stale content MJST only be served
fromcache for a specified tine period while the content is
reval i dat ed asynchronously.

Property: stale-while-revalidating

* Description: Instructs the dCDN to serve a stale version of a
resource while revalidating the resource with the uCDN. Wen set
to "True", the dCDN will return a previously cached version of a
resource while the resource is revalidated with the uCDN in the
backgr ound.

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", which waits for
the uCDN to revalidate a resource before responding to the client.

Property: stale-if-error

* Description: Instructs the dCDN to serve a stale version of a
resource if any one of a specified set of HITP status codes was
received when trying to revalidate the resource with the uCDN. In
this case, the dCDN will return a previously cached version of a
resource instead of caching the error response. Wile this
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capability is typically used for well-understood HTTP error status
codes, a list of any HTTP codes can be provided for maxi num
flexibility.

* Type: Array of HTTP response status codes encoded as strings.. Any
HTTP status code from 100 to 599, or any of the special values
"2xx", "3xx", "4xx" or "5xx", where "xx" inplies everything from
00 to 99. \While repeated and redundant values in the array are
al | oned, they SHOULD be avoided for efficiency (no reason to
specify both 5xx and 503, for exanple).

* Mandatory-to-Specify: No. The default is to not serve stale
content. An enpty or unspecified |ist MAY be used as a neans to
revoke a list inherited froman upper-|evel configuration

Property: failed-revalidation-delta-seconds

* Description: Drives the dCDN behavi or when revalidation attenpts
to the uCDN fail, specifying the nunber of seconds to wait before
maki ng anot her attenpt to revalidate the resource with the uCDN
Use of failed-revalidation-delta-seconds allows |oad to be reduced
on the uCDN during times of systemstress. Stale content is
served during this wait period.

* Type: Integer (seconds)

* Mandatory-to-Specify: No. The default is zero, which means an
attenpt will be made to revalidate the resource with the uCDN
i medi at el y.

In the followi ng exanple , an M. Stal eCont ent CachePol i cy where stal e-
whil e-revalidating is true instructs the dCDN to respond with a stale
cached version of the resource while it revalidates the resource with
the uCDN i n the background:

"generic-netadata-type": "M. Stal eContent CachePol i cy",
"generi c- net adat a-val ue": {
"stal e-while-revalidating": true
}
}

Fi gure 4

In the foll owi ng exanple,, an M. Stal eCont ent CachePol i cy where stal e-
if-error instructs the dCDN to use the stale cached resource if it
receives an error of type 503 or 504 when trying to revalidate the
resource with the uCDN
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{
"generic-netadata-type": "M. Stal eContent CachePol i cy",
"generi c- net adat a- val ue":
"stale-if-error": [ "503", "504" ]
}
}

Figure 5

In the foll owi ng exanple, an M. Stal eCont ent CachePol i cy where stal e-
while-revalidating is true instructs the dCDN to respond with a stale
cached version of the resource while it revalidates the resource with
the uCDN in the background.

* stale-if-error instructs the dCDN to use the stal e cached resource
if it receives an error of type 404 or any 5xx status when trying
to revalidate the resource with the uCDN

* failed-revalidation-delta-seconds instructs the dCDN to use an
additional five-second cache time-to-live (TTL) before making
another attenpt to revalidate the resource fromthe uCDN. That
is, the dCDN will serve (the now stale) resource for another five
seconds before making another attenpt to revalidate the resource
with the uCDN

{
"generic-netadata-type": "M. Stal eContent CachePol i cy"”,
"generi c- net adat a-val ue": {
"stal e-while-revalidating": true,
"stale-if-error”: [ "404", "5xx" ],
"failed-revalidation-delta-seconds": 5
}
}

Figure 6
3.4. M. CacheBypassPolicy

M . CacheBypassPolicy is a new GenericMetadata object that allows a
client request to be set as non-cacheable. It is expected that this
feature will be used to allow clients to bypass cachi ng when testing
the uCDN fill path. Note: M. CacheBypassPolicy is typically used in
conjunction with a path match or nmatch expression on a header val ue
or query paranmeter. Any content previously cached (by client
requests that do not set M. CacheBypassPolicy) MJST NOT be evicted.

Property: bypass-cache
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* Description: A Boolean value that can activate the feature for a
given client request. It is expected that this feature will be
used within ProcessingStages
[1-D. gol dstein-processi ng-stages-netadata] to allow a client
request to be marked to bypass caching (see Informative Exanpl es
(Section 4))

* Type: Bool ean
* Mandatory-to-Specify: No. The default is "Fal se".

Exanpl e usage:

"generic-net adat a-type": "M . CacheBypassPolicy",
"generi c- net adat a-val ue": {

"bypass-cache": true
}

}
Figure 7

3.5. M. Conput edCacheKey

It is typical in advanced CDN configurations to generate cache keys
that are dynami cally constructed via |ightweight processing of
various properties of the HITP request and/or response. As an
exanpl e, an upstream source m ght specify a cache key as a val ue
returned in a specific HITP response header

M Comnput edCacheKey is a new GenericMetadata object that allows the
specification of a cache key using the Metadata Expression Language
(MEL) defined in [I-D. power-netadat a- expressi on-1 anguage] Typical use
cases woul d invol ve constructing a cache key fromone or nore

el ements of the HTTP request. |n cases where both the

M Conput edCacheKey and the Cache object are applied, the

M Conput edCacheKey MJST t ake precedence.

M Comnput edCacheKey is, by default, allowed w thin any of the
processi ng stages defined in

[1-D. gol dstei n-processi ng-stages-netadata]. It should be noted,
however, that a dCDN MAY only all ow cache keys to be altered at
certain processing stages (such as the clientRequest Stage) but not at
ot her stages (such as the origi nResponse or clientResponseStage). A
dCDN MAY use FCl. Met adat aExt ended [ SVTA2041] to advertise such
restricted usage contexts.

Property: expression
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* Description: The expression that specifies how the cache key is to
be construct ed.

* Type: String. An expression using the Metadata Expression
Language (MEL) [1-D. power-net adat a- expressi on-1 anguage] to
dynani cal |y construct the cache key fromel ements of the HITP
request and/or response.

* Mandatory-to-Specify: Yes

In the foll owi ng exanple, a custom request header is used as the
cache key instead of the Uniform Resource Identifier (URI) path:

"generic-net adat a-type": "M . Conmput edCacheKey",
"generi c- net adat a-val ue": {
"expression": "req.h. X-Cache- Key"
}
}

Figure 8
4. Informative Exanples

In the foll owi ng exanpl e, cache policies are set in the context of
the Processing Stages Mddel (see the Processing Stages Mt adata
Speci fication [I-D.gol dstei n-processi ng-stages-netadata]). If the
HTTP status code received fromthe upstream source is a 200, cache
expiration is set to 300 seconds if no caching directives were set
fromthe uCDN (unforced). |If the HTTP status code received fromthe
upstream source is a 503 or 504, the internal CDN caching policy is
forced to 5 seconds and the external downstreampolicy is forced to
"no-cache".
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{
"generic-netadata-type": "M .Oigi nResponseSt age”,
"generi c- net adat a-val ue": {

"mat ch-groups": |
"if-rule": {
"match": {
"expression": "resp.status == 200"
b,
"stage-netadata": {
"generic-netadata": |
{
"generic-netadata-type": "M. CachePolicy",
"generi c- net adat a-val ue": {
"internal": 300,
"external": 300
}
}
]
}
b,
"else-if-rules": |
"match": {
"expression": "resp.status == 503 or resp.status == 504"
b,
"stage-netadata": {
"generic-netadata": |
{
"generic-netadata-type": "M. CachePolicy",
"generic- net adat a-val ue": {
"internal": 5,
"external": "no-cache",
"force-internal": true,
"force-external": true
}
}
]
}
}
]
}
]
}
}
Figure 9
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6

6

In the next exanple, an M. CacheBypassPolicy is invoked when the HTTP
request header naned "cdn-bypass" is true. Processing

St ages[ | - D. gol dst ei n- processi ng- st ages-nmet adata] and the Met adat a
Expr essi on Language (MEL) [I|-D. power-net adat a- expressi on-| anguage]
are used to inspect the HTTP headers as the request is received from
the client.

{
"generic-netadata-type": "M.Processi ngStages”,
"generi c- net adat a-val ue": {
"client-request": [
{
"match": {
"expression": "req.h.cdn-bypass == "true’"
} ]
"stage-nmetadata": {

"generic-netadata": |
"generic-netadata-type": "M . CacheBypassPolicy",
"generi c- net adat a-val ue": {

"bypass-cache": true
}
]
}
}
]
}
}

Fi gure 10

Security Considerations
The FCI and M objects defined in the this docunent are transferred
via the interfaces defined in CDNl [ RFC8006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN

I ANA Consi derations
1. CDN Payl oad Types

Thi s docunent requests the registration of the follow ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA
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T S RIS +
| Payl oad Type | Specification |
o e e e e e e e e a oo - T +
| M. CachePolicy | RFCthis |
e S I +
| M. NegativeCachePolicy | RFCthis |
T I IRy +
| M. Stal eContent CachePolicy | RFCthis |
o e e e e e e e e a oo - T +
| M. CacheBypassPol i cy | RFCthis |
e S I +
| M. Conput edCacheKey | RFCthis |
T I IRy +

Table 1: CDNI Payl oad Types
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