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Abst r act

Thi s docunment describes the YANG data nodel for tunnels in OIN TE
networks. The nodel can be used to do the configuration in order to
establish the tunnel in OTN network. This work is independent with
the control plane protocols.
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Subscribe at https://ww. ietf.org/mailman/listinfo/ccanp/.

Source for this draft and an issue tracker can be found at
https://github. com haoni anzheng/ | ETF- ACTN- YANG Model .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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1. Introduction

OIN transport networks, specified in [ITUT_G 709], can carry various

types of client signals. In nany cases, the client signal is carried
over an OIN tunnel across connected donmains in a nmulti-domain
net wor k.
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Thi s docunment provides YANG nodel for creating OIN tunnel. The node
augnments the generic TE Tunnel nodel specified in
[I-D.ietf-teas-yang-te].

The YANG nodule ietf-otn-tunnel defined in this docunent confornms to
the Network Managenent Datastore Architecture (NVDA) defined in
[ RFC8342] .

1.1. Term nol ogy and Notations

Refer to [I-D.ietf-ccanp-otn-topo-yang] for the OIN specific terns
terns used in this docunent.

The following terns are defined in [ RFC7950] and are not redefined

her e:

* client
* server
* augnment

* data nodel
* data node

The following terns are defined in [ RFC6241] and are not redefined
her e:

* configuration data
* state data

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

1.2. Tree Diagram
A simplified graphical representation of the data nodel is used in
Section 3 of this this docunent. The neaning of the synbols in these
diagrans is defined in [ RFC8340].

1.3. Prefix in Data Node Nanes
In this docunment, nanmes of data nodes and other data npbdel objects

are prefixed using the standard prefix associated with the
correspondi ng YANG i nported nodul es, as shown in the follow ng table.
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[ ool s sl s e
| Prefix | YANG nodul e | Reference |
[ el sy el
| 11-types | ietf-layerl-types | [RFC YYYY] |
B i S I I, (LI S +
| otn-tnl | ietf-otn-tunnel | RFC XXXX |
R I I I R I +
| te | ietf-te | [RFC zzzZ7] |
F--- - - I I I R R I +

Table 1. Prefixes and correspondi ng YANG
nmodul es

RFC Editor Note: Please replace XXXX with the nunber assigned to the
RFC once this draft becomes an RFC. Please replace YYYY with the RFC
nunbers assigned to [I-D.ietf-ccanp-layerl-types]. Please replace
ZZ7ZZ with the RFC nunbers assigned to [I-D.ietf-teas-yang-te].

2.  OTN Tunnel Model Description
2.1. Overview of OIN Tunnel Model

This docunment aims to describe the data nodel for OIN tunnel. The
OIN tunnel nodel is using TE tunnel [I-D.ietf-teas-yang-te] as a
basi ¢ nodel and augnents it with OIN-specific paranmeters, including
the bandwi dth information and | abel information. Figure 1 shows the
augnent ati on rel ati onshi p.

e +
TE generic | ietf-te |
e +
N
|
| Augments
I
SR R R +
OIN | ietf-otn-tunnel |
o e e e e oo - +

Figure 1: Rel ationship between OTN and TE tunnel nodels

It is also worth noting that the OIN tunnel provisioning is usually
based on the OIN topol ogy. Therefore the OIN tunnel nodel is usually
used together with OIN t opol ogy nodel specified in
[I-D.ietf-ccanp-otn-topo-yang]. The OIN tunnel nodel also inports a
few type nodules, including ietf-layerl-types, ietf-te-types and
ietf-inet-types. The OIN-specific attributes in [RFC7139], including
the Tributary Slot (TS) and Tributary Port Nunber (TPN), can be used
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to represent the bandwi dth and | abel infornmation. These attributes
have been specified in [I-D.ietf-ccanp-layerl-types] and used in this
docunent for augnmentation of the generic TE tunnel nodel.

More scenari os and nodel applications can be found in
[I-D.ietf-ccanp-transport-nbi-app-statenent] and
[I-D.ietf-teas-actn-yang].

2.2. Bandw dth Augnentati on

The nodel augnents all the occurrences of the te-bandw dth container
with the OIN technol ogy specific attributes using the otn-Iink-
bandwi dt h and ot n- pat h- bandwi dt h gr oupi ngs defined in
[I-D.ietf-ccanp-I|ayerl-types].

2.3. Label Augnentation

The nodel augnments all the occurrences of the label-restriction |ist
with OTN technol ogy specific attributes using the otn-Iabel -range-
info grouping defined in [I-D.ietf-ccanp-I|ayerl-types].

Mor eover, the nodel augnents all the occurrences of the te-I|abel
container with the OTN technol ogy specific attributes using the otn-
| abel -start-end, otn-1abel-hop and otn-I|abel -step groupi ngs defined
in [I-D.ietf-ccanp-layerl-types].

3. OIN Tunnel YANG Tree
modul e: ietf-otn-tunnel

augrment /te:te/te:global s/te: named- pat h-constraints
[t e: naned- pat h-constrai nt/te:te-bandw dth/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dt h
+--rw odu-type? i dentityref
+--rw (odufl ex-type)?
+--:(generic)

| +--rwnominal-bit-rate uni on
+--:(chr)

| +--rwclient-type identityref
+--: (gf p- n-k)

|  +--rwgfp-n uint8

|  +--rw gf p-k? of p-k
+--:(flexe-client)

| +--rw flexe-client flexe-client-rate
+--:(fl exe-aware)

| +--rw flexe-aware-n uintl6

+--: (packet)
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+--rw opuf | ex- payl oad-rate uni on
augrment /te:te/te:tunnels/te:tunnel/te:te-bandw dth/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dth
+--rw odu-type? i dentityref

+--rw (odufl ex-type)?
+--:(generic)

| +--rwnominal-bit-rate uni on
+--:(chr)
| +--rwclient-type identityref
+--: (gf p- n-k)
|  +--rwgfp-n uint8
|  +--rw gf p-k? of p-k
+--:(flexe-client)
| +--rw flexe-client flexe-client-rate
+--:(fl exe-aware)
| +--rw flexe-aware-n uintl6
+--: (packet)

+--rw opuf | ex- payl oad-rate uni on

augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
[te:primary-path/te:te-bandw dth/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dt h
+--rw odu-type? i dentityref
+--rw (odufl ex-type)?
+--:(generic)

| +--rwnomnal-bit-rate uni on
+--:(chr)
| +--rwclient-type i dentityref
+--: (gf p- n-k)
|  +--rwgfp-n uint8
|  +--rw gf p-k? of p-k
+--:(flexe-client)
| +--rw flexe-client flexe-client-rate
+--:(fl exe-aware)
| +--rw flexe-aware-n ui nt 16
+--: (packet)

+--rw opuf | ex- payl oad-rate uni on

augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te: conput ed- pat hs-properties
[t e: conput ed- pat h- properties/te: path-properties
/te:te-bandw dt h/te:technol ogy:

+--:(otn)
+--ro0 otn-bandwi dth
+--ro odu-type? identityref

+--ro (oduflex-type)?
+--:(generic)
| +--ro nomnal-bit-rate uni on
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+--:(cbr)
| +--ro client-type
+--1(gf p-n-k)
| +--ro gfp-n
| +--ro gfp-k?

+--:(flexe-client)

| +--ro flexe-client
+--:(fl exe-aware)

| +--ro flexe-aware-n
+--: (packet)

+--ro opufl ex-payl oad-rate

Model

Decenber 2025

i dentityref

ui nt 8
gf p-k

flexe-client-rate
ui nt 16

uni on

augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
[te:primary-path/te: primry-reverse-path/te:te-bandw dth

/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dt h
+--rw odu-type?
+--rw (odufl ex-type)?
+--:(generic)

| +--rwnominal-bit-rate

+--:(chr)

| +--rwclient-type
+--:(gf p-n-k)

|  +--rwgfp-n

|  +--rw gf p-k?

+--:(flexe-client)

| +--rw flexe-client
+--:(fl exe-aware)

| +--rw flexe-aware-n
+--: (packet)

+--rw opuf | ex- payl oad-rate

i dentityref

uni on
identityref

uint8
gf p-k

flexe-client-rate
ui nt 16

uni on

augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
/[te:primary-path/te:primary-reverse-path

[t e: conput ed- pat hs- properti es/te: conput ed- pat h- properties
/te:path-properties/te:te-bandw dth/te:technol ogy:

Zheng,

+--:(otn)
+--ro otn-bandwi dth
+--ro odu-type?
+--ro (oduflex-type)?
+--:(generic)

| +--ro nomnal-bit-rate

+--:(chr)

| +--ro client-type
+--:(of p- n-k)

| +--ro gfp-n

| +--ro of p-k?

+--:(flexe-client)
| +--ro flexe-client

et al.
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i dentityref

uni on
i dentityref

uint8
gf p-k

flexe-client-rate
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+--:(fl exe-aware)

| +--ro flexe-aware-n uint16
+--: (packet)
+--ro opufl ex-payl oad-rate uni on

augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te:secondary-path/te:te-bandw dth/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dt h
+--rw odu-type? identityref
+--rw (odufl ex-type)?
+--:(generic)

| +--rwnomnal-bit-rate uni on
+--:(cbr)
| +--rwclient-type i dentityref
+--:(9f p- n-k)
|  +--rwgfp-n uint8
|  +--rw gf p-k? of p-k
+--:(flexe-client)
| +--rw flexe-client flexe-client-rate
+--:(fl exe-aware)
| +--rw flexe-aware-n uint 16
+--: (packet)

+--rw opuf | ex- payl oad-rate uni on

augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
/te: secondary- pat h/t e: conput ed- pat hs- properties
[t e: conput ed- pat h- properties/te: path-properties
/te:te-bandwi dt h/te:technol ogy:

+--:(otn)
+--ro otn-bandwi dth
+--r0 odu-type? i dentityref

+--ro (odufl ex-type)?
+--:(generic)

| +--ro nomnal-bit-rate uni on
+--:(chr)
| +--ro client-type i dentityref
+--: (gf p- n-k)
| +--ro gfp-n uint8
| +--ro gfp-k? of p-k
+--:(flexe-client)
| +--ro flexe-client flexe-client-rate
+--:(fl exe-aware)
| +--ro flexe-aware-n uintl6
+--: (packet)

+--ro opufl ex-payl oad-rate uni on

augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te:te-bandw dth/te:technol ogy:
+--:(otn)
+--rw ot n- bandwi dt h
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+--rw odu-type?
+--rw (odufl ex-type)?
+--:(generic)

+--rw nomnal -bit-rate

+--:(chr)

+--rw client-type

+--:(of p- n-k)

+--rw gfp-n
+--rw gf p-k?

+--:(flexe-client)

+--rw fl exe-client

+--:(fl exe-aware)

+- -

+--rw fl exe-awar e-n
(packet)
+--rw opuf | ex- payl oad-rate

Decenber 2025

i dentityref

uni on
i dentityref

ui nt 8
gf p-k

flexe-client-rate
ui nt 16

uni on

augnent /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: conput ed- pat hs- properties
/te: conput ed- pat h- properties/te: path-properties

/te:te-bandw dt h/te: technol ogy:

+--:(otn)

+--ro0 otn-bandw dth

+--ro odu-type?
+--ro (oduflex-type)?

+--:(generic)

+--ro nomnal -bit-rate

+--:(cbr)

+--ro client-type

+- -1 (gf p-n-k)

+--ro gfp-n
+--ro gf p-k?

+--:(flexe-client)

+--ro flexe-client

+--:(fl exe-aware)

+--ro fl exe-aware-n

+--: (packet)

+--ro opufl ex-payl oad-rate

identityref

uni on
identityref

ui nt 8
gf p-k

flexe-client-rate
ui nt 16

uni on

augrment /te:te/te:global s/te: named- pat h-constraints
/ t e: naned- pat h-constrai nt/te: pat h-i n- segnent
/te:label-restrictions/te:label-restriction
+--rw ot n-| abel -range

+--rw range-type?
+--rw tsg?

+--rw odu-type-list*
+--rwopriority?

i dentityref
i dentityref
uint8

ot n-| abel -range-type

augnment /te:te/te:global s/te: named- pat h-constraints
/ t e: naned- pat h-constrai nt/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction
+--rw ot n-| abel -range

Zheng, et al.
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+--rw range-type?
+--rw tsg?

+--rw odu-type-list*
+--rwopriority?

OTN Tunnel

Model

ot n-I abel -range-type
i dentityref
identityref

uint8

augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te: path-in-segnent/te:label-restrictions
/[te:label -restriction:

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n- | abel -range-type
identityref

i dentityref

uint8

augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te: path-out-segnent
/te:label-restrictions/te:label-restriction:

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n-| abel -range-type
i dentityref

i dentityref

uint8

augnent /te:te/te:tunnels/te:tunnel/te: primry-paths
[te:primary-path/te: primary-reverse-path
/te:path-in-segnent/te:label-restrictions
/te:label-restriction:

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n- I abel -range-type
identityref
identityref

ui nt8

augnment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te:primry-reverse-path
/te:path-out-segnent/te:label-restrictions
/te: | abel -restriction:

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n- | abel -range-type
i dentityref

i dentityref

uint8

augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
/te: secondary-pat h/te: pat h-i n-segnent
/te:label-restrictions/te:label-restriction:
+--rw ot n-| abel -range

+--rw range-type?
+--rw tsg?

+--rw odu-type-list*
+--rwopriority?

ot n-I abel -range-type
i dentityref
identityref

uint8

augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te: secondary- pat h/te: pat h- out - segnent
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/te:label -restrictions/te: | abel-restriction

+--rw ot n-I| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n- | abel -range-type
identityref

i dentityref

uint8

augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: path-in-segnent
/te:label-restrictions/te:label-restriction

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n- | abel -range-type
i dentityref

i dentityref

uint8

augnment /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: pat h-out - segnent
/te:label-restrictions/te:label-restriction

+--rw ot n-| abel -range
+--rw range-type?
+--rw tsg?
+--rw odu-type-list*
+--rwopriority?

ot n-I abel -range-type
i dentityref
identityref

uint8

augnent /te:te/te:global s/te: naned- pat h-constraints
/te: naned- pat h-constraint/te: explicit-route-objects
/te:route-object-exclude-al ways/te:type/te:l abe
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw otn-1| abe
+--rw tpn?
+--rw tsg?
+--rwts-list?

otn-tpn
i dentityref
string

augrment /te:te/te:global s/te: named- pat h-constraints
/te: naned- pat h-constraint/te: explicit-route-objects
/te:route-object-include-exclude/te:type/te:|abe
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw otn-1| abe
+--rw tpn?
+--rw tsg?
+--rwts-list?

otn-tpn
identityref
string

augnent /te:te/te:global s/te: naned- pat h-constraints
/ t e: named- pat h- constrai nt/te: pat h-i n- segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-| abe
+--rw tpn?
+--rw ts?

Zheng, et al.
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augrment /te:te/te:global s/te: named-path-constraints
/ t e: naned- pat h-constrai nt/te: pat h-i n- segnent
/te:label-restrictions/te:|abel-restriction/te:| abel -end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw ot n-| abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:global s/te: named- pat h-constraints
[t e: naned- pat h-constrai nt/te: pat h-i n- segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:global s/te: naned- pat h-constraints
/ t e: naned- pat h-const rai nt/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augrment /te:te/te:global s/te: named- pat h-constraints
/ t e: naned- pat h- const rai nt/te: pat h- out - segnent
/te:label-restrictions/te:|label-restriction/te:| abel -end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw ot n-| abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:global s/te: named- pat h-constraints
/ t e: naned- pat h-const rai nt/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te:optimzations/te:algorithnite:netric
/[te:optimzation-metric/te:explicit-route-exclude-objects
/te:route-object-exclude-object/te:type/te:l abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1 abel
+--rw tpn? otn-tpn
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+--rw tsg? i dentityref
+--rwts-list? string
augnent /te:te/te:tunnels/te:tunnel/te: primry-paths
/[te:primary-path/te:optim zations/te:algorithnite:netric
/te:optimzation-nmetric/te:explicit-route-include-objects
/te:route-object-include-object/te:type/te:l abel
/te:label -hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te:explicit-route-objects
/te:route-object-exclude-al ways/te:type/te:l abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwits-list? string
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
/[te:primary-path/te:explicit-route-objects
/te:route-object-include-exclude/te:type/te:| abel
/te:label -hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/[te:primary-path/te:path-in-segnment/te:label-restrictions
/te:label-restriction/te:label-start/te:te-Iabel
/te:technol ogy:
+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
/[te:primary-path/te: path-in-segnent/te:label-restrictions
/te:label-restriction/te: | abel-end/te:te-| abel
/te:technol ogy:
+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te: path-in-segnent/te:label-restrictions
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/te:label-restriction/te:label-step/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te: pat h-out - segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
/te:primary-path/te: path-out-segnent
/te:label-restrictions/te:label-restriction/te:|abel-end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te: path-out-segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
[te:primary-path/te: conput ed-pat hs-properties
[t e: conput ed- pat h- properties/te: pat h-properties
/te: pat h-rout e-objects/te: pat h-route-object/te:type
/te:label/te:label -hop/te:te-label/te:technol ogy:

+--:(otn)
+--ro otn-1| abe
+--ro tpn? otn-tpn
+--ro tsg? i dentityref

+--ro ts-list? string
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
[te:primary-path/te: primary-reverse-path/te: optim zations
/[te:algorithmte:metric/te:optimzation-netric
/te:explicit-route-exclude-objects
/te:route-object-exclude-object/te:type/te:l abe
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1 abe
+--rw tpn? otn-tpn
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+--rw tsg? i dentityref
+--rwts-list? string
augnent /te:te/te:tunnels/te:tunnel/te: primry-paths

[te:primary-path/te: primary-reverse-path/te: optim zations
/te:algorithnmte:metric/te:optimzation-netric
/te:explicit-route-include-objects
/te:route-object-include-object/te:type/te:l abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-| abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwits-list? string
augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
[te:primary-path/te:primary-reverse-path
/te:explicit-route-objects/te:route-object-exclude-al ways
/te:typel/te:label/te: | abel -hop/te:te-Ilabel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? identityref

+--rwts-list? string
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
/te:primary-path/te:primry-reverse-path
/te:explicit-route-objects
/te:route-object-include-exclude/te:type/te:| abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
[te:primary-path/te: primary-reverse-path
/te:path-in-segnent/te:label-restrictions
/te:label-restriction/te:label-start/te:te-1| abel
/te:technol ogy:
+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te:primry-reverse-path
/te:path-in-segnment/te:label-restrictions
/te:label-restriction/te:| abel -end/te:te-Iabel
/te:technol ogy:
+--:(otn)
+--rw ot n-1| abel
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+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te: primry-paths
[te:primary-path/te: primary-reverse-path
/te:path-in-segnent/te:label-restrictions
/te:label-restriction/te:label-step/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
/te:primary-path/te:primry-reverse-path
/te:path-out-segnent/te:label-restrictions
/te:label-restriction/te:label-start/te:te-I|abe
/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te: primry-paths
/[te:primary-path/te:primary-reverse-path
/te: path-out-segnent/te:label-restrictions
/te:label-restriction/te:label-end/te:te-Iabe
/te:technol ogy:
+--:(otn)
+--rw ot n-| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnels/te:tunnel/te:primry-paths
/te:primary-path/te:primry-reverse-path
/te:path-out-segnent/te:label-restrictions
/te:label-restriction/te:|abel -step/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augment /te:te/te:tunnels/te:tunnel/te:prinmary-paths
/te:primary-path/te:primary-reverse-path

2025

[t e: conput ed- pat hs- properti es/te: conput ed- pat h- properties

[te:path-properties/te: path-route-objects

/te:path-route-object/te:type/te:label/te: | abel-hop

/te:te-1abel/te:technol ogy:

+--:(otn)
+--ro otn-I|abe
+--ro tpn? otn-tpn
+--ro0 tsg? identityref

+--ro ts-list? string
augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
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/te:secondary-path/te:optimzations/te:algorithm
/te:metric/te:optimzation-netric
/te:explicit-route-exclude-objects
/te:route-object-exclude-object/te:type/te:l abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? identityref

+--rwts-list? string
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te:secondary-path/te:optimzations/te:algorithm
/te:metric/te:optimzation-netric
/te:explicit-route-include-objects
/te:route-object-include-object/te:type/te:l abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwits-list? string
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te:secondary-path/te:explicit-route-objects
/te:route-object-exclude-al ways/te:type/te:l abel
/te:label -hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augnment /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te:secondary-path/te:explicit-route-objects
/te:route-object-include-exclude/te:typel/te:| abel
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw ot n-1| abel
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwits-list? string
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te: secondary-path/te: pat h-in-segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw ot n-1I abel
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
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/te:secondary- path/te: pat h-in-segnent
/te:label-restrictions/te:|abel-restriction/te:| abel -end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
/te: secondary-path/te: path-in-segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
/te: secondary- pat h/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw ot n-| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
/te: secondary- pat h/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction/te:| abel -end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-paths
/te: secondary- pat h/te: pat h- out - segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-paths
[t e: secondary- pat h/ t e: conput ed- pat hs- properties
[t e: conput ed- pat h- properties/te: pat h-properties
/te: pat h-rout e-objects/te: pat h-route-object/te:type
/te:label/te:label -hop/te:te-label/te:technol ogy:

+--:(otn)
+--ro otn-| abe
+--ro tpn? otn-tpn
+--ro tsg? i dentityref
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+--ro ts-list? string
augrment /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te:optimzations/te:al gorithm
[te:metric/te:optimzation-netric
/te:explicit-route-exclude-objects
/te:route-object-exclude-object/te:type/te:l abe
/te:label -hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-| abe
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te:optim zations/te:al gorithm
[te:metric/te:optimzation-netric
/te:explicit-route-include-objects
/te:route-object-include-object/te:type/te:l abe
/te:label-hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-| abe
+--rw tpn? otn-tpn
+--rw tsg? identityref

+--rwts-list? string
augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te:explicit-route-objects
/te:route-object-exclude-al ways/te:type/te:l abe
/te:label -hop/te:te-1abel/te:technol ogy:

+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw tsg? i dentityref

+--rwts-list? string
augnment /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te:explicit-route-objects
/te:route-object-include-exclude/te:type/te:|abe
/te:label-hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--rw ot n-| abe
+--rw tpn? otn-tpn
+--rw tsg? identityref

+--rwts-list? string
augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: path-in-segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
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+--rw ts? otn-ts
augrment /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: path-in-segnent
/te:label-restrictions/te:label-restriction/te:|abel-end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: path-in-segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: path-out-segnent
/te:label-restrictions/te:label-restriction
/te:label-start/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augrment /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: pat h-out - segnent
/te:label-restrictions/te:label-restriction/te:|abel-end
/te:te-1abel/te:technol ogy:
+--:(otn)
+--rw otn-1| abe
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnent /te:te/te:tunnel s/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: pat h-out - segnent
/te:label-restrictions/te:label-restriction/te: | abel-step
/te:technol ogy:
+--:(otn)
+--rw ot n-| abel -step
+--rw tpn? otn-tpn
+--rw ts? otn-ts
augnment /te:te/te:tunnels/te:tunnel/te:secondary-reverse-paths
/te:secondary-reverse-path/te: conput ed- pat hs- properties
/te: conput ed- pat h- properti es/te: pat h-properties
/te: pat h-rout e-objects/te: pat h-route-object/te:type
/te:label/te:label -hop/te:te-label/te:technol ogy:
+--:(otn)
+--ro otn-1| abe
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+--ro tpn? otn-tpn
+--ro tsg? i dentityref
+--ro ts-list? string
augnent /te:te/te:lsps/te:lsp/te:lsp-actual-route-informtion
/te:lsp-actual -route-information/te:type/te: | abe
/te:label-hop/te:te-|abel/te:technol ogy:

+--:(otn)
+--ro otn-I|abe
+--ro tpn? otn-tpn
+--ro0 tsg? identityref

+--ro ts-list? string
Fi gure 2
4. OIN Tunnel YANG Code

<CODE BEG NS> file "ietf-otn-tunnel @024-03-21. yang"
nmodul e ietf-otn-tunnel {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-otn-tunnel"”;
prefix "otn-tnl";

inmport ietf-te {
prefix "te";
ref erence
"RFC zz77: A YANG Data Mddel for Traffic Engi neering Tunnel s
and Interfaces.";
}
/* Note: The RFC Editor will replace ZZZZ with the nunber assigned
to the RFC once draft-ietf-teas-yang-te beconmes an RFC. */

inmport ietf-layerl-types {
prefix "l 1-types”;
ref erence
"RFC YYYY: Common YANG Data Types for Layer 1 Networks.";

}
/* Note: The RFC Editor will replace YYYY with the nunber assigned
to the RFC once draft-ietf-ccanp-1ayerl-types becones an RFC. */

organi zati on
"I ETF CCAMP Wor ki ng Group";

cont act
"W Web: <http://tools.ietf.org/ wy/ ccanmp/>
WG List: <mailto:ccanp@etf.org>

Edi t or: Haom an Zheng
<mai | t 0: zhenghaoni an@uawei . con®

Zheng, et al. Expires 4 June 2026 [ Page 21]



Internet-Draft OTN Tunnel Mbdel Decenber 2025

Edi t or: Ital o Bus
<mai | to:ital o. busi @uawei . conr

Edi tor: Sergi o Belotti
<muai | t 0: sergi o. bel otti @oki a. conr

Edi t or: Vi ctor Lopez
<mai | to: victor.| opez@oki a. conr

Edi t or: Yunbin Xu
<mai | t 0: xuyunbi n@ai ct. ac.cn>";

description
"This nodul e defines a nodel for OIN Tunnel Services.

The nodel fully conforns to the Network Managenent
Dat astore Architecture (NVDA)

Copyright (c) 2024 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision "2024-03-21" {

description
"Initial version";

ref erence
"RFC XXXX: A YANG Data Model for Optical Transport Network
(OTN) Tunnels and Label Switched Paths";

/1l RFC Ed.: replace XXXX with actual RFC number, update date

/1 information and renove this note

}

/*
* Data nodes
*/

/*

* Augnent TE bandwi dth
*/
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augrment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te:named- pat h-constraint/"
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnent TE bandwi dth of the nanmed path constraint.";
case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnent TE bandwi dth of the tunnel.";
case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primary-path/"
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnment TE bandwi dth of the primary path.";
case otn {
uses | 1-types: ot n- pat h- bandw dt h;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primry-paths/te: primary-path/"
+ "te:comput ed- pat hs-properties/"
+ "te:comput ed- pat h-properties/te: path-properties/"”
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnent TE bandwi dth of primary path’s conputed path
properties.";
case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primary-path/"
+ "te:primry-reverse-path/”
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnment TE bandwi dth of the primary reverse path.";
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case otn {
uses | 1-types: ot n- pat h- bandw dt h;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:primry-paths/te:primary-path/"

+ "te:primry-reverse-path/"

+ "te:comput ed- pat hs-properties/"

+ "te:conputed-path-properties/te: path-properties/"
+ "te:te-bandw dth/te:technol ogy" {

description
"Augnent TE bandwi dth of the primary reverse path’s conputed
pat h properties.";
case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-pat hs/te: secondary- pat h/
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnment TE bandwi dth of the secondary path.";
case otn {
uses | 1-types: ot n- pat h- bandw dt h;

}

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:comput ed- pat hs-properties/"
+ "te:comput ed- pat h-properties/te: path-properties/"”
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnent TE bandwi dth of the secondary path’s conputed path
properties.";
case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/”
+ "te:secondary-reverse-path/"
+ "te:te-bandw dth/te:technol ogy" {
description
"Augnent TE bandwi dth of the secondary reverse path.";
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case otn {
uses | 1-types: ot n- pat h- bandw dt h;
}

}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:secondary-reverse-paths/"

+ "te:secondary-reverse-path/"

+ "te:comput ed- pat hs-properties/"

+ "te:conputed-path-properties/te: path-properties/"
+ "te:te-bandw dth/te:technol ogy" {

description

2025

"Augnent TE bandwi dth of the secondary reverse path’s conputed

pat h properties.";

case otn {
uses | 1-types: ot n- pat h- bandwi dt h
}
}
/*
* Augnent TE | abel range information
*/

augnment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te:named- pat h-constraint/te: path-in-segrment/"
+ "te:label-restrictions/te:label-restriction" {
description
"Augnent TE | abel range information for the ingress segnent
of the naned path constraint.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: naned- pat h-constraint/te: pat h-out -segnent/"
+ "te:l abel-restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the egress segnent
of the naned path constraint.”;
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primary-path/"
+ "te:path-in-segnent/te: | abel -restrictions/™
+ "te:label-restriction" {
description
"Augnment TE | abel range information for the ingress segnent
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of the primay path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primry-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the egress segnent
of the primay path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primry-path/"
+ "te:primry-reverse-path/"
+ "te:path-in-segnent/te:label -restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the ingress segnent
of the primay reverse path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primary-path/"
+ "te:primry-reverse-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the egress segnent
of the primay reverse path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-in-segnent/te: | abel -restrictions/™
+ "te:label-restriction" {
description
"Augnment TE | abel range information for the ingress segnent
of the secondary path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
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+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the egress segnent
of the secondary path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-in-segnent/te: |l abel -restrictions/"
+ "te:label-restriction" {
description
"Augnent TE | abel range information for the ingress segnent
of the secondary reverse path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-out-segnment/te:label-restrictions/"
+ "te:label-restriction" {
description
"Augnment TE | abel range information for the egress segnent
of the secondary reverse path.";
uses | 1-types: ot n-1 abel -range-i nf o;

}

/*
* Augnent TE | abel
*/

augnment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: naned- pat h-constraint/"
+ "te:explicit-route-objects/"
+ "te:route-object-exclude-always/te:type/te:label/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects al ways
excluded by the path conputation with the named path
constraint.";
case otn {
uses | 1-types: ot n-1 abel - hop;
}
}

augnent "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "t e: nanmed- pat h-constraint/"
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+ "te:explicit-route-objects/"
+ "te:route-object-include-exclude/te:type/te:|abel/"
+ "te:label-hop/te:te-label/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects included
or excluded by the path conputation with the named path
constraint.";
case otn {
uses | 1-types: ot n-1 abel - hop;

augrment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te:named- pat h-constraint/te: path-in-segnment/"
+ "te:label-restrictions/”
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the ingress segnent
of the naned path constraint.";
case otn {
uses | 1-types:otn-I|abel -start-end;
}
}

augrment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: named- pat h-constraint/te: path-in-segnment/"
+ "te:label-restrictions/"
+ "te:label -restriction/te: | abel -end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the ingress segnent
of the naned path constraint.”;
case otn {
uses | 1-types: otn-I|abel -start-end;
}
}

augnment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: naned- pat h-constraint/te: path-in-segnent/"
+ "te:label-restrictions/te:label-restriction/"
+ "te:label -step/te:technol ogy" {
description
"Augnent TE | abel range step for the ingress segnent
of the naned path constraint.”;
case otn {
uses | 1-types: ot n-| abel - st ep;

}
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}

augnment "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "t e: naned- pat h-constraint/te: pat h-out -segnent/"
+ "te:label-restrictions/"
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the egress segnent
of the naned path constraint.";
case otn {
uses | 1-types: otn-I|abel -start-end;

augnent "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: nanmed- pat h-constraint/te: pat h-out -segnent/"
+ "te:label-restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the egress segnent
of the naned path constraint.";
case otn {
uses | 1-types:otn-I|abel -start-end;

}
}

augnent "/te:tel/te: gl obal s/te: naned-pat h-constraints/"
+ "te: named- pat h-constraint/te: pat h-out -segnent/"
+ "te:label-restrictions/te:label-restriction/"
+ "te:label -step/te:technol ogy" {
description
"Augnent TE | abel range step for the egress segnent
of the naned path constraint.";
case otn {
uses | 1-types: ot n-1 abel - st ep;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primry-path/"
"te:optimzations/te:algorithmte:nmetric/"
"te:optimzation-netric/te:explicit-route-exclude-objects/”
"te:route-object-exclude-object/te:type/te:label /"

+ "te:label-hop/te:te-label/te:technol ogy" {
description

"Augnment TE | abel hop for the optim zation of the explicit

+ + + +
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route objects excluded by the path conputation of the primary
path.";

case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primary-path/"
"te:optimzations/te:algorithmte:netric/"
"te:optimzation-netric/te:explicit-route-include-objects/"
"te:route-object-include-object/te:type/te:label/"
"te:label -hop/te:te-label/te:technol ogy" {
description
"Augnent TE | abel hop for the optimzation of the explicit
route objects included by the path conputation of the primary
path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}

+ + + +

+

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primry-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-exclude-always/te:type/te:label/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects always
excl uded by the path conputation of the primary path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primry-paths/te: primary-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-include-exclude/te:type/te:|abel/"
+ "te:label-hop/te:te-label/te:technol ogy" {
description
"Augnment TE | abel hop for the explicit route objects included
or excluded by the path conmputation of the primary path.";
case otn {
uses | 1-types: ot n-1 abel - hop;
}
}
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augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primry-paths/te:primary-path/"
+ "te:path-in-segnent/te: | abel -restrictions/™
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the ingress segnent
of the primay path.";
case otn {
uses | 1-types:otn-I|abel -start-end;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primary-path/"
+ "te:path-in-segnent/te: |l abel -restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the ingress segnent
of the primay path.";
case otn {
uses | 1-types:otn-I|abel -start-end;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primry-path/"
+ "te:path-in-segnent/te: |l abel -restrictions/"
+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range step for the ingress segnent
of the primay path.";
case otn {
uses | 1-types: ot n-| abel - st ep;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primry-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the egress segnent
of the primay path.";
case otn {
uses | 1-types:otn-I|abel -start-end;
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}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primry-paths/te: primry-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the egress segnent
of the primay path.";
case otn {
uses | 1-types:otn-I|abel -start-end;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te:primry-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range end for the egress segnent
of the primay path.";
case otn {
uses | 1-types: ot n-1 abel - st ep;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:primary-paths/te:primry-path/"

+ "te:conput ed- pat hs-properties/"

+ "te:comput ed- pat h-properties/te: path-properties/"
+ "te:path-route-objects/te: path-route-object/”

+ "te:typel/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnent TE | abel hop for the route object of the conputed
primary path.";
case otn {
uses | 1-types: ot n-1 abel - hop;
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primary-path/*"
+ "te:primry-reverse-path/"
+ "te:optimzations/te:algorithmte: netric/"
+

2025

"te:optimzation-netric/te: explicit-route-exclude-objects/"
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+ "te:route-object-exclude-object/te:type/te:label/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the optimzation of the explicit
route objects excluded by the path conputation of the primary
reverse path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primry-path/"
"te:primary-reverse-path/"
"te:optimzations/te:algorithmte:nmetric/"
"te:optimzation-netric/te:explicit-route-include-objects/”
"te:route-object-include-object/te:type/te:label/"
"te:label -hop/te:te-label/te:technol ogy" {
description
"Augnent TE | abel hop for the optimzation of the explicit
route objects included by the path conputation of the primary
reverse path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}

+ + + + +

+

}

augnent "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primry-path/"
"te:primary-reverse-path/"
"te:explicit-route-objects/”
"t e:rout e-obj ect - excl ude- al ways/"
"te:typel/te:label /"
"te:label -hop/te:te-label/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects always
excl uded by the path computation of the prinmary reverse
pat h.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}

++ + + +

=+

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primary-path/*"
+ "te:primry-reverse-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-include-exclude/"
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+ "te:type/te:label /"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects included
or excluded by the path conputation of the primary reverse
path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:primry-paths/te:primary-path/"

+ "te:primry-reverse-path/"

+ "te:path-in-segnent/te: | abel -restrictions/™
+ "te:label-restriction/te:label-start/"

+ "te:te-label/te:technol ogy" {

description
"Augnent TE | abel range start for the ingress segnent
of the primay reverse path.";

case otn {
uses | 1-types:otn-I|abel -start-end;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primary-path/"
"te:primary-reverse-path/"
"te:path-in-segnent/te:label-restrictions/"
"te:label-restriction/te: | abel -end/"
"te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the ingress segnent
of the primay reverse path.";
case otn {
uses | 1-types:otn-I|abel -start-end;

}

+ + + +

+

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primry-path/"
+ "te:primry-reverse-path/"
+ "te:path-in-segnent/te:label -restrictions/"
+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range step for the ingress segnent
of the primay reverse path.";
case otn {
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uses | 1-types: ot n-1 abel - st ep;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
"te:primary-paths/te: primry-path/"
"te:primary-reverse-path/"
"te:path-out-segnment/te: | abel -restrictions/"
"te:label -restriction/te: | abel -start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the egress segnent
of the primay reverse path.";
case otn {
uses | 1-types: otn-I|abel -start-end;
}
}

augnment "/te:te/te:tunnels/te:tunnel/"

+ + + +

+ "te:primary-paths/te: primary-path/"

+ "te:primry-reverse-path/”

+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-end/"

+ "te:te-label/te:technol ogy" {

description
"Augnent TE | abel range end for the egress segnent
of the primay reverse path.";
case otn {
uses | 1-types: otn-I|abel -start-end;
}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:primary-paths/te: primry-path/"
+ "te:primry-reverse-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel -step/te:technol ogy" {
description
"Augnent TE | abel range step for the egress segnent
of the primay reverse path.";
case otn {
uses | 1-types: ot n-| abel - st ep;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:primry-paths/te: primry-path/"
+ "te:primry-reverse-path/"
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"t e: conput ed- pat hs- properties/te: conput ed- pat h- properties/"”
"te:path-properties/te: path-route-objects/”
"te:path-route-object/te:type/te:label/"
+ "te:label-hop/te:te-1label/te:technol ogy" {

description

"Augnent TE | abel hop for the route object of the conputed

primary reverse path.";
case otn {

uses | 1-types: ot n-1 abel - hop;

}

+ + +

}

augnment "/te:te/te:tunnels/te:tunnel/"

+ "te:secondary-paths/te: secondary-path/"

+ "te:optimzations/te:algorithmte:nmetric/"

+ "te:optimzation-netric/te:explicit-route-exclude-objects/"
+ "te:route-object-exclude-object/te:type/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnent TE | abel hop for the optimzation of the explicit
route objects excluded by the path computation of the
secondary path.";

case otn {
uses | 1-types: ot n-1 abel - hop;

}

}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:secondary-paths/te: secondary-path/"

+ "te:optinizations/te:algorithmte: netric/"

+ "te:optinization-nmetric/te:explicit-route-include-objects/"
+ "te:route-object-include-object/te:type/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnent TE | abel hop for the optimzation of the explicit
route objects included by the path conputation of the
secondary path.";

case otn {
uses | 1-types: ot n-1 abel - hop;

}

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-exclude-always/te:type/te:label/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
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"Augnent TE | abel hop for the explicit route objects always

excl uded by the path computation of the secondary path.";
case otn {

uses | 1-types: ot n-1 abel - hop;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-include-exclude/te:typel/te:|abel/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects included
or excluded by the path conputation of the secondary path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-in-segnent/te: |l abel -restrictions/"
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the ingress segnent
of the secondary path.";
case otn {
uses | 1-types:otn-I|abel -start-end;

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-in-segnent/te:label -restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the ingress segnent
of the secondary path.";
case otn {
uses | 1-types:otn-I|abel -start-end;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-in-segnent/te:label -restrictions/"
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+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range step for the ingress segnent
of the secondary path.";
case otn {
uses | 1-types: ot n-| abel - st ep;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: |l abel-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the egress segnent
of the secondary path.";
case otn {
uses | 1-types:otn-I|abel -start-end;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the egress segnent
of the secondary path.";
case otn {
uses | 1-types: otn-I|abel -start-end;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-paths/te: secondary-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range step for the egress segnent
of the secondary path.";
case otn {
uses | 1-types: ot n-1 abel - step;
}
}

augnent "/te:te/te:tunnels/te:tunnel/"
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+ "te:secondary-paths/te: secondary-path/"

+ "te:comput ed- pat hs-properties/"

+ "te: comput ed- pat h- properties/™

+ "te:path-properties/te: path-route-objects/"
+ "te:path-route-object/te:type/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnent TE | abel hop for the route object of the conputed
secondary path.";
case otn {
uses | 1-types: ot n-1 abel - hop;
}
}

augnment "/te:te/te:tunnels/te:tunnel/"

+ "te:secondary-reverse-paths/te: secondary-reverse-path/"

+ "te:optimzations/te:algorithmte: netric/"

+ "te:optinization-netric/te:explicit-route-exclude-objects/"
+ "te:route-object-exclude-object/te:type/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnent TE | abel hop for the optimzation of the explicit
route objects excluded by the path conputation of the
secondary reverse path.";

case otn {
uses | 1-types: ot n-1 abel - hop;

}

}

augnent "/te:te/te:tunnels/te:tunnel/"

+ "te:secondary-reverse-paths/te: secondary-reverse-path/"

+ "te:optimizations/te:algorithmte:netric/"

+ "te:optimzation-nmetric/te:explicit-route-include-objects/"
+ "te:route-object-include-object/te:type/te:label/"

+ "te:label-hop/te:te-1abel/te:technol ogy" {

description
"Augnment TE | abel hop for the optim zation of the explicit
route objects included by the path computation of the
secondary reverse path.";

case otn {
uses | 1-types: ot n-1 abel - hop;

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-exclude-always/te:type/te:label/"
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+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects al ways
excl uded by the path conputation of the secondary reverse
path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:explicit-route-objects/"
+ "te:route-object-include-exclude/te:type/te:label/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the explicit route objects included
or excluded by the path conputation of the secondary reverse
path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}
}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-in-segnent/te: | abel -restrictions/™
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the ingress segnent
of the secondary reverse path.";
case otn {
uses | 1-types:otn-I|abel -start-end;

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/”
+ "te:path-in-segnent/te:label -restrictions/"
+ "te:label-restriction/te: | abel -end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the ingress segnent
of the secondary reverse path.";
case otn {
uses | 1-types:otn-I|abel-start-end;

}
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}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-in-segnent/te:label -restrictions/"
+ "te:label-restriction/te: | abel -step/te:technol ogy" {
description
"Augnent TE | abel range step for the ingress segnent
of the secondary reverse path.";
case otn {
uses | 1-types: ot n-| abel - st ep;
}

}

augnment "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te:label-start/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range start for the egress segnent
of the secondary reverse path.";
case otn {
uses | 1-types: otn-I|abel -start-end;
}

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-end/"
+ "te:te-label/te:technol ogy" {
description
"Augnent TE | abel range end for the egress segnent
of the secondary reverse path.";
case otn {
uses | 1-types:otn-I|abel -start-end;
}

}

augnent "/te:te/te:tunnels/te:tunnel/"
+ "te:secondary-reverse-paths/te: secondary-reverse-path/"
+ "te:path-out-segnent/te:label-restrictions/"
+ "te:label-restriction/te: | abel-step/te:technol ogy" {
description
"Augnent TE | abel range step for the egress segnent
of the secondary reverse path.";
case otn {
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uses | 1-types: ot n-1 abel - st ep;

}
}

augnent "/te:te/te:tunnels/te:tunnel/"
"t e:secondary-reverse-paths/te: secondary-reverse-path/"
"t e: conput ed- pat hs-properties/"
"t e: conput ed- pat h- properties/"”
"te:path-properties/te: path-route-objects/”
"te:path-route-object/te:type/te:label/"
"te:label -hop/te:te-label/te:technol ogy" {
description
"Augnent TE | abel hop for the route object of the conputed
secondary reverse path.";
case otn {
uses | 1-types: ot n-1 abel - hop;

}

+ + + + +

+

}

augnment "/te:te/te:lsps/”
+ "te:lsp/te:lsp-actual -route-informtion/"
+ "te:lsp-actual -route-information/te:type/te:|abel/"
+ "te:label-hop/te:te-1abel/te:technol ogy" {
description
"Augnent TE | abel hop for the record route of the LSP.";
case otn {
uses | 1-types: ot n-1 abel - hop;
}
}

}
<CCDE ENDS>
Figure 3

5. | ANA Consi derati ons

I ANA is requested to register the following URI in the
subregistry within the "I ETF XM_. Regi stry" [ RFC3688]:

ns

URI: urn:ietf:parans:xm:ns:yang:ietf-otn-tunne
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XM. nanmespace

I ANA is requested to register the foll owing YANG nodul e in the "YANG

Modul e Nanmes" subregistry [ RFC6020] within the "YANG Paraneters”
registry

Zheng, et al. Expires 4 June 2026 [ Page 42]



Internet-Draft OTN Tunnel Mbdel Decenber 2025

nane: i etf-otn-tunne

nanespace: urn:ietf:params: xm:ns:yang:ietf-otn-tunne
prefix: otn-tnl

ref erence: RFC XXXX

RFC Editor Note: Please replace XXXX with the nunber assigned to
the RFC once this draft beconmes an RFC

6. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407bis].

The "ietf-te-types" and the "ietf-te-packet-types" YANG nodul es
define data nodels that are designed to be accessed via YANG based
managenment protocols, such as NETCONF [ RFC6241] and RESTCONF

[ RFC8040]. These protocols have to use a secure transport |ayer
(e.g., SSH [RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and have to
use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes can be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. Specifically, the follow ng subtrees
and data nodes have particular sensitivities/vulnerabilities:

* "ot nt:otn-bandw dt h"

This subtree specifies the configurations of OTN technol ogy-
specific information under any occurrence of the tet:te-bandw dth
container, as defined in [I-D.ietf-teas-yang-te] (e.g.,
"/te:tel/te:tunnel s/te:tunnel/te:te-

bandwi dt h/ t e: t echnol ogy/ ot nt: ot n/ ot nt: ot n-bandwi dth"). By
configuring the OTN bandwi dth attributes, an attacker may create
an unaut horized OTN traffic path. By renobving or nodifying it, a
mal i ci ous attacker may cause OIN traffic to be disabled or

m srout ed.

* "otnt:otn-I|abel-range”
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This subtree specifies the configurations of OTN technol ogy-
specific | abel range information under any occurrence of the
tet:|abel-restriction container, as defined in
[I-D.ietf-teas-yang-te] (e.g., "/te:tel/te:tunnels/te:tunnel/
te:primary-paths/te: primary-path/te: path-in-segnent/te: | abel -
restrictions/te:label-restriction/otnt:otn-Iabel-range"). By
configuring the OIN | abel range attributes, an attacker may create
an unaut horized OIN traffic path. By renoving or nodifying, a
mal i ci ous attacker may cause OIN traffic to be disabled or

m srout ed.

*  "otnt:otn-|abel”

This subtree specifies the configurations of OIN technol ogy-
specific | abel information under any occurrence of the tet:te-
| abel container, as defined in [I-D.ietf-teas-yang-te] (e.g.,
"/te:tel/te:tunnels/te:tunnel/te:prinmary-paths/te:prinmary-path/
te:explicit-route-objects/te:route-object-include-
exclude/te:type/te:label/te: |l abel -hop/te:te-

| abel /te:technol ogy/otnt:otn/otnt:otn-1abel”). By configuring,
renovi ng or nodifying the OIN | abel attributes, a malicious
attacker nmay cause OTN traffic to be disabled or m srouted.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

*  "otnt:otn-bandw dt h"

This subtree specifies the configurations of OIN technol ogy-
specific informati on under any occurrence of the tet:te-bandw dth
container, as defined in [I-D.ietf-teas-yang-te] (e.g.,
"/te:tel/te:tunnel s/te:tunnel/te:te-

bandwi dt h/ t e: t echnol ogy/ ot nt: ot n/ ot nt: ot n- bandwi dt h").

Unaut hori zed access to this data node can disclose the OIN

bandwi dth i nformati on of OTN tunnels and LSPs.

* "otnt:otn-I|abel-range"”
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This subtree specifies the configurations of OTN technol ogy-
specific | abel range information under any occurrence of the
tet:label-restriction container, as defined in
[I-D.ietf-teas-yang-te] (e.g., "/te:tel/te:tunnels/te:tunnel/
te:primary-paths/te: primary-path/te: path-in-segnent/te: | abel -
restrictions/te:label-restriction/otnt:otn-Iabel-range").
Unaut hori zed access to this data node can disclose the state
i nformati on of OIN tunnels and LSPs.

*  "otnt:otn-|abel”

This subtree specifies the configurations of OTN technol ogy-
specific label information under any occurrence of the tet:te-

| abel container, as defined in [I-D.ietf-teas-yang-te] (e.g.,
"/te:tel/te:tunnel s/te:tunnel/te:primary-paths/te:primary-path/
te:explicit-route-objects/te:route-object-include-
exclude/te:type/te:label/te:l abel -hop/te:te-

| abel /te:technol ogy/otnt:otn/otnt:otn-label"). Unauthorized
access to this data node can disclose the state information of OIN
tunnel s and LSPs.

Thi s YANG nodul e does not define RPC operations.

Thi s YANG nodul e uses groupings from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations of
[I-D.ietf-ccanp-layerl-types] for information as to which nodes may
be considered sensitive or vulnerable in network environnments.

Finally, the YANG nodul e described in this docunent augnents the
"ietf-te" YANG nodule [I-D.ietf-teas-yang-te] by addi ng data nodes.
The security considerations for the subtrees described in those RFCs
apply equally to the new data nodes that this nodul e adds.
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