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Abst r act

Thi s docunent defines two CBOR serializations: "ordinary
serialization" and "deterministic serialization." 1t also introduces
the term"general serialization" to name the full, variable set of
serialization options defined in [STD94]. Together, these three form
a conplete set of serializations that cover the majority of CBOR
serialization use cases.

These serializations are largely conpatible with those widely
i mpl emented by the CBOR community.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-cbor-serialization/.

Di scussion of this docunent takes place on the CBOR Wirking G oup
mailing list (mailto:cbhor@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/chor/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com cbor-wg/draft-ietf-cbor-serialization.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Background material on serialization and determ ni smconcepts is
provided in Appendix A. Readers nay wi sh to review this background
information first.

Thi s docunent defines new serializations rather than attenpting to
clarify those in [STD94] (that need clarification). This approach
enabl es the serialization requirenents to be expressed directly in
normative [ RFC2119] | anguage, and to be consolidated in this single
conpr ehensi ve specification. This approach provides clarity and
simplicity for inplementers and the CBOR conmunity over the |ong
term

The serializations defined herein are formally new, but |argely
i nterchangeabl e with the way the serializations desecribed in [ STD94]
are i npl enent ed.

For exanple, preferred serialization described in [STD94] is conmonly
i mpl emented wi t hout support for indefinite-lengths. Odinary
serialization is defined here is largely the sane preferred
serialization without indefinite-lengths, so it is largely

i nterchangeabl e with what is commonly inpl enented

2. Ceneral Serialization
This section assigns the nane "general serialization" to the full set
of serialization options standardi zed in Section 3 of [STD94]. This
full set was not explicitly named in [ STD94].

Ceneral serialization consists of all of these:

* Any length CBOR argunent (e.g., the integer 0 may be encoded as
0x00, 0x1800 or or 0x190000 and so on).
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* Any length floating point regardl ess of value (e.g. 0.00 can be
0xf 900, Oxfa000000000 and so on).

* Both definite or indefinite-length strings, arrays and maps are
al | owed.

* Big nunmbers can represent values that are al so representable by
major types 0 and 1 (e.g., O can be encoded as a bi g nunber, as
0xc34100).

A decoder that supports general serialization is able to decode all
of these.

If a CBOR-based protocol specification does not explicitly specify
serialization, general serializationis inmplied. This nmeans that a
conpliant decoder for such a protocol is required to accept all forns
al | oned by general serialization including both definite and
indefinite lengths. For exanple, CBOR Wb Token, [RFC8392] does not
specify serialization; therefore, a full and proper CWM decoder nust
be able to handl e variabl e-1ength CBOR argnments plus indefinite-

I ength strings, arrays and maps.

In practice, however, it is widely recognized that some CWM decoders
cannot process the full range of general serialization, particularly
indefinite lengths. As a result, CM encoders typically [imt
thenselves to the subset of serializations that decoders can reliably
handl e, nobst notably by never encoding indefinite lengths. It is
simlar for other CBOR-based protocols |ike [RFCO052]. See also
Section 3.

Note also that there is no shortest-length requirenment for floating-
poi nt encoding in general serialization. Thus, |EEE 754 NaNs ( See
Appendi x D) may be encoded with a desired size, regardless of their
payl oad — a principle sonetimes stated as “touch not the NaNs.”
Finally, note also that general serialization is inherently non-
deterministic because sonme CBOR data itens can be serialized in
mul ti pl e ways.
3. Odinary Serialization
This section defines a serialization nanmed "ordinary serialization."
3.1. Encoder Requirenents
1. The shortest-formof the CBOR argument nust be used for all mjor

types. The shortest-formencoding for any argunent that is not a
floating point value is:
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0to 23 and -1 to -24 MJST be encoded in the sanme byte as the
maj or type

24 to 255 and -25 to -256 MJST be encoded only with an
additional byte (ai = 0x18).

256 to 65535 and -257 to -65536 MUST be encoded only with an
additional two bytes (ai = 0x19).

65536 to 4294967295 and -65537 to -4294967296 MJST be encoded
only with an additional four bytes (ai = Oxla).

maps or arrays are encoded, they MJUST use definite-length

encodi ng (never indefinite-length).

text or byte strings are encoded, they MJST use definite-

| ength encoding (never indefinite-length).

2. If
3. If
4. |f
*
*
5. If
*
Lundbl ade

fl oati ng-poi nt nunmbers are encoded, the foll ow ng apply:
Hal f - preci si on MUST be supported

Val ues MJUST be encoded in the shortest of double, single or

hal f - preci sion that preserves precision. For exanple, 0.0 can
al ways be reduced to half-precision so it MIST be encoded as
Oxf 90000 For anot her exanple, 0.1 would | oose precision if not
encoded as doubl e-precision so it MJST be encoded as

Oxf b3f b999999999999a. Subnormal nunbers MJST be supported in
this shortest-Iength encoding.

The only NaN that may be encoded is a hal f-precision quiet NaN
(the sign bit and all but the highest payload bit is clear),
specifically 0Oxf97e00.

Aside fromthe the requirenent allowing only the half-
precision qui et NaN, these are the sanme fl oating-point
requirenents as Section 4.1 of [STD94] and al so as

Section 4.2.1 of [STD94].

bi g nunbers (tags 2 and 3) are encoded, the follow ng apply:
Leadi ngs zeros MJUST NOT be encoded.

If a value can be encoded using major type 0 or 1, then it
MJST be encoded with major type O or 1, never as a big nunber.
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3.2. Decoder Requirenents
1. Decoders MIST accept shortest-form encoded argunents.

2. |If arrays or maps are supported, definite-length arrays or naps
MJST be accept ed.

3. If text or byte strings are supported, definite-length text or
byte strings MJST be accept ed.

4. |f floating-point nunbers are supported, the follow ng apply:
* Hal f-precision values MIST be accepted.

* Doubl e- and singl e-precision values SHOULD be accept ed;
| eaving these out is only foreseen for decoders that need to
work in exceptionally constrained environnents.

* | f doubl e-precision values are accepted, single-precision
val ues MJUST be accept ed.

5. If big nunbers (tags 2 and 3) are accepted, the foll ow ng apply:

* Big nunbers described in Section 3.4.3 of [STD94] MJUST be
accept ed.

* Leadi ng zeros SHOULD be i gnored.

* An enpty string SHOULD be accepted and treated as the val ue
zero.

3.3. When to use ordinary serialization

The purpose of ordinary serialization is to provide interoperability
wi thout requiring support for indefinite-length decoding. |If an
encoder never produces indefinite-length itens, the decoder can
safely treat themas errors. Supporting indefinite-Iength decoding,
especially for strings, introduces additional conplexity and often
necessitates dynam c nmenory allocation, so omtting it significantly
reduces the inplenentation burden

O dinary serialization also provides a size efficiency gain by
encodi ng the CBOR argunent in the shortest form |Inplenmentations
typically find encoding and decoding in this formto be
strai ght f orward.
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The easy inplenentation and broad useful ness nakes ordinary
serialization the best choice for nost CBOR protocols. To sone
degree it is a de facto standard for common CBOR protocol s.

However, it is not suitable if determnismis needed because the
order of itenms in a map is allowed to vary. See Section 4. 3.

It may al so not be suitable in some cases where special functionality
is needed like the foll ow ng:

* Streamng of of strings, arrays and nmaps in constrained
environments where the length is not known

* Non-trival NaNs need to be supported

* Hardware environnents where integers are encoded/ decoded directly
fromto hardware registers and shortest-Iength CBOR argunents
woul d be burdensone

In those cases, a special/customserialization can be defi ned.

But, for the vast majority of use cases, ordinary serialization
provides interoperaibility, small encoded size and | ow i npl enentation
costs.

3. 4. Rel ation To Preferred Serialization

Ordinary serialization is defined to be the | ong-termrepl acenent for
preferred serialization.

The differences are:
* Definite lengths are a requirenment, not a preference.
* The only NaN allowed is the hal f-precision quiet NaN

These differences are not of significance in real-world
i npl ementations, so ordinary serialization is already largely
support ed.

In Section 3 of [STD94] it states that in preferred serialization the
use of definite-length encoding is a "preference", not a requirenent.
Technically that neans preferred seriaizati on decoders nust support
indefinite legnths, but in reality many do not. Indefinite |engths,
particularly for strings, are often not supported because they are
nore conplex to inplenent than other parts of CBOR Because of this,
the inplementation of nbost CBOR protocols use only definite |engths.
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Further, much of the CBOR comunity didn't notice the use of the word
"preference” and realize its inplications for decoder

i mpl ementations. It was sonmewhat assuned that preferred
serialization didn't allow indefinite Iengths. That preferred
serialization decoders are technically required to support indefinite
| engths wasn’t noticed until many years after the publication of

[ STD94] .

Briefly stated, the reason that the divergence on NaNs is not of
consequence in the real world, is that their non-trivial forns are
used extrenely rarely and support for themin progranm ng
environments and CBOR libraries is unreliable. See Appendix D.4 for
a detail ed di scussion.

Thus ordinary serialization is largely interchangable with preferred
serialization in the real world.

4. Determ nistic Serialization

This section defines a serialization nanmed "determ nistic
serialization"

Determnistic serialization is the same as described in Section 4.2.1
of [STD94] except for the encoding of floating-point NaNs. See
Section 3 and Appendix D for details on and rationale for NaN

encodi ng.

Note that in determ nistic serialization, any big nunber that can be
represented as an integer nust be encoded as an integer. This rule
is inherited fromordinary serialization (Section 3), just as
Section 4.2.1 of [STD94] inherits this requirenent frompreferred
serialization.

4.1. Encoder Requirenents

1. Al of ordinary serialization defined in Section 3.1 MJST be
used.

2. If amp is encoded, the itenms in it MJST be sorted in the
byt ewi se | exi cographic order of their determnistic encodings of
the map keys. (Note that this is the sane as the sorting in
Section 4.2.1 of [STD94] and not the same as Section 3.9 of
[ RFC7049] .
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4.2. Decoder Requirenents

1. Decoders MJST neet the decoder requirenments for Section 3.2.
That is, determnistic encoding i nposes no requirenents over and
above the requirenents for decoding ordinary serialization

4.3. \When to use Determnistic Serialization

Most applications do not require determnistic encoding — even those
that enploy signing or hashing to authenticate or protect the
integrity of data. For exanple, the payload of a COSE_Sign nessage
(See [ RFC9052]) does not need to be encoded deterninistically because
it is transmitted along with the nessage. The recipient receives the
exact same bytes that were signed.

Det erm ni stic encodi ng becones necessary only when the protected data
is not transmtted as the exact bytes that are used for authenticity
or integrity verification. |In such cases, both the sender and the
recei ver nust independently construct the exact same sequence of
bytes. To guarantee this, the encoding nmust elimnate all
variability and ambiguity. The Sig structure, defined in Section 4.4
of [RFC9052], is an exanple of this requirenent. Such designs are
often chosen to reduce data size, preserve privacy, or neet other
design constraints.

The only difference between ordinary and determnistic serialization
is map key sorting. Sorting can be expensive in very constrained
environments. This is the only reason these two are not conbi ned
into one.

Determ nistically encoded data is always decodabl e, even by receivers
that do not specifically support determnistic encoding.

Det erm ni stic encodi ng can be hel pful for debugging and such. In
environnments where map sorting is not costly, it is acceptable and
beneficial to always use it. In such an environnent, a CBOR encoder

may produce determ nistic encoding by default and nmay even omit
support for ordinary encoding entirely. But note that determinstic
is never a substitue for general serialization where uses cases nay
require indefinite lengths, separate big nunbers fromintegers in the
data nodel, need non-trivial NaNs or other

5. CDDL Support

TODO -- complete work and renmove this coment
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6. Security Considerations
The security considerations in Section 10 of [STD94] apply.
7. | ANA Consi derations
TODO -- conplete work and renove this comment before publication
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CBOR allows certain data types to be serialized in nultiple ways to
facilitate easier inplementation in constrained environnents. For
exanpl e, indefinite-length encodi ng enabl es strings, arrays, and maps
to be streaned w thout knowi ng their |ength upfront.

Crucially, CBOR allows — and even expects — that sone inplenentations
will not support all serialization variants. |In contrast, JSON
permits variations (e.g., representing 1 as 1, 1.0, or 0.1lel), but
expects all parsers to handle them That is, the variation in JSON

is for human readability, not to facilitate easier inplenentation in
constrai ned environments.

Appendi x B. Ceneral Protocol Considerations for Determinism

This is the section that covers what is know as ALDR in sone
di scussi ons.

/'l RFC Editor: Please renpve above sentence before publication

In addition to Section 4 and Appendi x C, there are considerations in
the design of any determnistic protocol

For a protocol to be deterninistic, both the encoding (serialization)
and data nodel (application) layer nust be deterministic. Wile
determnistic serialization, Section 4, ensures determ nismat the
encodi ng | ayer, requirements at the application | ayer may al so be
necessary.

Here’ s an exanple application |ayer specification

At the sender’ s convenience, the birth date MAY be sent either
as an integer epoch date or string date. The receiver MJST
decode both formats.

Wiile this specification is interoperable, it |acks determ nism
There is variability in the data nodel |ayer akin to variability in
the CBOR encoding | ayer when determ nistic serialization is not
required.

To make this exanple application |ayer specification determnistic,
specify one date format and prohibit the other
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A nore interesting source of application layer variability cones from
CBOR s variety of number types. For instance, the number 2 can be
represented as an integer, float, big nunber, decimal fraction and
other. Most protocols designs will just specify one nunber type to
use, and that will give determ nism but here’ s an exanple

speci fication that doesn’ t:

At the sender’ s convenience, the fluid | evel neasurenent MAY be
encoded as an integer or a floating-point nunmber. This allows
for mniml encoding size while supporting a |arge range. The
recei ver MIST be able to accept both integers and floating-
poi nt nunbers for the neasurenent.

Again, this ensures interoperability but not determ nism — identica
fluid | evel measurenents can be represented in nore than one way.

Det erm ni sm can be achieved by allow ng only floating-point, though
that doesn’ t mininize encoding size.

A better solution requires the fluid I evel always be encoded using
the small est representation for every particul ar value. For exanple,
a fluid level of 2 is always encoding as an integer, never as a

fl oati ng-point nunber. 2.000001 is always be encoded as a fl oating-
poi nt nunber so as to not | ose precision. See the nuneric reduction
defined by dCBOR

Al though this is not strictly a CBOR i ssue, determnistic CBOR
prot ocol designers should be mndful of variability in Unicode text,
as sone characters can be encoded in multiple ways.

Wiile this is not an exhaustive |ist of application-I|ayer
consi derations for deterninistic CBOR protocols, it highlights the
nature of variability in the data nodel |ayer and some sources of
variability in the CBOR data nodel (i.e., in the application |ayer).
Appendi x C. Determnistic Encoding for Popul ar Tags
The definitions of the following tags in [ RFC8610] allow variation in
the data nmode, thus it is useful to define a determ nistic encoding
for them should a particular determnistic protocol need one. The
tags defined in [ RFC8610] but not nentioned here have no variability
in their data nodel
C.1. Date Strings, Tag O
TODO -- conplete this work and renmove this conmrent before publication

C.2. Epoch Date, Tag 1
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C.2.1. Encoder Requirenents

The integer form MJUST be used unl ess one of the follow ng applies:
(1) the date is too far in the past or future to fit in a 64-bit
integer of type 0 or 1, or (2) the date requires sub-second
precision. In these cases, the floating-point form MJST be used

i nst ead.

C.2.2. Decoder Requirenents
The decoder MJST decode both the integer and floating-point form
C.3. Big Nunbers, Tags 2 and 3
See Section 3.
C. 4. Big Floats and Decimal Fractions, Tags 4 and 5
C.4.1. Encoder Requirenents

The manti ssa MJUST be encoded in the preferred serialization form
specified in Section 3.4.3 of RFC 8949

The mantissa MJUST NOT contain trailing zeros. For exanple, the

deci mal fraction with value 10 nmust be encoded with a mantissa of 1
and an exponent of 1. For big floats, the nmantissa must not include
any trailing zero bits if encoded as a type 0 or 1 integer, and no
trailing zero bytes if encoded as a big nunber

C. 4.2. Decoder Requirenents

Both the integer and big number fornms of the manti ssa MJST be
decoded.

Appendi x D. | EEE 754 NaN

Thi s section provides background information on [|I EEE754] NaN (Not a
Nunber) and its use in CBOR

D.1. Basics

[ EEE754] defines the nost w dely used representation for floating-
poi nt numbers, including special values for infinity and NaN. NaN
was originally designed to represent the result of invalid

comput ations, such as division by zero. Although | EEE 754 i ntended
NaN primarily for |ocal conputation, NaN values are soneti nes
transmitted in network protocols, and CBOR supports their
representation.
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An | EEE 754 NaN includes a payl oad of up to 52 bits (dependi ng on
preci sion), whose use is not formally defined. The original intent
was for vendor-specific diagnostic information explaining why a
conputation failed. NaN values also include an unused sign bit.

| EEE 754 di stingui shes between qui et NaNs (gNaNs) and signaling NaNs
(sNaNs) :

* A signaling NaN typically raises a floating-point exception when
encount er ed.

* A qui et NaN does not raise an exception

* The distinction is inplenentation-specific, but typically:
-  The highest bit of the payload is set --> quiet NaN
- Any other payload bit is set --> signaling NaN

* At |east one payload bit nmust be set for a signaling NaN to
distinguish it frominfinity.

In this docunent:
* A non-trivial NaN refers to any NaN that is not a quiet NaN.

* Non-trivial NaNs are often used to enbed additional protoco
information in the NaN payl oad.

D.2. Inplenmentation Support for Non-Trivial NaNs

Thi s section discusses the extent of progranm ng | anguage and CPU
support for NaN payl oads.

Al t hough [ EEE754] has existed for decades, support for nmanipul ating
non-trivial NaNs has historically been Iimted and inconsistent.
Sonme key points:

*  Programm ng | anguages:

- The programm ng | anguages C, C++, Java, Pyhton and Rust do no
provide APlIs to set or extract NaN payl oads.

- |EEE 754 is over thirty years old, enough time for support to
be added if there was need.

*  CPU hardwar e
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- CPUs use the distinction between signaling and quiet NaNs to
determ ne whether to rai se exceptions.

- Anon-trivial NaN matching the CPU s signaling NaN pattern may
either trigger an exception or be converted into a quiet NaN

- Instructions converting between single and doubl e precision
often discard or alter NaN payl oads.

As a result, applications that rely on non-trivial NaNs generally
cannot depend on CPU instructions, floating-point libraries, or
programm ng environnments. |Instead, they usually need their own
software inplenentation of | EEE 754 to encode and decode the full bit
patterns to reliably process non-trivial NaNs.

D.3. Protocol Use and Non-use for Non-Trivial NaNs

One notivation for transmitting NaNs in CBOR is the techni que known
as NaN boxi ng (See [ NaNBoxi ng]), used in sone |anguage runtimes
(e.g., JavaScript engines) to represent multiple data types
efficiently within a single 64-bit word. Another notivation arises
when applications that internally rely on NaNs are split across a
protocol boundary. For exanple, the R programm ng | anguage uses non-
trivial NaNs internally.

By contrast, JSON can encode | EEE 754 fl oating-point nunbers but
explicitly disallows NaNin all forns. As a result, CBOR protocols
that allow NaN cannot be directly mapped to JSON

Protocols often require an out-of-band indicator to signal the
absence of a value. JSON uses null for this purpose, and CBOR
protocol s can al so use null instead of NaN

D.4. Inconpatibility with [STDO4]

Al'though [STDO4] is not entirely explicit about non-trivial NaNs, it
is generally interpreted as supporting non-trivial NaNs in the CBOR

generic data nodel. It is also interpreted as requiring that non-
trivial NaNs be reduce to their shortest formfor preferred
serialization — the opposite of "touch not the NaNs"

Thi s docunent diverges fromthat interpretation
* Ordinary serialization: Non-trivial NaNs are not allowed. Wile

ordinary serialization typically aligns with preferred
serialization, it does not in the case of non-trivial NaNs.
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* Deterministic serialization: Because deterninistic serialization
inherits fromordinary serialization, it also does not allow non-
trivial NaNs. This diverges fromSection 4.2.1 of [STD94] in this
one specific way.

The divergence is justified by the follow ng:
* Non-trivial NaNs were not clearly specified in [ STD94].

* They are not well-supported across CPUs and programm ng
envi ronments.

* |nplementing preferred serialization for non-trivial NaNs is
compl ex and error-prone; many CBOR i npl enentations don’t support
it or don’t support it correctly.

* Practical use cases for non-trivial NaNs are extrenely rare.

* Reducing non-trivial NaNs to a half-precision quiet NaN is sinple
and wi dely supported (e.g., isnan() can be used to detect all
NaNs) .

* Non-trivial NaNs renain supported by general serialization; the
divergence is only for ordinary and determnistic serialization

* A new CBOR tag could be defined in the future to explicitly
support themif needed.

Recomrendati ons for Use of Non-Trival NaNs in CBOR

In summary, non-trival NaNs can be used in CBOR, but should prinmarily
be used in systens that already use themand with full awareness that
support in progranm ng environnents and CBOR |ibraries will be
limted and inconsistent.

For new protocols, non-trival NaNs, even all NaNs, can be avoi ded by
usi ng other CBOR protocol elenments like null. CBOR is powerful and
flexible so as to allow data structures that can express an error
detail or out-of-band value w thout using non-trival NaNs. The
advant age of avoiding NaN in CBOR protocols is that they can nore
easily be JSON protocols and one does not need to worry about
programm ng envi ronnment and CPU har dware support.

endi x E. Exanpl es and Test Vectors

TODO -- conplete work and renpve this comrent before publication
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