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Abst ract

The Conci se Binary (bject Representation (CBOR RFC 8949 == STD 94)
is a data format whose design goals include the possibility of
extrenely small code size, fairly small nessage size, and
extensibility without the need for version negotiation

CBOR does not provide any forns of data conpression. CBOR data
items, in particular when generated fromlegacy data nodels, often

al | ow consi derabl e gains in conpactness when appl yi ng data
compression. VWhile traditional data conpression techni ques such as
DEFLATE (RFC 1951) can work well for CBOR encoded data itens, their

di sadvantage is that the recipient needs to deconpress the conpressed
formbefore it can nmake use of the data.

Thi s specification describes Packed CBOR, a set of CBOR tags and
simple values that enable a sinple transformati on of an original CBOR
data iteminto a Packed CBOR data itemthat is al nbst as easy to
consune as the original CBOR data item A separate deconpression
step is therefore often not required at the recipient.

[l (This cref will be renoved by the RFC editor:) The present

/1 revision -19 is a work-in-progress release in preparation for

/1 anot her chor-packed side neeting. This revision resolves the use
/1 of the tunables A/B/C by setting A=16, B=8, and C=8, and choosing
/1 requested sinple values and tag nunbers, in preparation for

/1 continuing the early allocation process.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-cbor-packed/.
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Di scussi on of this docunent takes place on the CBOR Wirking G oup
mailing list (mailto:cbor@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/cbor/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com cbor-wg/ cbor - packed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 6 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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is a data

format whose design goals include the possibility of extrenely small
code size, fairly small nessage size, and extensibility w thout the
need for version negotiation.

CBOR does not provide any forns of data conpression.

items, in particular when generated fromlegacy data nodels, often

CBOR dat a

al | ow consi derabl e gains in conpactness when appl yi ng data
compression. VWile traditional data conpression techni ques such as

DEFLATE [ RFC1951] can work wel |

for CBOR encoded data itens, their

di sadvantage is that the recipient needs to deconpress the conpressed

formbefore it can make use of the data.

Thi s specification describes Packed CBOR, a set of CBOR tags and
sinmple values that enable a sinple transformati on of an original CBOR

data iteminto a Packed CBOR data itemthat

consune as the original CBOR data item

step is therefore often not
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Thi s docunent defines the Packed CBOR format by specifying the
transformati on froma Packed CBOR data itemto the original CBOR data
item it does not define an algorithmfor a packer. Different
packers can differ in the amount of effort they invest in arriving at
a reduced-redundancy packed form often, they sinply enploy the
sharing that is natural for a specific application

Packed CBOR can make use of two kinds of optimzation:

* itemsharing: substructures (data itens) that occur repeatedly in
the original CBOR data itemcan be collapsed to a sinple reference
to a common representation of that data item The processing
required during consunption is Iimted to followi ng that reference
(plus carrying out integration tags (Section 5), if these are in
use) .

* argunment sharing: application of a function with two argunents,
one of which is shared. Data itens (strings, containers) that
share a prefix or suffix, or nore generally data itens that can be
constructed froma function taking a shared argunent and a runp
data item can be replaced by a reference to the shared argunent
plus a runp data item For strings and the default
"concat enation" function, the processing required during
consunption is simlar to followi ng the argunent reference plus
that for an indefinite-length string.

A specific application protocol that enploys Packed CBOR m ght enpl oy
both kinds of optimzation or limt its use to itemsharing only.

1.1. Extensibility Approach
Packed CBOR is defined in two main parts:

* Data itens for referencing packing tables (Section 2), the set of
whi ch defined here which is intended to be the stable, common
conmponent of all uses of Packed CBOR, and

* Mechani sns for setting up packing tables (Section 3), which
carries the main extension point, populated in this docunent by
two table setup tags. Such setup information is usually conveyed
in atag and then applies to the content of the tag. Setup
informati on can al so be contained in environnental information
that applies to an encoded CBOR data item e.g., a nmedia type can
set up a static dictionary that applies to CBOR data itens in
representations that are of that nedia type
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Sections 4, 5, and 6 provide additional extension points, each of
whi ch is popul ated by one or nore extensions in this docunment or
el sewhere. These extensions can be selected by an application
protocol that makes use of Packed CBOR

Beyond the extensibility approach shown in the present docunent, new
CBOR tags (or nedia types etc.) could also be defined such that they
(1) nodify (or conpletely swap out) the way the referencing data
items (sinple values and tags) defined in this docunent operate and/
or (2) define new referencing data itens. (Fromthe point of view of
the present specification, these tags or nedia types then act as
setup tags setting up tables that control subtrees with semantics
different fromthe present specification; fromthe point of view of
the specification defining these tags or nmedia types this sinply
initiates the use of the referencing data itens for their specific
purposes.) An exanple for this is not shown in the present docunent
so that there is a coherent interpretation of the referencing data
itenms defined here; such new definitions of referencing data itens
probably shoul d specify how they interact with parts of Packed CBOR
that they do not replace.

An unpacker can only carry out the tags (and the environnenta
information) that it knows how to interpret. An unpacker that
encounters tags that are unknown to it can sinply nmake these tags
avai l abl e to the application, which then can abort processing if
unknown (or uninplenmented) tags are found, or if their interpretation
woul d require functionality of the unpacker that is not avail able.

As a shortcut, the application mght also provide the unpacker with a
list of tags that the application can process, allow ng the unpacker
to abort processing when a tag unknown to it and not on this list is
encount er ed.

1.2. Termnol ogy and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capital s, as shown here

Oiginal data item A CBOR data itemthat is intended to be
expressed by a packed data itenm the result of al
reconstructions.

Packed data item A CBOR data itemthat involves packed references
(_packed CBOR).

Packed reference: A shared itemreference or an argunent reference,
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expressed by a reference data item

Ref erence data item A data item (tag or sinple value) that serves
as a packed reference.

Reference site: The context of a reference data item

Shared itemreference: A reference to a shared itemas defined in
Section 2. 2.

Argunent reference: A reference that conbines a shared argunent with
a runp itemas defined in Section 2.3.

Runp: The data item contained in an argunent reference that is
conmbined with the argunent to yield the reconstruction

Straight reference: An argunent reference that uses the argunment as
the left-hand side and the runp as the right-hand side.

Inverted reference: An argunent reference that uses the runmp as the
| eft-hand side and the argunment as the right-hand side.

Function tag: A tag used in an argunent reference for the argunent
(straight references) or the runp (inverted references), causing
the application of a function indicated by the function tag in
order to reconstruct the data item

Integration tag: A tag defined by an application protocol to be used
as a shared itemtable elenent in order to signal a non-default
procedure to integrate the shared iteminto the reference site.

Stand-in item A data item(a tag or a sinple value) defined by an
application protocol to stand in for a nore conplex data item
Stand-in itens are fundanental |y i ndependent of Packed CBOR but
can be enpl oyed by the application protocol as part of a Packed
CBOR argunent reference

Packing tables: The pair of a shared itemtable and an argunent
tabl e.

Active set (of packing tables): The packing tables in effect at the
data item under consideration

Reconstruction: The result of applying a packed reference in the

context of given packing tables; we speak of the _reconstruction
of a packed reference_ as that result.
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2

1.

The definitions of [STD94] apply. Specifically: The term"byte" is
used in its now customary sense as a synonymfor "octet"; "byte
strings" are CBOR data itens carrying a sequence of zero or nore
(binary) bytes, while "text strings" are CBOR data itens carrying a
sequence of zero or nore Unicode code points (nore precisely: Unicode
scal ar values), encoded in UTF-8 [STD63]. 1In this specification, the
term"argurment" is not used in the specific sense assigned to it in
Section 3 of RFC 8949 [STD94], but in its general sense as an
argunent of a function.

Where arithnetic is explained, this docunment uses the notation
famliar fromthe progranm ng | anguage C, except that

* "_." denotes a range that includes both ends given,

* in the HTML and PDF fornms, subtraction and negation are rendered

as a hyphen ("-", as are various dashes), and

* superscript notation denotes exponentiation. For example, 2 to
the power of 64 is notated: 2764. 1In the plain-text version of
this specification, superscript notation is not avail able and
therefore is rendered by a surrogate notation. That notation is
not optimzed for this RFC, it is unfortunately anbiguous with Cs
excl usive-or and requires circunspection fromthe reader of the
pl ai n-text version.

Exanmpl es of CBOR data itenms are shown in CBOR Extended Di agnostic
Notation (Section 8 of RFC 8949 [STD94] in conjunction with
Appendi x G of [RFC8610]
/1  possibly update to [I-D.ietf-cbor-edn-literals]).

Packed CBOR

This section describes the packing tables, their structure, and how
they are referenced.

Packi ng Tabl es

At any point within a data item maki ng use of Packed CBOR, there is
an _active set_ of packing tables that applies.

There are two packing tables in an active set:
* Shared itemtable

*  Argunent table
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Wthout any table setup, these two tables are enpty arrays.

Tabl e setup can cause these arrays to be non-enpty, where the

el ements are (potentially thensel ves packed) data itens. Each of the
tables is indexed by an unsigned integer (starting fromOQ0). Such an
i ndex may be derived frominformation in tags and their content as
wel | as from CBOR sinpl e val ues

Tabl e setup nechani sns (see Section 3) may include all information
needed for table setup within the packed CBOR data item or they may
refer to external information. This external information nmay be
imutable, or it may be intended to potentially grow over tinme. In
the latter case, the table setup nmechani smneeds to define how both
backward and forward conpatibility is addressed, e.g., how a
reference to a new item shoul d be handl ed when the unpacker uses an
ol der version of the external information

If, during unpacking, an index is used that references an itemthat
is unpopul ated in (e.g., outside the size of) the table in use, this
MAY be treated as an error by the unpacker and abort the unpacki ng.

Al ternatively, the unpacker MAY provide an inplenentation specific
val ue, enclosed in the tag 1112, to the application and | eave the
error handling to the application. |In the sinplest case, this could
be 1112(undefined), using the sinple val ue >undefined< as per
Section 5.7 of RFC 8949 [STDO4]; however, the sanme val ue cannot be
used repeatedly as a map key within the same map

An unpacker SHOULD docurnent which of these two alternatives has been
chosen. CBOR based protocols that include the use of packed CBOR MAY
require that unpacking errors are tolerated in sone positions.

2.2. Referencing Shared Itens
Shared itens are stored in the shared itemtable of the active set.

The shared data itens are referenced by using the reference data
items in Table 1. The table index (an unsigned integer) is derived
either fromthe sinple value nunmber or the (unsigned or negative)
integer N provided as the content of tag 6. When reconstructing the
original data item such a reference is replaced by the referenced
data item which is then recursively unpacked.
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| Reference | Tabl e I ndex

[} g ———————————————————————_ Ll p—p—p—_——(————r

| Sinple value 0..15 | 0..15 |
O . +
| Tag 6(N) (unsigned integer N 0) | 16 + 2xN |

Fom e m e e eeeeeeieieeacciceaaaaen. . +
| Tag 6(N) (negative integer N< 0) | 16 — 2xN — 1 |
o e e e e e e e e e e mem o o m e - +

Tabl e 1: Referencing Shared Val ues

As examples, the first 22 elenents of the shared itemtable are

referenced by sinple(0), sinmple(1l), ... sinmple(1l5), 6(0), 6(-1),
6(1), 6(-2), 6(2), 6(-3). (The alternation between unsigned and
negative integers for even/odd table index values — "zigzag encodi ng"

— nmakes systematic use of shorter integer encodings first.)

Taki ng i nto account the encodi ng of these referring data items, there
are 16 one-byte references, 48 two-byte references, 464 three-byte
ref erences, 130560 four-byte references, etc. As CBOR integers can
grow to very large (or very negative) values, there is no practica
limt to how many shared itens night be used in a Packed CBOR item

Note that the semantics of Tag 6 depend on its tag content: An
integer turns the tag into a shared itemreference, whereas an array
of an integer and a data itemturns it into an argunent reference
(Section 2.3). Al other forns of argunments for Tag 6 are reserved
for future updates to the present specification. Note also that the
tag content of Tag 6 may itself be packed, so it nmay need to be
unpacked to nake this determ nation

2.3. Referencing Argunent Itens

The argunment table serves as a common table that can be used for
argunent references, i.e., for concatenation as well as references
i nvol ving a function tag.

VWhen referencing an argunent, a distinction is nade between straight
and inverted references; if no function tag is involved, a straight
ref erence conbines a prefix out of the argunent table with the runp
data item and an inverted reference conbines a runp data itemwith a
suffix out of the argunent table.
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Table 2: Straight Referencing (e.g., Prefix) Arguments

Table 3: Inverted Referencing (e.g., Suffix) Argunments

Argument data items are referenced by using the reference data itens
in Table 2 and Table 3.

For the 16 tags 128 to 143 included, the table index (an unsigned
integer) is derived fromthe tag nunber, together with the
information if the reference is straight or inverted. For tag 6, the
table index is derived fromthe integer Nin the first elenent of the
tag content (unsigned integer for straight, negative integer for
inverted references). The "runp itent is the second el enent of the
two-el ement array that is the tag content.

When reconstructing the original data item such a reference is
replaced by a data itemconstructed fromthe argunent data item found
in the table (argunment, which m ght need to be recursively unpacked
first) and the runp data item (runp, again possibly needing to be
recursively unpacked).

Separate fromthe tag used as a reference, a tag ("function tag") may
be involved to supply a function to be used in resolving the
reference. It is crucial not to confuse reference tag and, if
present, function tag.

A straight reference uses the argunent as the provisional |eft-hand
side and the runmp data itemas the provisional right-hand side. An
inverted reference uses the runp data itemas the provisional left-
hand si de and the argunent as the provisional right-hand side.
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In both cases, the provisional |left-hand side is examned. |If it is
atag ("function tag"), it is "unwapped": The function tag's tag
nunber is used to indicate the function to be applied, and the tag
content (which, again, mght need to be recursively unpacked) is kept
as the unwrapped left-hand side. |If the provisional |eft-hand side
is not atag, it is kept as the final left-hand side, and the
function to be applied is concatenation, as defined bel ow

The foll owi ng procedure applies to the data itens of both the

provi sional right-hand side and the unw apped | eft-hand side (if
appl i cabl e), independent of each other: If the data itemis one of
the explicitly allowed stand-in itens (Section 6), the itemthat the
stand-in itemstands for is recursively unpacked. |If the resulting
unpacked data itemis again an allowed stand-in item the previous
step is repeated. |If the data itemis neither a stand-in item nor
further unpackable, it is taken as the final right-hand or |eft-hand
side, respectively.

If a function tag was given, the reference is replaced by the result
of applying the indicated unpacking function with the final |eft-hand
side as its first argunent and the final right-hand side as its
second. The unpacking function is defined by the definition of the
tag nunber supplied. |If that definition does not define an unpacking
function, the result of the unpacking is not valid.

If no function tag was given, the reference is replaced by the fina
| eft-hand side "concatenated® with the final right-hand side, where
concatenation is defined as in Section 2. 4.

As a contrived (but short) exanple, if the argunent table is
["foobar", h' 666f6f62', "fo"], each of the follow ng straight
(prefix) references will unpack to "foobart": 128("t"), 129("art"),
130("obart") (the byte string h' 666f6f62° == 'foob’ is concatenated
into a text string, and the |ast exanple is not an optim zation).

Taking into account the encoding, there are 8 two-byte references, 24
three-byte references, 224 four-byte references, 65280 five-byte
references, etc. The nunbers for inverted (suffix) references are
the sane. (As CBOR integers can grow to very large (or very
negative) values, there is no practical linmt to how many argunent
itenms mght be used in a Packed CBOR item)

2.4. Concatenation

The concatenation function is defined as foll ows:
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*

If both left-hand side and right-hand side are arrays, the result
of the concatenation is an array with all elenents of the left-
hand-si de array foll owed by the elements of the right-hand side
array.

If both Ieft-hand side and right-hand side are naps, the result of
the concatenation is a map that is initialized with a copy of the
| eft-hand-side map, and then filled in with the nmenbers of the

ri ght-hand side map, replacing any existing nenbers that have the
same key. In order to be able to renbve a map entry fromthe

| eft-hand-si de nap, as a special case, any nenbers to be replaced
with a value of undefined (Oxf7) fromthe right-hand-side nap are
i nstead renoved, and right-hand-side nmenbers with the val ue
undefined are never filled in into the concatenated map.

NOTES:

* One application of the rule for straight references is to
supply default values out of a dictionary, which can then
be overridden by the entries in the map supplied as the
runp data item

I
I
I
I
I
|
| * Special casing the nenber val ue undefined nakes it
| i mpossible to use this construct for updating naps by

| insertion of or replacenent with actual undefined nenber

| val ues; undefined as a nmenber value on the |eft-hand-side
| map stays untouched though. This exception is sinmlar to
| the one JSON Merge Patch [RFC7396] mmkes for null val ues,
| whi ch are however much nore commonly used and therefore

| nmore problematic.

If both Ieft-hand side and right-hand side are one of the string
types (not necessarily the sane), the bytes of the |left-hand side
are concatenated with the bytes of the right-hand side. Byte
strings concatenated with text strings need to contain valid UTF-8
data. The result of the concatenation gets the type of the

unwr apped runp data itenm this way a single argunment table entry
can be used to build both byte and text strings, depending on what
type of runp is being used.

If one side is one of the string types, and the other side is an
array, the result of the concatenation is equivalent to the
application of the "join" function (Section 4.1) to the string as
the left-hand side and the array as the right-hand side. The
original right-hand side of the concatenation determ nes the
string type of the result.
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5

* O her type conbinations of |eft-hand side and right-hand side are
not vali d.

Di scussi on

Thi s specification uses up a nunber of Sinple Values and Tags, in
particul ar one of the rare one-byte tags and a good chunk of the one-
byte sinple values. Since the objective is reduced bulk, this is
warranted only based on a consensus that this specific format coul d
be useful for a wide area of applications, while maintaining
reasonabl e sinplicity in particular at the side of the consuner.

I nstead of evolving the set of reference data itens, this
specification derives its evolvability fromtreating the table setup
mechani sm as an extensi on point, which can in effect provide evol ved
semantics to the reference data itens as they reference the table.

A maliciously crafted Packed CBOR data item m ght contain a reference
| oop. A consuner/unpacker MJST protect against that.

Different strategies for decodi ng/ consuni ng Packed CBOR are
avai | abl e.
For exanpl e:

I

|

|

| * the decoder can decode and unpack the packed item

| presenting an unpacked data itemto the application. In
| this case, the onus of dealing with loops is on the

| decoder. (This strategy generally has the hi ghest nenory
| consunption, but also the sinplest interface to the

| application.) Besides avoiding getting stuck in a

| reference | oop, the decoder will need to control its

| resource allocation, as data itenms can "bl ow up" during
| unpacki ng.

|

| * the decoder can be oblivious of Packed CBOR In this

| case, the onus of dealing with loops is on the

| application, as is the entire onus of dealing with Packed
| CBOR

I

|

I

I

I

I

I

* hybrid nodels are possible, for instance: The decoder
builds a data itemtree directly fromthe Packed CBOR as
if it were oblivious, but also provides accessors that
hi de (resolve) the packing. 1In this specific case, the
onus of dealing with loops is on the accessors.
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6

| In general, |loop detection can be handled similarly to how

| loops of synmbolic Iinks are handled in a file system A system
| widelimt (often set to a value pernmitting sone 20 to 40

| indirections for synbolic links) is applied to any reference

| chase.

| NOTE: The present specification does nothing to help with the

| packing of CBOR sequences [RFC8742]; possibly the integration

| tag 1115 could be used in a top-level position to express CBOR
| sequence semantics via a packed array.

Al | ocati on
This section is to be renmoved before publishing as an RFC

These specification paraneters allow the current specification to be
precise while the quantitative allocation discussion is ongoing.
They will be replaced by specific chosen nunbers when the present
specification is finalized.

The sense of the W5 has been to be nore conservative in allocating
CBOR resources to Packed CBOR than previous drafts of this docunent
were. |In addition, Section 1.1 provides a |liberal way to use the
all ocations for reference data itens in packed itens that use

di fferent unpacki ng mechani snms fromthe ones described in this
docunent .

16 1+0 sinple values are allocated to shared itemreferences. During
early devel opnent of CBOR, when the bit allocation and thus the
ranges of sinple values were originally defined, a range of 16

al l ocati ons was kept aside for itemsharing. The allocations for 1+0
simple values were therefore perforned fromthe top of the range
down, i.e., with the block of false/true/null/undefined being
originally assigned to 24..27 (after the introduction of indefinite

| ength encoding, 20..23). No further allocation has been perforned
inthis range in the 12 years since

8 1+1 tags are allocated to straight argument references, and 8
further 1+1 tags allocated to inverted argument references.

A single 1+0 tag is allocated to data itemreferences beyond the
above, with the tag content decidi ng which of the above reference
mechani sms is to be used

Note the nature of Packed CBOR neans that all these allocations can
be used for pretty rmuch unlinmted purposes by sinply defining another
tabl e setup nmechani sm (nedia type or table-building tag).
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3.

Tabl e Set up

The reference data itens described in Section 2 assunme that packing
tabl es have been set up.

By default, both tables are enpty (zero-length arrays).

Tabl e setup can happen in one of two ways:

*

By the application environnent, e.g., a nedia type. These can
define tables that amobunt to a static dictionary that can be used
in a CBOR data itemfor this application environment. Note that,
without this information, a data itemthat uses such a static
dictionary can be decoded at the CBOR |l evel, but not fully
unpacked. The table setup mechani snms provided by this docunent
are defined in such a way that an unpacker can at |east recognize
if this is the case

By one or nore _table-building_tags enclosing the packed content.
Each tag is usually defined to build an augrmented table by adding
to the packing tables that already apply to the tag, and to apply
the resulting augnmented tabl e when unpacking the tag content.

Usual |y, the semantics of the tag will be to prepend itens to one
or more of the tables. (The specific behavior of any such tag, in
the presence of a table applying to it, needs to be carefully
specified.)

Note that it nay be useful to leave a particular efficiency tier

al one and only prepend to a higher tier; e.g., a tag could insert
shared itens at table index 16 and shift anything that was already
there further along in the array while leaving index O to 15
alone. Explicit additions by tag can conbine with application-
envi ronment supplied tables that apply to the entire CBOR data
item

Ref erence data itens in the newWwy constructed (| ow nunbered) parts
of the table are usually interpreted in the nunber space of that
tabl e (which includes the, now higher-nunbered, inherited parts),
while reference data itens in any existing, inherited (higher-
nunbered) part continue to use the (nore Iimted) nunber space of
the inherited table.
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3.

1.

Where external information is used in a table setup nechanismthat is
not inmutable, care needs to be taken so that, over tinme, references
to existing table entries stay valid (i.e., the information is only
extended), and that a naxi mum size of this information is given

This all ows an unpacker to recogni ze references to itens that are not
yet defined in the version of the external reference that it uses,
provi di ng backward and possibly limted (degraded) forward
compatibility.

For table setup, the present specification only defines two sinple
tabl e-buil di ng tags, which operate by prepending to the (by default
enpty) tables.

| Additional tags can be defined for dictionary referencing

| (possible conmbining that with Basic Packed CBOR nmechani sns).

| The desirable details are likely to vary considerably between
| applications. A URI-based reference would be easy to define,
| but might be too inefficient when used in the likely

| combination with an ni: URI [RFC6920].

As a hint for inplenentations, an algorithmfor resolving
references in a scenario with nested table setup tags could be
descri bed as foll ows:

* \When chasing a reference, go upward in the data item
tree.

* |f the next up table setup tag is not of the kind that
sinmply prepends, switch to the alternative al gorithm
descri bed by the setup tag.

* |If the next up table setup tag fulfills the reference
(i.e., the size of the provided table is larger than the
reference index), use the correspondi ng reference, and
finish this algorithm

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
| *  Otherw se, subtract the width of the table entries added
| in the relevant table fromthe reference number and

| continue upwards (up into the nedia type, which can

| bequeath default tables to the CBOR itens in them

Basi ¢ Packed CBOR

Two tags are predefined by this specification for packing table
setup. They are defined in CDDL [ RFC8610] as in Figure 1

/1 assuming the allocation of tag nunbers 113 ('q') and 1113 for
/1 these tags:
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Basi c- Packed- CBOR = #6. 113([[ *shared- and-argunent-itenj, runp])
Split-Basic- Packed- CBOR =

#6. 1113([[*shared-iten], [*argunent-iten], runp])
runmp = any
shar ed- and-argunent-item = any
argunment-item = any
shared-item = any

Figure 1: CDDL for Packed CBOR Table Setup Tags Defined in this
Docunent

These tags extend the two tables for shared itenms and for argunents
that apply to the entire tag, which, unless an enclosing table setup
tag or a table-setting application environnent (e.g., a nedia type)
applies, are enpty tables:

Tag 113 ("Basi c-Packed-CBOR'): The array given as the first el enent
of the tag content is prepended to both the tables for shared
items and for argunents.

Tag 1113 (" Split-Basic-Packed-CBOR'): The arrays given as the first
and second el enent of the tag content are prepended individually
to the tables for shared itens and for argunents, respectively.

As discussed in the introduction to this section, references in the
suppl i ed new arrays use the new nunber space (where inherited itens
are shifted by the newitens given), while the inherited itens

t hensel ves use the inherited nunber space (so their semantics do not
change by the nere action of inheritance).

The original CBOR data item can be reconstructed by recursively
repl acing shared item and argunent references encountered in the runp
by their reconstructions.

4. Function Tags
Function tags that occur in an argunent or a runp supply the
semantics for reconstructing a data itemfromtheir tag content and
the non-domi nating runp or argunment, respectively. The present
specification defines three function tags.

4.1. Join Function Tags

Tag 106 ('j’) defines the "join" unpacking function, based on the
concat enati on function (Section 2.4).
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The join function expects an itemthat can be concatenated as its

| eft-hand side, and an array of such items as its right-hand side.
Joi ni ng works by sequentially applying the concatenation function to
the elenents of the right-hand-side array, interspersing the left-
hand side as the "joiner".

An exanple in functional notation: join(", ", ["a", "b", "c"])

returns "a, b, ¢

For a right-hand side of one or nore elenents, the first el enent
determnes the type of the result when text strings and byte strings
are nmixed in the argument. For a right-hand side of one el enment, the
joiner is not used, and that element returned. For a right-hand side
of zero elenents, a neutral elenment is generated based on the type of
the joiner (enpty text/byte string for a text/byte string, enpty
array for an array, enpty map for a nap).

For an exanple, we assune this unpacked data item

["https://packed. exanpl e/foo. htm ",
"coap: // packed. exanpl e/ bar. cbor",
"mai | t o: support @acked. exanpl e"]

A packed formof this using straight references could be:

113([[ 106( " packed. exanpl e")],
[128(["https://", "/foo.htm"]),
128(["coap://", "/bar.cbor"]),
128(["mai |l to: support@, ""]1)]

1)

Tag 105 ('i’) defines the "ijoin" unpacking function, which is
exactly like that of tag 106, except that the | eft-hand side and
right-hand side are interchanged ('i’).

A packed formof the first exanple using inverted references and the
ijoin tag could be:

113([[ " packed. exanpl e"],
[136(105(["https://", "/foo.htm"])),
136(105(["coap://", "/bar.chor"])),
136("mai |l to: support @) ]

1)

A packed formof an array with many URIs that reference SenM itens
fromthe sane place could be:
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113([[105(["coaps://[2001: db8::1]/s/", ".senm"])],
[128("tenp-freezer"),
128("tenp-fridge"),
128("t enp- anbi ent")]

1)

Note that for these exanples, the inplicit join semantics for m xed
string-array concatenation as defined in Section 2.4, Paragraph 5
actually obviate the need for an explicit join/ijoin tag; the
exanpl es do serve to denpnstrate the explicit usage of the tag.

4.2. Record Function Tag

Tag 114 ('r’) defines the "record" function, which conbines an array
of keys with an array of values into a map.

The record function expects an array as its |left-hand side, whose
itens are treated as key items for the resulting map, and an array of
equal or shorter length as its right-hand side, whose itens are
treated as value itens for the resulting map

The map is constructed by groupi ng key and value itens with equa
position in the provided arrays into pairs that constitute the
resul ting nmap.

The value itemarray MJUST NOT be | onger than the key item array.

The value itemarray MAY be shorter than the key itemarray, in which
case the one or nore unmatched value itens towards the end are
treated as _absent . Additionally, value itens that are the CBOR

si mpl e val ue undefined (sinple(23), encoding Oxf7) are also treated
as absent. Key itens whose matching value itens are absent are not
included in the resulting map.

For an exanple, we assune this unpacked data item

[{"key0": false, "keyl": "value 1", "key2": 2},
{"key0Q0": true, "keyl": "value -1", "key2": -2},
{"keyl": "", "key2": 0}]

A straightforward packed formof this using the record function tag
coul d be:

113([[114([ "keyO", "keyl", "key2"])],
[128([fal se, "value 1", 2]),
128([true, "value -1", -2]),
128([undefined, "", 0])]

1)
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A slightly nore conci se packed form can be achi eved by mani pul ati ng
the key itemorder (recall that the order of key/value pairs in maps
carries no semantics)

113([[114(["keyl", "key2", "key0"])],
[128(["value 1", 2, false]),
128(["value -1", -2, true]),
128(["", 0])]

1)

5. Integration Tags

Integration tags fulfill a similar purpose for shared itemreferences
as function tags do for argument references. An integration tag can
be used as an elenent of a shared itemtable, supplying extended
semantics on howto integrate its tag content into the context from
which the shared itemis referenced. A regular shared itemreference
can be used to reference an integration tag. (Note that the
generation of an integration tag can in turn be automatic in the
tabl e setup mechani sm specified by an application environment
(Section 3) or a table setup tag, so the integration tag may never
actual |y physically occur in the interchanged data.)

Application protocol specifications need to be explicit about which
integration tags are in use; otherw se, the unpacker will not know
whether a tag in a shared itemtable position is an integration tag
or is intended to be shared literally. (The set of integration tags
in use can also be defined as part of the table setup nechanism)

The present specification defines one integration tag.
5.1. Splicing Integration Tag

Tag 1115, the splicing integration tag, can be used with a tag
content that is an array. It specifies that the tag content is
"spliced" into the surrounding array of a reference itemreferencing
that shared item i.e. the surrounding array is replaced by one that
enunerates the elenents of the shared itemat the site of the shared
itemreference

Example: a runp of [1, 2, 3, sinple(0), 7, 8, 9], where the shared
itemtable contains 1115([4, 5, 6]) as its first itemis unpacked as
[1, 2, 3, 4, 5 6, 7, 8, 9].

Exanpl e application: Splicing integration tags coul d be generated
implicitly inthe inplicit table setup defined in Section 4.1 of
[1-D. | enders-dns-cbor], renoving the need to allow nested arrays for
namnes.
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6

Additional Stand-in |ltens

Application specifications that enpl oy Packed CBOR may al so enabl e
the use of additional "stand-in" items (tags or sinple values) beyond
the reference itens defined by Packed CBOR. These are data itens
used in place of original representation itens such as strings or
arrays, where the tag or sinple value is defined to stand for a data
itemthat can actually be used in the position of the stand-in item
Exanmpl es woul d be tags such as 21 to 23 (base64url, base64, uppercase
hex: Section 3.4.5.2 of RFC 8949 [STD94]) or 108 (| owercase hex:
Section 2.1 of [I-D. bornmann-chor-notable-tags]), which stand for text
string itenms but internally enploy nore conpact byte string
representations that may al so be nore natural as application data
itemns.

These additional stand-in itenms are fundanmental |y i ndependent of
Packed CBOR, but they also can be used as the right-hand-side of
reference itens (see Section 2.3, Paragraph 11).

Note that application protocol specifications need to be explicit
about which stand-in itens are provided for; otherw se, inconsistent
interpretations at different places in a systemcan | ead to check/use
vul nerabilities.

Tag Validity: Equival ence Principle

In Section 5.3.2 of RFC 8949 [STD94], the validity of tags is defined
interms of type and value of their tag content. The CBOR Tag
registry ([IANA cbor-tags] as defined in Section 9.2 of RFC 8949

[ STD94]) allows recording the "data itenf for a registered tag, which
is usually an abbrevi ated description of the top-level data type

all oned for the tag content.

In other words, in the registry, the validity of a tag of a given tag
nunber is described in terns of the top-level structure of the data
carried in the tag content. The description of a tag m ght add
further constraints for the data item But in any case, a tag
definition can only specify validity based on the structure of its
tag content.

In Packed CBOR, a reference data item (represented as a tag or a
sinmple value) mght be "standing in" for the actual tag content of an
outer tag, or for a structural conponent of that. |In this case, the
formal structure of the outer tag' s content before unpacking usually
no longer fulfills the validity conditions of the outer tag.
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The underlying problemis not unique to Packed CBOR  For instance,

[ RFC8746] describes tags 64..87 that "stand in" for CBOR arrays (the
native form of which has major type 4). For the other tags defined

[ RFC8746], which require sonme array structure of the tag content, a

footnote was added:

| [...] The second elenment of the outer array in the data itemis a
| native CBOR array (major type 4) or Typed Array (one of tag
| 64..87)

The t op-down approach to handl e the "rendezvous" between the outer
tag and the tag content representation (e.g., using an inner tag)
does not support extensibility: any further Typed Array tags being
defined do not inherit the exception granted to tag nunber 64..87;
they would need to formally update all existing tag definitions that
can accept typed arrays or be of Iimted use with these existing

t ags.

Instead, the tag validity nechani sm needs to be extended by a bottom
up component: A tag (or simple value) definition needs to be able to
decl are that the tag can "stand in" for, (is, in ternms of tag
validity, equivalent to) sone structure.

E.g., tag 64..87 could have declared their equival ence to the CBOR
maj or type 4 arrays they stand in for

| Note that not all domain extensions to tags can be addressed

| using the equivalence principle: E.g., on a data nodel |evel,
| nunbers with arbitrary exponents ([ ARB-EXP], tags 264 and 265)
| are strictly a superset of CBOR s predefined fractional types,
| tags 4 and 5. They could not sinply declare that they are

| equivalent to tags 4 and 5 as a tag requiring a fractiona

| value may have no way to handl e the extended range of tag 264
| and 2665.

7.1. Tag Content Equival ence

A tag or sinple value definition MAY declare Tag Content Equival ence
to some existing structure, under sone conditions defined by that
definition. This, in effect, extends all existing tag definitions
that accept the naned structure to accept the newy defined item
under the conditions given for the Tag Content Equival ence.

A nunber of limtations apply to Tag Content Equi val ence, which
therefore should be applied deliberately and sparingly:
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* Tag Content Equivalence is a new concept, which may not be
i npl ement ed by an existing generic decoder. A generic decoder not
i npl ementing tag equi val ence mght raise tag validity errors where
Tag Content Equi val ence says there should be none.

* A CBOR protocol MY specify the use of Tag Content Equival ence,
effectively Iimting the protocol’s full use to those generic
encoders that inmplenent it. Existing CBOR protocols that do not
address Tag Content Equivalence inplicitly have a new variant that
al |l ows Tag Content Equival ence (e.g., to support Packed CBOR with
an existing protocol). A CBOR protocol that does address Tag
Cont ent Equi val ence MAY be explicit about what kinds of Tag
Content Equival ence it supports (e.g., only the reference tags
enpl oyed by Packed CBOR and certain table setup tags).

* There is currently no way to express Tag Content Equival ence in
CDDL. For Packed CBOR, CDDL would typically be used to describe
the unpacked CBOR represented by it; further restricting the
Packed CBOR is likely to lead to interoperability problenms. (Note
that, by definition, there is no need to describe Tag Equi val ence
on the receptacle [outer tag] side; only for the itemthat
decl ares Tag Content Equival ence.)

* The registry "CBOR Tags" [l ANA cbor-tags] currently does not have
a way to record any equivalence clainmed for a tag. A convention
woul d be to alert to Tag Content Equival ence in the "Senmantics
(short form™" field of the registry.

/1 Needs to be done for the tag registrations here.

Tag Content Equi val ence of Tags and Sinple Values Defined in
Packed CBOR

The reference data itens (tags and sinple values) in this
specification declare their equival ence to the unpacked shared itens
or function results they represent.

The tabl e setup tags 113 and 1113 decl are their equivalence to the
unpacked CBOR data itemrepresented by them

| ANA Consi der ati ons
/1 RFC Editor: please replace RFCXXXX with the RFC nunber of this RFC
// and renove this note

For all assignnents described in this section, the "reference"” colum
is the present docunent, i.e., RFCXXXX
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8.1. CBOR Tags Registry

In the registry "CBOR Tags" [IANA.cbor-tags], IANA is requested to
all ocate the tags defined in Table 4.

| Tag | Data Item | Semantics |
| 6 | int (for shared); [int, any] | Reference Data Item |
| | (for argument) | (for Packed CBOR: |
| | | shared/ argunent) |
S o m e e e e e e aaao o o e e e e oo s +
| 105 | concatenation item (text | Packed CBOR ijoin |
| | string, byte string, array, | function |
| | or map) | |
TS o mm e e e e e e a— oo oo o e e e e m oo oo +
| 106 | array of concatenation item | Packed CBOR join |
| | (text string, byte string, | function |
| | array, or map) | |
Fomm oo - o e e e e e e e meme oo Tt +
| 113 | array (shared-and-argunent - | Packed CBOR table |
| | items, runp) | setup |
S o m e e e e e e e aaao o Fom e e e e e oo s +
| 114 | array | Packed CBOR record |
| | | function |
Fomm oo - o e e e e e e e meme oo Tt +
| 128..135 | any | Reference Data Item |
| | | (for Packed CBOR: |
| | | straight argunment) |
S o m e e e e e e aaao o o e e e e oo s +
| 136..143 | function tag or concatenation | Reference Data Item |
| | item(text string, byte | (for Packed CBOR: |
| | string, array, or map) | inverted argunment) |
TS o mm e e e e e e a— oo oo o e e e e m oo oo +
| 1112 | any | Packed CBOR: |
| | | reference error |
S o m e e e e e e aaa oo S +
| 1113 | array (shared-itemns, | Packed CBOR: table |
| | argument-itens, runp) | setup |
TS o mm e e e e e e a— oo oo o e e e e m oo oo +
| 1115 | any | Packed CBOR |
| | | splicing |
| | | integration tag |
Fomm oo - o e e e e e e e meme oo Tt +
Tabl e 4: Val ues for Tag Nunbers
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8.

10.

10.

2. CBOR Sinple Values Registry

In the registry "CBOR Sinple Val ues” [IANA. cbor-sinpl e-val ues], | ANA
is requested to allocate the sinple values defined in Table 5

| Value | Semantics |
| 0..15 | Reference Data Item (for Packed CBOR shared)
E o o e o e e e e e e e e e e e e e e e e e e oo oo +

Table 5: Sinple Val ues
Security Considerations
The security considerations of [STD94] apply.

Loops in the Packed CBOR can be used as a denial of service attack
unl ess mtigated, see Section 2.5.

As the unpacking is determnistic, packed forns can be used as
signing inputs when deternministically encoded [I-D.ietf-cbor-cde].
(Note that where external dictionaries are added to cbor-packed as in
[1-D. anmsuess-chor - packed-by-reference], this requires additiona

consi deration.)

When tabl es are obtained fromthe application environnent, e.g., a
medi a type, any evol ution of the application environnment (such as an
update to the nmedia type specification) needs to reliably ensure that
exi sting references continue to unpack in the sane way. Therefore,
application environnents that provide packing tables need to
explicitly specify if these packing tables nay evolve, and, if yes,
provide a design for this kind of evolvability. For instance,

[1-D. ansuess-chor - packed- by-reference] provides a way to reserve
entries in a packing table that can be filled in by revisions of the
application environnent; to avoid fal se unpacking, this needs to be
the only update that can be applied to such a table-setting
appl i cation environnent.
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Appendi x A.  Exanpl es

The (JSON-conpatible) CBOR data structure depicted in Figure 2, 400
bytes of binary CBOR, could be packed into the CBOR data item
depicted in Figure 3, 308 bytes, only employing itemsharing. Wth
support for argument sharing and the record function tag 114, the
data item can be packed into 298 bytes as depicted in Figure 4. Note
that this particul ar exanple does not lend itself to prefix
conpression, so it uses the sinple comobn-table setup form (tag 113).
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{ "store": {

"book": [

{ "category": "reference",
"author": "Ni gel Rees",
"title": "Sayings of the Century",
"price": 8.95

b

{ "category": "fiction",

"aut hor": "Evel yn Waugh",
"title": "Sword of Honour",
"price": 12.99

H

{ "category": "fiction",
"author": "Herman Melville",
"title": "Mby Dick",

"isbn": "0-553-21311-3",
"price": 8.95

H

{ "category": "fiction",
"author": "J. R R Tol kien",
"title": "The Lord of the Rings",
"isbn": "0-395-19395-8",
"price": 22.99

}

1,
"bicycle": {

"color": "red",

"price": 19.95
}
}
}

Figure 2: Exanple original CBOR data item 400 bytes
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113([["price", "category", "author", "title", "fiction", 8.95,
"isbn"],
/0 1 2 3 4 5 6 |/
{"store": {
"book": [
{sinple(l): "reference", sinple(2): "N gel Rees",
simple(3): "Sayings of the Century", sinple(0): sinple(5)},
{sinple(l): sinple(4), simple(2): "Evelyn Waugh",
simple(3): "Sword of Honour", sinple(0): 12.99},
{sinple(l): simple(4), sinple(2): "Herman Melville",
sinmple(3): "Mby Dick", sinple(6): "0-553-21311-3",
sinmple(0): sinple(5)},
{sinple(l): sinple(4), sinple(2): "J. R R Tolkien"
simple(3): "The Lord of the Ri ngs",
sinpl e(6): "0-395-19395-8", sinple(0): 22.99}],
"bicycle": {"color": "red", sinple(0): 19.95}}}])

Figure 3: Exanple packed CBOR data itemwith item sharing only,
308 bytes

113([[114(["category”, "author",
"title", sinple(l), "isbn"]),
/

/0

"price", "fiction", 8.95],
/1 2 3 /
{"store": {

"book": [

128(["reference", "N gel Rees",
"Sayi ngs of the Century", sinmple(3)]),
128([sinmpl e(2), "Evelyn Waugh",
"Sword of Honour", 12.99]),
128([sinple(2), "Herman Melville",
"Moby Di ck", sinmple(3), "0-553-21311-3"]),
128([sinple(2), "J. R R Tolkien",
"The Lord of the Rings", 22.99, "0-395-19395-8"])],
"bicycle": {"color": "red", sinple(l): 19.95}}}])

Fi gure 4: Exanpl e packed CBOR data itemusing item sharing and
the record function tag, 302 bytes

The (JSON-conpati ble) CBOR data structure bel ow has been packed with

shared itemand (partial) prefix conpression only and enpl oys the
split-table setup form (tag 1113).
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{
"nane": "M/LED',
"interactions": [

"l'inks": [
"href":
"http://192.168. 1. 103: 8445/ wot / t hi ng/ MyLED/ r gbVal ueRed",
"medi aType": "application/json"

]1
"out putData": {
"val ueType": {

"type": "nunber"

}

, ane": "rgbVal ueRed",
"witable": true,

" @ypell: [

"Property"

]
IS
{

"links": [

"href":
"http://192.168. 1. 103: 8445/ wot / t hi ng/ MyLED/ r gbVal ueG een”,
"medi aType": "application/json"
}
1,
"out putData": {
"val ueType": {
"type": "nunber"”

}
}1
"nanme": "rgbVal ueG een",
"witable": true,
"@ype": [

"Property"
]

H
{
"links": [
"href":
"http://192.168. 1. 103: 8445/ wot / t hi ng/ MyLED/ r gbVal ueBI ue",
"medi aType": "application/json"

}
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] i)
"out putData": {
"val ueType": {

“"type": "number"

}
}1
"name": "rgbVal ueBl ue",
"writable": true,
"@ype": [
"Property"
]
}1
{

"l'inks": [

"href":
"http://192.168. 1. 103: 8445/ wot / t hi ng/ MyLED/ r gbVal ueWi t e",
"medi aType": "application/json"
}
1,
"out putData": {
"val ueType": {
"type": "nunber"

3

"name": "rgbVal ueWite",
"writable": true,
"@ype": [

"Property"

]
}
{

"links": [

"href":
"http://192. 168. 1. 103: 8445/ wot /t hi ng/ MyLED/ | edONOF f
"medi aType": "application/json"
}
I,
"out putData": {
"val ueType": {
"type": "bool ean”
}
}

"name": "l edonCff",
"witable": true,
"@ype": [

" Property"
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]
b
{
"l'inks": [
"href":
"http://192.168. 1. 103: 8445/ wot / t hi ng/ MyLEDY col or Tenper at ur eChanged",
"medi aType": "application/json"
}
1,
"outputData": {
"val ueType": {
"type": "nunber"
}
}
"nanme": "col or Tenper at ur eChanged",
"@ype": [
"Event"
]
}
I,
"@ype": "Lanp",
"id': "0",
"base": "http://192.168.1.103: 8445/ wot/t hi ng",
"@ontext":

"http://192.168. 1. 102: 8444/ wot / w3c- wot - t d- cont ext . j sonl d"

Figure 5: Exanple original CBOR data item 1210 bytes
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1113([/shared/["name", "@ype", "links", "href", "mediaType",
/0 1 2 3 4/
"application/json", "outputData", {"valueType": {"type":
/ 5 6 7/
"nunmber"}}, ["Property"], "witable", "val ueType", "type"],
/ 8 9 10 11/
[argument/ ["http://192.168.1.10", 128("3:8445/wot/thing"),
/ 128 129 /
129("/ MLEDY "), 130("rgbVvalue"), "rgbVal ue",
/ 130 131 132 /
{sinple(6): sinple(7), sinmple(9): true, sinple(l): sinple(8)}],
/ 133/

[runmp/ {simple(0): "MLED",
"interactions": |
133({sinmple(2): [{sinmple(3): 131("Red"), sinple(4): sinmple(5)}],
sinmple(0): 132("Red")}),
133({sinmple(2): [{sinple(3): 131("Geen"), sinple(4): sinmple(5)}],
sinmple(0): 132("Geen")}),
133({sinmple(2): [{sinmple(3): 131("Blue"), sinple(4): sinple(5)}],
simple(0): 132("Blue")}),
133({sinple(2): [{sinple(3): 131("Wiite"), sinple(4): sinple(5)}],
sinmple(0): "rgbVal ueWite"}),
{sinple(2): [{sinple(3): 130("| edOnOXf"), sinple(4): sinple(5)}],
sinmple(6): {sinple(10): {sinple(l1ll): "boolean"}}, sinple(0):
"l edOnOFf", sinple(9): true, sinple(l): sinple(8)},
{sinple(2): [{sinple(3): 130("col or Tenper at ur eChanged"),
simple(4): sinple(5)}], sinple(6): sinple(7), sinple(0):
"col or Tenper at ur eChanged”, sinple(1): ["Event"]}],
sinmple(l): "Lanp", "id": "0", "base": 129(""),
"@ontext": 128("2:8444/wot/w3c-wot-td-context.jsonld")}])

Figure 6: Exanpl e packed CBOR data item 507 bytes
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