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Abst ract
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Representati on (CBOR), addressing inplenenter experience.

Repl aci ng EDN' s previous informal descriptions, it updates RFC 8949,
obsoleting its Section 8, and RFC 8610, obsoleting its Appendix G

It also specifies registry-based extension points and uses themto
support text representations such as of epoch-based dates/tinmes and
of | P addresses and prefixes.

/1 (This cref will be renpved by the RFC editor:) The present -22 is
/1 intended to present a conplete specification that can be used to
/1 confirmthe results of the 2026-04-01 CBOR interim This includes
/1 extending inline comrents to enconpass C-style coments, and end-
/1 of-line coments to enconpass C++-style conments.
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literals/.

Di scussi on of this docunent takes place on the cbor Wrking G oup
mailing list (mailto:cbor@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/chor/. Subscribe at
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1. Introduction

The Conci se Binary Object Representation (CBOR) (RFC8949) [STD94] is
a data format whose design goals include the possibility of extrenely
smal | code size, fairly small nessage size, and extensibility w thout
the need for version negotiation. 1In addition to the binary

i nterchange fornat, the original CBOR specification described a text-
based "di agnostic notation" (Section 6 of [RFC7049], now Section 8 of
RFC 8949 [STDO4]), in order to be able to converse about CBOR data
items without having to resort to binary data. Appendix G of

[ RFC8610] extended this into what is also known as Extended

Di agnostic Notation (EDN)

Di agnostic notation syntax is based on JSON, with extensions for
representi ng CBOR constructs such as binary data and tags.

Standardi zing EDN in addition to the actual binary interchange format
CBOR does not serve to create a conpeting interchange format, but
enabl es the use of a shared diagnostic notation in tools for and in
docunents about CBOR  Still, between tools for CBOR devel oprent and
di agnosi s, document generation systens, continuous integration (Cl)
environments, configuration files, and user interfaces for view ng
and editing for all these, EDN is often "interchanged" and therefore
merits a specification that facilitates interoperability within this
domain as well as reliable translation to and from CBOR  EDN i s not
desi gned or intended for general -purpose use in protocol elenents
exchanged between systens engaged in processes outside those |isted
her e.

Thi s docunent consolidates and formalizes the definition of EDN
providing a fornal grammar (see Section 5.1 and Section 5.2), and

i ncorporating snall changes based on inplenentation experience. It
updat es RFC8949, obsoleting Section 8 of RFC 8949 [STDO4], and
[ RFC8610], obsol eting Appendix G of [RFC3610]. It is intended to

serve as a single reference target that can be used in specifications
that use EDN
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It also specifies two regi stry-based extension points for the

di agnostic notation: one for additional encoding indicators, and one
for adding application-oriented literal forms. |1t uses these
registries to add encoding indicators for a nore conplete coverage of
encodi ng variation, and to add application-oriented literal forns
that enhance EDN with text representati ons of epoch-based date/tines,
of I P addresses and prefixes [ RFC9164], and of Conci se Resource
Ildentifiers (CRI [I-D.ietf-core-href]), as well as an application-
oriented literal that represents cryptographic hash val ues conputed
frombyte strings.

In addition, this docunent registers a nedia type identifier and a
content-format for CBOR diagnostic notation. This does not el evate
its status as an interchange format, but recognizes that interaction
between tools is often snoother if nedia types can be used.

Exampl es in RFCs often do not use nedia type identifiers, but
speci al sourcecode type nanes that are allocated in
https://ww. rfc-editor.org/ material s/sourcecode-types.txt
(https://ww. rfc-editor.org/ material s/ sourcecode-types.txt).
At the time of witing, this resource lists four sourcecode
type nanes that can be used in RFCs for including CBOR data
itenms and CBOR-rel at ed | anguages:

* cbor (which is actually not useful, as CBOR is a binary
format and cannot be used in textual exanples in an RFQC),

the present docunent),

* cbor-pretty (which is a possibly annotated and pretty-
printed hexdunp of an encoded CBOR data item along the
lines of the grammar of Section 5.2.1, as used for
instance for sone of the exanples in Appendix A 3 of
[ RFC9290]), and

I
I
I
I
I
I
I
I
I
|
| * cbhor-diag (which is another name for EDN, as defined in
I
I
I
I
I
I
|
| * cddl (which is used for the Concise Data Definition

| Language, CDDL, see Section 1.2 bel ow).

Note that EDN is not meant to be the only text-based representation
of CBOR data itens. For instance, [YAM] [RFC9512] is able to
represent nost CBOR data items, possibly requiring use of YAM.'s
extension points. YAM does not provide certain features that can be
useful with tools and documents needi ng text-based representations of
CBOR data items (such as enmbedded CBOR or encoding indicators), but

it does provide a host of other features that EDN does not provide
such as anchor/alias data sharing, at a cost of higher inplenentation
and | earning complexity.
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1.1. Structure of This Docunent

Section 2 of this docunent has been built from Section 8 of RFC 8949
[ STD94] and Appendi x G of [ RFC8610]. The latter provided a nunber of
useful extensions to the initial diagnostic notation that was
originally defined in Section 6 of [RFC7049]. Section 8 of RFC 8949
[ STD94] and Appendi x G of [ RFC8610] have coll ectively been called
"Ext ended Di agnhostic Notation" (EDN), giving the present docunent its

nane.
After introductory naterial, Section 3 illustrates the concept of
application-oriented extension literals by defining the "dt", "ip",

"hash", and "cri" extensions. Section 4 defines nechanisns for
dealing with unknown application-oriented literals and deliberately
elided information. Section 5 gives the formal syntax of EDN in
ABNF, with explanations for some features of and additions to this
syntax, as an overall granmar (Section 5.1) and specific grammars for
the content of app-string and byte-string literals (Section 5.2).
This is followed by the conventional sections for | ANA Considerations
(6), Security considerations (7), and References (8.1, 8.2). An

i nformati onal conparison of EDN with CDDL follows in Appendix A

1.2. Term nol ogy

Section 8 of RFC 8949 [ STD94] defines the original CBOR diagnostic
not ati on, and Appendi x G of [RFC8610] supplies a nunber of extensions
to the diagnostic notation that result in the Extended Di agnostic
Notation (EDN). The diagnostic notation extensions include popul ar
features such as enbedded CBOR (encoded CBOR data itens in byte
strings) and comments. A sinple diagnhostic notation extension that
enabl es representing CBOR sequences was added in Section 4.2 of

[ RFC8742]. As diagnostic notation is not used in the kind of

i nt erchange situati ons where backward conpatibility woul d pose a
significant obstacle, there is little point in not using these
extensions; as at |east sone elenments of the extended form are now
near-universally used, the terns "di agnostic notation" and "EDN' have
becone synonyms in the context of CBOR

Therefore, references to "_diagnostic notation_" generally nean to
include the original notation from Section 8 of RFC 8949 [ STD94] as
wel | as the extensions from Appendi x G of [ RFC8610], Section 4.2 of
[ RFC8742], and the present docunent. However, this docunent sticks
to the abbreviation "_EDN " as it has becone quite popular and is
nmore sharply distingui shabl e from ot her meanings than "DN' woul d be.
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In a simlar vein, the term"ABNF" in this docunent refers to the
| anguage defined in [ STD68] as extended in [ RFC7405], where the
"characters” of Section 2.3 of RFC 5234 [ STD68] are Uni code scal ar
val ues. Brief snippets of granmmar may be given in the text as

| - Regexp regul ar expressions [ RFC9485].

The term "CDDL" (Concise Data Definition Language) refers to the data
definition | anguage defined in [RFC8610] and its registered

ext ensi ons (such as those docunented in [ RFC9165] and [ RFC9682]).

Addi tional information about the relationship between the two

| anguages EDN and CDDL is captured in Appendix A

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capitals, as shown here

1.3. (Non-)Objectives of this Docunent

Section 8 of RFC 8949 [ STD94] states the objective of defining a
common hunan-readabl e di agnostic notation with CBOR I n particular,
it states:

| Al actual interchange always happens in the binary format.
1.3.1. For Humans

One inportant application of EDN is the notation of CBOR data for
humans: in specifications, on whiteboards, and for entering test

data. A number of features, such as comrents inside prefixed string
literals, are mainly useful for people-to-people comrunication via
EDN. Progranms al so often output EDN for diagnostic purposes, such as
in error nessages or to enable conparison (including generation of
diffs via tools) with test data.

1.3.2. Det er m ni snf

For comparison with test data, it is often useful if different

i npl ement ati ons generate the sanme (or simlar) output for the sane
CBOR data itens. This is conparable to the objectives of
deterministic serialization for CBOR data itenms thensel ves

(Section 4.2 of RFC 8949 [STD94]). However, there are even nore
representation variants in EDN than in binary CBOR and there is
little point in specifically endorsing a single variant as

"determ nistic" when other variants may be nore useful for human
understanding, e.g., the << >> notation as opposed to h’'’; an EDN
generator may have quite a few options that control what presentation
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variant is nost desirable for the application that it is being used
for.

Because of this, a determnistic representation is not defined for
EDN, and there is no expectation for "roundtripping" fromEDN to CBOR
and back, i.e., for an ability to convert EDN to binary CBOR and back
to EDN whil e achieving exactly the sane result as the original input
EDN — the original EDN possibly was created by humans or by a

di fferent EDN generator.

1.3.3. Basic Qutput Format

However, there is a certain expectation that EDN generators can be
configured to some basic output format, which:

* |looks |ike JSON where that is possible;

* inserts encoding indicators only where the binary formdiffers
frompreferred encoding;

* uses hexadeci mal representation (h’’) for byte strings, not b64’
or enmbedded CBOR (<<>>);

* does not generate el aborate bl ank space (newines, indentation)
for pretty-printing, but does use comon bl ank spaces such as
after , and :.

EDN generators may provide configuration to consistently sel ect
either the unescaped (directly readable) or an escaped (ASC |

equi valent) formof characters in string literals; the latter allows
EDN to be used when the diagnostic value of fully escaped characters
may be desired or in environnents where non-ASClI| characters may not
enjoy full data transparency. Simlar to JSON, EDN is designed to
allow a sinple tool to convert any EDN (including EDN with
appl i cation extensions unknown to the tool) into fully escaped
(printable ASCII and newlines only) form as well as to inversely
recover unescaped characters for all escapes where this is possible
or for certain subsets of the characters (such as Uni code categories
L, M N P, S plus Zs or just ASCI| space)

Addi tional features such as ensuring determ nistic map ordering
(Section 4.2 of RFC 8949 [STD94]) on output, or even deviating from
the basic configuration in sone systematic way, can further assist in
comparing test data. Information obtained froma CDDL nodel can help
in choosing application-oriented literals or specific string
representations such as enbedded CBOR or b64'’ in the appropriate

pl aces.
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2

Overvi ew over CBOR Extended Di agnostic Notation (EDN)

CBOR is a binary interchange format. To facilitate docunentation and
debugging, and in particular to facilitate comruni cati on between
entities cooperating in debugging, this docunent defines a sinple
human-r eadabl e di agnostic notation. All actual interchange always
happens in the binary fornmat.

Not e that diagnostic notation truly was designed as a diagnostic
format; it originally was not neant to be parsed. Therefore, no
formal definition (as in ABNF) was given in the original docunents.
Recogni zing that formal grammars can aid interoperation of tools and
usability of docunents that enploy EDN, Section 5 now provides ABNF
definitions.

EDN is a true superset of JSON as it is defined in [STDO0] in
conjunction with [ RFC7493] (that is, any interoperable [ RFC7493] JSON
text also is an EDN text), extending it both to cover the greater
expressiveness of CBOR and to increase its usability.

EDN borrows the JSON syntax for nunbers (integer and fl oating-point,
Section 2.4), certain sinple values (Section 2.8), UTF-8 [STD63] text
strings, arrays, and maps (naps are called objects in JSON, the

di agnostic notation extends JSON here by allowing any data itemin
the map key position).

As EDN is used for truly diagnostic purposes, its inplenentations MAY
support generation and possibly ingestion of EDN for CBOR data itens
that are well-forned but not valid. It is RECOMMENDED that an

i npl ement ati on enabl es such usage only explicitly by configuration
(such as an APl or CLI flag). Validity of CBOR data itens is

di scussed in Section 5.3 of RFC 8949 [STD94], with basic validity

di scussed in Section 5.3.1 of RFC 8949 [STDO4], and tag validity

di scussed in Section 5.3.2 of RFC 8949 [STDO4]. Tag validity is nore
likely a subject for individual application-oriented extensions,
while the two cases of basic validity (for text strings and for maps)
are addressed in Sections 2.5.7 and 2.6.3 under the headi ng of
_validity_.

The rest of this section provides an overview over specific features
of EDN, starting with certain comobn syntactical features and then
goi ng through kinds of CBOR data itens roughly in the order of CBOR
maj or types. Any additional detail ed syntax discussion needed has
been deferred to Section 5.1.
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2.1. Application-Oriented Extension Literals

EDN provides _literals_ that represent CBOR data itens textually.
Many of the forns of literals provided are predefined by this
docunent, but it also defines an extension point that enables
defining additional _application-oriented extension literals_, or
_extension literals_ for short.

Extension literals start with a _prefix_ that identifies the
application-oriented extension, imediately followed by a sequence
literal (Section 2.5.6) or a single-quoted or raw string litera
(Section 2.5). The latter formuses its string literal as a
shorthand formfor a sequence literal representing a sequence with
exactly that one string data item

This notation is generalized from Section 8 of RFC 8949

[ STD94], which provides for notating byte strings in a nunber
of [RFC4648] base encodi ngs, where the encoded text is enclosed
in single quotes, prefixed by a prefix (h for basel6, b32

for base32, h32 for base32hex, b64 for base64 or

base64url).

I
I
I
I
I
I
| This syntax can be thought to establish a nane space, with the
| names "h", "b32", "h32", and "b64" taken, but other names being
| unallocated. The present specification allows registering

| additional names for this nanespace, which it calls

| _application-extension identifiers._.

More precisely, an _application-extension identifier_is a nane
consisting of a lower-case ASCI| letter ([a-z]) and zero or nore
additional ASCI| characters that are either |ower-case letters,
digits, or hyphens ([a-z0-9-]). false, true, null, and

undefi ned cannot be used as such identifiers and are reserved.

Application-extension identifiers are registered in a registry
(Section 6.1).

An application-extension (such as dt) MAY al so define the neani ng of
a variant prefix derived fromits application-extension identifier by
repl aci ng each | ower-case character by its upper-case counterpart
(such as DT). As a convention for such definitions, using the all-
uppercase variant inplies nmaking use of a tag appropriate for this
application-oriented extension (such as tag nunber 1 for DT, where dt
stands for the unw apped nunber).

Thi s specification defines a nunber of generally applicable

application-oriented extensions (Section 3), both to notivate naking
these extensions generally available, and to illustrate the concept.
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2. 2. Comrent s

For presentation to humans, EDN text may benefit from coments. JSON
famously does not provide for comments, and the original diagnostic
notation in Section 6 of [RFC7049] inherited this property.

EDN now provi des two coment syntaxes, which can be used where the
syntax all ows bl ank space (outside of constructs such as nunbers,
string literals, etc.):

* inline comments, delimted by slashes ("/") or by Cstyle "/*" and
R
In a position that allows blank space, each of the following is
consi dered bl ank space (and thus effectively a coment:

- any text that starts with a slash followed by a character that
is not a star or a slash, up to another slash, or

- any text that starts with "/*" up to and including the next
following "*/"

* end-of-line conments, delimted by "#" or "//" and an end of |ine
(LI NE FEED, U+000A):

In a position that allows bl ank space, any text starting with "#"
or "//" and ending with and including the end of the line is
consi dered bl ank space (and thus effectively a comment).

Comments can be used to annotate a CBOR structure as in:
/ grasp-nmessage/ [/ M DI SCOVERY/ 1, /session-id/ 10584416
[ obj ectivel/ [/objective-nanme/ "opsonize",
ID, N, S/ 7, /[loop-count/ 105]]
This reduces to [1, 10584416, ["opsonize", 7, 105]].
Anot her exanpl e, conbining the use of inline and end-of-Iine

comment s:

[ktyl 1 : 4, # Symetric
lfalg/ 3 : 5, # HVAC 256- 256
Ikl -1 : h'6684523ab17337f 173500e5728c628547ch37df
€68449c65f 885d1b73b49eael’
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This reduces to {1: 4, 3: 5, -1:
h' 6684523AB17337F173500E5728C628547CB37DFE68449C65F885D1B73B49EAEL’ } .

2.2.1. Discussion

As a not quite backward conpati bl e change, this specification
restricts slash-delimted comments that were allowed in Appendix G 6
of [RFC8610] in two ways

* |Inline comrents now | onger can be enpty: The construct "//" that
was an enpty coment in Appendix G 6 of [RFC8610] is now used
instead to introduce an end-of-line cooment. (Note that "//"
still can be used in what is visually "within" a slash-delinited
comrent; its first slash actually ends the current comrent and the
second slash starts a new one.)

* EDN now enabl es the use of C-style inline coomments; e.g., "/*foo/"
was a conplete comment in Appendix G 6 of [RFC8610] and now is the
begi nning of a C-style coment that goes on up to a "*/".

The introduction of Cstyle inline coments for instance enables a
comment explaining a COSE algorithmidentifier, as in

4 /* HVAC 256/ 64 */
i nstead of the conventional, but often less famliar
4 | HVAC 256//64 /

2.3. Encoding Indicators
Sonetimes it is useful to indicate in the diagnostic notation which
of several alternative representations were actually used; for
exanple, a data itemwitten 1.5 by a diagnostic decoder m ght have
been encoded as a half-, single-, or double-precision float.
The convention for encoding indicators is that anything starting with
an underscore and all imediately follow ng characters that are
al phanumeric or underscore is an encoding indicator, and can be

i gnored by anyone not interested in this information. For exanple,
or _3.
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Encoding indicators are always optional: EDN is usually used to
describe CBOR data itens at the data nodel |evel. For some

di agnostic purposes, it is useful to represent the choice of a
serialization variation by including encoding indicators.

I npl enent ati ons of EDN generally do not need to provide this
functionality, but may want to be able to process EDN that contains
encodi ng indicators, ignoring themjust as a generic CBOR decoder

i gnores the presence of the serialization variants it encounters.

Encoding indicators are placed imediately to the right of the data
itemor of a syntactic feature that can stand for the data itemthe
encodi ng of which the encoding indicator is controlling. Table 1
provi des exanpl es for encoding indicators used with various kinds of
data itens.

‘o4 oo —-———=——=—=—=+
| m | exanples |
[ bl S oo s )
| 0 | 1.1, 0x4711_ 3 |
I i I I I I +
|1 | -1.1 |
L I I +
2 | "A_1 I
I i I +
| 3 | "A"_1 I
I i I I I I +
| 4 | [_1 "bar”] |
L I I +
| 5 | {_1 "bar": 1} |
I i I +
| 6 | 1_1(4711) |
I i I I I I +
| 7 | 1.5_2, 0x4711p+03_3 |
L I I +

Table 1. Exanpl es of
Encodi ng I ndicators for
Different Data Itens (m

= maj or type)

(In the follow ng, an abbreviation of the formai=nn gives nn as the
numeric value of the field _additional information_, the | ow order 5
bits of the initial byte: see Section 3 of RFC 8949 [STD94]. This
field is used in encoding the "argument”, i.e., the value, tag, or

Il ength; ai=0 to ai=23 nmean that the value of the ai field inmrediately
_is_the argunent, ai=24 to ai =27 nean that the argunent is carried
in 2"(ai-24) (1, 2, 4, or 8) additional bytes, and ai =31 neans t hat
indefinite length encoding is used.)
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An underscore followed by a decinal digit n indicates that the
preceding item (or, for arrays and maps, the itemstarting with the
precedi ng bracket or brace) was encoded with an additiona

i nformati on val ue of ai=24+n. For exanple, 1.5 1 is a half-precision
fl oati ng-poi nt nunber (271 = 2 additional bytes or 16 bits), while
1.5 3 is encoded as doubl e precision (2*"3 = 8 additional bytes or 64
bits).

The encoding indicator _ is an abbreviation of what would in full
formbe _7, which is not used. Therefore, an underscore _ on its own
stands for indefinite | ength encoding (ai=31). (Note that this
encoding indicator is only avail abl e behind the openi ng brace/ bracket
for map and array (Section 2.6.2): strings have a special syntax
streanstring for indefinite |l ength encoding except for the specia
cases '’ _and ""_ (Section 2.5.4).)

The encoding indicators 0 to _3 can be used to indicate ai=24 to

ai =27, respectively; they therefore stand for 1, 2, 4, and 8 bytes of
additional information (ai) following the initial byte in the head of
the data item (The abbreviation of _7 into _ was di scussed above.
_4to _6 are not currently used in CBOR, but will be available if and
when CBOR is extended to nmake use of ai =28 to ai =30.)

Surprisingly, Section 8.1 of RFC 8949 [ STD94] does not address ai =0
to ai =23 — the assunption seens to have been that preferred
serialization (Section 4.1 of RFC 8949 [STDO4]) will be used when
converting CBOR diagnostic notation to an encoded CBOR data item so
| eaving out the encoding indicator for a data itemwth a preferred
serialization will inplicitly use ai=0 to ai=23 if that is possible.
The present specification allows making this explicit:

_i ("imediate") stands for encoding with ai=0 to ai=23, i.e., it
indicates that the argunent is encoded directly in the initial byte
of the CBOR item

Whil e no pressing use for further values for encoding indicators
cones to mind, this is an extension point for EDN;, Section 6.2
defines a registry for additional values.

Encodi ng I ndicators are discussed in further detail in Section 2.5.4
for indefinite length strings and in Section 2.6.2 for arrays and
maps.

2.4. Nunbers
In addition to JSON s deci nal nunber literals, EDN provides

hexadeci mal , octal, and binary nunber literals in the usua
C- |l anguage notation (octal with 0o prefix present only).
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Nunbers conposed only of digits (of the respective base) are
interpreted as CBOR integers (major type 0/1, or where the nunber
cannot be represented in this way, major type 6 with tag 2/3). A

|l eading "+" sign is a no-op, and a leading "-" sign inverts the sign
of the nunber. So 0, 000, +0 all represent the sane integer zero, as
does -0. Simlarly, 1, 001, +1 and +0001 all stand for the sane

i nteger one, and -1 and -0001 both designate the sane integer ninus
one.

Using a decimal point (.) and/or an exponent (e for decimal, p for
hexadeci nal) turns the nunber into a floating point number (nmjor
type 7) instead, irrespective of whether it is an integral nunber

mat hematically. Note that, in floating point nunbers, 0.0 is not the
same nunber as -0.0, even if they are mathematically equal

In Table 2, all the itens on a row are the same nunber (al so shown in
CBOR, hexadecimally), but they are distinct fromitems in a different

r ow.
| EDN | CBOR hex |
| 4711, 0x1267, 0011147, 0b1001001100111 | 19 1267 # ui nt |
o m e e e e e e meemeaoao- o e e e +
| 1.5, 0.15el, 15e-1, Ox1.8p0, Ox18p-4 | F9 3E00 # float16 |
e e e e e e e e e e e e e m Fomm e +
| 0, +0, -0 | 00 # uint |
oo o e e e meee oo oo ea o +
| 0.0, +0.0 | F9 0000 # float16 |
o m e e e e e e meemeaoao- o e e e +
| -0.0 | F9 8000 # float16 |
e e e e e e e e e m e e ——a Fomm e +

Tabl e 2: Exanpl e Sets of Equival ent Notations for Sone Nunbers

The non-finite floating-point values Infinity, -Infinity, and NaN are
witten exactly as in this sentence (this is also a way they can be
witten in JavaScript, although JSON does not allow then

See Section 5.1, Paragraph 7, Item 3 for additional details of the
EDN nunber synt ax.

(Note that literals for further number formats, e.g., for
representing rational nunbers as fractions, or for NaNs with non-zero
payl oads, can be added as application-oriented literals. Background
i nformati on beyond that in [ STD94] about the representation of
nunmbers in CBOR can be found in the informational docunent

[1-D. bormann-cbor - nunber s] .)
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2.5. Strings

CBOR di stingui shes two kinds of strings: text strings (the bytes in
the string constitute UTF-8 [STD63] text, nmajor type 3), and byte
strings (CBOR does not further characterize the bytes that constitute
the string, major type 2).

EDN has three direct notations for strings: double-quoted and raw
strings for (UTF-8) text strings, and single-quoted strings for byte
strings. The latter are useful for byte strings carrying bytes that
can be nmeaningfully notated as UTF-8 text (Section 2.5.2).

Many strings are best notated as extension literals, which may
provi de detail ed access to the bits within those bytes (see

Section 2.5.5). Extension literals can be constructed out of single-
quoted strings, raw strings, and sequence literals.

2.5.1. Double-Quoted String Literals

EDN enabl es notating text strings in a formconpatible to that of
notating text strings in JSON (i.e., as a doubl e-quoted string

literal), with a nunber of usability extensions. |In JSON, no contro
characters are allowed to occur directly in text string literals; if
needed, they can be specified using escapes such as \t or \r. In

EDN, string literals additionally can contain new ines (LI NEFEED
U+000A), which are copied into the resulting string |ike other
characters in the string literal. To deal with variability in

pl atform presentati on of newlines, any carriage return characters
(W+000D) that may be present in the EDN string literal are not copied
into the resulting string (see Section 5.1, Paragraph 7, Item2). No
ot her control characters can occur directly in a string literal, and
the handling of escaped characters (\r etc.) is as in JSON

JSON s escape schene for characters that are not on Unicode’s basic
mul tilingual plane (BMP) is cunbersone (see Section 7 of RFC 8259

[ STDO0]). EDN keeps it, but also adds the syntax \u{NNN} where NNN
is the Unicode scal ar val ue as a hexadeci mal nunber. This neans the
followi ng are equivalent (the first o is escaped as \u{6f} for no
particul ar reason):

"Dhu{6f}mno’ s \u{1F073} + \u{2318}" # \u{}-escape 3 chars

"Domi no’ s \ub83C\uDC73 + \u2318" # escape JSON-1i ke
"Domino’'s + " # unescaped
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2.5.2. Single-Quoted String Literals

Anal ogously to text string literals delimted by doubl e quotes, EDN
all ows the use of single quotes (without a prefix) to express byte
string literals with UTF-8 text; for instance, the following are
equi val ent :

"hello worl d’
h’ 68656c6¢c6f 20776f 726c64

The escaping rules of JSON strings are applied equivalently for text-
based byte string literals, e.g., \\ stands for a single backsl ash
and \' stands for a single quote. However, to facilitate parsing, in
singl e-quoted strings EDN excl udes certain escapi ng mechani sims
avai |l abl e for doubl e-quoted strings:

* \/ is an escape in JSON that is available for EDN text strings as
well to ensure all JSON texts are EDN literals. Since EDN s
singl e-quoted strings do not occur in JSON, this |egacy
compatibility feature is not available for them

* \u-based escapes are not available for characters in the range
from W0020 to W+O07E (essentially, printable ASCI).

Single-quoted string literals can occur unprefixed and stand for the
byte string that encodes its text string value (the "content"), or be
prefixed by what |ooks |ike an application-extension prefix (see
Section 2.1).

In a prefixed string literal, the text content of the single-quoted
string literal is not used directly as a byte string, but is further
processed in a way that is defined by the nmeaning given to the
prefix. Depending on the prefix, the result of that processing can,
but need not be, a byte string val ue.

Prefixed string literals (whether single-quoted after the prefix or a
raw string (Section 2.5.3)) are used both for base-encoded byte
string literals (see Section 2.5.5) and for application-oriented
extension literals (see Section 2.1, called app-string). (Additiona
ki nds of base-encoded string literals can be defined as application-
oriented extension literals by registering their prefixes; there is
no fundanmental difference between the two predefined base-encoded
string literal prefixes (h, b64) and any such potential future
extension literal prefixes; for sinplicity of expression, both cases
are referred to as "extension literals".)
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2.5.3. Raw String Literals

Bot h doubl e- quot ed and singl e-quoted string literals handle

backsl ashes in a special way. For string data itens that enpl oy
backsl ashes thensel ves, possibly with additional |ayers of processing
giving this "escaping" mechani sm specific application semantics, this
can lead to an exponential duplication of backslashes that has
informally been described as "quoting hell"

EDN therefore also allows text strings to be notated as raw string
literals, which do not perform backslash processing. Instead, data
transparency is provided by enclosing themin starting and endi ng
delinmters built as a sequence of one or nore backquote (', U+0060
GRAVE ACCENT) characters.

For exanple, the I-Regexp [ \t\n\r"" ‘], a character class that
excl udes bl ank space and quoting characters, can be notated as:

ll[/\ \t\n\rllil]ll
i nst ead of
RN AR LR AU

By using nmore backquotes for the outer delimiters than the | ongest
sequence of backquotes that can be found in the string, interna
backquotes do not prematurely end the string literal. An exanple for
a raw string that contains a doubl e backquote and therefore is
notated starting and ending with a triple backquote:

‘“*“To enul ate typographic quotes, sonetinmes duplicate backward and
forward single quotes are used, as in ‘‘text.’

This nmechanismis easy to use for the large majority of cases
However :

* Raw strings cannot be used for enpty string data itens, which
therefore need to be notated using double- or single-quoted
strings. (Cbviously, there is no need to escape the content of
enpty strings, so this should not be a problem)

* Wthout additional rules, raw strings could not be used for string
data items that start or end with backquotes, as these woul d
amal gamate with the start and end delimters.

To address the latter cases, two additional rules are added:
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* After processing the backquotes used as delimters, any single
newine at the start of a raw string is removed. As a result:

a

can al so be expressed as

alll

In addition to enabling | eading backquotes in raw strings, this
can be very useful for documentation strings etc.

This rule also allows notating text’’ as:

‘ttext

* An ending delimter with nore backquotes than were used in the
starting delimter contributes the superfluous ones to the string.

This allows notating a = ‘‘foo

as:

a: foolllll

(The examples given here are mininmal in that they show how the
additional rules work; mnmore conpl ex exanpl es woul d be necessary to
provi de additional notivation why this is a good case to handle.)

See Section 5.1 for a nore fornmal approach to defining these rules.
2.5.4. Encoding Indicators of Strings

For indefinite length encoding, strings (byte and text strings) have
a special syntax streanstring. This is used (except for the specia
cases '’ _and ""_below) to notate their detailed conposition into

i ndi vi dual "chunks" (Section 3.2.3 of RFC 8949 [STD94]), by
representing the individual chunks in sequence w thin parentheses,
each optionally followed by a comma, with an encodi ng i ndicator _

i medi ately after the opening parenthesis: e.g., (_ h' 0123, h'4567")
or (_ "foo", "bar"). The overall type (byte string or text string)
of the string is provided by the types of the individual chunks,
which all need to be of the same type (Section 3.2.3 of RFC 8949

[ STDO4]) .

For an indefinite-length string with no chunks inside, (_ ) would be

anbi guous as to whether a byte string (encoded Ox5fff) or a text
string (encoded Ox7fff) is neant and is therefore not used. The
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basic forns '’ _ and ""_ can be used instead and are reserved for the
case of no chunks only — not as short forms for the (permitted, but
not really useful) encodings with only enpty chunks, which need to be
notated as (_ '), (_""), etc., when it is desired to preserve the

chunk structure.
2.5.5. Base-Encoded Byte String Literals

Besi des the unprefixed byte string literals that are anal ogous to
JSON text string literals, EDN provides extension literals that can
represent byte strings by base-encoding them typically notated as
prefixed string literals. The application-extension identifier

sel ects one of the base encodi ngs [ RFC4648], without padding. Mbst
often, the base encoding is enclosed in a single-quoted or raw string
literal, prefixed by h for basel6 or b64 for base64 or base64url
(the actual encodings of the latter two have the sane neani ng where
they overlap, so the string remains unanbi guous). For exanple, the
byte string consisting of the four bytes 12 34 56 78 (given in
hexadeci mal here) could be witten h’ 12345678 or b64’ Ef ReA" when
usi ng single-quoted string literals, or h'12345678' or b64'Ej RNeA
when using raw string literals.

| (Note that Section 8 of RFC 8949 [ STD94] al so nentions b32

| for base32 and h32 for base32hex. This has not been

| inplenented widely and therefore is not directly included in

| this specification. These and further byte string formats now
| can easily be added back as application-oriented extension

I

literals.)
Exanpl es often benefit from sone bl ank space (spaces, line breaks) in
byte strings literals. |In certain EDN prefixed byte string literals,

bl ank space is ignored; for instance, the follow ng are equival ent:

h’ 48656c¢c6¢c6f 20776f 726c64
h'48 65 6¢c 6¢c 6f 20 77 6f 72 6¢C 64
h'4 86 56¢c 6c6f

20776 f726c64

The internal syntax of prefixed single-quote literals such as h’’ and
b64’ ' can also allow comments as bl ank space (see Section 2.2).

h' 68656c¢c6¢6f 20776f 726¢c64

h' 68 65 6¢ /doubled I!/ 6¢c 6f # hello
20 / space/
77 6f 72 6¢ 64’ /world/
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Sl ash characters are part of the base64 classic al phabet (see Table 1
in Section 4 of [RFC4648]), and they therefore need to be in the
b64’’ set of characters that contribute to the byte string.

Therefore, only end-of-1ine conments are avail abl e inside b64 byte
string literals.

b64’ [ base64 not a comment/ but one follows # conment’
h’ FDB6AC 7BAE27A2D69CA2699E9EDFDBBADA2779FA25 968C2C

These two byte string literals stand for the sanme byte string; the
del i berately confusing base64 content starts with b64’'/bas’ which is
the sane as h’' FDB6AC and ends with b64’ | ows’ which is the sane as
h' 968C2C .

2.5.6. CBOR Sequence Literals

In diagnostic notation, a sequence of zero or nore CBOR data item
literals can be enclosed in << and >>, optionally prefixed by an
application-extension prefix; this specification speaks of _sequence
literals_. EDN mainly deals with individual data itenms, not with CBOR
sequences [RFC8742], so the CBOR sequence represented by the sequence
literal needs to be further processed to obtain the value of the
literal.

Prefi xed sequence literals refer to the application extension (see
Section 2.1) identified by the prefix and apply the extension to its
sequence content, resulting in a single data item This data item
may be a string or may not (always) be, depending on the definition
of the application extension

An unprefixed sequence literal applies CBOR encoding to the data
items inits content, taken as a CBOR sequence. The value of the
literal thus is a byte string with the encoded content; this is
commonly referred to as _enbedded CBOR . For instance, each pair of
columms in the follow ng are equival ent:

<<1>> h' 01’

<1, 2>> h’ 0102

<<"hello", null>> h’"65 68656c6¢c6f f6
<<>> h’
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2.5.7. Validity of Text Strings

To be valid CBOR, Section 5.3.1 of RFC 8949 [STD94] requires that
text strings are byte sequences in UTF-8 [STD63] form EDN provides
several ways to construct such byte strings (see Section 5.1,
Paragraph 9, Item 1l for details). These nechanisns m ght operate on
subsequences that do not thenselves constitute UTF-8, e.g., by
bui l di ng | arger sequences out of concatenating the subsequences; for
validity of a text string resulting fromthese nmechanisns it is only
of inportance that the result is UTF-8. Doubl e-quoted, single-
quoted, and raw string literals have been defined such that they |ead
to byte sequences that are UTF-8: the source | anguage of EDN is UTF-
8, and all escaping nmechanisnms |lead only to adding further UTF-8
characters. Only prefixed string literals, other application-
extensions, or in certain cases concatenation (Section 5.1, Paragraph
9, Item 1) can generate non-UTF-8 byte sequences.

As discussed at the start of Section 2, EDN inpl enentations MAY
support generation and possibly ingestion of EDN for CBOR data itens
that are well-formed but not valid; when this is enabl ed, such

i mpl ement ati ons MAY rel ax the requirenment on text strings to be valid
UTF- 8.

Note that neither CBOR about its text strings nor EDN about its
source | anguage make any requirenents except for conformance to

[ STD63]. No additional Unicode processing or validation such as
normal i zati on or checki ng whether a scalar value is actually assigned
is foreseen by EDN, particularly not any processing that is dependent
on a specific Unicode version. Such processing, if offered, MJUST NOT
get in the way of processing the data itemrepresented in EDN (i.e.,
it may be appropriate to issue warnings but not to error out or to
generate output that does not match the input at the UTF-8 | evel).

2.6. Arrays and Maps

EDN borrows the JSON syntax for arrays and maps. (Maps are called
objects in JSON.)

2.6.1. Mandatory Separators, Optional Term nators

For maps, EDN extends the JSON syntax by allow ng any data itemin
the map key position (before the colon).

JSON requires the use of a comma as a separator character between the
el ements of an array as well as between the menbers (key/val ue pairs)
of a map. (These conmmas al so were required in the origina

di agnostic notation defined in [STD94] and [ RFC8610].) The separator
commas are now optional in the places where EDN syntax allows comras;
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however, where no comma is used in a separator position, there nust
be bl ank space (composed of at |east one space, newine, and/or
commrent) instead. (Stylistically, |eaving out the commas is nore

i diomati c when they occur at |ine breaks, which provide the blank
space.)

In addition, EDN al so allows, but does not require, a trailing comm
before the cl osing bracket/brace, enabling an easier to maintain
"term nator” style of their use

In summary, the follow ng ei ght exanples are all equival ent:

3]

@

w

PRRPRRRRRERE

NRNNRNNNONN
L

&8}
(%)
<8}
=
D

{1 "n", "x": "a"}
{1 "n", "x": "a",}
{1 "n" "x": "a"}
# etc.

As a comma and/or bl ank/coment is nmandatory in a separator position,
[11] is unanbiguously an array with a single elenent (the integer
11), different from[1 1] or [1,1]. As this is a general rule,

[T] [11 or [[1,[]1] are well-forned EDN, while [[][]] is not.

CDDL’'s comma separators in the equivalent contexts (CDDL
groups) are entirely optional (and actually are term nators,
which together with their optionality allows themto be used
like separators as well, or even not at all). In summary,
comma use is now aligned between EDN and CDDL, in a fully
backward conpatible way. (CDDL does allow the stylistically
questionable a = [[][]], though.)

2.6.2. Encoding Indicators of Arrays and Maps

A single underscore can be witten after the opening brace of a map
or the opening bracket of an array to indicate that the data item was
represented in indefinite-length format. For exanple, [_ 1, 2]
contains an indicator that an indefinite-length representati on was
used to represent the data item[1, 2].
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At the sane position, encoding indicators for specifying the size of
the array or map head for definite-length fornmat can be used instead,

specifically _i or _0to _3. For exanple [_O false, true] can be
used to specify the encoding of the array [false, true] as 98 02 f4
f5.

2.6.3. Validity of Mps

As discussed at the start of Section 2, EDN inpl enentations MAY
support generation and possibly ingestion of EDN for CBOR data itens
that are well-fornmed but not valid (Section 5.3 of RFC 8949 [ STD94]).

For maps, this is relevant for nap keys that occur nore than once, as
in:

{1: "to", 1. "fro"}

2.7. Tags

Atag is witten as a deci mal unsigned integer for the tag nunber,

followed by the tag content in parentheses; for instance, a date in

the format specified by RFC 3339 (I1SO 8601) could be notated as:
0("2013-03-21T20: 04: 00Z")

or the equival ent epoch-based tinme as the foll ow ng:

1(1363896240)

The tag nunber can be followed by an encoding indicator giving the
encodi ng of the tag head. For exanpl e:

1_1(1363896240)

(assum ng preferred encoding for the tag content) is encoded as

d9 0001 # tag(1)
la 514b67b0 # unsi gned(1363896240)

2.8. Sinple val ues

EDN uses JSON syntax for the sinple values True (true), False

(false), and Null (null). Undefined is witten undefined as in
JavaScri pt.
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These and all other sinple values can be given as "sinple()" with the
appropriate integer in the parentheses. For exanple, sinple(42)

i ndi cates major type 7, value 42, and sinpl e(0x14) indicates

fal se, as does sinple(20) or sinple(0bl10100).

3. Application-Oiented Extension Literals
Thi s docunent extends the syntax used in diagnostic notation to al so
enabl e application-oriented extensions. This section defines a
nunber of application-oriented extensions.

3.1. The "dt" Extension
The application-extension identifier "dt" is used to notate a date/
time literal that can be used as an Epoch-Based Date/ Ti ne as per
Section 3.4.2 of RFC 8949 [STD94].

The content of the literal is a single Standard Date/ Tinme String as
per Section 3.4.1 of RFC 8949 [STD94], as a text or byte string.

The value of the literal is a nunber representing the result of a
conversion of the given Standard Date/ Tine String to an Epoch-Based

Date/ Tinme. |If fractional seconds are given in the text (production
time-secfrac in Figure 5), the value is a floating-point nunber; the
value is an integer number otherwise. |In the all-upper-case variant

of the app-prefix, the value is enclosed in a tag number 1.

Each row of Table 3 shows an exanple of "dt" notation and equi val ent
not ati on not using an application-extension identifier.

| dt literal | plain EDN

[} i ———————————————————— Ll —p—_—r
| dt’1969-07-21T02: 56: 16Z’ | -14159024 |
. . +
| dt’1969-07-21T02: 56: 16. 0Z' | -14159024.0
e . +
| dt’1969-07-21T02: 56: 16. 57’ | -14159023.5

o e e e e e e e e e e e o m o o e e - +
| dt<<1969-07-21T02:56: 16.5Z >> | -14159023.5
. . +
| dt<<"1969-07-21T02: 56: 16.52">> | -14159023.5
e . +
| DT’ 1969-07-21T02: 56: 16Z’ | 1(-14159024) |
o e e e e e e e e e e e o m o o e e - +

Table 3: dt and DT literals vs. plain EDN
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See Section 5.2.3 for an ABNF definition for the content of dt
literals.

3.2. The "ip" Extension

The application-extension identifier "ip" is used to notate an |IP
address literal that can be used as an | P address as per Section 3 of
[ RFC9164] .

The content of the literal is a single | Pvdaddress or |Pv6address as
per Section 3.2.2 of [RFC3986], as a text or byte string.

Wth the | ower-case app-string prefix ip, the value of the literal is
a byte string representing the binary I P address. Wth the upper-
case app-string prefix IP, the literal is such a byte string tagged
with tag nunber 54, if an |Pv6address is used, or tag nunber 52, if
an | Pv4address is used.

As an additional case, the upper-case app-string prefix P’ can be
used with an I P address prefix such as 2001:db8::/56 or 192.0. 2. 0/ 24,
with the equivalent tag as its value. (Note that [RFC9164]
representations of address prefixes need to inplenent the truncation
of the address byte string as described in Section 4.2 of [RFC9164];
see exanpl e below.) For conpl eteness, the | ower-case variant

i p’2001: db8::/56" or ip’'192.0.2.0/24" stands for an unw apped

[ 56, h" 20010db8" ] or [24,h c00002']; however, in this case the

i nformati on on whether an address is IPv4 or IPv6 often needs to cone
fromthe context.

Note that this application-extension provides no direct
representation of the "Interface format" defined in Section 3.1.3 of
[ RFC9164], an address conbined with an optional prefix |ength and an
optional zone identifier, and therefore no way to reference a zone
identifier at all. (If needed, this format can be put together by
building their structures explicitly, e.g., an interface format
without a zone identifier can be represented as in
52([ip’192.0.2.42",24]), or an interface format with zone identifier
42 as in 54([ip fe80::0202: 02ff:ffff:fe03:0303,64,42]).)

Each row of Table 4 shows an exanple of "ip" notation and equi val ent
not ati on not using an application-extension identifier.
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| ipliteral | plain EDN |
[} gt ——————————_ s —p—_——————————————(—————————— L
| ip 192.0.2. 42 | h’c000022a’ |
. +
| ip<<’192.0.2.42'>> | h’'c000022a’ |
R YT +
| 1P 192.0.2.42 | 52(h’c000022a’) |
o e e e T +
| 1P 192.0.2.0/24 | 52([24, h’ c00002']) |
. +
| ip’2001: db8:: 42 | h’20010db8000000000000000000000042° |
R YT +
| 1P 2001: db8:: 42 | 54(h’20010db8000000000000000000000042' ) |
o e e e T +
| 1P 2001:db8::/64" | 54([64,h’20010db8’]) |
. +

Table 4: ip and IP literals vs. plain EDN

See Section 5.2.4 for an ABNF definition for the content of ip
literals.

3.3. The "hash" Extension

The application-extension identifier "hash" is used to notate the
input to a cryptographic hash function as well as identify such a
hash function to obtain a byte string that represents the output of
that hash function.

The content of the literal is a string, optionally followed by either
an integer or a text string that identifies the hash function in the
COSE Al gorithms registry of the CBOR Object Signing and Encryption
(CCSE) registry group [I1 ANA cose], either by the identifier (value:
integer or string), or, if no algorithmis registered with this
value, by its nane used in the registry. |If the second itemis not
given, the default algorithmused is -16 ("SHA-256").

No uppercase variant prefix is defined for the application-extension
identifier "hash".
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pl ai n EDN |
e p—p—p—_———————————————(———r
h’ 2C26B46B68FFC68FF99B453C1D304134
13422D706483BFAOF98ASE886266E7AE" |

h' 2C26B46B68FFC68FF99B453C1D304134
13422D706483BFAOF98A5E886266E7AE |

h' 2C26B46B68FFC68FF99B453C1D304134
| -16>> 13422D706483BFAOF98A5E886266E7AE |
| hash<<’f oo’
| "SHA-256">>

h' 2C26B46B68FFC68FF99B453C1D304134
13422D706483BFAOF98A5E886266E7AE |

h’ F7FBBA6E0636F890E56FBBF3283E524C

hash<<’ f 00’ , |
6FA3204AE298382D624741D0DC663832 |
|
|

I

| -44>>
| 6E282CA1BES5E4254D8820772C5518A2C
| 5A8C0C7F7EDA19594A7EB539453E1ED7’

h’ F7FBBA6E0O636F890E56FBBF3283E524C

hash<<’' f oo’ |
6FA3204AE298382D624741D0DC663832 |
|
|

|

| "SHA-512">>
| 6E282C41BESE4254D8820772C5518A2C
| 5A8C0C7F7EDA19594A7EB539453E1ED?’

Table 5: hash literals vs. plain EDN
3.4. The "cri" Extension

The application-extension identifier "cri" is used to notate an EDN
literal for a CRI reference as defined in [I-D.ietf-core-href].

The text of the literal is a URI Reference as per [RFC3986] or an IR
Ref erence as per [RFC3987].

The value of the literal is a CRl reference that can be converted to
the text of the literal using the procedure of Section 6.1 of
[I-D.ietf-core-href]. Note that there nmay be nore than one CRI
reference that can be converted to the URI/IRI reference given;

i npl ementations are expected to favor the sinplest variant avail able
and make non-surprising choices otherwise. |In the all-upper-case
variant of the app-prefix, the value is enclosed in a tag number 99

As an exampl e, the CBOR di agnostic notation

cri’ https://exanpl e. conl bottargal/ shaved
CRI' https://exanpl e. com bott arga/ shaved
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is equivalent to

[-4, ["exanple", "com'], ["bottarga", "shaved"]]
99([-4, ["exanmple", "conl], ["bottarga", "shaved"]])

See Section 5.2.5 for an ABNF definition for the content of cri
literal s.

Stand-in Representations in Binary CBOR

In some cases, an EDN consumer cannot construct actual CBOR itens
that represent the CBOR data intended for eventual interchange. This
docunent defines stand-in representation for two such cases:

* The EDN consuner does not know (or does not inplenment) an
application-extension identifier used in the EDN docunent
(Section 4.1) but wants to preserve the information for a later
processor.

* The generator of some EDN intended for human consunption (such as
in a specification docunent) may not want to include parts of the
final data item destructively replacing conplete subtrees or
possibly just parts of a lengthy string by _elisions_

(Section 4.2).

| Inplenentation note: Typically, the ultimate applications wll

| fail if they encounter tags unknown to them which the ones

| defined in this section likely are. Were chains of tools are
| involved in processing EDN, it nay be useful to fail earlier

| than at the ultimate receiver in the chain unless specific

| processing options (e.g., comrand line flags) are given that

| indicate which of these stand-ins are expected at this stage in
| the chain.

Handl i ng unknown application-extension identifiers

When ingesting CBOR diagnostic notation, any application-oriented
extension literals are usually decoded and transfornmed into the
corresponding data itemduring ingestion. |If an application-
extension is not known or not inplenented by the ingesting process,
this is usually an error and processing has to stop.

However, in certain cases, it can be desirable to exceptionally carry
an uninterpreted application-oriented extension literal in an
ingested data item allowing to postpone its decoding to a specific

| ater stage of ingestion.
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4.

2

Thi s specification defines a CBOR Tag for this purpose: The

Di agnostic Notation Unresol ved Application-Extension Tag, tag number
CPA999 (Section 6.5). The content of this tag is an array of a text
string for the application-extension identifier, and another array:

* For app-strings, the second array contains a single item a text
string containing the text notated by the single-quoted string in
the app-string.

* For app-sequences, the second array contains zero or nore itens,
whi ch represent each itemin the sequence contained in the app-
sequence.

For exanple, cri’https://exanple.com can be represented as / CPA/
999(["cri", ["https://exanple.com']]), or hash<<"data", -44>> as
/ CPA/ 999([ "hash", ["data", -44]]).

If a stage of ingestion is not prepared to handl e the Unresol ved
Application-Extension Tag, this is an error and processing has to
stop, as if this stage had been ingesting an unknown or uni npl enment ed
application-extension literal itself.

/1l RFC-Editor: This docunent uses the CPA (code point allocation)

/1 convention described in [I-D.bormann-cbor-draft-nunbers]. For

/1l each usage of the term"CPA", please renove the prefix "CPA" from
/1 the indicated value and replace the residue with the val ue

/1 assigned by | ANA; perform an anal ogous substitution for all other
/1 occurrences of the prefix "CPA" in the docunent. Finally, please
/'l renove this note.

Handling information deliberately elided froman EDN docunent

When using EDN for exposition in a docunent or on a whiteboard, it is
often useful to be able to | eave out parts of an EDN docunent that
are not of interest at that point of the exposition.

To facilitate this, this specification supports the use of an
_ellipsis_ (notated as three or nore dots in arow as in ...) to
i ndicate parts of an EDN docunent that have been elided (and

t heref ore cannot be reconstructed).

Upon ingesting EDN as a representation of a CBOR data itemfor
further processing, the occurrence of an ellipsis usually is an error
and processing has to stop.
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However, it is useful to be able to process EDN docunents with
ellipses in the automation scripts for the documents using them

This specification defines a CBOR Tag that can be used in the
ingestion for this purpose: The Diagnostic Notation Ellipsis Tag, tag
nunber CPA888 (Section 6.5). The content of this tag either is

1. null (indicating a data itementirely replaced by an ellipsis),
or it is

2. an array, the elements of which are alternating between fragnents
of a string and the actual elisions, represented as ellipses
carrying a null as content.

Elisions can stand in for entire subtrees, e.g. in:
1, 2, ..., 3]

I,l L1 1’
B

[
{

}

A single ellipsis (or key/value pair of ellipses) can inply eliding
multiple elements in an array (nmenbers in a map); if nore detailed
control is required, a data definition |anguage such as CDDL can be
enpl oyed. (Note that the stand-in form defined here does not allow
multiple key/value pairs with an ellipsis as a key: the CBOR data
itemwould not be valid.)

Subtree elisions can be represented in a CBOR data item by using
/[ CPA/ 888(null) as the stand-in:

[1, 2, 888(null), 3]

{ n aIl : 1,
"b": 888(null),
888(null): 888(null)

}

Eli sions al so can be used as part of a (text or byte) string:

{ "contract": "Herewith |I buy" + ... + "gned: Aice & Bob",
"bytes in_ IRI": "https://a.exanple/’ + ... + '&g=bergrentrger’,
"signature": h'4711...0815,

}

The exampl e "contract"” conbines string concatenation via the +
operator (Section 5.1) with an ellipsis. The exanple "signature"
uses special syntax that allows the use of ellipses between the bytes
notated _inside_ h'’ literals.
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String elisions can be represented in a CBOR data itemby a stand-in
that waps an array of string fragnents alternating with ellipsis
i ndi cators:

{ "contract": /CPA/ 888(["Herewith I buy", 888(null),
"gned: Alice & Bob"]),
"bytes_in_IR": 888([ https://a.exanple/’, 888(null),
" &=bergrentrger’]),
"signature": 888([h 4711, 888(null), h 0815']),

}
Note that the use of elisions is different from"comenting out" EDN
text, e.g.:

{ "signature": h'4711/.../0815

# oo
}
The consuner of this EDN will ignore the conments and therefore will
have no idea after ingestion that sone information has been elided;
validation steps may then sinply fail instead of being inforned about

the elisions.
5. ABNF Definitions

This section collects grammars in ABNF form ([ STD68] as extended in
[ RFC7405]) that serve to define the syntax of EDN and some
application-oriented literals.

| Inplenentation note: The ABNF definitions in this section are
| intended to be useful in a Parsing Expression G amrmar (PEG

| parser interpretation (see Appendix A of [RFC8610] for an

| introduction into PEG.

5.1. Overall ABNF Definition for Extended Di agnostic Notation

Thi s subsection provides an overall ABNF definition for the syntax of
CBOR ext ended di agnostic notation

| This ABNF definition treats all single-quoted string literals

| the sanme, whether they are unprefixed and constitute byte

| string literals, or prefixed and their content subject to

| further processing. The text string value of the single-quoted
| strings that goes into that further processing is described

| using separate ABNF definitions in Section 5.2; as a

| convention, the grammar for the content of an app-string with

| prefix, say, p, is described by an ABNF definition with the

| rule nane app-string-p
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I

| As an inplementation note, some inplementations may want to

| integrate the parsing and processing of app-string content for
| certain application extensions with the overall gramar.

| Exanple grammars for such integrated parsers are provided with
| this specification in Section 5. 3.

For simplicity, the internal parsing for the built-in EDN prefixes is
specified in the sane way. ABNF definitions for h'’/h'* and
b64’ '/ b64'* are provided in Section 5.2.1 and Section 5.2.2.

However, the prefixes b32'' and h32'' are not in wi de use and an ABNF
definition in this document woul d therefore not have been based on

i npl enent ati on experi ence.

seq =S [item*(MC item SOC
one-item =SitemsS
item = map / array / tagged
/ nunber / sinple
[/ string / streanstring
stringl = (tstr / bstr) spec
stringle = stringl / ellipsis
ellipsis =3*"." ; "..." or nore dots
string = stringle *(S "+" S stringle)
nunber = (hexfloat / hexint / octint / binint
/ decnunber / nonfin) spec
sign = "4 o
decnunber = [sign] (I*DIGT ["." *DIAT] / "." 1*DIAT)
["e" [sign] 1*DIGT]
hexf | oat = [sign] "Ox" (1I*HEXDIG["." *HEXDIG [/ "." 1*HEXD G
"p" [sign] 1*DIAT
hexi nt = [sign] "Ox" 1*HEXD G
octint = [sign] "00" 1*CDIAT
bi ni nt = [sign] "0Ob" 1*BDIAT
nonfin = "Infinity"
[ %"-Infinity"
[ ¥" NaN'
siml e = %" fal se"
/| ¥%"true"
[ ¥%"null"
! ¥%"undefi ned"
[ %"sinmple(" SitemS ")"
ui nt ="0" / DAT1 *DIAT
t agged = uint spec "(" SitemS™")"
app- prefix = lcal pha *lIcldh ; including h and b64

~

ucal pha *ucldh ; tagged variant, if defined
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app-string
app- sequence
app-rstring
rawstring

rawdel i m
startrawdel i m

mat chr awdel i m
shortrawdel i m
rawchars

r awcont ent

sgstr
bstr

=1 nu

tstr
enbedded

array
map
keyp

;W all ow %09 HT
bl ank =
| bl ank =
non- sl ash =
non-sl ash-star =
non- st ar =
end- st ar =
non-| f =
eol - coment =
coment =
/
/

; optional space

S =

; mandat ory space

[\V/S) =

; mandatory commma

MsC =

; optional conma a
SCC =

Bor mann

app- prefix sgstr
app-prefix "<<" seq ">>
app-prefix rawstring
startrawdel i m

[newine] ; swallow up to one | eading newine

r awcont ent

mat chr awdel i m

1*"e

rawdel i m

; width (nunber of backquotes) distinguishes

; between followi ng mat chrawdel i m and shortrawdel i m
rawdel im; width >= previous startrawdelim
rawdelim; wi dth < previous startrawdelim

1*(9%0a/ ¥%0d / 9%%20-5f / 9%61-7e / NONASCI )
1*(rawchars / shortrawdelim

SQUOTE *si ngl e- quot ed SQUOTE

app-string / sqstr / app-rstring / rawstring

app- sequence / enbedded

; note: rawstring is text; app-... can be any type

DQUOTE *doubl e- quot ed DQUOTE

" eh seq SN

“[" (specnms Sitem*(MSCitenm) SOC/ spec S) "]"
"{" (specns S keyp *(MSC keyp) SOC / spec S) "}"
itemS ":" Sitem

in prose, but not in string literals
%09 /| 9%&O0A /| 9%OD / 920
%%O0A / %20 ; Not HT or CR (gone)
bl ank / %21-2e |/ 9%30-7F / NONASC |
bl ank / %21-29 / %2b-2e / %30-7F / NONASC |
bl ank / 9%21-29 / %2b-7F / NONASCI |
*non-star 1*"*"
%09 / 90D / 9%20-7F / NONASCI |
gt
"/" non-slash-star *non-slash "/"
"/*" end-star *(non-slash-star end-star) "/"
eol -comrent *non-|f 9%0A

*bl ank *(coment *bl ank)

(bl ank/ comment) S
and/ or space

("."'S) | (M ["." )
nd/ or space

S["." 9]
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; note that there

streamstring
spec
specns

doubl e- quot ed

si ngl e- quot ed

escapabl el

escapabl e-d

escapabl e-s

hexchar

non-surrogat e

t wo- surrogat e
hi gh-surrogate
| ow surrogate
hexscal ar

; singl e-quote hexchar-s:

hexchar -s

non-surrogate-s

Bor mann

=~ i n

~~ ~ =

~~

~ =

B | 1 I I | Rl |

~~ 1 =~

Apri

text or all
be at |least one string to distinguish
M5 string *(MSC string) SCC ")"

*wor dchar ]
*wor dchar

nmust
" ( _u
[ n _u
[ n _u

unescaped
SQUOTE

"\" escapabl e-d

VS|

unescaped
E
"\'" escapabl e-s

%" b"
s f"
%" n"

; BS backspace U+0008
%" r" ;

FF form feed U+000C

LF line feed U+O00A

CR carriage return W000D

HT hori zontal tab W+0009

\ backsl ash (reverse solidus) U+005C

o/snt "
n\ "

escapabl el
E

Il/ n ;

(o/sll ull

/ slash (solidus) U+002F (JSON!)
hexchar) ; uXXXX U+XXXX

escapabl el

SQUOTE

(%" u" UXXXX U+ XXXX

wyn

hexchar-s) ;

"{" (1*"0" [ hexscalar ] / hexscal ar)
non- surrogat e

t wo- surrogate

(@t /1 "A"I"BI"C [
("D'" ODIA T 2HEXDI G )
hi gh-surrogate "\" %"u" | ow surrogate
"D ("8"/"9"/"A"/"B") 2HEXDI G

"D ("C'/"D'/"E'/"F") 2HEXDI G

"10" 4HEXDI G/ HEXDI G1 4HEXDI G
non-surrogate / 1*3HEXD G

"E'"/"F') 3HEXD QG

don’t allow 0020..007e

"{" (1*"0" [ hexscalar-s ] / hexscal ar-s)
non-surrogat e-s

t wo- surrogat e

"007F" ; rubout

"00" ("0"/"1"/"8"/"9"/ HEXDI GA) HEXDI G
"0" HEXDI G1 2HEXDI G

wyn
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non-surrogate-1

((b@T1/ "A'/"B"/"C" | "E'/"F") 3HEXD G
("D'" DA T 2HEXDI G )

"10" 4HEXDI G / HEXDI G1L 4HEXDI G

/
non-surrogate-1 =
/
/ non-surrogate-1 / HEXDI GL 2HEXDI G
/
/
/

hexscal ar-s
("1"/"8"/"9"/ HEXDI GA) HEXDI G
" 7FII
HEXDI G1

; Note that no other CO characters are allowed, including %09 HT

unescaped = %O0A ; new |line
| 9%O0D ; carriage return -- ignored on input
| %20-21
; omt Ox22 "
| %23-26
; omt Ox27
| %28-5B
; omit Ox5C\
| 95D 7F
/ NONASCI |
new i ne = [%0D] 9%O0A
DQUOTE = %22 ;" doubl e quote
SQUOTE =" ;' single quote
DAT = %30-39 ; 0-9
DAT1 = o%31-39 ; 1-9
oIgaT = %30-37 ; 0-7
BDIAT = %%30-31 ; 0-1
HEXDI GA ="A"/ "B"/ "C" [/ "D /] "E" [ "F"
; Note: double-quoted strings as in "A" are case-insensitive in ABNF
HEXDI G = DIA T / HEXD GA
HEXDI G1 = DA Tl / HEXD GA
| cal pha = %&61-7A ; a-z
I cldh =lcalpha/ DAT/ "-"
ucal pha = %41-5A ; A-Z
ucl dh = ucalpha/ DT/ "-"
ALPHA = | cal pha / ucal pha
wor dchar =" "/ ALPHA / DIGT ; [_a-z0-9A-Z]
NONASCI | = 9%80- D7TFF / 9% EO000- 10FFFF

Figure 1: Overall ABNF Definition of CBOR EDN
Whi | e an ABNF granmar defines the set of character strings that are
considered to be valid EDN by this ABNF, the mappi ng of these
character strings into the generic data nodel of CBOR is not always
obvi ous.

The following additional itens should help in the interpretation:

Bor mann Expires 8 Cctober 2026 [ Page 36]



I nternet-Draft CBOR Ext ended Di agnostic Notation (EDN) April 2026

1. As nentioned in the term nology (Section 1.2), the ABNF ternina
values in this docunent define Unicode scal ar val ues (characters)
rather than their UTF-8 encoding. For exanple, the Unicode PLACE
OF | NTEREST SI GN (U+2318) woul d be defined in ABNF as %2318.

2. Unicode CARRI AGE RETURN characters (U+000D, often seen escaped as
"\r" in many progranmn ng | anguages) that exist in the input
(unescaped) are ignored as if they were not in the input wherever
they appear. This is npbst inportant when they are found in (text
or byte) string contexts (see the "unescaped" ABNF rule). On
sonme platforns, a carriage return is always added in front of a
LI NE FEED ( U+000A, al so often seen escaped as "\n" in nany
programm ng | anguages), but on other platforms, carriage returns
are not used at line breaks. The intent behind ignoring
unescaped carriage returns is to ensure that input generated or
processed on either of these kinds of platforns will generate the
sanme bytes in the CBOR data itens created fromthat input.
(Platfornms that use just a CARRIAGE RETURN by itself to signify
an end of line are no longer relevant and the files they produce
are out of scope for this docunent.) |If a carriage return is
needed in the CBOR data item it can be added explicitly using
the escaped form\r.

3. decnunber stands for an integer in the usual decinmal notation,
unl ess at | east one of the optional parts starting with "." and
"e" are present, in which case it stands for a floating point
value in the usual decimal notation. Note that the grammar now
allows 3. for 3.0 and .3 for 0.3 (also for hexadeci mal floating
poi nt bel ow); inplenmenters are advised that sone platformnuneric
parsers accept only a subset of the floating point syntax in this
docunent and rmay require sone preprocessing to use here.

4. hexint, octint, and binint stand for an integer in the usual base
16/ hexadeci mal ("0x"), base 8/ octal ("00"), or base 2/binary
("0b") notation. hexfloat stands for a floating point nunber in
t he usual hexadeci mal notation (which uses a nantissa in
hexadeci mal and an exponent in decinmal notation, see
Section 5.12.3 of [IEEE754], Section 6.4.4.3 of [(C], or
Section 5.13.4 of [Cplusplus]; floating-suffix/floating-point-
suffix fromthe latter two is not used here).

5. For hexint, octint, binint, and when decnunber stands for an
i nteger, the corresponding CBOR data itemis represented using

major type O or 1 if possible, or using tag 2 or 3 if not. In
the latter case, this specification does not define any encoding
indicators that apply. |If fine control over encoding is desired,

this can be expressed by being explicit about the representation
as a tag: E.g., 987654321098765432310, which is equivalent to
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2(h"35 8a 75 04 38 f3 80 f5 f6’) inits preferred serialization,
m ght be witten as 2_3(h’00 00 00 35 8a 75 04 38 f3 80 f5 f6' _1)
if leading zeros need to be added during serialization to obtain
specific sizes for tag head, byte string head, and the overal
byte string.

When decnunber stands for a floating point value, and for

hexfl oat and nonfin, a floating point data itemw th major type 7
is used in preferred serialization (unless nodified by an
encodi ng indicator, which then needs to be 1, 2, or _3). For
this, the nunber range needs to fit into an [| EEE754] bi nary64
(or the size corresponding to the encoding indicator), and the
precision will be adjusted to binary64 before further applying
preferred serialization (or to the size corresponding to the
encoding indicator). Tag 4/5 representations are not generated
in these cases. Future app-prefixes could be defined to all ow
nmore control for obtaining a tag 4/5 representation directly from
a hex or decimal floating point literal

spec stands for an encoding indicator. See Section 2.3 for
detail s.

The ABNF grammar for raw strings is lenient; a parser needs to

i mpl emrent the ABNF comments on matchrawdel i m and shortrawdeli m as
well. shortrawdelimonly matches sequences of backquotes that
are shorter than startrawdelim matchrawdelimonly matches
sequences of backquotes that are as |long or |onger than
startrawdelim Any excess nunber of backquotes in nmatchrawdel i m
are added to the string content.

In a PEG parser that inplenents predicates, these matching
rul es can for instance be inplenented as foll ows:

startrawdel im = rawdel i m&{| (rd) | @dl en = rd. text_val ue. | engt h}
shortrawdel im = rawdel i m&{| (rd)|rd.text _value.length < @dl en}
mat chrawdel im = rawdel i m&{| (rd) | rd.text _value.length >= @dl en}

Ext ended di agnostic notation allows a (text or byte) string to be
built up frommultiple (text or byte) string literals, separated
by a + operator; these are then concatenated into a single
string.

string, stringle, stringl, and ellipsis realize: (1) the
representation of strings in this formsplit up into multiple
chunks, and (2) the use of ellipses to represent elisions
(Section 4.2).
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Text strings and byte strings do not mix within such a

concat enati on, except that byte string literal notation can be
used inside a sequence of concatenated text string notation
literals, to encode characters that nay be better represented in
an encoded way. The followi ng four text string values (adapted
from Appendi x G 4 of [RFC8610] by updating to explicit +
operators) are equival ent:

"Hell o worl d"

"Hello " + "world"

"Hello" + h’20" + "world"

"" + h'48656¢6¢6f20776f 726¢c64° + ""

Simlarly, the following byte string val ues are equival ent:

"Hello worl d’

"Hello ' + "world’

"Hello ' + h' 776f 726¢c64

"Hello® + h’20° + "worl d’

'’ 4+ h' 48656¢6¢6f 20776f 726¢c64’ + '’ + b64’
h’4 86 56¢ 6¢6f’ + h’ 20776 f726¢c64

The semantic processing of these constructs is governed by the
follow ng rul es:

* Asingle ... is a general ellipsis, which by itself can stand
for any data item Miltiple adjacent concatenated ellipses
are equivalent to a single ellipsis.

* An ellipsis can be concatenated (on one or both sides) with
string chunks (stringl); the result is a CBOR tag number
CPA888 that contains an array with joined together spans of
such chunks plus the ellipses represented by 888(null).

* |f there is no ellipsis in the concatenated list, the result
of processing the list will always be a single item

* The bytes in the concatenated sequence of string chunks are
simply joined together, proceeding fromleft to right. If the
|l eft hand side of a concatenation is a text string, the
joining operation results in a text string, and that result
needs to be valid UTF-8 except for inplenentations that
support and are enabl ed for generation/ingestion of EDN for
CBOR data items that are well-forned but not valid. |f the
left hand side is a byte string, the right hand side al so
needs to be a byte string.
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5.1. 1.

Sone of the strings nmay be app-strings. |If the result type of
the app-string is an actual (text or byte) string, joining of
those string chunks occurs as with chunks directly notated as
string literals; otherwi se the occurrence of nore than one
app-string or an app-string together with a directly notated
string cannot be processed. (This determ nation nmust be made
at the tine the app-string is interpreted; see Section 4.1 for
how this may not be inmediately during parsing.)

Di scussi on

Note that the syntax defined here for concatenation of conmponents
uses an explicit + operator between the conmponents to be
concat enat ed.

This is not entirely backward conpatible to Appendi x G 4 of

[ RFC8610], which used sinple juxtaposition to indicate
concatenation of strings. This was not w dely inplenmented and
got in the way of maeking the use of conmas optional in other

pl aces via the rule CC.

5.2. ABNF Definitions for Application Extension Content

Thi s subsection provides ABNF definitions for the content of
application-oriented extension literals defined in [ STD94] and in
this specification, where applicable. These gramrars describe the
_decoded_ content of the sqgstr conponents that conbine with the
application-extension identifiers used as prefixes to form
application-oriented extension literals. Each of these may integrate
ABNF rules defined in Figure 1, which are not al ways repeated here.

Table 6 summari zes the app-prefix values defined in this docunent.

Bor mann

Expires 8 Cctober 2026 [ Page 40]



I nternet-Draft CBOR Ext ended Di agnostic Notation (EDN) April 2026

| app-prefix | content of single-quoted | result type |
| | string | |
[ ettt ——— e p—p————————————————————————— Ll —p—p—_———————————
| h | hexadeci mal form of | byte string |
| | binary data | |
T o e e e e e e e e e e oo - o +
| H | (not used) | |
R o e e e e e o e e e oo +
| bé64 | base64 forns (classic or | byte string |
| | base64url) of binary data | |
Fom e e o - o e e e e e e eie oo n o e e oo +
| B64 | (not used) | |
Fomm e oo - Tt o e e e e oo - +
| dt | RFC 3339 date/tine | number (int or |
| | | float) |
Fom ek e e e e e e e eaea oo n o e e e oo +
| DT | " | Tag 1 on the |
| | | above |
Fomm e oo - Tt o e e e e oo - +
| ip | I'P address or prefix | byte string,

| | | array of length

| | | and byte string

Fom e e o - o e e e e e e eie oo n o e e oo +
| IP | " | Tag 54 (1Pv6) |
| | | or 52 (1Pv4) on |
| | | the above |
R o e e e e e e e oo o e e e e oo +
| hash | string (usually used with | byte string |
| | sequences) |

T o e e e e e e e e e e oo - o +
| cri | RFC 3986 URI or UR | CBOR structure

| | reference | representing |
| | | equivalent CRI |
Fom ek e e e e e e e eaea oo n o e e e oo +
| CR | " | Tag 99 on the |
| | | above |
Fomm e oo - Tt o e e e e oo - +

Table 6: App-prefix Values Defined in this Docunent

Note that inplenentation platfornms nmay already provide

i mpl emrent ati ons of grammars used in application-extensions, such as
of RFC 3339 for dt’’ and of |IP address syntax for ip'’. EDN based
tools may want to use these inplenentation libraries instead of using
the grammars that are provided here as a reference.
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in the bel ow ABNF grammars

ALPHA = %41-5a /| 9%61-7a

DGAT = 9%30-39 ; 0-9

HEXDI G = DA T / HEXD GA

HEXD @ = n AII / n BII / n CI / n DI / n EII / n FII

; Note: double-quoted strings as in "A" are case-insensitive in ABNF

| bl ank = %&O0A / %20 ; Not HT or CR (gone)

non- | f = 9%20-7f / NONASC |

NONASCI | = 9%80-D7FF /| 9%EO000- 10FFFF

Figure 2: Common Rul es Used in app-extension ABNF grammars

.2.1. h: ABNF Definition of Hexadeci mal representation of a byte

string
The syntax of the content of byte strings represented in hex, such as
h'', h'0815, or h'/head/ 63 /contents/ 66 6f 6f' (another
representation of << "foo" >>), is described by the ABNF in Figure 3.
Thi s syntax accomopdates both | ower case and upper case hex digits,

"/*" end-star *(non-slash-star end-star) "/"

9% 0A

as well as blank space (including comrents) around each hex digit.
app-string-h = S*(HEXDIG S HEXDIG S/ ellipsis S)
[ eol -coment *non-|f]

ellipsis = 3*"."
non- sl ash = | blank / %21-2e / 9%30-7f / NONASCI |
non-sl ash-star = | blank / %21-29 / %2b-2e / 9%30-7f / NONASCI |
non- st ar = | blank / %21-29 / 9%2b-7f / NONASCI |
end- st ar = *non-star 1*"*"
non-| f = 9%20-7f / NONASCI |
eol - comrent ="#" [ "//"
S = *| bl ank *(coment *| bl ank)
conment = "/" non-slash-star *non-slash "/"

/

/

eol -comrent *non-|f

Figure 3: ABNF Definition of Hexadeci mal
String

Representation of a Byte

.2.2. b64: ABNF Definition of Base64 representation of a byte string

The syntax of the content of byte strings represented in base64 is
described by the ABNF in Figure 4.
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This syntax allows both the classic (Section 4 of [RFC4648]) and the
URL-safe (Section 5 of [RFC4648]) al phabet to be used. It
acconmodat es, but does not require base64 padding. Note that

i nclusion of classic base64 nakes it inpossible to have in-line
coments in b64, as "/" is valid base64-cl assic.

app-string-b64 B *(4(b64dig B))

[b64dig B b64dig B ["=" B "=" / b64dig B ["="]] B]
["#" *non-I|f]

b64di g = ALPHA / DGEGT / "-" [ "_" | "+ [ "|"

B = *| bl ank *(coment *| bl ank)

comrent = "#" *non-1f 9%O0A

Figure 4: ABNF definition of Base64 Representation of a Byte String
5.2.3. dt: ABNF Definition of RFC 3339 Representation of a Date/Tine
The syntax of the content of dt literals can be described by the ABNF

for date-tine in Figure 5. This is derived from][RFC3339] as
summari zed in Section 3 of [RFCI9165].

app- string-dt = date-tine

date-full year =4DIGA T

dat e- mont h =2DIAT ; 01-12

dat e- nday =2DIGAT ; 01-28, 01-29, 01-30, 01-31 based on
; nmont h/ year

ti me- hour =2DIA T ; 00-23

time-mnute =2DIAT ; 00-59

ti me-second =2DIAT ; 00-58, 00-59, 00-60 based on | eap sec
; rules

ti me-secfrac ="." 1*DIAT

ti me-nunoffset = ("+" / "-") tinme-hour ":" time-mnute

time-of fset "Z" | tinme-nunoffset

partial-tine = tinme-hour ":" time-mnute ":" time-second
[time-secfrac]

full -date = date-fullyear "-" date-nonth "-" date-nday

full-time = partial-tine tinme-offset

date-time = full-date "T" full-tine

Figure 5: ABNF Definition of RFC3339 Representation of a Date/Tine
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5.2.4. ip: ABNF Definition of Textual Representation of an |IP Address
The syntax of the content of ip literals can be described by the ABNF
for | Pvdaddress and | Pv6address in Section 3.2.2 of [RFC3986], as
included in slightly updated formin Figure 6
app-string-ip = I Paddress ["/" uint]

| Paddr ess = | Pv4addr ess
/ 1 Pvbaddress

; ABNF from RFC 3986, re-arranged for PEG conpatibility:

| Pv6addr ess = 6( hleé ":" ) 1s32
/ "::" 5( hl1e ":" ) 1s32
[ [ hl6 ] "::" 4( hle ":" ) 1s32
[ [ hie *1( ":" h16 ) ] "::" 3( h16 ":" ) |s32
[ [ hle *2( ":" h16 ) ] "::" 2( h16 ":" ) 1s32
[ [ hi6é *3( ":" h1i6 ) ] "::" hie ":" | s32
[ [ hl6 *4(C ":" hl6 ) ] "::" | s32
[ [ hl6 *5(C ":" hl6 ) ] "::" h16
[/ [ hie *6( ":" h1l6 ) ] "::"

h1l6 = 1*4HEXDI G

| s32 = ( hie ":" hi16 ) / |Pv4address

| Pv4addr ess = dec-octet "." dec-octet "." dec-octet "." dec-octet

dec- oct et = "25" 9%30-35 ;. 250- 255
[/ "2" 9%30-34 DAT ;. 200- 249
[/ "1" 2DIGA T ; 100-199
/| %31-39 DIA T ; 10-99
/| DAT ; 0-9

DA T1 = O0%31-39 ; 1-9

ui nt ="0"/ DAT1L *DAT

Figure 6: ABNF Definition of Textual Representation of an | P Address
5.2.5. cri: ABNF Definition of URI Representation of a CR
It can be expected that inplenentations of the application-extension

identifier "cri" will make use of platformprovided UR
i npl ementations, which will include a URl parser.
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i nconveni ent to

literals is provided by

the ABNF for URI-reference in Section 4.1 of RFC 3986 [ RFC3986] with
certain re-arrangenents taken from Section 5. 2. 4;
is not ASCII

reproduced in Figure 7. |If the content
the result.
app-string-cri = URI -reference

; ABNF from RFC 3986

URI = schemne

hi er - part
/ pat h-absol

hier-part [

ute

/ path-rootless

/ path-enpty

URI -reference = URI / relative-ref

absol ute-URlI = schene

relative-ref = relative-part

hier-part [

these are
only (i.e., for
IRIs), first apply Section 3.1 of [RFC3987] and apply this grammar to

"' query ] [

"//" authority path-abenpty

"?" query |

[ "?" query ] [

relative-part = "//" authority path-abenpty

"#" fragnment |

"#" fragnment |

/ path-absol ute
/ pat h-noschene
/ path-enpty
schene = ALPHA *( ALPHA / DI T / "+" [ "-" [ "." )
aut hority = [ userinfo "@ ] host [ ":" port ]
userinfo = *( unreserved / pct-encoded / sub-delins / ":" )
host = IP-literal / |Pv4address / reg-nane
port =*DAT
IP-literal ="[" ( |IPvbaddress / |PvFuture ) "]"
| PvFut ure ="v" 1*HEXDIG "." 1*( unreserved / sub-delinms / ":" )
; Use | Pvb6address, hl6, |s32, |Pv4adress, dec-octet as re-arranged
; for PEG Conpatibility in Figure 6 of [ RFC XXXX]:
| Pv6addr ess = 6( hleé ":" ) 1s32
/ "::" 5( hle ":" ) 1s32
/ [ hlé ] "::" 4( hle ":" ) 1s32
/[ h16 *1( ":" h16 ) ] "::" 3( hl6 ":" ) 1s32
/[ hl6e *2( ":" h16 ) ] "::" 2( hl6é ":" ) 1s32
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h1l6

| s32

| Pv4addr ess
dec-oct et

reg- name

pat h

pat h- abenpty

pat h- absol ut e
pat h- noschene
pat h-root| ess

pat h-enpty
segment

segment - nz
segnent - nz-nc

pchar

query

f ragment
pct - encoded
unreserved
reserved

gen-del i s
sub-del i ns

Fi gure

Bor mann
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[/ [ h16 *3( ":" hl6 ) ] "::" hie ":" | s32
/ [ h16 *4( ":" h1l6 ) ] | s32
/ [ h16 *5( ":" h1l6 ) ] h16
/ [ h16e *6( ":" hl1l6 ) ]
= 1*4HEXDI G
= ( hie ":" hi16 ) / |Pv4address
= dec-octet ' dec-octet ' dec-octet ' dec-octet
= "25" 9%30-35 ; 250- 255
[ "2" 9%30-34 DIAT ; 200- 249
[ 1" 2DIGT ; 100-199
/| %31-39 DA T ; 10-99
/ DAT ; 0-9
= *( unreserved / pct-encoded / sub-delins )
= pat h- abempty ; begins with "/" or is enpty
/ path-absol ute ; begins with "/" but not "//"

/ pat h-noschene ;
/ path-rootless

[ path-enpty

*("/" segnment )
"I" [ segnent-nz *( "/" segnent ) ]
segnment-nz-nc *( "/" segnment )

begins with a non-col on segnent
begins with a segnent
zero characters

segnment-nz *( "/" segment )

O<pchar >

*pchar

1*pchar

1*( unreserved / pct-encoded / sub-delins / "@ )
non- zero-1l ength segment w thout any colon ":"

unreserved / pct-encoded / sub-delins / ":" | "@

*( pchar [ "[" | "?" )
*( pchar [ "/" | "?" )

"% HEXDI G HEXDI G

AL P'_m / u G T / " - " / " . " / " _Il / n__n
gen-delinms / sub-delins
n : n / Il/ n / n ?Il / n #Il / n [ n / Il] n / n @
m ! m / m $Il / mn &Il / T / mn ( mn / mn ) L}

/ "oagkn / " +|| / " , " / " , " / w_n

ABNF Definition of URI Representation of a CR
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5.3. ABNF Definitions for Integrated Extension Parsers

For some applications of EDN, it is an optim zation to integrate
parsers for the content of sone prefixed single-quoted string
literals into the main parser, handling both the string litera
syntax (e.g., escapes such as \' and \\) and the syntax of the
extension content in one go.

For application-extensions that only use printable ASCI| characters
(from U+0020 to U+007E) minus single-quote ' and backslash \, the
ABNF such as that given in Section 5.2 can be directly used as an

i ntegrated parser, after adding some glue ABNF. For instance, for
app-string-dt, add an alternative to bstr that points to a rule for
prefixed single-quoted string literals (Figure 8).

bstr = sg-app-string-dt /
app-string / sqstr / app-sequence / enbedded
sqg-app-string-dt = (%"dt'"/9%"DT"") app-string-dt "'"
Figure 8 due ABNF for Integrated DT Parser
To facilitate witing integrated ABNF for nore conpl ex prefixed

string literals, the ABNF definitions in Figure 9 may be useful and
are used in the rest of this section.
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i - |_|T = O/G" \ t n / O/G"\ ull (Il 0009" / n { n * ( n OII) n 9} II)
i-LF = ox0a / 9%"\n" / 9%"\u" ("000A" / "{" *("0") "A}")
i-CR = ox0d / 9%"\r" / %"\u" ("000D' / "{" *("0") "D}")
i-blank = i-LF / i-CR/ " "
i-non-1f = i-HT / i-CR/ %20-26 / "\'" | 9%28-5b

I "\\" | 9x5d-7f / i-NONASCI |
i -NONASCI | = NONASCI | / %"\ u" ESCGE7F

; hex escaping for U+007F or greater
ESCCE7F = "D' ("8"/"9"/"A"/"B") 2HEXDI G
O/G"\ ull n DI (II CI/ n DI/ n EII/ n FII) ZHEXD G
/ FOURHEX1 / "0" HEXDI Gl1 2HEXDI G/ "00" TWOHEX1
o (o)
("10" 4HEXDI G/ HEXDI GL 4HEXDI G
/ FOURHEX1 / HEXDI GL 2HEXDI G / TWOHEX1)

e

7 XXXX - O0xxx - Dhigh\uD oow

FOURHEX1 = (DG T1 / "A"/"B*/"C" [/ "E'/"F') 3HEXDI G
/ "D ODIA T 2HEXDI G

; 00xx - ASCIlI + O07F

TWOHEX1 = ("8"/"9" /| HEXDIGA) HEXDIG/ "7F"

Figure 9: ABNF Definitions Useful for Integrated Extension Parsers

Simlarly, for integrated parsers for extension literals built from
raw strings, the ABNF definitions in Figure 10 can be useful.
fitrawdel i monly mat ches sequences of backquotes that are exactly as
Il ong as a previous startrawdelim

fitrawdelim = rawdelim; wi dth == previous startrawdelim
r-non-1f = %O0D / %20-5f / %61-7f / NONASCI| / shortrawdelim

Figure 10: ABNF Definitions Useful for Raw String Integrated
Ext ensi on Parsers

| In a PEG parser that inplenents predicates, the matching rule
| for fitrawdelimcan for instance be inplenented as foll ows:
I
I

fitrawdelim= rawdel i m&{| (rd)|rd.text_value.length == @dl en}

Four subsections with ABNF for integrated parsers follow, a pair for
h’’ and b64’’, and a pair for h'' and b64'‘. There is no requirenent
for a new application-extension to supply ABNF for an integrated
parser (or any ABNF at all!), in particular if the parsing function
is likely to be fulfilled by a platformlibrary. [|f ABNF for the
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content of a single-quoted string is available in an application-

ext ensi on specification, ABNF for an integrated parser can be witten
as a separate activity or also automatically derived. At the tine of
witing, one exanple for a tool performng such a derivation is
avai | abl e as open-source software [ ABNFROB].

.1. h'’: ABNF Definition of Integrated Parser

Wth glue ABNF simlar to that in Figure 8 and common definitions in
Figures 2 and 9, ABNF such as that shown in Figure 11 can be used as
an integrated parser for h prefixed single-quote strings.

sqg-app-string-h = %"h'" s-app-string-h """
s-app-string-h = h-S *(HEXDIG h-S HEXDIG h-S / ellipsis h-S)
[ eol -coment *i-non-|f]

h-S = *(i-blank) *(h-comrent *(i-bl ank))

h-non-slash = i-blank / %21-26 / "\'" | %28-2e
[ 9%30-5b / "\\" [ 9%5d-7f / i-NONASCI I
h-non-sl ash-star = i-blank / %21-26 / "\'" | 9%28-29 / %2b-2e

/ 9%&30-5b / "\\" /[ 9%5d-7f / i-NONASCII

h-non-star = i-blank / %21-26 / "\'" | 9%28-29 / %2b-5b
[ "\\" | o5d-7f / i-NONASCI |

h-end-star = *h-non-star 1*"*"

h- comrent "/" h-non-sl ash-star *h-non-slash "/"

[ "I*" h-end-star *(h-non-slash-star h-end-star) "/"
/ eol -comment *i-non-If i-LF

Figure 11: ABNF Definition for Integrated Hex Parser
.2. b64’’: ABNF Definition of Integrated Parser
Wth glue ABNF simlar to that in Figure 8 and common definitions in
Figures 2 and 9, ABNF such as that shown in Figure 12 can be used as

an integrated parser for b64 prefixed single-quote strings.

sq- app-string-b64
S-app-string-b64

%"b64’ " s-app-string-b64 "'"
b64-S *(4(b64dig b64-S))
[ b64di g b64-S b64di g b64-S

["=" b64-S "=" |/ b64dig b64-S ["="]] b64-S]
["#" *i-non-1|f]

b64di g = ALPHA / DGT / "-" [ "_" | "+ [ "|"

b64- S = *i-blank *(b64-coment *i - bl ank)

b64- conment "#' *i-non-1f 9%O0A

Figure 12: ABNF Definition for Integrated Base64 Parser
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5.3.3. h'‘: ABNF Definition of Integrated Parser

5

3.

Wth glue ABNF simlar to that in Figure 8 and common definitions in
Figures 2, 9 and 10, ABNF such as that shown in Figure 13 can be used
as an integrated parser for h prefixed raw strings.

raw app-string-h = %" h" startrawdelimr-app-string-h
r-app-string-h = rh-S *(HEXDIG rh-S HEXDIG rh-S / ellipsis rh-S)
(eol -comrent *r-non-|1f matchrawdelim/ fitrawdelim
rh-S = *(I blank) *(rh-coment *(I bl ank))
rh-2 = %61-7f / NONASCI| / shortrawdel im
rh-non-slash = I blank / %?21-2e /| %30-5f / rh-2
rh-non-sl ash-star = I blank / %21-29 / %2b-2e /| 9%30-5f / rh-2
rh-non-star = | blank / %21-29 / %2b-5f / rh-2
rh-end-star = *rh-non-star 1*"*"
rh-comrent = "/" rh-non-slash-star *rh-non-slash "/"
[ "I*" rh-end-star *(rh-non-slash-star rh-end-star) "/"
|/ eol-comment *r-non-|f %O0A

Figure 13: ABNF Definition for Integrated Raw String Hex Parser
4. b64'': ABNF Definition of Integrated Parser

Wth glue ABNF simlar to that in Figure 8 comon definitions in
Figures 2, 9 and 10 as well as the rule b64dig fromFigure 12, ABNF
such as that shown in Figure 14 can be used as an integrated parser
for b64 prefixed raw strings.

raw app-string-b64 = 9%"hb64" startrawdelimr-app-string-b64
r-app-string-b64 = rb64-S *(4(b64dig rb64-S))

[ b64di g rb64-S b64dig rb64-S

["=" rb64-S "=" [/ b64dig rb64-S ["="]] rb64-S]
("#" *r-non-lIf matchrawdelim/ fitrawdelim

*| bl ank *(rb64-conment *I| bl ank)

"#' *r-non-1f 9%O0A

rb64-S
r b64- comment

Figure 14: ABNF Definition for Integrated Raw String Base64 Parser
I ANA Consi derati ons
/1l RFC Editor: please replace RFC- XXXX with the RFC nunber of this

/1 RFC, [1ANA. cbor-diagnostic-notation] with a reference to the new
/] registry group, and rempove this note.
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6.1. CBOR Diagnostic Notation Application-extension Identifiers
Regi stry

I ANA is requested to create an "Application-Extension Identifiers"”
registry in a new "CBOR Diagnostic Notation" registry group

[ 1 ANA. cbor - di agnostic-notation], with the policy "expert review'
(Section 4.5 of RFC 8126 [BCP26]).

The experts are instructed to be frugal in the allocation of
application-extension identifiers that are suggestive of generally
appl i cabl e semantics, keeping themin reserve for application-
extensions that are likely to enjoy wi de use and can nake good use of
their conciseness. The expert is also instructed to direct the
registrant to provide a specification (Section 4.6 of RFC 8126

[ BCP26] ), but can nake exceptions, for instance when a specification
is not available at the time of registration but is likely
forthcoming. |If the expert becones aware of application-extension
identifiers that are deployed and in use, they may also initiate a
registration on their own if they deem such a registration can avert
potential future collisions.

Each entry in the registry nust include:

Appli cation-Extension ldentifier
a |l ower case ASCI| [STD80] string that starts with a letter and
can contain letters, digits, and hyphens after that
([a-z][a-z0-9-]1*). No other entry in the registry can have the
sanme application-extension identifier.

Descri pti on:
a brief description

Change Controller
(see Section 2.3 of RFC 8126 [BCP26])

Ref er ence
a reference docunent that provides a description of the
application-extension identifier

The initial content of the registry is shown in Table 7; all initial
entries have the Change Controller "IETF"
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| Application-extension | Description | Reference |
| Identifier | | |
[§ s s sty ool s s
| h | Reserved | RFC8949 |
Fom e oo - oo +
| b32 | Reserved | RFC8949 |
Tt o m e e e oo - o e e e e e e oo +
| h32 | Reserved | RFC8949 |
o e e e e e e oo S o e e e e e oo oo +
| b64 | Reserved | RFC8949 |
Fom e oo - oo +
| false | Reserved | RFCG XXXX |
Tt o m e e e oo - o e e e e e e oo +
| true | Reserved | RFCG XXXX |
o e e e e e e oo S o e e e e e oo oo +
| null | Reserved | RFC XXXX |
Fom e oo - oo +
| undefined | Reserved | RFCG XXXX |
Tt o m e e e oo - o e e e e e e oo +
| dt | Datel/Time | RFG XXXX |
o e e e e e e oo S o e e e e e oo oo +
| ip | I'P Address/ | RFC XXXX |
| | Prefix | |
oo oo Fom e +
| hash | Cryptographic | RFG XXXX |
| | Hash | |
o e e e e e e oo S o e e e e e oo oo +
| cri | Constrained | RFC XXXX,

| | Resource | [I-D.ietf-core-href] |
| | ldentifier | |
Tt o m e e e oo - o e e e e e e oo +

Table 7: Initial Content of Application-extension Identifier
Regi stry

6.2. Encoding Indicators

I ANA is requested to create an "Encoding Indicators" registry in the
newy created "CBOR Di agnostic Notation" registry group [|ANA. chor-
di agnostic-notation], with the policy "specification required"
(Section 4.6 of RFC 8126 [BCP26]).

The experts are instructed to be frugal in the allocation of encoding
indicators that are suggestive of generally applicable semantics,
keeping themin reserve for encoding indicator registrations that are
likely to enjoy wi de use and can nake good use of their conci seness.
If the expert becones aware of encoding indicators that are depl oyed
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and in use, they may also solicit a specification and initiate a
registration on their own if they deem such a registration can avert
potential future collisions.

Each entry in the registry nust include:

Encodi ng | ndi cator:
an ASCI| [STD80] string that starts with an underscore letter and
can contain zero or nore underscores, letters and digits after
that (_[_A-Za-z0-9]*). No other entry in the registry can have
the sanme Encodi ng I ndicator.

Descri pti on:
a brief description. This description may enpl oy an abbreviation
of the form ai=nn, where nn is the nuneric value of the field
_additional information_, the loworder 5 bits of the initial byte
(see Section 3 of RFC 8949 [STD94]).

Change Controller
(see Section 2.3 of RFC 8126 [BCP26])

Ref er ence
a reference docunment that provides a description of the
application-extension identifier

The initial content of the registry is shown in Table 8; all initia
entries have the Change Controller "IETF".
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[ ooy oo sy sy o}
| Encoding Indicator | Description | Reference

[ oo b s ey oo oo s sty e ey o}
| _ | I'ndefinite Length | RFC8949, |
| | Encoding (ai=31) | RFC XXXX |
. I IR +
| i | ai=0 to ai=23 | RFCG XXXX |
o e e e e e i e o o e e e e m e i oo o m e e e - +
| _0 | ai =24 | RFC8949, |
| | | RFC XXXX |
. - S I +
| 1 | ai =25 | RFC8949, |
| | | RFCG XXXX |
o e e e e e i e o o e e e e m e i oo o m e e e - +
| _2 | ai =26 | RFC8949, |
| | | RFC XXXX |
. - S I +
| 3 | ai =27 | RFC8949, |
| | | RFCG XXXX |
o e e e e e i e o o e e e e m e i oo o m e e e - +
| _4 | Reserved (for | RFCG XXXX |
I | ai=28) I I
. R - S I +
| _5 | Reserved (for | RFC XXXX

I | ai=29) I I
o e e e e e i e o o e e e e m e i oo o m e e e - +
| _6 | Reserved (for | RFCG XXXX |
I | ai=30) I I
. R - S I +
| 7 | Reserved (see ) | RFC8949, |
| | | RFCG XXXX |
o e e e e e i e o o e e e e m e i oo o m e e e - +

Table 8: Initial Content of Encoding I|ndicator
Regi stry

| As the "Reference" columm reflects, all the encoding indicators
| initially registered are already defined in Section 8.1 of RFC
| 8949 [STDO4], with the exception of _i, which is defined in
| Section 5.1 of the present docunent.

6.3. Media Type

I ANA is requested to add the foll owing Medi a- Type to the "Medi a
Types"” registry [IANA nedi a-types].
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| Nare | Tenpl ate | Reference |
[} g —————— e —_————————————————————_——_ _lppp—p—p——(—(—————r L
| cbor-diagnostic | application/cbor-diagnostic | RFGC XXXX, |

| Section 6.3 |
R . . +

Table 9: New Medi a Type application/cbor-di agnostic

Type name: application

Subt ype nane: cbhor-di agnostic

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary (UTF-8)

Security considerations: Section 7 of RFC XXXX

Interoperability considerations: none

Publ i shed specification: Section 6.3 of RFC XXXX

Applications that use this nedia type: Tools interchanging a human-
readabl e form of CBOR

Fragment identifier considerations: The syntax and semantics of
fragment identifiers is as specified for "application/cbor”. (At
publication of RFC XXXX, there is no fragnent identification
syntax defined for "application/cbor".)

Addi tional infornmation:
Deprecated alias nanes for this type: NA

Magi ¢ nunber(s): NA
File extension(s): .diag

Maci ntosh file type code(s): NA

Person & emanil address to contact for further information: CBOR W5
mailing list (cbor@etf.org), or |IETF Applications and Real - Ti ne
Area (art@etf.org)

I ntended usage: LIM TED USE

Restrictions on usage: CBOR diagnostic notation represents CBOR data
itens, which are the format intended for actual interchange. The
medi a type application/cbor-diagnostic is intended to be used
wi t hi n docunents about CBOR data itens, in diagnostics for human
consunption, and in other representations of CBOR data itens that
are necessarily text-based such as in configuration files or other
data edited by humans, often under source-code control.

Aut hor/ Change controller: |ETF

Provisional registration: no
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6.4. Content- Formt

I ANA is requested to register a Content-Format nunber in the "CoAP
Content - Format s" sub-registry, within the "Constrai ned RESTf ul
Envi ronnments (CoRE) Parameters" Registry [IANA core-paraneters], as

fol | ows:
[} s —————————— = ——_ C——_——— Ll p—p—p—p—(—(———
| Content-Type | Content Coding | ID | Reference |
[ ety e e, b by o poj——p—j—(—(————
| application/cbor-diagnostic | - | TBDL | RFC- XXXX |
o m oo S Foommo- S +
Tabl e 10: New Content-Format for application/cbor-diagnostic
TBD1 is to be assigned fromthe space 256..9999, according to the
procedure "I ETF Review or | ESG Approval ", preferably a nunber |ess

t han 1000.

6.5. Stand-in Tags

/1 RFC-Editor: This docunent uses the CPA (code point allocation)

/1 convention described in [I-D. bormann-cbor-draft-nunbers]. For

/1 each usage of the term"CPA", please renove the prefix "CPA" from
/1 the indicated value and replace the residue with the val ue

/] assigned by | ANA; perform an anal ogous substitution for all other
/'l occurrences of the prefix "CPA" in the docunent. Finally, please
/1 renove this note.

In the "CBOR Tags" registry [IANA cbor-tags], IANA is requested to
assign the tags in Table 11 fromthe "specification required" space
(suggested assignnents: 888 and 999), with the present docunent as
the specification reference.

| Tag | Data | Semantics | Reference |
| Item | | |
[ b pumsjemeb =bumesboms e oo sy oo ooty e e o
| CPA888 | null or | Diagnostic Notation Ellipsis | RFC XXXX |
| array I I I
S S o m o e oo S +
| CPA999 | array | Diagnostic Notation | RFCG XXXX |
| | Unresol ved Application-Extension | |
Fomm oo R T R +

Table 11: Values for Tags
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7.

8.

8.

Security considerations
The security considerations of [STD94] and [ RFC8610] apply.

The EDN specification provides two explicit extension points,
application-extension identifiers (Section 6.1) and encodi ng

i ndicators (Section 6.2). Extensions introduced this way can have
their own security considerations (see, e.g., Section 5 of
[I-D.ietf-cbor-edn-e-ref]). Wen inplenenting tools that support the
use of EDN extensions, the inplenenter needs to be careful not to

i nadvertently introduce a vector for an attacker to invoke extensions
not planned for by the tool operator, who might not have consi dered
security considerations of specific extensions such as those posed by
their use of dereferenceable identifiers (Section 6 of

[1-D. bormann-t2trg-deref-id]). For instance, tools mght require
explicitly enabling the use of each extension that is not on an
allowist. This task can possibly be nade | ess onerous by conbining
it with a nmechani smfor supplying any paranmeters controlling such an
ext ensi on.
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Appendi x A.  EDN and CDDL
This appendix is for information.

EDN was designed as a | anguage to provi de a human-readabl e
representation of an instance, i.e., a single CBOR data item or CBOR
sequence. CDDL was designed as a | anguage to describe an (often

| arge) set of such instances (which itself constitutes a | anguage),
inthe formof a _data definition_ or _grammar_ (or sonetinmes called
_schenma ).

The two | anguages share sone sinmilarities, not the | east because they
have mutually inspired each other. But they have very different
roots:

* EDN syntax is an extension to JSON syntax [STD90]. (Any
(interoperable) JSON text is also valid EDN.)

* CDDL syntax is inspired by ABNF' s syntax [ STD68].

For engineers that are using both EDN and CDDL, it is easy to wite

" CDDLi snms" or "EDNisns" into their drafts that are meant to be in the
other | anguage. (This is one nore of the many notivations to al ways
validate formal | anguage instances with tools.)

I mportant differences include:

* Comment syntax. CDDL inherits ABNF' s senicolon-delimted end of
line characters, while EDN finds nothing in JSON that could be
inherited here. |Inspired by JavaScript, EDN sinplifies
JavaScript’'s copy of the original C comment syntax to be delinmted
by single slashes (where |line breaks are not of interest); it also
adds traditional Cstyle inline cooments (/* ... */) and end-of -
line comments that start with # or //.

EDN:
{1 alg/ 1. -7 | ECDSA 256 / }
i 1: # alg
-7 # ECDSA 256
}
CDDL: ? 1 =>1int / tstr, ; algorithmidentifier

* Syntax for tags. CDDL's tag syntax is part of the systemfor
referring to CBOR s fundanentals (the major type 6, in this case)
and (with [RFC9682]) all ows specifying the actual tag nunber
separately, while EDN s tag syntax is a sinple deci nal nunber and
a pair of parentheses.
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EDN:
98([h’ ', # enpty encoded protected header

{}, # enpty unprotected header
.. # rest elided here

1)

CDDL: COSE_Si gn_Tagged = #6. 98( COSE_Si gn)

* Enbedded CBOR. EDN has a special syntax to describe the content
of byte strings that are encoded CBOR data itens. CDDL can
specify these with a control operator, which |ooks very different.

EDN:
98([<< {/alg/ 1: -7 /ECDSA 256/} >> # == h’al0126

CDDL:

# rest elided here

1)

serialized map = bytes .cbor header_map
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