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Abst ract

At the time of witing, the Concise Data Definition Language (CDDL)
is defined by RFC 8610 and RFC 9682 as well as RFC 9165 and RFC 9741.
The latter two have used the extension point provided in RFC 8610,
the _control operator_.

As CDDL is being used in larger projects, the need for features has
becone known that cannot be easily mapped into this single extension
poi nt .

The present docunent defines a backward- and forward-conpatible way
to add a nodule structure to CDDL.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://cbor-
wg. gi t hub. i o/ cddl - modul es/draft-ietf-cbor-cddl-nmodul es.htnml. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-cbor-cddl-nodul es/.
Di scussi on of this docunent takes place on the CBOR Mai ntenance and
Ext ensi ons Working Goup mailing list (mailto:cbor@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/cbor/.
Subscribe at https://ww. ietf.org/milmn/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com cbor-wg/ cddl - nodul es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

At the time of witing, the Concise Data Definition Language (CDDL)
is defined by RFC 8610 and RFC 9682 as well as RFC 9165 and RFC 9741
The latter two have used the extension point provided in RFC 8610,
the _control operator_.

As CDDL is being used in larger projects, the need for features has
becone known that cannot be easily mapped into this single extension
poi nt .

The present docunment defines a backward- and forward-conpatible way
to add a nodule structure to CDDL

The functionality of the present docunent is considered a core part
of what has colloquially been called CDDL 2.0, and is intended to be
used with (and orthogonal to) other recent specifications such as a
smal | set of CDDL grammar updates [RFC9682] and an additiona
exercise of the control operator extension point [RFCO741] (a follow
up to [ RFC9165]).

1.1. Conventions and Definitions
The Term nol ogy from [ RFC8610] appli es.
Sone exanpl es use CDDL definitions from|[RFCI052].
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capitals, as shown here

2. Mdul e superstructure
_Compatibility : bidirectional (both backward and forward)
Oiginally, CDDL was used for small data nodels that could be
expressed in a fewlines. As the size of data nodels that need to be

expressed in CDDL has increased, the need to nodul arize and re-use
conponents i s increasing.
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CDDL as docunented in [ RFC8610] (_basic CDDL_) has been designed with
a crude formof conposition: Concatenating a nunber of CDDL snippets
creates a valid CDDL data nodel unless there is a nanme collision
(_identical _redefinitionis allowed to facilitate this approach)
Wth | arger nodels, nmanagi ng the overall name space to avoid

col l'i sions becomes nore pressing.

In CDDL’s original conposition nodel, the know edge whi ch CDDL

sni ppets need to be concatenated in order to obtain the desired data
nmodel lives entirely outside the CDDL snippets. Wth the nodul e
structure defined in the present docunent, rule sets are packaged as
nmodul es and referenced from ot her nodul es, providing nmethods for
control of namespace pollution.

Furt her work may be expended on unambi guous referencing into evol ving
specifications ("versioning") and selection of alternatives (as was
emul ated with snippets in Section 11 of [ RFC8428]. Note that one
approach for expressing variants is denonstrated in [useful] based on
Section 4 of [RFC9165]). Potential further work is outlined in
Sections 4 and A 2 of [I-D.bormann-cbor-cddl-2-draft].

2.1. Conpatibility

To achieve the nodule structure in a way that is friendly to existing
envi ronments that operate with CDDL and basic CDDL inpl enent ati ons,
we add a super-syntax (simlar to the way pragmas are often added to
a |l anguage), by carrying themin _directives_. Directives are parsed
as comments in basic CDDL, so that each nodul e source file can at the
same time be basic CDDL on its own. This enables forward
conpatibility: a single file can be designed to serve both as valid
basic CDDL and as a nmodule with directives that specify how
additional rule definitions are to be inported from other source
files.

This bidirectional conpatibility is useful to allow CDDL node
designers to start using directives before the bulk of the tools that
process CDDL has been updated to inplenent the present specification

2.2. Namespaci ng

When inporting rules fromother nodules, there is the potential for
nane collisions. This is exacerbated when the nodul es evol ve, which
may |lead to the introduction of a nane into an inported nodul e that
is also used (likely in a different way) in the inporting nodul e.

To be able to nmanage nanes in such a way that collisions can be

avoi ded, we introduce neans to prepend a prefix to the nanmes of rules
being inported: the "as" cl ause.
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2.3. "Directives", the "npdul e"

This specification introduces _directives_into CDDL. A single CDDL
file becomes a nodule_ by processing the (zero or nore) directives
init.

The semantics of the nodul e are independent of the nodul e(s) using
it, however, inmporting a nodule may involve transfornmng its rule
nanes into a new nanmespace (Section 2.2).

Directives are parsed as comments in basic CDDL, so they do not
interfere with forward conpatibility.

In the CDDL nodul e structure, lines that start with the prefix ;# are
parsed as directives.

2. 4. Naming and Fi ndi ng Mbdul es

We assune that nodul e nanes are fil enames taken from one of severa
source directories available to the CDDL nodul e structure processor
via the environment. This avoids the need to nail down brittle

pat hnanmes or (partial?) URIs into the CDDL files.

The exact way how these source directories and possibly a precedence
between them are established is intentionally not fully defined in
this specification; it is expected that this will be specified in the
context of the nmodels just as the way they are intended to be used
will be. (A nore formal structure may follow |l ater.)

In the nodul e structure inplenmentation that is part of the CDDL Too
described in Appendix B, the set of sources is determnmined froman
environment variabl e, CDDL_I NCLUDE PATH, which is nodel ed after usua
command-line search paths. It is a colon-separated |list of pathnanes
to directories, with one special feature: an enpty elenent points to
the tool’s own collection. This collection contains fragnments of
extracted CDDL from published RFCs, using nanmes such as rfc9052

(Future versions mght augment this with Wb extractors and/or ways

to extract CDDL nodules fromsites such as github and from Internet-
Drafts; see Appendix A 2 of [I-D.bormann-cbor-cddl-2-draft] for sone
desi gn consi derations.)

The default CDDL_| NCLUDE_PATH i s:

That is: files are found in the current directory (.) and, if not
found there, cddl c#7H collection

Bor mann & Mbran Expires 4 March 2026 [ Page 5]



I nternet-Draft CDDL Modul e Structure August 2025

In the exanples that follow, a cddlc command Iine will be shown
(starting with an isolated $ sign as in a shell command) with the
modul e-structured CDDL input; the resulting basic CDDL will be shown
separately.

2.5. Basic Set of Directives
Two groups of directives are defined at this point:

* include, which includes all the rules froma nodul e (which
i ncludes the ones inported/included there, transitively), or
specific explicitly selected rules (clause ending in "from');

* import, which is simlar to include but includes only those rules
fromthe nodule that are referenced fromthe inporting nodul e,
inmplicitly or explicitly (clause ending in "from'), including the
rules that are referenced fromthese rules, transitively.

The include function is nore useful for conposing a single nodel from
parts controlled by one author, while the inport function is nore
about treating a nodule as a library:

The way an inport works is shown by this sinple exanpl e:

$ cddlc -2tcddl -

start = COSE_Key

;# inmport rfc9052

This results in the following CDDL 1.0 specification

start = COSE_Key

COSE_Key = {
1 =>tstr / int,
? 2 => bstr,
? 3 =>tstr / int,
? 4 => [+ tstr /[ int],
? 5 => bstr,

* | abel => val ues,

label =int / tstr
val ues = any

This is appropriate for using libraries that are well known to the
importing specification. However, if it is not acceptable that the
library can pollute the namespace of the inporting nodule, the inport
directive can specify a nanmespace prefix ("as" clause)
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$ cddlc -2tcddl -
start = cose. COSE_Key
;# inmport rfc9052 as cose

This results in the following CDDL 1.0 specification

start = cose. COSE_Key
cose. COSE_Key = {
1 =>tstr / int,
? 2 => bstr,
3 =>tstr / int,
4 => [+ tstr [/ int],
5 => bstr,
cose. | abel => cose. val ues,

* 0D ) D

cose.label =int / tstr
cose.val ues = any

Not e how the inported names are prefixed with cose. as specified in
the inport directive, but CDDL prelude (Appendix D of [RFC8610])
nanmes such as tstr and any are not.

2.6. Explicit selection of nanes
Both inport and include directives can be augnmented by an explicit
menti oning of rule names (clause ending in "from') or a wild-card "*"
for all rules.
i ncl ude
Starting with include:
$ cddlc -2tcddl -
mydata = {* | abel => val ues}
;# include | abel, values fromrfc9052
Wth include, only exactly the rules nentioned are included:
mydata = {* | abel => val ues}
| abel =int / tstr
val ues = any

The nodul e fromwhich rules are explicitly inmported can be
nanespaced

$ cddlc -2tcddl -

mydata = {* | abel => val ues}
;# include cose. |l abel, cose.values fromrfc9052 as cose
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Again, only exactly the rules nentioned are included:

CDDL Mbdul e Structure

mydata = {* | abel => val ues}

cose.label =int / tstr
cose.val ues = any

i mport

Bot h exanpl es woul d work exactly the sane with inport,

August 2025

as the

i ncluded rules do not reference anything el se fromthe included

nmodul e.

An inmport however also draws in the transitive closure of the rules

r ef er enced:

$ cddlc -2tcddl -

mydata = {Fritz: cose.enpty_or_serialized_map}

;# inmport cose.enpty or _serialized map fromrfc9052 as cose

The transitive closure of the rules nmentioned is included:

=============== NOTE: '\’ |ine wapping per

mydata = {Fritz: cose.enpty_or_serialized_map}
cose.enpty_or_serialized_map = bstr

cose. header_map = {
cose. Generi c_Headers,

* cose. | abel => cose. val ues,

}

cose. Generi c_Headers =
?1=>int / tstr,

? 2 => [+ cose. | abel]
? 3 =>tstr / int,
? 4 => bstr,
? (5 => bstr // 6 =>
)

cose.label =int / tstr

cose.val ues = any

(

3

bstr),

.cbor cose. header_nmap / bstr .\

size O

The inport statenent can al so request an alias for an inported nane:

$ cddlc -2tcddl -

mydata = {Fritz: cose.enpty_or_serialized_map}
;# inmport enpty_or_serialized _map fromrfc9052 as cose

Not e how an additiona

rule provides an alias for

enpty or_serialized map that does not have the namespace prefix:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

mydata = {Fritz: cose.enpty_or_serialized_map}
enpty_or_serialized map = cose.enpty _or_serialized nmap
cose.enpty _or_serialized map = bstr .cbor cose. header_map / bstr .\
size O

cose. header_map = {

cose. Generi c_Headers,

* cose. | abel => cose. val ues,
}
cose. Ceneri c_Headers = (

?1=>int [/ tstr,

? 2 => [+ cose.label],

? 3 =>tstr [/ int,

? 4 => Dbstr,

? (5 => bstr // 6 => bstr),

cose.label =int / tstr
cose. val ues = any

2.7. Tool Support for Command-Line Control

Tool s may provide a convenient way to initiate the processing of
directives fromthe command |ine.

A tool may provide a way to specify a root for the nmodule tree from
the command |i ne:

$ cddlc -2tcddl -icose=rfc9052 -scose. COSE_Key

The command |ine argurment -icose=rfc9052 is a shortcut for

;# inmport rfc9052 as cose

Together with the start (root) rule name, cose. COSE Key, supplied by

-scose. COSE Key, this results in the following CDDL 1.0
speci fication:
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$.start.$ = cose. COSE_Key
cose. COSE_Key = {
1 =>tstr / int,
? 2 => bstr,
3 =>tstr / int,
4 => [+ tstr [/ int],
5 => bstr,
cose. | abel => cose. val ues,

* 0D ) D

cose.label =int / tstr
cose.val ues = any

In other words, the nodul e synthesized fromthe command |ine had an
enpty CDDL file, which therefore was not provided (no #Ewas given on
the conmand |ine).

3. Security Considerations

The nodul e structure specified in this docunent is not believed to
create additional security considerations beyond the general security
considerations in Section 5 of [RFC8610].

I mpl enent ati ons that enpl oy the nodule structure defined in this
docunment need to ascertain the provenance of the nodul es they conbine
into the CDDL nodel s they enpl oy operationally. This specification
does not define how the source directories accessed via the

CDDL_| NCLUDE_PATH are popul ated; this process needs to undergo the
sanme care and scrutiny as any other introduction of source code into
a build environment; the possibility of supply-chain attacks on the
nmodul es i nported needs to be considered.

Specifically, inplenmentations that rely on nodel -based i nput
validation for enforcing certain properties of the data structure
ingested (which, if not validated, could |ead to nal functions such as
crashes and renote code execution) need to be particularly carefu
about the data nodels they apply, including their provenance and
potential changes of these properties that upgrades to the referenced
modul es may (i nadvertently or as part of an attack) cause. More
general |y speaking, inplenentations should strive to be robust
against limtations of the nodel -based input validation nechani sns
and their inplenmentations that they enpl oy.

In applications that dynamically acquire nodel s and dereference
modul e references in these, the security considerations of
dereferenceable identifiers apply (see [I-D. bormann-t2trg-deref-id]
for a nore extensive discussion of dereferenceable identifiers).

Bor mann & Mbran Expires 4 March 2026 [ Page 10]



I nternet-Draft CDDL Modul e Structure August 2025

4. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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ABNF Specification

This section specifies the granmar enpl oyed by the nobdul e structure
directives using the ABNF | anguage defined in [ STD68] and [ RFC7405].
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directive = ";#" RS (%"inport" / %"include") RS [from clause]
filenanme [as-clause] CRLF

fromclause = 1*(id-or-all [","] RS) %"from RS

as-clause = RS %"as" RS id

filenane = 1*("-" [/ "." | %%&%30-39 / %&41-5a / " " | 9%61-7a)
id=("$"/ %40-5a / " " | %61-7a)
*("$" | 9%30-39 / %&40-5a / "_" | 9%61-7a)
id-or-all =id/ "*"
RS = 1*WB
Ws = SP
SP = %20
CRLF = 9%0A / 9%O0D. OA

Appendi x B. A CDDL Tool that I|nplenments CDDL Modul e Structure

This appendix is for infornmation only.

A CDDL conversion tool is available [cddlc] that can process nodul e-
structured CDDL nodels into basic CDDL nodels; the latter can then be
processed by other CDDL tools such as the one described in Appendix F
of [RFC8610].

A typical command line involving both tools nentioned m ght be:

cddlc -2 -tcddl nytestfile.cddl | cddl - gp 10

The CDDL conversion tool can be installed on a systemw th a nodern
Ruby (Ruby version ¥ - 3.0) via:

geminstall cddlc

The present document assunes the use of cddlc of at |east version
0.2.5.
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