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1.

I nt roducti on

Segment Routing (SR), defined in [ RFC8402], |everages the source
routing paradigm The headend node steers a packet through an SR
Policy [ RFC9256], instantiated as an ordered |ist of segnents. A
segnment, referred to by its Segnent ldentifier (SID), can have a
semantic local to an SR node or global within an SR domain. SR
supports per-class explicit routing while maintaining per-class state
only at the ingress nodes to the SR domain.

However, there is no standard nethod defined to conpare and contrast
the foundational SR packet forwardi ng capabilities of network
devices. This document ains to extend the efforts of [RFCl1242],

[ RFC2544], [RFC5180] and [ RFC5695] to the SR network.

The SR architecture can be instantiated on two data-pl anes: SR over
MPLS (SR-MPLS) and SR over |IPv6 (SRv6). SRv6 has a variant with
conpressed SID ([ RFC9800]).

SR can be directly applied to the Miltiprotocol Label Swtching
(MPLS) architecture [ RFC8660]. A segnment is encoded as an MPLS
|label. An SR Policy is instantiated as a stack of |abels.

SR can be applied to the I Pv6 architecture with a new type of routing
header called the SR Header (SRH) [RFC8754]. An instruction is
associated with a segment and encoded as an | Pv6 address. An SRv6
segnent is also called an SRv6 SID. An SR Policy is instantiated as
an ordered list of SRv6 SIDs in the routing header. The active
segnent is indicated by the Destination Address (DA) of the packet.

A few conpressed SIDs may be directly populated into the DA according
to [ RFC9800] .

SR invol ves 3 types of forwardi ng pl ane operations (PUSH NEXT/
CONTINUE) as further described in Section 2 and Section 3. SR
Segnent List for PUSH operation is typically constructed by the
source node with an SR Policy, see [RFC9256].

The SID stack in the scope of this docunment has a m ni mum of two
entries, e.g. two SIDs. However, it is RECOMVENDED that the tests
described in the next sections can be applied to | abel stacks with
nmore than two SIDs. The reason for having a mninumof two Sl Ds,
hence two labels, is to sinulate a SIDIlist, e.g. to sinulate the
explicit steering of a packet flow through different paths/nodes. It
SHOULD be tested until the maxi mum SID depth is supported or clai nmed
by the equipnent. |In this way, it is possible to identify the
performance inpact of a large SIDIist, ideally, all SID depths
between two SIDs and the nmaxi rum SID depth can be tested. It is
RECOMVENDED to test a big enough SIDIist to fill at |east one
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conmpressed SID container (i.e. all 128 bits) for the chosen
compressed SID size including one additional SID of any type (the
| ast one may be not conpressed).

This docunent is limted to underlay, |ike Headend encapsul ati ons
(H. Encaps. xxx), segnent Endpoints (End, End.X), Endpoints with
decapsul ati ons (End. Dxxx) and Bi ndi ng (End. Bxxx) for SRv6.
Conpressed SID [ RFC9800] is also considered in this docunent.

[ RFC5695] describes a nethodol ogy specific to the benchmarki ng of
MPLS forwardi ng devices, by considering the nbst common MPLS packet
forwardi ng scenari os and correspondi ng perfornance nmeasurenents.

[ RFC5180] provi des benchmar ki ng met hodol ogy recomendati ons t hat
address | Pv6-specific aspects, such as evaluating the forwarding
performance of traffic containing extension headers.

The purpose of this docunent is to describe a nmethodol ogy specific to
the benchmar ki ng of Segment Routing. The nethodol ogy described is a
compl enent for [RFC5180] and [ RFC5695].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119],
RFC 8174 [ RFC8174].

2. SR MPLS Forwardi ng

SR | everages the source routing paradigm In MPLS, the ordered |ist
of segnents is encoded as a stack of MPLS labels. An SR Policy is
instantiated through the MPLS Label Stack: the Segment |1Ds (SIDs) of
a Segnent List are inserted as MPLS Labels. The classical forwarding
functions available for MPLS networks allow inplenenting the SR
operations. However, SR MPLS Segnent List typically contains nore

| abel s.

The operations applied by the SR-MPLS forwarding pl ane are PUSH
NEXT, and CONTI NUE

The SR PUSH operation corresponds to the MPLS Label Push function

[ RFC3032]. It consists of pushing one or nore MPLS | abels on top of
an incom ng packet then sending it out of a particular physical or
virtual interface towards a particul ar next hop
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The NEXT operation corresponds to the Label Pop function, which

consi sts of renoving the topnmost | abel. The action associated with
the poppi ng depends on the instruction associated with the active SID
on the received packet before the popping.

The CONTI NUE operation corresponds to the Label Swap function,
according to the MPLS | abel -swapping rules in [RFC3031]. It consists
of associating an incom ng | abel with an outgoing interface and

out goi ng | abel and forwardi ng the packet to the outgoing interface.

The encapsul ation of an I P packet into an SR-MPLS packet is perforned
at the edge of an SR-MPLS dommin, reusing the MPLS Forwarding

Equi val ent C ass (FEC) concept. A Forwarding Equival ent O ass (FEC
can be associated with an SR Policy ([RFC9256]). When pushing | abels
onto a packet’s |abel stack, the Tine-to-Live (TTL) field and the
Traffic Cass (TC) field of each | abel stack entry nust al so be set.

Al'l SR nodes in the SR domai n use a signaling nmechanismto advertise
their prefix SIDs, as also detailed in Section 4.2. After receiving
the advertised prefix SIDs, each SR node cal cul ates the prefix Sl Ds
to the advertisers. The prefix SID adverti senent can be an absol ute
val ue advertisenent or an index value advertisenent. |In this regard,
the mappi ng of Segnents to MPLS Labels (SIDs) is an inportant process
in the SR-MPLS data plane. Each router can advertise its own
avai l abl e |1 abel space to be used for d obal Segrments called Segnent
Routing d obal Block (SRGB) and an identical range of |abels (SRGB)
should be used in all routers to sinplify services and operati ons.

In the SR domain G obal Segnents can be identified by an index, which
has to be re-napped into a | abel, or by an absolute value. This is
rel evant for the nodes that performthe NEXT operation to the
segnents, because the | abel for the next segments needs to be crafted
accordi ngly.

[ RFC9256] specifies the concepts of SR Policy and steering into an SR
Policy. The header of a packet steered in an SR Policy is augnented
with the ordered list of segments associated with that SR Policy. SR
Policy state is instantiated only on the headend node, which steers a
flowinto an SR Policy. Intermedi ate and endpoi nt nodes do not
require any per policy state to be maintained. SR Policies can be
instanti ated on the headend dynami cally and on-demand basis. SR
policy may be installed by PCEP [ RFC8664], BGP
[I-Dietf-idr-sr-policy-safi], [I-D.ietf-idr-bgp-sr-segtypes-ext], or
via manual configuration on the router. PCEP and BGP signaling of SR
Pol i ci es can be the case of a controller-based depl oynent.
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3.

SRv6 Forwar di ng

SR | everages the source routing paradigm In SRv6, a SIDis

all ocated as an | Pv6 address. For the | Pv6 data plane, a new type of
| Pv6 Routing Extension Header, called Segnent Routing Header (SRH)
has been defined [ RFC8754]. The SRH contains the Segnment List as an
ordered list of |IPv6 addresses: each address in the list is a SID
Hence SRv6 Segment list typically contains nore than two SIDs. A
dedi cated field, referred to as Segnents Left, is used to maintain
the pointer to the active SID of the Segnment List.

Three different categories of nodes nmay be involved in segnent
routing networks.

The SR source node is the headend node and steers a packet into an SR
Policy. It can be a host originating an | Pv6 packet or an SR donmmin

i ngress router encapsulating a received packet into an outer |Pv6
packet and insert the SRHin the outer IPv6 header. |t sets the
first SID of the SR Policy as the | Pv6 Destination Address of the
packet .

The SR transit node forwards packets destined for a renpte segnent as
a nornmal | Pv6 packet based on the | Pv6 destination address, because
the I Pv6 destination address does not locally match with a segment.
According to [ RFC8200] the only node allowed to inspect the Routing
Ext ensi on Header (and therefore the SRH) is the node corresponding to
the destination address of the packet.

The SR segnent endpoi nt node recei ves packets whose | Pv6 destination
address is locally configured as a segnent. It creates Forwarding
Information Base (FIB) entries for its local SIDs. For each SR
packet, it inspects the SRH, may prepare sonme actions (like
forwardi ng through a particular interface), and then repl aces the

| Pv6 destination address with the new active segnent.

The operations applied by the SRv6 packet processing are different at
the SR source, transit, and SR segnent endpoi nt nodes.

The processing of the SR source node corresponds to the sequence of
creation of an IPv6 packet with an SRH, conposed of SIDs stored in
reverse order, and setting of the IPv6 Destination Address as the
first SID of the SR Policy. It can be perfornmed by encapsulating a
packet into an outer |Pv6 packet with an SRH.
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The processing of the SR segnment endpoi nt node corresponds to the
detection of the new active segnment, which is the next segnent in the
Segment List and the related nodification of the | Pv6 destination
address of the outer I Pv6 header. Then packets are forwarded on the
basis of the IPv6 forwarding table.

The processing of the SR transit node corresponds to the normnal
forwardi ng of the packets containing the SR header. 1In SRv6, the
transit nodes do not need to be SRv6 aware, as every |Pv6 router can
act as an SRv6 transit node since any IPv6 node will maintain a plain
IPv6 FIB entry for any prefix, no natter if the prefix represents a
segment or not.

[ RFC9256] specifies the concepts of SR Policy and steering into an SR
Policy. The header of a packet steered in an SR Policy is augnented
with the ordered |ist of segnents associated with that SR Policy. SR
Policy state is instantiated only on the headend node, which steers a
flowinto an SR Policy. Intermediate and endpoi nt nodes do not
require any state to be nmaintained. SR Policies can be instantiated
on the headend dynam cally and on-demand basis. SR policy may be
installed by PCEP [ RFC8664], BGP [I-D.ietf-idr-sr-policy-safi],
[I-D.ietf-idr-bgp-sr-segtypes-ext], or via manual configuration on
the router. PCEP and BGP signaling of SR Policies can be the case of
a controller-based depl oyrment.

In addition to the basic SRv6 packet processing, the SRv6 Network
Programm ng nodel [ RFC8986] describes a set of functions that can be
associ ated to segnents and executed in a given SRv6 node.

Exanpl es of such functions are described in [ RFC8986], but, in
practice, any behavior, and function can be associated with a | oca
SIDin a node, to apply any special processing on the packet. The
definition of a standardi zed set of segnment routing functions
facilitates the deploynment of SR dommins with interoperabl e equipnent
fromnmultiple vendors.
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4.

4.

According to [ RFC8986], 128 bit SID can be logically split into three
fields and interpreted as LOCATOR FUNCTI ON: ARGUVENTS (in short

LCC: FUNCT: ARG where LCC includes the L nmost significant bits, FUNCT
the following F bits and ARG the remaining A bits, where L+F+A=128.
The LOC corresponds to an | Pv6 prefix (for exanple with a | ength of
48, 56, or 64 bits) that can be distributed by the routing protocols
and provides the reachability of a node that hosts sone functions.

Al the different functions residing in a node have a different FUNCT
code, so that their SIDs will be different. The ARG bits are used to
provide information (argunents) to a function. Fromthe routing
poi nt of view, the solution is scalable, as a single prefix is
distributed for a node, which inplenents a potentially |arge nunmber
of functions and rel ated argunents.

LOCATOR consi sts of Locator-Block and Locator-Node. Locator-Block is
common for all SIDs in the domain, it could be omtted for subsequent
SIDs. Mreover, ARGUMENTS may not be needed for nany types of Sl Ds.
Then it is possible to conpress sonme nunber of Locator-Nodes and/or
Functions into the ARGUMENTS space of the initial SID as explained in
[ RFC9800]. It is assumed that initially the full SIDIlist is
contracted then it is conpressed by one of two flavors (NEXT-C SID or
REPLACE-C-SID) if desired.

Test Met hodol ogy
1. Test Setup

The test setup in general is conpliant with section 6 of [RFC2544]
but augnented by the net hodol ogy specified in section 4 of [ RFC5695]
using many interfaces. It is needed to test the packet forwarding
engi ne that may have different performance based on the nunber of
interfaces served. The Device Under Test (DUT) may have
oversubscribed interfaces, then traffic for such interfaces should be
proportional |y decreased according to the specific DUT
oversubscription ratio. Al interfaces served by a particul ar packet
forwardi ng engi ne shoul d be | oaded in reverse proportion to the

cl ai med oversubscription ratio. Tests SHOULD be done with
bidirectional traffic that better reflects the real environnent for
SR nodes. It is OPTIONAL to choose a non-equal proportion for
upstream and downstreamtraffic for sone specific aggregati on nodes.

The RECOMMENDED t opol ogy for SR Forwardi ng Benchmarki ng shoul d be the
same used for MPLS benchmarking, as described in section 4 of
[ RFC5695]. A sinplified viewis reported bel ow for reference.
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Figure 1: Test environment for SRv6 Forwardi ng Benchmarki ng

Differently from[RFC5695], this docunment prefers the use of the term
"interface" instead of "port" as an interface may be either virtua
or physical. Also, ports may be confused with TCP/ UDP terns.

The RECOMMENDED t opol ogy for SR Forwardi ng Benchmar ki ng shoul d be the
same as MPLS and it is described in section 4 of [RFC5695].

Interface nunbers involved in the tests and their oversubscription
ratio MUST be reported. This docunent is benchnmarking only "source
routing". Hence, SIDs represent only prefix and adjacency segnents,
that may be carried in | GP extensions. For the case of SRv6, SIDs
represent only Headend encapsul ati on (H. Encaps. xxx) or segment
Endpoint (End, End.X). 1In general, Services (L2/L3 VPNs and ruch
more) are typically encoded by the last SIDin the stack, but it is
out of the scope of this docunent.

It is OPTIONAL to test SRH in conbination with any other extension
headers (fragnentation, hop-by-hop, destination options, etc.) but in
all tests, the SRH header should be present for the test to be

rel evant for SRv6. It is RECOWENDED to follow section 5.3 of

[ RFC5180] to introduce other extension headers in proportions 1%

10% 50%that nmay better reflect real use cases.

Segnment Routing rmay al so be inplenented as a software network
function in an NFV Infrastructure and, in this case, additiona

consi derations should be done. [ETSI-GR NFV-TST-007] describes test
gui delines for NFV capabilities that require interactions between the
conponents inplenmenting NFV functionality.

Speci al capabilities SHOULD NOT exist in the DUT/ SUT specifically for
benchmar ki ng pur poses.
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4.2. Control Plane Support

SRv6 and SR-MPLS have different termnology that is inherited from
[ RFC8402] for SR-MPLS and extended by [ RFC8986] for SRv6.

As specified in [ RFC8402], in the context of an | GP-based distributed
control plane, two topol ogi cal segnments are defined: the |GP-

Adj acency segnent and the | GP-Prefix segnent; while in the context of
a BGP-based distributed control plane, two topol ogical segnents are
defined: as the BGP peer segnent and the BGP Prefix segnent.

As specified in [ RFC8986], topol ogical segnents have the structure
that consists of Locator and Endpoi nt behavior (H Encaps, End, End.X,
etc), the latter may have a few different flavors (PSP, USP, USD).

Di fferent conbi nati ons of behavior and flavor are recomended for
every test.

It is RECOWENDED that the DUT and test tool support at |east one
option for SID stack construction

* |S- 1S Extensions to Support Segnment Routing, [RFC8667] for SR-MPLS
and [ RFC9352] for SRv6

* (OSPFv2 Extensions to Support Segnent Routing, [RFC8665] for SR-
MPLS.

* (OSPFv3 Extensions to Support Segnent Routing, [RFC8666] for SR-
MPLS and [ RFC9513] for SRv6

* Segnent Routing Prefix Segnment ldentifier Extensions for BGP
[ RFC8669]

* Segnent Routing Policy Architecture [RFC9256].

A routing protocol (OSPF or |S-1S) SHOULD be used for the
construction of the first SRHSID. It is RECOWENDED to test SR
policy with a SID depth between two SIDs and the maxi mrum SI D depth
support ed.

The long SID list may be needed for extensive traffic engineering or
other scenarios. The data plane needs to be conpliant with the SRv6
control plane requirenents (sections 4 of [RFC9513] and [ RFC9352] and
section 2 of [RFC9514]) to disclose the maxi mum SID |i st supported
for encapsul ati on, decapsul ation, and SRH deletion in transit. The
SID list should not be tested for operations beyond the announced
capabilities of OSPF or ISIS on the DUT, but, if there is an
interest, it may be tested how the DUT reacts in this situation
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It is RECOWENDED that the top SID on the list should enulate the
traffic engineering scenario. |In all cases, SID stack configuration
SHOULD happen before packet forwarding is started. Control plane
convergence speed is not the subject of the present tests.

It is inmportant to point out that the control plane is independent of
the SID list conpression nethod used, if any.

The SID list construction method and SR policy construction method
used MJST be reported according to Section 5.

4.3. Franme Formats and Sizes

SR tests will use Frame characteristics simlar to section 4.1.5 of
[ RFC5695], except the need for a bigger MU to accommopdate SRH or
MPLS SI D st ack

It is assuned that MIU is big enough to accommodate all franme sizes
proposed below. Fragnmentation is not an option for Transit Segment
Endpoi nt tests because it is prohibited in transit by [ RFC3200]
section 4.5: unlike IPv4, fragnentation in IPv6 is performed only by
source nodes, not by routers along a packet’'s delivery path.
Fragrmentation of |Pv4 packet is not considered for Source Edge Node
as this is not possible and hence not done for MPLS service so it is
likely not inplemented for SRv6 services.

It is to be noted that [ RFC5695] requires exactly a single entry in
the MPLS | abel stack in an MPLS packet that is not enough to sinulate
a typical SRSIDIist. The nunber of entries in SRH MIST be

report ed.

According to section 4.1.4.2 of [RFC5695], the payl oad i s RECOMVENDED
to have an I P packet (I1Pv6 or I1Pv4 with UDP or TCP) to better
represent the real environnment. The mininal Ethernet payl oad (46B)
could not accommdate the whole | Pv6 stack (not enough roomfor TCP
or UDP), hence only IPv4 is possible to use if the test for mninal

Et hernet payload is needed. It is possible to choose the bigger

payl oad size for the IPv6-only environnent. For the headend node,
the frame size of the incomng interface(s) does not include SRH
therefore the outgoing interface(s) must support the increased frane
size due to the creation of the SRH and outer |IPv6 attachment.

It is assuned that the test would be for Ethernet nedia only. O her
media i s possible (see section 4.1.5.2 of [RFC5695] for the POS
exanple). Sone |layer 2 technologies (lIike POS/ PPP) have bit- or
byte- stuffing then [ RFC4814] may help to cal cul ate real performance
nmore accurately or else a 1-2%error is expected. The nobst popul ar

| ayer 2 technology for SRis Ethernet, it does not have stuffing.
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RECOMVENDED frane sizes are presented bel ow. Any other frame sizes
may be added if suspected of abnormal behavior. For exanple, sone
architectures may all ocate buffer nmenmory in big fixed chunks that may
drop performance if frame sizes are chosen just a few octets nore
than the fixed chunk size (the second chunk woul d have a very | ow
menory utilization).

The resulting Ethernet frame structure is depicted in the next

figures.
<---18B---><-n*4B-><--------- 46- 1500- 9000B----------- >
S IR S S IR T +
| | MPLS | | | |
| Layer 2 | Labels | Layer 3 | Layer 4 | High layers
S R Fomm oo S R o e e e e +
Figure 2: Ethernet Franme Structure for SR MPLS
<---18B---><-40B- ><8+n*16B><-------- 46- 1500- 9000B----------- >
B N N B Tt +
| | Quter | | Inner | | |
| Layer 2 | IPv6 | SRH | Layer 3 | Layer 4 | Hi gh layers
S STy S D S D S STy O O +

Figure 3: Ethernet Frame Structure for SRv6

RECOMVENDED payl oad si zes (encapsul ated packet with L3 headers and
above) are the foll ow ng:

* Ethernet Mninal: 46

* DUT Mnimal Wre Speed: typically 128-256 (it depends on the DUT
speci fication)

* Ethernet Typical: 1500
*  DUT Maxi num 9000 (or any cl ai med naxi mum
Note that n*4 octets should be added in the previous cal cul ati ons for
SR-MPLS tests to accommpdate MPLS | abel s needed for respective tests.
Wi |l e 40+8+n*16 bytes should be added for SRv6 tests, where

40 octets are added for the outer (tunnel) |Pv6 header

8 octets are added for the SRH header itself

nis the nunber of SIDs nultiplied by 16 octet SID size, one SID
may have a few conpressed Sl Ds.
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The typical frame size values are listed above for the DUT mi ni nal

wi re speed and maxi num they can be nodified according to the DUT
characteristics. The minimumw re speed frame size can be consi dered
based on the DUT specification but, in sone cases, many tests may be
needed in the search for the real mninumw re speed franme size.

VLAN tag may additionally increase the frame size. VLAN tag tests
are OPTI ONAL.

4. 4, Pr ot ocol Addresses

| ANA reserved an | Pv6 address bl ock 2001: 0002::/48 ([ RFC4773]) for
use with I Pv6 benchmark testing (see section 8 of [RFC5180]) and

bl ock 198.18.0.0/15 ([RFC3330]) for IPv4 benchmark testing. Source
and destination addresses for the test streams SHOULD bel ong to the
| Pv6 range assigned by ANA. The type of infrastructure protoco
(IPv6 vs IPv4) that should be used for IGP and BGP in the tests
shoul d be chosen according to the test purpose and requirenents. It
is not principal what Locator blocks would be chosen for tests. It
may be /52, /56, /64, or even bigger. It is possible to test a few
different Locator blocks if there is a need.

As it is discussed in section 3.1, there is a need to | oad the whol e
forwardi ng engine (on all interfaces). [RFC4814] discusses the

i mportance of having many flows with address random zation for
accept abl e hash-based | oad bal ancing that is inplemented in all
forwardi ng engines. Note that |Pv6 flow | abel random zation nust be
used, according to [ RFC6438] and [ RFC8754]. |In the context of this
docunent, it may also be relevant for SIDs, because SIDs nmay be used
for hash to choose the next |ink (depending on DUT default or desired

configuration). It is inportant to check what exactly is used for
the hash | oad bal ancing al gorithmon the DUT to keep these nunbers
sufficiently randomand at volume. It is very often that IP

addresses and transport protocol ports are used instead of SIDs for
SR- MPLS

4.5. Trial Duration

The test portion of each trial must take into account the respective
protocol configuration. |1GP protocols typically have a shorter hold
time, while some BGP default configurations may be up to 180 seconds.
It is needed to check the default hold time of the DUT for the
respective protocol used.
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The test portion of each trial SHOULD be at |east 10 seconds | onger
than the hold tine for respective protocol configuration to verify
that the DUT is able to maintain a stable control plane when the
data-forwardi ng plane is under stress. |GP protocols typically have
shorter hold time, sonme BGP default configuration my be up to 180
seconds. It is needed to check the default hold tinme of the DUT for
the respective protocol used.

4.6. Traffic Verification

Traffic verification is follow ng section 10 of [ RFC2544] and section
4.1.8 of [RFC5695]. The text is copied here for your convenience.

As stated in section 10 of [RFC2544], "the test equi pnent SHOULD
di scard any frames received during a test run that are not actua
forwarded test franmes. For exanple, keep-alive and routing update
frames SHOULD NOT be included in the count of received frames. In
all cases, sent traffic MJST be accounted for, whether it was
received on the wong interface, the correct interface, or not

received at all. 1In all cases, the test equi pnent SHOULD verify the
|l ength of the received frames and check that they match the expected
| engt h.

Preferably, the test equi pnent SHOULD i ncl ude sequence nunbers (or
signature) in the transmitted frames and check for these numbers on
the received franes. |If this is done, the reported results SHOULD
include in addition to the nunber of frames dropped, the nunber of
franes that were received out of order, the nunber of duplicated
franes received and the nunber of gaps in the received frane
nunberi ng sequence".

Many test tools may, by default, only verify that they have received
the enbedded signature on the receive side. However, some SRv6 tests
assune headers nodifications (push or pop the MPLS | abel stack, add
or delete SRH, replace destination address, adjust "segnents left").
Al'l packets SHOULD be checked for the correct header values on the
recei ving side

In addition, section 4.1.8 of [RFC5695] requires that "the presence
or absence of the MPLS | abel stack, every field value inside the

| abel stack, if present, ethertype (0x8847 or 0x8848 versus 0x0800 or
0x86DD), frame sequencing, and frame check sequence (FCS) MJIST be
verified in the received frame". This is "to verify that the packets
received by the test tool carry the expected MPLS | abel "
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4. 7. Buffer tests

Back-to-back frame test was initially discussed in section 26.4

[ RFC2544] and later inproved in [ RFCO9004] which is considered the
conpr ehensi ve reference for back-to-back franme tests. Mddern
forwardi ng engines are typically flexible in the buffer distribution

between different interfaces. Hence, like for all other benchmnarking
tests, it is inmportant to stress the forwardi ng engi ne on al
interfaces. It should be necessary to performthroughput tests first

because only frane sizes that stress DUT bel ow wi re-speed can be used
for back-to-back tests. Buffers would be filled with the rate equa
to the difference between the theoretical nmaximumfrane rate (wre-
speed) and DUT measured throughput for the respective frame size.
The test tinme could be much shorter than recomended in [ RFC9004]
because typical SR DUT is hardware-based with clained buffers between
30ns to 100ms. It is better to consult with the vendor to find a
good starting search point. |f DUT is software-based then [ RFC9004]
recommendati on for 2-30 seconds is applied.
Queui ng SHOULD NOT have wei ghted random early detection (WRED) or any
ot her nmechanismthat may start droppi ng packets before the buffer is
filled. Queuing SHOULD be configured for the tail drop which is,
typically, a non-default configuration. Back-to-back frane test is
rat her conpl ex and expensive (50 runs for every frane size). Hence,
it is OPTIONAL for SR

5. Reporting Format

There are a few paranmeters that nust be changed in section 5 of
[ RFC5695] for SR tests.

Reporting paraneter preserved from [ RFC5695]:

*  Throughput in bytes per second and franmes per second
* Frame sizes in Cctets (see Section 4.3)

* Interface speed (10/50/100/400/800/etc CGE)

* |Interface encapsul ati on (Ethernet or Ethernet VLAN)
* Interface nedia type (probably Ethernet)

Par anmet ers changed from [ RFC5695] :

* SR Forwardi ng Operations (PUSH NEXT/ CONTI NUE)
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*

Label Distribution protocol and IGP are the sanme in the context of
SR, Hence, it can be called "Label distribution nethods" for SR
MPLS or "Locator and Endpoi nt behavi ors met hods" for SRv6.

New paraneters that MJST be reported are:

*

Interface nunmbers involved for ingress and egress in the tests and
their respective oversubscription ratio.

Upstream downstreamtraffic proportion (equal bidirectional or
sonme other split).

Nunber of Segnents considered in the SIDlist.

Nunber of Segnent Lists considered for the same Candi date Path.
Nunber of Candi date Paths considered for an SR Poli cy.

Nunber of SR Policies considered for a DUT.

Conpr essi on net hod used: None, NEXT-C-SID, REPLACE-C-SID and
conpressed SID size

Behavi or (H. Encaps, etc.) and Flavor (PSP, USP, USD) used for SRv6
tests (according to [ RFC8986]).

SR Policy construction nethod (PCEP, BGP, manual configuration).
Type of the payl oad (IPv6/IlPv4, UDP/ TCP)
Tinme to recover fromthe overload state

Time to recover fromthe reset state and reset type (particul ar
nmodul e in reset)

Tested buffer size in frames with respective frame size (for the
optional back-to-back test); it is possible to record cal cul ated
buffer time for wire-speed throughput in nmilliseconds.

Sone paraneters nmay be the sane for all tests (like Media type or
Et hernet encapsul ation) then it nmay be reported one tine.

Fi occola, et al. Expires 23 April 2026 [ Page 16]



Internet-Draft BM for SR Cct ober 2025

6. SR Forwardi ng Benchnarki ng Tests

In general, tests are compliant with [ RFC2544] but the inportant
correction discussed in section 6 of [RFC2544] is applied: interfaces
chosen for every test MJST stress all interfaces served by one
forwarding engine. It is better to check the DUT specification for
the rel ationship between interfaces and the forwarding engine to

m nimze the nunber of interfaces involved. However, it is possible
to understand the worst case by | ooking at the throughput and | atency

fromthe trial tests. |If any doubt exists about how full is the
offered load for the forwarding engine then it is better to stress
all interfaces of the line card or all interfaces for the whole

router with a centralized forwarding engine. A partial |oad on the
forwardi ng engi ne woul d show optim stic results. Controllable
traffic distribution between nmany interfaces (as specified in section
4 of [RFC5695]) would need separate SID announcenents for separate

i nterfaces.

The performance of nodern packet forwardi ng engi nes may be huge that
may need to involve nmany testers to sufficiently | oad the DUT as
presented in Figure 4. Then results correlation and recal cul ati on of
the real performance woul d be an additional burden

S +
oo | Testerl |<------- +
IESEREN | <ot |
| | oo + | |
| | | |
| | Hoomoo- - + [ |
| +----- >| [------- + |
- >| DUT [--------- +
B >| [--------- +
| +----- >| [------- + |
| | LR + | |
| | | |
|| Homoame e + [ |
| +----- | Tester2 |<----- + |
B | | <------- +
Fomm e e e +

Figure 4. Many testers

As specified in section 6 of [ RFC5695], the traffic is sent fromtest
tool Tx interface(s) to the DUT at a constant |load for a fixed-tinme
interval, and is received fromthe DUT on test tool Rx interface(s).
If any frame loss is detected, then a newiteration is needed where
the offered load is decreased and the sender will transmit again. An
iterative search algorithm MJST be used to determ ne the naxi mum
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offered frane rate with a zero frame loss (Non Drop Rate). Each
iteration should involve varying the offered | oad of the traffic,
whi | e keeping the other paraneters (test duration, nunber of

i nterfaces, nunber of addresses, frame size, etc.) constant, unti
the maximumrate at which none of the offered franmes are dropped is
det er mi ned.

The test can be repeated with a varyi ng nunber of Segnents pushed on
ingress to nmeasure the resulting maxi mum nunber. It can also be
tested for the maxi num nunber of Segnments that are correctly | oad-
bal anced in transit by only changing the Nth label in the stack and
det ect when | oad- bal ancing fails.

Therefore, the two nmain parameters that can be eval uated are:
Maxi mum of fered frame rate,

Maxi mum nunber of Segnents that can be pushed and hashed by the SR
node for | oad-bal anci ng.

The test could be done to test nmore construction nethods and
consequently report the results as specified in Section 5. In
addition, it could be possible to test ECMP (Equal - Cost Ml ti-Path)
behavi or of an SR Policy. An SR Policy with one active CP (Candi date
Path) but with variable SL (Segnents Left), SIDs, weights can be
tested to check the overall performance and ECMP limits. Al the

rel ated paraneters nust be reported as specified in Section 5.

Note that the test can al so be done in the case of Conpressed SRv6
Segnent List Encodi ng [ RFC9800] .

6.1. Throughput

This section contains a description of the tests that are related to
the characterization of a DUT's SR traffic forwarding throughput.

The list of segments for SR-MPLS is represented as a stack of MPLS
| abel s. There are three distinct operations to be tested: PUSH, NEXT
and CONTINUE. These correspond to the three forwardi ng operations of
an MPLS packet: PUSH (or LSP Ingress), POP (or LSP Egress), or SWAP

The list of segments for SRv6 is represented as a list of |IPv6
addresses, included in the SRH Three distinct types of nodes are
i nvol ved in segnent routing networks that may represent four

di fferent cases.
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Note that the different operations are separately discussed only for
throughput tests, but they are equally applicable to the other tests
bel ow.

6.1.1. Throughput of a Source Edge Node
oj ective: To obtain the DUT's Throughput during the packet
processing of a Source Node, which is the PUSH forwardi ng operation.

It is when the Source SR node, which corresponds to the headend node,
encapsul ates a received packet into SR-MPLS or SRv6.

In the case of SR-MPLS, the SIDlist is PUSHed to the MPLS | abe

stack. It is sinmilar to |abel Push or LSP Ingress forwarding
operation, as per section 6.1.1 of [ RFC5695] and section 26.1 of
[ RFC2544] .

In the case of SRv6, the received packet is encapsulated in an

| Pv6 outer header including the SR Header (SRH) as a Routing

Ext ensi on Header. The Segnent List in the SRH is conposed of SIDs
and the Source SR node sets the first SID of the SR Policy as the
| Pv6 Destination Address of the packet. The RECOVMENDED headend
behavior is H Encaps, in case of interest for another behavior

(H. Encaps. Red or H. Encaps. L2 or H. Encaps.L2.Red) it is OPTIONAL to
test it with proper reporting. Additionally, the router could be
configured for NEXT-C SID or REPLACE-C- Sl D conpression.

Procedure: Simlar to section 6.1 of [RFC5695] or section 26.1 of

[ RFC2544] with extension to test SIDIist longer than 1 SID (nore
than 2 are RECOWENDED). The SID list can be from1 to N SIDs. N
could be specified a priori or neasured as part of the test. The
test tool mnust advertise and learn the IP prefix(es) and SID(s) on
respective sides, as per Section 4.4, and nust use one option for the
SID stack construction, as per Section 4.2, on its receive and
transmt interfaces towards the DUT.

Reporting Fornmat: A table with all paraneters specified in Section 5.
6.1.2. Throughput of a Transit Segment Endpoi nt Node

oj ective: To obtain the DUT's Throughput during the packet
processi ng of a Segnment Endpoi nt Node, which is the CONTI NUE
forwardi ng operation. It is when the SR Segnent Endpoint node
recei ves packets whose SIDis locally configured as a segnent.

In the case of SR-MPLS, it is equivalent to MPLS Label Swap or
Utimte Hop Popping (UHP), as per section 6.1.2 of [RFC5695] and
section 26.1 of [RFC2544]. Non-reserved MPLS | abel val ues MJST be
used.
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In the case of SRv6, the SR Segnent Endpoi nt node inspects the SR
header: it detects the new active segment, i.e. the next segnent
in the Segnent List, or index in the least significant bit for
REPLACE- C-SID, nodifies the | Pv6 destination address of the outer
| Pv6 header, and forwards the packet based on the |IPv6 forwarding
table. The RECOVMMENDED endpoi nt behavior is End. X, in case of
interest for another behavior (End, End. T, End.BM End.B6. Encaps,
End. B6. Encaps. Red) it is OPTIONAL to test it with proper
reporting. SRH SL is assunmed to be bigger than zero for this
test. Moreover, it is assunmed that DUT woul d not need to delete
headers (no PSP, USD, or USP). Additionally, the router could be
configured for NEXT-C SID or REPLACE-C- Sl D conpression.

Procedure: Sinmilar to section 6.1 of [RFC5695] or section 26.1 of

[ RFC2544] with extension to test SIDIist longer than 1 SID (nore
than 2 are RECOWENDED). The SID list can be from1 to N SIDs. N
shoul d be specified a priori or neasured as part of the test. The
test tool must advertise and learn the IP prefix(es) and SID(s) on
respective sides, as per Section 4.4, and nust use one option for the
SID stack construction, as per Section 4.2, on its receive and
transmt interfaces towards the DUT.

Reporting Fornmat: A table with all paraneters specified in Section 5.
6.1.3. Throughput of a Destination Edge Node

hj ective: To obtain the DUT's Throughput during the packet
processing of a Segnment Endpoi nt Node that needs decapsul ati on, which
is the NEXT forwardi ng operation

In the case of SRRMPLS, it is equivalent to MPLS Label Pop or
Penul ti mate Hop Popping (PHP), as per section 6.1.3 of [RFC5695]
and section 26.1 of [RFC2544].

In the case of SRv6, it is when the SR Segnent Endpoi nt node

recei ves packets whose | Pv6 destination address is locally
configured as a segnent and SL in the SRH header is zero. The SR
Segnment Endpoi nt node decapsul ates the packet, and forwards the
packet based on the respective forwarding table (of the inner
packet). The RECOMMENDED endpoi nt decapsul ati on behavior is End
with the USD flavor, in case of interest for another flavor (PSP
USP) it is OPTIONAL to test it with proper reporting.
Additionally, the router could be configured for NEXT-C- SID or
REPLACE- C- SI D conpr essi on.

Procedure: Sinmlar to section 6.1 of [RFC5695] or section 26.1 of

[ RFC2544] with extension to test SIDIist longer than 1 SID (nore
than 2 are RECOWENDED). The SID list can be from1 to N SIDs. N
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shoul d be specified a priori or neasured as part of the test. The
test tool nust advertise and learn the IP prefix(es) and SID(s) on
respective sides, as per Section 4.4, and nust use one option for the
SI D stack construction, as per Section 4.2, on its receive and
transmt interfaces towards the DUT

Reporting Format: A table with all paraneters specified in Section 5.
6.1.4. Throughput of an Ordinary Transit Node

oj ective: To obtain the DUT's Throughput during the packet
processing of a Transit Node. It is when a Transit node forwards the
packet containing the SR header as a normal |Pv6 packet because the

| Pv6 destination address does not locally match with a segment. This
test is possible only for SRv6, SR-MPLS requires all transit nodes to
support MPLS

Procedure: Similar to section 6.1 of [RFC5695] or section 26.1 of

[ RFC2544] with extension to test SIDIlist longer than 1 SID (nore
than 2 are RECOWENDED). The SID list can be from1 to N SIDs. N
shoul d be specified a priori or neasured as part of the test. The
test tool nust advertise and learn the IP prefix(es) and SID(s) on
respective sides, as per Section 4.4, and nust use one option for the
SI D stack construction, as per Section 4.2, on its receive and
transmt interfaces towards the DUT

Reporting Format: A table with all paraneters specified in Section 5.
6.2. Buffer size

Back-to-back frane test is OPTI ONAL and SHOULD be perforned only
after throughput tests because it SHOULD use only franme sizes that
DUT is not capable to forward wire-speed, as explained in

Section 4.7.

oj ective: To determine the buffer size as defined in section 6 of
[ RFC9004] for each of the SR forwardi ng operations.

Procedure: Should be inherited from[RFCI004] with a SID |ist |onger
than 1 SID (nore than 2 are RECOVWENDED). Despite the sinple genera
idea for filling the buffer until the tail drop, [RFC9004] has many
details for procedure, precautions, and cal cul ations that woul d be
too lengthy to copy here.

Reporting Format: A table with all paraneters specified in Section 5.
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6.3. Latency

hj ective: To determine the |atency as defined in section 6.2 of

[ RFC5695] and section 26.2 of [RFC2544] for each of the SR forwarding
operations (PUSH, NEXT, CONTINUE). It is RECOVWENDED to test al
three (for SR-MPLS) or four (for SRv6) test types discussed in
Section 6. 1.

Procedure: Simlar to Section 6.1. It is OPTIONAL to inprove the
procedure according to section 7.2 of [RFC8219] with cal cul ations for
typi cal and worst-case | atency.

Reporting Format: A table with all paraneters specified in Section 5.
6.4. Frame Loss

oj ective: To determine the frame-1oss rate (as defined in section
6.3 of [ RFC5695] and section 26.3 of [RFC2544]) for each of the SR
forwardi ng operations of a DUT throughout the entire range of input
data rates and franme sizes. The primary idea is to see what woul d be
the frame | oss under the overload conditions. It may be that the
overl oaded forwardi ng engine would forward | ess traffic than in the
situation close to the overload. Throughput nmay drop bel ow t he
possi bl e maxi rum As per section 26.3 of [RFC2544], it is
RECOMMENDED to have the data for all tested frane sizes with a 10%
| oad step above the wire-speed throughput measured in Section 6.1

It is RECOWENDED to test all three (for SR-MPLS) or four (for SRv6)
test types discussed in Section 6.1

Procedure: Simlar to Section 6. 1.
Reporting Format: A table with all paraneters specified in Section 5.
6.5. System Recovery

oj ective: To characterize the speed at which a DUT recovers from an
overload condition for each of the SR forwarding operations. It is
RECOMVENDED to test all three (for SR-MPLS) or four (for SRv6) test
types discussed in Section 6.1.

Procedure: Sinmlar to section 6.4 of [RFC5695] or section 26.5 of

[ RFC2544]. Send a streamof franes at a rate of 110% of the recorded
throughput rate or the maximumrate for the media, whichever is

|l ower, for at |least 60 seconds. At Tinestanp A reduce the frane rate
to 50% of the above rate and record the tine of the last frame | ost
(Timestanp B). The systemrecovery tine is deternmined by subtracting
Timestanp B from Tinestanp A.  The test SHOULD be repeated severa
times and the average of the recorded val ues bei ng reported.
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Reporting Format: A table with all paraneters specified in Section 5.
6.6. Reset

oj ective: To characterize the speed at which a DUT recovers froma
hardware or software reset for each of the SR forwardi ng operations.
According to section 1.3 of [RFC6201] it is possible to neasure frame
|l oss or tinme stanps (depending on the test tool capability).
According to section 4 of [RFC6201] reset could be:

1) hardware,
2) software,
3) power interruption.

Al resets nay be partial, i.e. only for a particular part of
hardware (line card) or software (nodule). Special interest may be
to test redundant power supplies or routing engines to nake sure that
reset does not affect the traffic. Hardware reset may be soft
(command for reset) or hard (physical renoval and insertion of the
nmodul ). These types of reset SHOULD be treated as different. It is
OPTIONAL to test all three (for SR-MPLS) or four (for SRv6) test
types discussed in Section 6.1, typically they would give the sane
result.

Procedure: It is inherited from|[RFC6201] (see it for nore details)
It is sinple in essence: create the traffic, initiate a reset,
measure the tine for the traffic |ost.
Reporting Format: A table with all paraneters specified in Section 5.
Al type of reset tests are OPTI ONAL.

6.7. Scaling

oj ective: To check the scaling capabilities of a DUT as it is an
I ngress PE where an SR Policy is configured.

Pr ocedur e:

1) Testing of the baseline. Configure a single SR Policy with
just one CP and different Segnment Lists with a nunber of SIDs as
baseline (e.g. 3 SIDs); verify that the SR Policy is installed;
prepare traffic flow and initiate it; then verify that traffic
flows successfully. The expected result is that there is no
packet | oss.
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2) Testing the SID scale per SL. The setup is the sane as the
previous test but SL is equal to Maxi mum SID Depth (MSD). Al the
other steps are sane as the previous test.

3) Testing SL scale. The setup is the same as the previous test
except that X Segnent Lists are created, and the test is repeated
for each value of X (e.g. X=10,15,20,etc). Al SLs are in the
same CP. On the first iteration each Segnent List has a nunber of
SI Ds as baseline, each SL have the sanme weight (ECVMP testing). On
the second iteration the Segnent List length is equal to MBD. The
scope is to verify that traffic fl ows between CEs and ECWP i s
wor ki ng. The test can be repeated with different weights per each
SL, testing weighted ECMP (WECMP). The result is to find out the
maxi mum supported SLs nunber and ECMP/ WECMP wor ks fine on that

maxi mum SL scale, with no traffic drops.

4) Testing CP scale in one SR Policy. Y CPs are created in one SR
Pol i cy where Y=10, 15, 20, etc (each per different test run), set

hi gher Discrimnator for one of CPs. Verify that all CPs are
configured but that only one is Active (w th higher

Discrimnator). Use the minimal SL |length, then the maxi num SL

| ength, according to the previous test. Verify that traffic
flows, with no drops and correct ECMP/WECMP. The result is that
the Active CP is working correctly with any SLs, ECMP/ wECMP wor ks
as expected, and no traffic drops.

5) Testing SR Policies scale (can be conmbined with conposite SR
Policy testing as sub-case, if supported). Create Z SR Polici es,
where Z=10, 15, 20, etc, then apply CPs per each SR Policy, from one
CP to the maxi mumtested amount of CPs fromthe previous test,
create different color conmunities for steering traffic into those
policies towards one or many Egress PEs (endpoints), start traffic
fl ows per each SR Policy (matching all SLs/CP variances above),
verify traffic flows, absence of drops, correct ECVP/ WECMP. The
maxi mum nunber of supported SR Policies (nax Z). |f conposite SR
Policy is supported conbine all created SR Policies in one
conmposite, then make verification.

Reporting Format: A table with all paraneters specified in Section 5.
7. Security Considerations

Benchmar ki ng net hodol ogies are limted to technol ogy characterization
in a |laboratory environnent, wth dedi cated address space and
constraints. Special capabilities SHOULD NOT exist in the DUT/ SUT
specifically for benchmarki ng purposes. Any inplications for network
security arising fromthe DUT/ SUT SHOULD be identical in the |ab and
production networks. The benchnmarking network topology is an
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10.

10.

i ndependent test setup and MJUST NOT be connected to devices that may
forward the test traffic into a production network or msroute
traffic to the test managenent networKk.

There are no specific security considerations within the scope of
this docunent.

| ANA Consi derati ons
Thi s docunent has no | ANA requests.
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