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Abst r act

Thi s docunment specifies a YANG data nodel for use in network
i nterconnect testing setups that contains instances of traffic
generator and traffic anal yzer.

Status of This Meno
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Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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material or to cite themother than as "work in progress."
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Copyri ght Notice
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docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

There is a need for a standard mechani sm for specification of the
transactions part of network tests and their inplenentation over

st andardi zed network managenent protocols. Such a mechani sm shoul d
all ow the control and nonitoring of the data plane traffic in a
transactional manner. This docunent defines a YANG [ RFC7950] data
nmodel which is conposed of two YANG nodul es for test traffic
generator and anal yzer functi ons.

1.1. Acronyns
DUT: Device Under Test
TA: Traffic Analyzer

TG Traffic CGenerator
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1. 2. Pr obl em St at enent

Net wor k i nterconnect tests require active network el ements part of
the tested network that generate test traffic and network el enents
that analyze the test traffic at one or nore points of its forwarding
path. A network interconnect tester is an entity that can either
generate test traffic, analyze test traffic, or both. Figure 1
borrowed from [ RFC2544], represents the horseshoe test setup topol ogy
consisting of a single tester and a single Device Under Test (DUT)
connected in a network interconnect | oop.

S +
I I
R | tester R +
| | | |
| R + |
I I
| e + |
I I I I
R >| DUT |-------------- +
| |
e +

Figure 1: Test setup with tester that both sends the test traffic
and receives it back

This docunent defines a YANG data nodel of a network interconnect
tester that can be used for devel opnment of vendor-independent network
interconnect tests and utilize the advantages of transactiona
managemnent usi ng standard protocols |ike Network Configuration

Prot ocol (NETCONF) [ RFC6241].

1.3. hjectives

This section specifies the design objectives for the data nodel. It
shoul d:

* provide neans to specify the generated traffic as streans of
cyclic sequence of bursts with configurable frane size, frane
data, interfrane gap and interburst gap.

* have a mandatory single stream node and optional nulti stream
node.

* provide neans for configuration of traffic streans with static

frane data where franmes with identical frane data are sent during
the lifetime of the stream
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* provide neans for configuration of traffic streanms with dynamc
frane data where frames contain fields with dynanmc data |like
generation time and sequence numnber.

* allowthird parties to augnent the base nbdules with alternative
dynanic fields of frame data extensions.

* provide neans for realtinme synchronization and orchestration of
the generated streans.

* provide counters for received test traffic frames and octets.

* provide latency statistic in the case of test traffic with dynanic
frane data that includes timestanp.

* provide sequence nunber errors in the case of test traffic with
dynanic frane data that includes sequence nunber.

* provide neans for capturing traffic franes data
1.4. Data Mdel Overview

The proposed data nodel splits the design into two YANG nodules - (1)
Traffic Generator nodule (TG and (2) Traffic Analyzer nodul e (TA)
The nodul es are inplenmented as augnentations of the "ietf-interfaces"
[ RFC8343] nodul e addi ng configuration and state data that nodel the
functionality of a network interconnect tester. The TA and TG
nmodul es concept is illustrated with the diagramdepicted in Figure 2
with a tester with two interfaces (naned "eth0" and "ethl") connected
inaloop with single DUT.

S +
et hO. egress | | ethl.ingress
A | TG tester TA |<------------- +
I I I I
| - + |
I I
| S + |
I I I I
R >| DUT I +
I I
e +

Figure 2: Test setup where TG and TA nodul es are col ocated on the
same entity
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2. Using the Network Interconnect Tester Data Mde

A basi c exanpl e of how the data nbdel can be used in transactiona
network test programto control the testers part of a network and
report counter statistics and timng neasurenent data is presented in
Appendi x A All exanple cases present the configuration and state
data froma single test trial. One of the exanples denpbnstrates the
use of the [RFC2544] defined test frame packet. The search algorithm
|l ogic that operates to control the trial configuration is outside the
scope of this docunent.

3. Traffic Generator Mdul e Tree Di agram

The neani ng of the synmbols in the YANG tree diagrans are defined in
[ RFC8340]
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ietf-traffic-generator

augrment /if:interfaces/if:interface:
+--rw traffic-generator!

+-rw (type)

+--:(single-stream

+--rw testframe-type? i dentityref
+--rw franme-size ui nt 32
+--rw franme-data? bi nary
+--rw gap ui nt 32

+--rw burst-gap? ui nt 32

+--rw franes-per-burst? ui nt 32
+--rw nodi fiers
+--rw nodi fier* [id]

+--rwid ui nt 32
+--rw action identityref
+--rw of f set ui nt 32
+--rw mask bi nary
+--rw repetitions ui nt 32

+--:(multi-stream

+--rw Streans
+--rw streant [id]

+--rwid ui nt 32
+--rw testframe-type? i dentityref
+--rw frame-size ui nt 32
+--rw frame-data? bi nary
+--rw gap ui nt 32
+--rw burst-gap? ui nt 32
+--rw franes-per-burst? ui nt 32
+--rw franmes-per-stream ui nt 32
+--rw streamgap ui nt 32

+--rw nodifiers
+--rw nodi fier* [id]

+--rwid ui nt 32
+--rw action i dentityref
+--rw of f set ui nt 32
+--rw mask bi nary
+--rw repetitions ui nt 32

+--rw real tine-epoch?

yang: date-and-tine {realtinme-epoch}?

+--rw start-del ay? ui nt 64
+--rw total -franes? ui nt 64

4. Traffic Analyzer Mdul e Tree D agram
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nmodul e: ietf-traffic-analyzer
augrment /if:interfaces/if:interface:
+--rw traffic-anal yzer
+--rwtestframe-filter! {testframe-filter}?
| +--rwtype i dentityref
|  +--rw mask? bi nary
| +--rw data? bi nary
|  +--rw of fset ui nt 32
+--rw capture! {capture}?
| +--rwstart-trigger
| | +--rw (start-trigger)
[ ] +--: (frame-index)
| | +--rw frame-index? ui nt 64
| +--:(testfrane-index)
| +--rw testfranme-index? ui nt 64
| +--rw stop-trigger
| +--rw (stop-trigger)
| +--:(when-full)
| +--rw when-full ? enpty
+--ro state
+--ro0 pkts? yang: count er 64
+--ro0 octets? yang: count er 64
+--ro idle-octets? yang: counter64 {idl e-octets-counter}?
+--ro errors? yang: count er 64
+--ro testframe-stats
| +--ro pkts? yang: count er 64
| +--ro sequence-errors? yang: count er 64
| +--ro payl oad-errors? yang: count er 64
| +--ro latency
| | +--ro sanples? ui nt 64
| | +--ro mn? ui nt 64
| | +--ro max? ui nt 64
| | +--ro average? ui nt 64
| | +--ro latest? ui nt 64
| +--ro last-sequence-error
| +--ro timestanmp? yang: dat e-and-ti ne
| +--ro expected? ui nt 64
| +--1r0 received? ui nt 64
+--ro capture {capture}?
+--ro frame* [sequence- nunber]
+--1r0 sequence- nunber ui nt 64
+--ro timestanmp? yang: dat e-and-ti ne
+--ro length? ui nt 32
+--ro data? bi nary
Vassi | ev Expi res 29 Novenber 2026 [ Page 7]
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5. Traffic Generator Mdul e YANG
Thi s nodul e i nports nodul es defined in [ RFC8343] and [ RFC9911].
<CODE BEG NS> file "ietf-traffic-generator @026-05-28. yang"

modul e ietf-traffic-generator {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-traffic-generator”;
prefix nttg;

inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}

import ietf-yang-types {
prefix yang;
reference
"RFC 9911: Common YANG Data Types";
}

organi zati on
"I ETF Benchmar ki ng Met hodol ogy Wr ki ng Group”;
cont act
"WG Web: <http://tools.ietf.org/wy/ bmwg/ >
W5 List: BMAG <nmailto: bnwg@etf. org>

Aut hor : VI adimr Vassilev
<mailto:vladimr@ightside-instrunents. conp”;
description
"This nodul e contains a coll ection of YANG definitions for
managenent of the traffic generator functionality part
of network interconnect testers.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found

at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers).
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This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2026-05-28 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Dat a Mbdel for
Net wor k Test er Managenent";

}

feature nulti-stream/{
description
"The device can generate nulti-streamtraffic.";
}

feature real ti me-epoch {
description
"The device can generate traffic precisely
at configured realtime epoch.”;

}

identity testframe-type {
description
"Base identity for all test frame types.";
}

identity static {
base testfrane-type;
description
"Indicates static test frane.
The frame data and size are constant.";

}

identity dynam c {
base testfrane-type;
description
"Base identity for dynam c test frane.

When used itself, it identifies dynamic test frame

where the last 18 octets of the payl oad contain

i ncrementing sequence nunber field (8 octets)

followed by tinmestanp field in the

| EEE 1588-2008 format (10 octets). If franme data is defined
for the last 18 octets of the payload, it will be ignored
and overwitten with dynanmic data according to this
specification.";
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identity nodifier-action-type {
description
"Base identity for all nodifier action types.";
}

identity increnent {
base nodifier-action-type;
description
"Indicates increment nodifier action.”;
}

identity decrenment {
base nodifier-action-type;
description
"I ndi cates decrenment nodifier action.”;
}

identity random {
base nodifier-action-type;
description
"I ndi cates random nodi fier action.”;
}

groupi ng comon-data {
description
"Comon configuration data.";
| eaf realtime-epoch {
if-feature "real ti me-epoch”;
type yang: date-and-ti ne;
description
"If this leaf is present the streamgeneration will start
at the specified realtime epoch.”;

| eaf start-delay {
type uint 64;
units "octets";
description
"If this leaf is present, the traffic generation will start
after the specified nunber of idle octets have el apsed.”;

| eaf total-frames {
type uint 64;
description
"If this leaf is present the traffic generation will stop
after the specified nunber of frames are generated."”;
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groupi ng burst-data {
description
"CGenerated traffic burst paraneters.”;
| eaf testfrane-type {
type identityref {
base nttg:testfrane-type;

default "nttg:static";
description
"In case of dynamic test frames this |eaf
can specify a derived dynamc test frane identity.
For static test frames there is no practical use
of derived identities.";

| eaf frame-size {
type uint32;
units "octets";
mandat ory true;
description
"Size of the frames generated. For exanple for
Et hernet interfaces the follow ng definition
appl i es:

Et hernet frame-size, in octets, includes:

* Destination Address (6 octets),

Source Address (6 octets),

Frame Type (2 octets),

Data (mn 46 octets or 42 octets + 4 octets 802.1Q tag),
Frame Check Sequence (FCS) (4 octets)

L T

Et hernet frane-size does not include:

* Preanbl e (dependent on MAC configuration
by default 7 octets),

* Start of frame delimter (1 octet)

M ni mum st andard Ethernet frame-size is 64 bytes but
generators m ght support smaller sizes for validation.";
}
| eaf frame-data {
type binary;
description
"The raw frame data
The length of the specified data can be
shorter, then the '../frame-size' val ue
specifying only the header or the header and the
payl oad with or w thout the 4-byte FCS data
in the case of a Ethernet franme. If the franme data string
specified is longer, then '../frame-size the excess
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of the specified frame data is truncated

In multi-streamnode, if 'frame-data’ |eaf for one of the
streans is not specified, it is the value specified for
the cl osest streamthat precedes it that is used."”;
}
| eaf gap {
type uint32;
units "octets";
mandat ory true;
description
"Length of the period between generated franes.
For exanple, for Ethernet interfaces the follow ng
definition applies:

The gap between transm ssion of franes is the sum

of the mnimuminterfranme gap (IFG as defined in

| EEE 802.3 plus any additional idle octets plus

the preanble (7 octets) and the start of frame

delimter (1 octet). A brief recovery tine

between frames all ows devices to prepare for

reception of the next franme. The m ni mum

interframe gap is 96-bit times (12-octet tines) (the tinme it
takes to transnmit 96-bits (12 octets) of raw data on the
medi unm) . However, the preanmble (7 octets) and start of

frane delimter (1 octet) are considered a constant gap that
shoul d be included in the gap. Thus, the m ni num

val ue for standard Ethernet transm ssion should be considered
20 octets.";

}
| eaf burst-gap {
type uint32;
units "octets";
description
"I's simlar to the gap but takes place between
any two bursts of the stream”;

| eaf frames-per-burst {
type uint32;
description
"I ndi cates nunber of franes contained in a burst.”;
}

}

grouping nodifier-data {
description
"Frane data nodification paraneters."”;
contai ner nodifiers {

Vassi | ev Expi res 29 Novenber 2026 [ Page 12]



I nternet-Draft NETWORK- TESTER- MANAGEMENT- 11 May 2026

description
"Cont ai ner holding the configured nodifiers list.";
list nmodifier {
key "id";
description
"Each nodifier specifies the action to be perforned
on data at a certain offset.”;
leaf id {
type uint32;
description
"Nunmber specifying the identifier of the nodifier.";

| eaf action {
type identityref {
base nttg: nodifier-action-type;
}

mandat ory true;
description
"Modifier action type.";
}

| eaf offset {
type uint32;
units "octets";
mandat ory true;
description
"OFfset of the nodified data of the frane.";

| eaf mask {
type binary;
mandat ory true;
description
"Bit mask of the actual bits affected by the nodifier.";
}

| eaf repetitions {
type uint32;
mandat ory true;
description
"Count of the packets that will repeat the data before
the nodifier nmakes the next update.”;

}
}
}
}

grouping nulti-streamdata {
description
"Multi streamtraffic generation paraneters."”;
contai ner streans {
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description
"A container holding the streamlist.";
list stream{
key "id";
description
"Each streamrepeats a burst until franes-per-stream
count is reached foll owed by streamgap delay.";
leaf id {
type uint32;
description
"Nunmber specifying the order of the stream";

uses burst-dat a;
| eaf frames-per-stream {
type uint32;
mandat ory true;
description
"The count of franmes to be generated before
generation of the next streamis started.”;
}
| eaf streamgap {
type uint32;
units "octets";
mandat ory true;
description
"Idle period after the last frame of the last burst.";

uses nodi fi er-dat a;
}
}
}

augrment "/if:interfaces/if:interface" {
description
"Traffic generator augnentations of 'ietf-interfaces' .";
container traffic-generator {
presence "Enables the traffic generator.";
description
"Traffic generator data.";
choi ce type {
mandat ory true;
description
"Choi ce of the type of the generator
Single or nmulti stream";
case single-stream{
uses burst-data;
uses nodifier-data;

}
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case multi-stream {
uses mul ti-stream dat a;

}
}
uses common- dat a;
}

}
}

<CODE ENDS>

6. Traffic Analyzer Mdul e YANG

May 2026

This nodul e i nports nodul es defined in [ RFC8343] and [ RFC9911].

<CODE BEG NS> file "ietf-traffic-anal yzer @026-05-28. yang"

modul e ietf-traffic-analyzer {
yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-traffic-analyzer";

prefix ntta;

inmport ietf-interfaces {
prefix if;
ref erence

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 9911: Common YANG Data Types";
}

organi zati on

"RFC 8343: A YANG Data Mddel for Interface Managenent";

"I ETF Benchmar ki ng Met hodol ogy Wr ki ng Group”;

cont act
"W Web: <http://tools.ietf.org/ wy/ bmwy/>
WG List: BMAG <nailto: bnnwg@etf.org>

Aut hor : Vladimr Vassilev

<mai lto:vladimr@ightside-instrunents. conp";

description

"Thi s nodul e contains a collection of YANG definitions for
managenent of the traffic analyzer functionality part

of network interconnect testers.

Copyright (c) 2026 | ETF Trust and the persons identified as

authors of the code. Al rights reserved.
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Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet er s)

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2026- 05-28 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for
Net wor k Tester Managenent";

}

feature testframe-filter {
description
"Indi cates that the device inplenents
a filter that can specify a subset of packets to be
anal yzed as testfranes.";

}

feature idle-octets-counter {
description
"Indicates that the device inplenents
idle-octets counter that accumulates the tine
the link is not utilized. The m ni num required
idle gaps are not counted as idle octets.";

}

feature capture {
description
"Indi cates that the device inplenents
packet capture functionality.";

}

identity testframe-filter {
description
"Base testfrane-filter identity.";
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identity bit-field-match {
base ntta:testframe-filter
description
"Bit field mtching filter. Franes that do not have
equal values for all the bits of the specified data
at the offsets specified with bits set in the mask
are not processed as test franes.";

}

grouping statistics-data {

description

"Anal yzer statistics.";
| eaf pkts {

type yang: count er 64;

description

"Total nunber of packets analyzed.";

}

| eaf octets {
type yang: count er 64;
description
"This counter is identical with the in-octets/out-octets
counters defined in RFC8343 except that it counts the
octets since the analyzer was created.";
}
| eaf idle-octets {
if-feature "idle-octets-counter"”;
type yang: count er 64;
description
"Total accunul ated period with no frame transm ssion
taking place neasured in octets at the current |ink
speed. This counter does not increnent only when the
interface is operating at 100% of its capacity.

Octets not counted in '../octets’ but not idle are,
for exanple, layer 1 framing octets - for Ethernet interfaces
7+1 preanbl e octets per packet as well as the 12-octets
nm ni mum gap. ";
}
| eaf errors {
type yang: count er 64;
description
"Count of packets with errors.
Not counted in the pkts or captured.
For exanpl e packets with CRC error.";
}
contai ner testfrane-stats {
description
"Statistics for received testfranmes containing
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ei ther sequence nunber, payl oad checksum
ti mestanp or any conbi nati on of these features.";
| eaf pkts {
type yang: count er 64;
description
"Total count of detected testfranmes.";
}

| eaf sequence-errors {
type yang: count er 64;
description
"Total count of testframes with
unexpect ed sequence nunber. After each sequence
error the expected next sequence nunber is
updat ed. ";

| eaf payl oad-errors {
type yang: count er 64;
description
"Total count of testframes with
payl oad errors.";
}
contai ner |latency {
description
"Latency statistics.";
| eaf sanples {
type uint 64;
description
"Total count of testframes used for estimting
the latency statistics. Wen every testfrane is
used, samples="../pkts .";
}
leaf mn {
type uint 64;
units "nanoseconds";
description
"M ni mum neasured | atency.";

| eaf max {
type uint 64;
units "nanoseconds";
description
"Maxi mum neasured | atency.";
}
| eaf average {
type uint 64;
units "nanoseconds";
description
"The sum of all sanpled | atencies divided

Expi res 29 Novenber 2026
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by the nunber of sanples.";

}
| eaf latest {

type ui nt 64;

units "nanoseconds";

description

"Latency of the latest sanple.";
}
}

contai ner |ast-sequence-error {
description
"Last sequence error state data.";
| eaf tinestanp {
type yang: date-and-ti ne;
description
"Timestanp of the noment a testframe with
unexpect ed sequence nunber was received.";
}
| eaf expected {
type uint 64;
description
"Expect ed sequence nunber.";
}
| eaf received {
type uint64;
description
"Recei ved sequence nunber.";
}
}
}
}

groupi ng capture-config-data {
description
"Grouping with a capture configuration container.";
contai ner capture {
if-feature "capture";
presence "Enables the capture functionality";
description
"Cont ai ns capture paraneters.";
contai ner start-trigger {
presence "Enables trigger condition that starts
the capture process.";
description
"Configures when the capture start is triggered."”;
choice start-trigger {
mandat ory true;
description
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"Choice of start-trigger condition.";
case frame-index {

description

"Start capturing frames at the specified franme index.";
| eaf frame-index {

type uint 64;

description

"First captured frane index.";

}
}

case testfrane-index {
description
"Start capturing franes at the specified
testframe index.";
| eaf testfrane-index {
type ui nt 64;
description
"First captured testframe index.";
}
}
}
}
contai ner stop-trigger {
presence "Enables trigger condition that stops
the capture process.";
description
"Configures when the capture is stopped.”;
choi ce stop-trigger {
mandat ory true;
description
"Choi ce of stop-trigger condition.";
case when-full {
description
"Stops capturing when the inplenentation can not store
nmore frames.";
| eaf when-full ({
type enpty;
description
"When present in configuration capture stops when
the capture buffer is full.";

groupi ng capture-data {
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description
"Grouping with statistics and data
of one or nore captured frane.";
contai ner capture {
if-feature "capture";
description
"Statistics and data of
one or more captured franes.";
list frame {
key "sequence-nunber";
description
"Statistics and data of a captured frame.";
| eaf sequence- nunber {
type uint 64;
description
"I ncrenmental counter of franes captured."”;
}

| eaf tinestanp {
type yang: date-and-ti ne;
description

"Ti mestanp of the noment the frane was captured.”;

}

| eaf length {
type uint32;
description

"Frame length. ldeally the data captured wll

of the sane | ength but can be shorter
depending on inplenentation limtations.";

| eaf data {
type binary;
description
"Raw data of the captured frane.";
}

}
}
}

grouping filter-data {
description

May 2026

"Grouping with a filter container specifying the filtering

rules for processing only a specific subset of the

frames.";
container testfrane-filter {
if-feature "testframe-filter";
presence "Wen present packets are
filtered before anal yzed accordi ng
to the filter type";
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description
"Contains the filtering rules for processing only
a specific subset of the frames.";
| eaf type {
type identityref {
base ntta:testframe-filter

mandat ory true;
description
"Type of the applied filter. External nodul es can
define alternative filter type identities.";
}
}
}

augnent "/if:interfaces/if:interface" {
description
"Traffic anal yzer augnentations of ietf-interfaces.";
contai ner traffic-analyzer {
presence "Enables the traffic analyzer.";
description
"Traffic analyzer for ingress direction.";
uses filter-data;
uses capture-config-data;
contai ner state {
config fal se;
description
"State data.";
uses statistics-data;
uses capture-data;
}
}
}

augnent "/if:interfaces/if:interface/ntta:traffic-analyzer/"
+ "ntta:testfrane-filter" {
when "derived-fromor-self(ntta:type, '"ntta:bit-field-match')";
description
"Logi cal AND of masked bit fields.";
| eaf mask {
type binary;
description
"Specifies bit field nmask for conparison
Non- masked bit fields are ignored."”;

| eaf data {

type binary;
description
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"Specify data to be matched according to the specified mask.";
}
| eaf offset {
type uint32;
mandat ory true;
description
"Offset in the frane.";

<CODE ENDS>
7. | ANA Consi derati ons
Thi s docunent registers two URIs and two YANG nodul es.

7.1. URl Registration

I ANA is requested to register the following URI in the "ns

within the "I ETF XM. Regi stry" group [ RFC3688]:

registry

URI: urn:ietf:parans:xm:ns:yang:ietf-traffic-generator
Regi strant Contact: The | ESG
XM: N A the requested URI is an XML nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-traffic-analyzer
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace.

7.2. YANG Modul e Nane Regi stration

I ANA is requested to register the foll owi ng YANG nodul e in the "YANG
Modul e Nanes" registry [ RFC6020] within the "YANG Paranet ers”
registry group.

Nane: ietf-traffic-generator

Mai nt ai ned by |1 ANA? Y/ N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-traffic-generator
Prefix: nttg

Ref erence: RFC XXXX

Nane: ietf-traffic-analyzer

Mai nt ai ned by 1 ANA? Y/N

Nanmespace: urn:ietf:parans:xm:ns:yang:ietf-traffic-analyzer
Prefix: ntta

Ref erence: RFC XXXX
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8.

9

Oper ational Considerations

The configuration nodes defined in the ietf-traffic-generator nodul e
all ow determnistic specification of traffic as a sequences of franes
each followed by a gap. Unless 'realtine-epoch’ leaf is present the
interface starts generation upon the creation or any change of the
configuration under ’'/if:interfaces/if:interface/nttg:traffic-
generator’. Miltiple traffic generators on different interfaces can
be synchronized with the 'start-delay’ leaf. Traffic generation
continues until as many franes as specified by the "total -franes’

| eaf when it is present are generated or until the traffic generator
generator configuration under the "traffic-generator’ container is
del eted causing the traffic generation to stop or changed causing the
traffic generation to stop then restart.

The presence of '/if:interfaces/if:interface/ntta:traffic-analyzer’
container defined in the ietf-traffic-analyzer nodul e enabl es the
traffic analyzer functionality on an interface. The traffic analyzer
continues its operation until the "traffic-analyzer’ container is

del eted or changed causing the traffic analyzer to stop then restart
discarding its state including statistics and captured franes.

Security Considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [RFC9907]. The YANG nodules “ietf-traffic-generator” and “ietf-
traffic-analyzer” define a data nodel that is designed to be accessed
vi a YANG based managenent protocols, such as the Network
Configuration Protocol (NETCONF) [ RFC6241]. These YANG based
managenent protocols (1) have to use a secure transport |ayer (e.qg.
Secure Shell (SSH) [RFC4252], TLS [RFC8446], and QU C [ RFC9000]) and
(2) have to use mutual authentication. The Network Configuration
Access Control Mbdel (NACM [RFC8341] provides the nmeans to restrict
access for particular NETCONF users to a preconfigured subset of all
avai | abl e NETCONF protocol operations and content.

1. ietf-traffic-generator.yang

The ietf-traffic-generator YANG nodule controls a stateless traffic
generator which is intended to be used for testing and verification
pur poses but can be used for nalicious purposes |ike generating
network traffic part of a Denial-of-Service (DoS) attack. This
shoul d be taken into considerati on when granting wite access to the
foll owi ng contai ner and descendant data nodes:

* Jif:interfaces/if:interface/nttg:traffic-generator
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9.

10.

10.

10.

2. ietf-traffic-analyzer.yang
The ietf-traffic-analyzer YANG nodul e controls a traffic anal yzer
which is designed for use in testing and verification but can be used
for reading information contained in packets sent and received on any
of the interfaces on systens that inplenent the capture feature.
Thi s should be taken into considerati on when granting read access to
the follow ng container and descendant data nodes:
* Jif:interfaces/if:interface/ntta:traffic-analyzer/ntta:capture
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Appendi x A,  Exanpl es

The topol ogy depicted in Figure 3 is used for the exanples in this
appendi x:
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Figure 3: Test setup where TG and TA nodul es are on distinct
entities that are not col ocated

A. 1. Basic Test Program

Thi s pseudo code program orchestrates a network test and shows how
the nodel can be used:

# Connect to network
net =connect ("t opol ogy. xnm ")

# Configure DUTs and enable traffic-analyzers
net. node("dut0").edit( \

"create /interfaces/interface[nane="eth0'] -- type=ethernetCsnacd")
net. node("dut0").edit(

"create /interfaces/interface[nane="ethl’'] -- type=ethernetCsnacd")
net. node("dut0").edit(

"create /flows/flowid="t0"] -- match/in-port=eth0 "

"actions/action[order="0"]/output-action/out-port=ethl")

net. node("tester1").edit(
"create /interfaces/interface[nane="ethQ’']/traffic-analyzer")
net.comit ()

# Get network state - before
bef or e=net . get ()

# Start traffic

net. node("tester0). edit(
"create /interfaces/interface[nane="ethQ']/traffic-generator --
"franme-si ze=64 gap=20")

net.comit ()

time. sl eep(60)

# Stop traffic

net.node("tester1").edit("delete /interfaces/interface[name="eth0 ]/"

"traffic-generator")
net.comit ()
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# Get network state - after
af t er=net . get ()

# Report
sent _pkts=delta("tester0", before, after,
"/interfaces/interface[ nane="ethQ’']/statistics/out-unicast-pkts")

recei ved_pkts=delta("testerl", before, after
"/interfaces/interface[nanme="ethQ’ ]/statistics/in-unicast-pkts")

| at ency_nmax=absol ute(after,
"/linterfaces/interface[nane="ethQO' J/traffic-analyzer/state/"
"testframe-stats/|atency/ max")

# C eanup
net. node("tester1").edit(

"delete /interfaces/interface/traffic-analyzer")
net.node("dut0").edit("delete /flows")
net. node("dut0").edit("delete /interfaces")
net.comit ()

A. 2. Generating RFC2544 Test Franes

Appendi x C. 2.6.4 of [RFC2544] specifies a detailed format. The
"frame-data’ |eaf provides an operator with full control over the
generated frames payl oad. Notice that the encoding used to specify
the value of the 'frane-data leaf in this pseudocode exanple is not
the encodi ng NETCONF woul d use on the wire which is Base64 but
instead it is specified with human-readable fornmat identical to the
"hex-string’ type defined in [ RFC9911].

net. node("tester1").edit(
"merge /interfaces/interface[name="eth0 ]/"
"traffic-generator -- frane-data="
"6c¢: a9: 6f:00: 00: 02: 6¢: a9: 6f: 00: 00: 01: 08: 00: 45: 00: "
"00: 2e: d4: ab: 00: 00: Oa: 11: 58: 16: ¢0: 00: 02: 01: CO: 00: "
"02:02:¢c0:20:00: 07: 00: 1a: 00: 00: 01: 02: 03: 04: 05: 06: "
"07:08:09: 0a: Ob: Oc: 0d: Oe: Of : 10: 11: 12")

The resulting configuration serialized as XM. i s shown bel ow in
Appendi x A. 4
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A.3. Generating Franes with Dynanmic Data Fields

Adding a nodifier functionality to the single streamtraffic
generator configuration. |In this exanple, the highest 16 bits of the

source MAC address of the generated Ethernet frane will be
i ncrement ed.

net. node("tester1").edit(
"merge /interfaces/interface[nanme="eth0 ]/"
"traffic-generator/nodifiers/nodifier[id=01] -- "
"of fset=6 mask=ff:ff action=increnment repetitions=1")

A 4. Exanpl e: NETCONF <get-config> Reply

This section gives an exanple of a reply to the NETCONF <get-config>
request for <running> for a device that inplenents the ietf-traffic-

generator nmodule and its configuration was nodified according to the
exanpl es above.

<rpc-reply
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
message-i d="101">
<dat a>
<interfaces
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type"
xm ns:nttg="urn:ietf:parans: xm:ns:yang:ietf-traffic-generator">
nterface>
<nane>et h0</ nanme>
<type>i anai ft: et her net Csmacd</t ype>
<nttg:traffic-generator>
<frame-si ze>64</frane-si ze>
<frame- dat a>
bKl vAAACHKI v AAABCABFAAAU1KUAAAORVWBbAAAI B
WAACAs AgAAc AGQAAAQ DBAUGBwgJ Cgs MDQ4 PEBES
</ frane-dat a>
<gap>20</ gap>
</nttg:traffic-generator>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

<

Aut hor’ s Addr ess
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