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1. Introduction

The Benchnar ki ng Met hodol ogy Worki ng G oup (BMAG has recently
expanded its benchmar ki ng scope from Physical Network Functions
(PNFs), running on dedi cated hardware systens, to Network Function
Virtualization (NFV) infrastructure and Virtualized Network Functions
(VNFs). [RFCB172] described considerations for configuring NFV
infrastructure and benchnarking nmetrics, and [ RFC8204] provi ded

gui del i nes for benchmarking virtual switches that connect VNFs in the
Open Platformfor NFV (OPNFV).

Recently, NFV infrastructure has evolved to include a |ightweight
virtualized platformknown as containerized infrastructure. Most
benchmar ki ng met hodol ogi es and configuration paraneters specified in
[ RFC8172] and [ RFC8204] can al so be applied to benchmark contai ner
net wor ki ng. However, significant architectural differences between
virtual machine (VM -based and contai ner-based infrastructures
necessitate additional considerations.

In ternms of virtualization nmethod, Containerized Network Functions
(CNFs) utilize host Operating System (0OS) virtualization rather than
hypervi sor-based hardware virtualization, as in VM based
infrastructures. Unlike VMs, containers do not have separate
hardware or kernel instances. CNFs share the sane kernel space on
the host system wth resources logically isolated in different
nanespaces. Consequently, benchmarking contai ner network perfornmance
may require different resource configuration settings.

In terms of networking, a Container Network Interface (CNI) pluginis
required to route traffic between containers isolated in different

net wor k nanespaces. Wen a pod or container is instantiated, it
initially has no network connectivity. The CNI plugin inserts a
network interface into the container’ s isolated network nanespace and
performs tasks necessary to connect the host and contai ner network
nanespaces. It also allocates an I P address to the interface and
configures routing consistent with the | P address managenent pl ugin.
Different CNI plugins enploy various networking technol ogies to

i npl ement these connections. Based on the networking technol ogi es
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used by the plugins and how packets are processed or accel erated
through the host’ s kernel -space and/or user-space, these plugins can
be categorized into different container networking nodels. These
nodel s shoul d be taken into account when benchmarki ng contai ner

net wor k per f or mance.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Termi nol ogy

Thi s docunent uses the term nol ogy described in [ RFC8172], [RFC8204],
[ ETSI - TST-009] .

Besides, with the growing proliferation and popul arity of Kubernetes
as a container orchestration platform this docunent adopts

Kuber net es term nol ogi es to descri be general containerized
infrastructure

A Pod is defined as the basic and snmallest unit of orchestrati on and

managenent in Kubernetes. It can host multiple containers, sharing
storage and network resources. Typically, each CNF is deployed as a
container within a single pod. |In this document, the termnms contai ner

and pod are used interchangeably.

The Container Network Interface (CNI) plugin is a franework that
dynani cal ly creates and configures networks for containers.

4. Scope

The primary scope of this docunent is to fill in the gaps identified
in BMWAG s previous NFV benchnarking consideration works ([ RFC8172]
and [ RFC8204]) when applied to containerized NFV infrastructure. The
first gap involves different network nodels and topol ogi es confi gured
by contai ner network interfaces, particularly the extended Berkel ey
Packet Filter nodel, which was not covered in earlier documents. The
second gap relates to resource configurations for containers. This
docunent investigates these gaps as additional considerations for
benchmar ki ng NFV infrastructure.

It is inportant to note that apart fromthese uni que characteristics,
the benchmarking tests and assessnent met hodol ogi es defined in the

af orenenti oned RFCs can be equally applied to containerized
infrastructure froma general NFV perspective.
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5. Benchnarki ng Consi derations
5.1. Networking Mdels

Conpared to VNFs, the selected CNI plugin is a critical software
paraneter for benchmarking containerized infrastructure. Different
CNl plugins configure various network architectures for CNFs in terns
of network interfaces, virtual swi tch usage, and packet accel eration
techni ques. This section categorizes container networking nodel s
based on the characteristics of CNI plugins.

Note that the CNI plugins nentioned in each category are notable
examples. Oher existing CNIl plugins can also fall into one of the
categories described in this section.

To ensure repeatability of the contai ner network setup for
benchmar ki ng each networ ki ng nodel, Kubernetes is reconmended as the
contai ner orchestration platform Kubernetes supports nultiple CN s,
enabl i ng benchmarking across all the networking nodels discussed in
this docunment. In addition to installing the appropriate CN
underl ay network configurations of the Device Under Test/System Under
Test (DUT/ SUT) may be required, depending on the networking nodel.
These details are outlined in each networking nodel sub-section

5.1.1. Normal non-Accel erati on Networki ng Mde
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Figure 1: Exanmple architecture of the Normal non-Accel eration
Net wor ki ng Model
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Figure 1 illustrates the Nornmal Non-Accel erati on Networking Mdel,
which is typically deployed in general container infrastructure
environments. A single CNl is used to configure the container
network. The CNF operates in a separate network nanespace fromthe
host. The CNI configures virtual ethernet (veth) interface pairs to
create a tunnel connecting these two separate network namespaces.
The veth interface on the CNF side attaches to the vanilla Linux
network stack within the CNF, while the veth interface on the host
side attaches to the swi tching/routing conmponent in the host kerne
space.

The kernel’'s switching/routing conponent varies depending on the

inmplemented CNI. In the case of Calico, it is the direct point-to-
poi nt attachnent to the host nanespace, using the Kernel routing
table for routing between containers. For Flannel, it is the Linux

Bridge. |In the case of MACVLAN I PVLAN, it is the corresponding
virtual sub-interfaces. |In the case of Open vSwitch (OVS) [OVS],
when configured with the Kernel Datapath, the first packet of the
"non-mat ching’ flow can be sent to the user-space networking
control | er/agent (ovs-switchd) for dynam c forwardi ng decision

In this nodel, data packets are processed in the host kernel’'s
networ k stack before being transferred to the CNF running in the
user-space. This applies to both pod-to-external and pod-to-pod
traffic. Additionally, data packets traverse through the CNF' s

net wor k stack, noving between the application and the CNF' s veth
interface. This design results in |ower networking performance
conpared to other nodels that |everage packet accel eration techniques
(described in subsequent sections). Kernel-space vSwitch nodels are
|isted bel ow

o Flannel Network [Flannel], Calico [Calico], OVS (OpenvSw tch)
[OVS], OVYN (Open Virtual Network) [OVN], MACVLAN, |PVLAN

The Normal Non-Accel eration Networking Mdel is the basic and default
contai neri zed networking nodel for general container depl oynent use
cases. It can be set up by applying the appropriate YAM
configuration file for the chosen CNl to the containerized cluster.

5.1.2. Accel eration Networking Mdels

Accel eration Networking Mddels includes different types of container
net wor ki ng nodel that |everage different packet accel eration

techni ques to address the perfornmance bottl enecks of the kerne
net wor ki ng stack. Compared to the Normal Non-Accel erati on Networking
Model , which requires only a single CNI, Accel erati on Networking
Model s typically require at least two CNIs to configure nultiple
network interfaces for each CNF. |In general, a default CNF network
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interface is configured by a standard normal non-Accel eration CNIl to
handl e | P address nanagenent and control plane traffic, such as CNF
managenent. Additional network interfaces are configured using CNI's
that support packet acceleration techniques. These accel erated
interfaces are dedicated to high-performance application traffic
transm ssion. Miltus CNI is a specialized CNI plugin that
facilitates the attachment of multiple network interfaces to a CNF.
In the Multus CNI configuration, the default CNI for |P address
managenent (I PAM and the chosen CNI for packet accel eration nust be
explicitly defined.

The Accel eration networking nodel architecture and characteristic

di fferences caused by different inplenented packet accel eration

techni ques are discussed below. For sinplicity and clarity, the
exanpl e architecture figures for these nodels focus exclusively on
the accelerated application data path corresponding to the CNF
network interface enabled by the CNI for packet acceleration. The
CNF nmanagenent data path, handled by the default CNI, is omitted from
these illustrations.

5.1.2.1. User-space Accel eration Mde
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Figure 2: Exanple architecture of the User-Space Accel erati on Mdel

Figure 2 shows the user-space vSwitch nodel, where data packets from
t he physical network port bypass the kernel -space network stack and
are delivered directly to the vSwitch running in user-space. This
model is commonly regarded as a formof Data Pl ane Accel erati on (DPA)
technol ogy, as it achi eves hi gher packet processing rates conpared to
ker nel - space networks, which are constrained by linmted packet
throughput. To inplenent this user-space accel erati on networking
nmodel , the user-space vSwitch nust support Data Pl ane Devel oprnent Kit
(DPDK) libraries. DPDK enables the user-space vSwitch to utilize
Pol|l Mbde Drivers (PMDs) to poll incom ng packets directly fromNC
queues and transfer themto the user-space vSwitch.
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Userspace CNI [userspace-chi] is required to create interfaces for
packet transfer between the user-space vSwitch and pods. This CNI
est abl i shes shared-nenory interfaces to enhance packet transfer

performance. The two common types of shared-nenory interfaces are

vhost-user and nemf. |In case of vhost-user, the CNl creates a
virtio PMD in the pod and links it to the vhost-user port in the
DPDK- based vSwitch. 1In case of memf, the CNl creates a nemf PMD in

the pod and links it to the mem f port in the DPDK-based vSw tch.

User - space Accel eration nodels are |listed bel ow based on the current
avai | abl e DPDK-based user-space vSwit ches:

0 OVS-DPDK [ovs-dpdk], VPP [vpp]

To set up the user-space accel eration nodel, mappi ng between N C
ports, vSwitch ports, and pod interfaces is required. For packet
transfer between the NIC and vSwitch, DPDK |ibraries and DPDK-based
user-space vSwitches need to be installed. Then, selected NIC ports
for the user-space accel eration network nust be bound to the

vSwi t ch’ s DPDK PMD using a DPDK-conpatible driver such as VFI O or

U O  For packet transfer between the vSwitch and pods, vhost-user/
mem f ports need to be added to the vSwitch via port configurations.
Traffic routing paths between NI C polling PVD ports and t hese vhost -
user/mem f ports should be configured on the vSwitch. Finally,
Userspace CNI should be installed and configured to nap the pods’
virtio/mem f interfaces to the vSwitch's vhost-user/nmem f ports.

5.1.2.2. eBPF Accel erati on Model
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Fi gure 3: Exanple architecture of the eBPF Accel erati on Mdel -
Forwarding via traffic control hook

Tran, et al. Expires 2 January 2026 [ Page 12]



July 2025

Benchmar ki ng Cont ai nerized Infra

Internet-Draft

+
+—+
1 L]
_p-
_p-
W_a-
1 — —
1
P2
LI R B
1 |
+ —+
Ih
[ e
—
_ta-
I — 1
3>
_a 1
[T E—
O
_dm"
[ R
[ e
1 < a
_ta-
I — 1
3 >
_a 1
[T E—
(]
86
+II++
+—+
1 L]
_p-
_p-
F_a-
m_ L]
1 — —
_m-
LI B
1 |
+ —+
Ih

Di fferent

forwardi ng
met hods

| based on CN

+

-+

I
I
I
I
+

Different
forwar di ng
met hods
| based on CN
S R

socket

AF_XDP
A R

Net wor ki ng St ack

Nl C Driver

'
'
'
'
'
'
'
'
'
'
'
'
s S —
1
T, S —
o — 1
o © 1
o S C
_..w +~— O
o _——
11 1 O —_ - 1
[ .tmvc.
R ) -~ €
+ ———C QO 5 .
[ S u— 1
[ (%] 1
o ]
[, S
1
1
! O
1 -
! Z
1
1
[, S
[ — 1
[ © 1
[ S C
..w +~— O
[ _——
] — 4 1
1 .tmvc.
+ ———— O -~ €
oo © QO 5 .
[ T S u— 1
o (%] 1
[ ]
T, S —
[
_+|||||||
1 '
1 '
Q
O
@
Q.
0 .
'
—_
Q
C
mw.
'
X
]
—_———— — — +

Expires 2 January 2026 [ Page 13]

et al.

Tr an,



I nternet-Draft Benchmar ki ng Cont ai nerized Infra July 2025

Fi gure 4: Exanple architecture of the eBPF Accel erati on Mdel -
Forwar di ng via XDP hook

The eBPF Accel erati on nodel |everages the extended Berkel ey Packet
Filter (eBPF) technology [eBPF] to achi eve high-performance packet
processing. It allows the execution of sandboxed progranms wthin
abstract virtual machines inside the Linux kernel, w thout requiring
changes to the kernel source code or |oading kernel nodules. To
enhance data pl ane performance, eBPF prograns are attached to various
BPF hooks within the Linux kernel stack

eXpress Data Path (XDP) and Traffic Control Ingress/Egress (tc) are
the eBPF hook types used by different eBPF acceleration CNIs. XDP is
the hook | ocated at the NIC driver, representing the earliest point
in the networking stack where a BPF hook can be attached. Traffic
Control Ingress/Egress (tc) is the hook at the network interface on
the container’s incom ng/outgoing packet path. Wen a packet reaches
t hese hooks, an eBPF programis triggered to process it. The packet
forwardi ng paths differ depending on the hooks used:

In case of packets are forwarded via tc hook, packets between the
pod’'s network interface and the NIC are forwarded through eBPF
progranms running at the tc hooks attached to both sides, with
forwarding facilitated via eBPF maps.

In case of packets are forwarded via XDP hook, packets are forwarded
fromthe eBPF XDP hook at the NIC driver to an AF_XDP socket [ AFXDP].
AF _XDP socket is a new Linux socket type that provides an in-kerne
short path between user-space and the XDP hook at the networking
driver. The eBPF program at the XDP hook redirects packets fromthe
NI C to the AF_XDP socket, bypassing the kernel networking stack
Packet s are exchanged between user-space and the AF_XDP socket
through a shared menory buffer. Fromthe AF_XDP socket, packets can
be forwarded to the pod via various nethods depending on the sel ected
CNI, such as: user-space packet forwarding libraries as in AF_XDP CN
plugin [af xdp-cni], normal pod network interface as in G lium
[Cliunm, or an AF_XDP-supported user-space vSw tch such as OVS- DPDK.
This AF_XDP in-kernel short path is only applicable to N C ingress
packets. Pod egress packets are forwarded via eBPF prograns attached
to traffic control hooks.

Figure 3, Figure 4 show the correspondi ng nodel architectures of 2
eBPF Accel eration Mddel types: Forwarding via traffic control hook
and Forwardi ng via XDP hook. Notable exanples of these nodels are
listed bel ow

o0 Forwarding via traffic control hook: Calico [Calico], Cilium
[Cliun
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o Forwarding via XDP hook: AF_XDP K8s plugin [afxdp-cni], Gliumwth
XDP forwardi ng enabl ed, Userspace CNI [userspace-cni] with an AF_XDP-
supported user-space vSwitch such as OVS-DPDK [ovs-dpdk] or VPP [vpp]

To set up these kinds of eBPF Accel eration networking nodel, the
corresponding CNI' s of each nodel need to be installed and configured
to map pod interfaces to NIC ports. 1In case of using user-space
vSwi t ch, the AF_XDP-supported version of the vSwitch needs to be
installed. The NIC ports can be bound to the vSwitch’s AF_XDP PMD
via vSwitch port configurations. Then, packet transfer between pods
and vSwitch is configured via Userspace CNI .

Cont ai ner network performance of Cliumproject is reported by the
project itself in [ciliumbenchmark]. Meanwhile, AF_XDP performance
and conparisons with DPDK are detailed in [intel-AFXDP] and

[ LPC18- DPDK- AFXDP], respectively.

5.1.2.3. Smart-N C Accel erati on Mde
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Figure 5: Exanples of Smart-N C Accel erati on Mde

Figure 5 shows the Smart-N C accel eration nodel, which | everages the
packet acceleration features of Smart-N C cards.
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Single-Root I/O Virtualization (SR 10V) is a cormonly used packet
accel eration techni que supported by Smart-N C cards from vari ous
vendors. SR-10V extends PCle specifications to enable multiple
partitions running sinultaneously within a systemto share PCle
devices. In this context, the NIC creates virtual replicas of PC
functions, known as virtual functions (VFs), each of which is
directly connected to a container’s network interface. Using SR-I0QV,
data packets from external sources bypass both the kernel and user-
space, and are directly forwarded to the container’s virtual network
interface. The SR-10OV network device plugin for Kubernetes [SR-1QV]
is reconmended for creating a special interface in each container,
controlled by the VF driver.

Smart-N Cs from sonme vendors al so support the XDP eBPF packet

accel eration technique. This approach retains the sane eBPF

accel eration networking nodel, with the key difference being that the
XDP eBPF programruns on the Snart-NIC card i nstead of the host

machi ne. This setup frees the host machine’s CPU resources for
appl i cati on workl oads.

To set up the SR-10V accel eration contai ner network, SR-1OV capable
NI C cards and BI OS support for creating VFs on the NIC are required.
After creating the VFs, they nust be bound to a DPDK-conpati bl e
driver, such as VFIO Pods can then be configured to use these VFs
via SR-10V network plugin configurations. |In the case of the eBPF/
XDP of fl oadi ng contai ner network, CiliumCN with its eBPF of fl oadi ng
feature nust be installed and properly confi gured.

It is worth noting that Smart-NIC features are also available in a
new cl ass of programuabl e networ ki ng device called the "any"
Processing Units (xPU), such as Data Processing Units (DPUs) and
Infrastructure Processing Units (IPUs). An xPU conbines Smart-N C
capabilities, CPU cores, and acceleration engines, enabling it to

of fl oad, accelerate, and isol ate networking and data processing tasks
fromthe host machine’ s CPU resources. Wen using an xPU for
cont ai ner networking, control plane functions (e.g., Kubernetes kube-
proxy) can be offloaded to the xPU. The accel erated datapath between
the CNF and the xPU data pl ane can be inpl enmented using techniques
like SR-10V or its enhanced version, Scalable IO/. Currently, xPU
based container networking is a nascent technology with linmted

i mpl ementati on and docunentation. Configuring such networks may
require xPU supported CNls and xPU network operators (e.g
[Bluefield]).

5.1.2. 4. Model Conbi nati on
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Fi gure 6: Exanpl es of Mbddel Conbination depl oynent

Figure 6 depicts the networking nodel that comnbines the user-space
vSwi tch nodel and the Smart-N C accel erati on nodel. This nodel is
often used in service function chain scenarios where two different
types of traffic flows are present: North/South traffic and East/West
traffic.

North/ South traffic is traffic betwen the NIC and CNFs. Meanwhil e,
East/West traffic is traffic between nmultiple CNFs within the sane
host nmachine. An exanple of this packet accel eration technique

combi nation invol ves using user-space vSwi tch nodels, such as OVS-
DPDK or VPP, for East/Wst traffic and Smart-N C nodel s, such as SR
IOV, for North/South traffic. The SR-10V datapath can hel p avoi d
potential performance bottl enecks in the North/South direction, which
m ght ot herw se be caused by the user-space vSwitch. Meanwhile, the
user-space vSwitch facilitates East/Wst traffic transm ssion
entirely in the user-space.
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To set up this conbined networking nodel, Miltus CNI nust be
correctly set up to enable the appropriate CNI for each pod’'s
interface. For exanple, the interface for North/South traffic should
be configured using SR-10V network plugin. The interface for East/
West traffic should be configured using Userspace CNl pl ugin.

The t hroughput advant ages of these conbi ned networking nodels in
different traffic direction scenarios are docunented in
[ I ntel -SRI OV-NFV].

5.2. Resources Configuration

The resource configuration considerations |isted here apply not only
to the CNF but also to other conponents in a containerized System
Under Test (SUT). A containerized SUT conprises N Cs, possible
cabl es between hosts, the kernel and/or vSw tch, and CNFs.

Note that this section describes only the new resource configuration
paraneters introduced by containerized infrastructures. The
configuration paraneters for vSwitch and VNF environnments, as defined
in [RFC8172] and [ RFC8204], renmin applicable.

5.2.1. CPU Isolation / NUVA Affinity

CPU pinning offers benefits such as nmaxi m zing cache utilization,
elimnating operating systemthread scheduling overhead, and

coordi nating network 1/O by guaranteeing resources. An exanple of
CPU pi nning technology in containerized infrastructure is the CPU
Manager for Kubernetes (CMK) [CMK]. This technol ogy has proven
effective in avoiding the "noi sy neighbor" problem as denonstrated
in previous experiences [Intel-EPA]. Additionally, the benefits of
CPU i sol ation techni ques extend beyond addressing the "noisy

nei ghbor” problem Different CNFs can also interfere with each other
and with the vSwitch if used.

NUMA i npacts the speed of CPU cores accessing nmenory. CPU cores in
the same NUMA node can access shared nenory in that node locally,
which is faster than accessing nmenory in a different NUMA node. In a
contai nerized network, packet forwarding occurs through the NIC, CNF
and possibly a vSwitch, depending on the chosen networki ng nodel .
The NUMA node alignnent of an NIC can be determ ned via the PC
device’ s node affinity. Specific CPU cores can also be directly
assigned to CNFs and vSwitches via configuration settings. Network
performance may vary dependi ng on whet her the NUVMA node hosting the
physi cal network interface, vSwitch, and CNF is the sane or
different. Benchmarking experience for cross-NUVA performance

i mpacts [cross- NUMA-vi neperf] reveal ed the foll ow ng:
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o Performance degradation is worse when a single NUMA node serves
multiple interfaces than in cross-NUMA scenari os.

0 Sharing CPUs across NUVA nodes results in significant performance
dr ops.

Note that CPU pinning and NUMA affinity considerations also apply to
VM based VNFs. Dedicated CPU cores froma specific NUVA node can be
assigned to VNFs and vSwitches via their runtime configurations. The
NUMA node of an NI C can be identified from PCl device information,
and a host’ s NUMA nodes can be schedul ed to virtual nachines by
specifying the desired nodes in their settings.

For this consideration, additional configuration parameters should be
consi dered for containerized infrastructure benchmarking are:

- Selected CPU Isolation |evel
- NUMA cores allocation to pods/CNFs, vSwitch, N C
5.2.2. Pod Hugepages

Hugepages configure | arge nenory page sizes to reduce Transl ation
Lookasi de Buffer (TLB) m ss rates and increase application
performance. This boosts the efficiency of logical/virtual to

physi cal address | ookups perfornmed by a CPU s nenory managenent unit
and enhances overall system performance. |In containerized
infrastructures, containers are isolated at the application |evel,
all owi ng adm nistrators to configure hugepages nore granularly (e.g.,
Kuber net es supports 2 MB or 1 GB hugepages for containers). These
pages are dedicated to the application and cannot be used by ot her
processes, enabling nore efficient utilization. Froma network
benchmar ki ng perspective, the inpact of hugepages on general packet
processing may be relatively mnor. However, application-I|eve

consi derations are necessary to fully evaluate their inpact. For
exanpl e, in DPDK-based applications, it has been denonstrated in
[Intel -EPA] that hugepages inprove network performance because packet
handl i ng processes run within the application

For this consideration, additional configuration paranmeters should be
consi dered for containerized infrastructure benchmarki ng are:

- Pod hugepage size
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5.2.3. Pod CPU Cores and Menory Allocation

Resource al |l ocation choi ces, such as CPU cores and RAM al | ocation to
pods, PMD and vSwitch, can significantly inpact container network
performance. Benchmarki ng experiences reported in

[ GLOBECOM 21- benchmar ki ng- kuber netes] by [Vi NePERF] verified that:

o0 Allocating 2 CPUs per pod is insufficient for all packet frame
sizes. For larger packet sizes (over 1024 bytes), increasing CPU per
pods significantly inproves the throughput. Varying RAM all ocation
to Pods also results in different throughput perfornmances.

0 Not assigning dedicated CPU cores to DPDK PMD | eads to significant
performance degradati on.

0 Increasing CPU core allocation to OVS-DPDK vSwi tch does not inprove
performance, but increasing cores for VPP vSwitch reduces | atency.

Addi tional ly, assigning dedicated CPU cores to PMD s Rx queues in
user-space vSwi tch can enhance network performance.

For this consideration, the additional configuration paraneters
shoul d be considered for containerized infrastructure benchnarki ng
are:
- Pod CPU cores allocation
- Pod RAM al | ocati on

5.2.4. AF_XDP Configuration
AF_XDP operates in two packet polling nmodes: busy and non-busy. In
busy polling node, AF_XDP uses the same CPU cores for application and
packet Rx/Tx processing. |n non-busy polling nbde, it uses separate
CPU cores for these tasks. The choice of AF_XDP nbde and CPU core
configuration for application and packet processing in non-busy
pol i ng node can affect benchmarking performance. [LPC18- DPDK- AFXDP]
For this consideration, the additional configuration paraneters
shoul d be considered for containerized infrastructure benchnmarking
are:
- AF_XDP busy pol ling node

- Nunber of CPU cores allocated in non-busy polling node
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5.2.5. Service Function Chaining

Benchmar ki ng scenari os for containerized and VM based i nfrastructures
may include various operational use cases. Traditional black-box
benchmar ki ng nmeasur es packet in-out performance at physical network
ports, as hardware typically performs a single function. However, in
NFV environments, physical network ports are often connected to
multiple CNFs (e.g., multiple PVP test setups described in

[ ETSI-TST-009]), a scenario referred to as Service Function Chai ni ng.
In addition to the differences anong CNI plugi n networki ng nodel s

di scussed above, benchnarking scenari os should al so account for
factors such as the nunmber of CNFs or network services deployed on a
single host. Another aspect to consider in a service function
chaining scenario is that a single CNF or VNF may be part of nultiple
service chains. 1In such cases, varying resource scheduling policies
during runtime (e.g., CNF activation scheduling, CPU scheduling) may
al so lead to network function throughput and | oss inprovenent as
described in [ NFVnice].

For this consideration, the additional configuration paraneters
shoul d be considered for containerized infrastructure benchmarking
are:

- Nunber of CNFs

- Service chain CNF conposition (e.g., CNF belongs to multiple
concurrent chains)

- Service chain resource scheduling policies (e.g., CNF activation
time, CPU allocation tine, etc.)

- Selected CNI Pl ugin
5.2.6. Oher Considerations

In addition to single-host test scenarios, nulti-host scenarios
shoul d al so be considered for container network benchmarking, where
cont ai ner services are deployed across different servers. Inter-node
networking is required to provide connectivity for CNFs between
servers. According to [ETSI-NFV-1FA-038], several technol ogies
enabl e i nter-node networking, including overlay technologies (e.g.,
VXLAN, |IP-in-1P), BGP routing, Layer 2 underlay, direct networking
usi ng dedi cated NICs for each pod, or Kubernetes LoadBal ancer
services. Different protocols and technol ogies may | ead to varying
per f or nance out cones
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6. | ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
7. Security Considerations

Benchmarki ng activities as described in this menpo are linmted to
technol ogy characterization of a DUT/SUT using controlled stinuli in
a | aboratory environment with dedicated address space and the
constraints specified in the sections above.

The benchmar ki ng network topology will be an independent test setup
and MJUST NOT be connected to devices that may forward the test
traffic into a production network or msroute traffic to the test
managenent net wor K.

Further, benchmarking is perforned on a "black-box" basis and relies
sol ely on neasurenments observable external to the DUT/ SUT.

Speci al capabilities SHOULD NOT exist in the DUT/SUT specifically for
benchmar ki ng purposes. Any inplications for network security arising
fromthe DUT/ SUT SHOULD be identical in the lab and in production

net wor ks.
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Appendi x A.  Change Log (to be renoved by RFC Editor before publication)
A.1. Since draft-ietf-bmg-containerized-infra-06

Added CNF service chain resource scheduling policy consideration
paranet ers

A.2. Since draft-ietf-bmg-containerized-infra-03

Changed eBPF accel eration nodel categorization into: Fowarding via tc
hook and Forwardi ng via XDP hook

Update latest information for references.
Enhance English grammar of the whol e docunent.
A.3. Since draft-ietf-bmg-containerized-infra-01

Addr essed conments and feedbacks fromthe rel ated RFC 8204 docunent
aut hor - Maryam Tahhan:

Updat ed general description for all accel erated networking nodel s:
using Multus CNI to enable multiple CNI configurations for hybrid
cont ai ner networ ki ng stack

Updated illustration of the default CNl network interface in al
accel erat ed networ ki ng nodel s.

Updated illustration of the separated networking stack inside CNF in
normal non-accel erati on networking nodel .

Made m nor correction on the descriptions of AF_XDP and eBPF
dat apat h.

Added xPU networ ki ng device nentioning in the Smart-N C accel eration
nodel .
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Added AF_XDP busy/ non-busy polling node resource configuration
consi der at i on.

A.4. Since draft-ietf-bmvg-containerized-infra-00
M nor editorial changes and nits correction

A.5. Since draft-dcn-bmwg-containerized-infra-13

Updat ed environnent setup repeatability guidance for all nentioned
cont ai ner networki ng nodel s.

A. 6. Since draft-dcn-bmwg-containerized-infra-12
Updat ed scope to clearly specify the gaps of related RFCs.
A. 7. Since draft-dcn-bmwg-containerized-infra-11

Merged Containerized infrastructure overview into Introduction
section

Added Scope section which briefly explains the draft contribution in
a clear way.

Mentioned the additional benchmarking configuration paranmeters for
containerized infrastructure benchmarking i n each Benchmarki ng
Consi derati on sub-sections.

Renoved Benchnar ki ng Experiences Appendi xes

A.8. Since draft-dcn-bmwg-containerized-infra-10

Updat ed Benchmar ki ng Experience appendi xes with latest results from
Hackat hon events.

Re- or gi ani zed Benchmar ki ng Experi ence appendi xes to natch with the
the proposed benchmarki ng consideration inside the draft (Networking
Model s and Resources Configuration)

M nor enhancenent changes to Introduction and Resources Configuration
consi deration sections such as general description for container
net work plugin, which resources can also be applied for VM VNF.
A.9. Since draft-dcn-bmwg-containerized-infra-09
Renoved Additional Depl oyment Scenarios (section 4.1 of version 09).

We agreed with reviews from VinePerf that performance difference
bet ween wi th-VM and wi t hout-VM scenarios are negligible
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Renoved Additional Configuration Parameters (section 4.2 of version
09). We agreed with reviews from VinePerf that these paraneters are
expl ai ned in Performance | npacts/ Resources Configuration section

As Vi nePerf suggestion to categorize the networking nodels based on
how t hey can accel erate the network performances, renane titles of
section 4.3.1 and 4.3.2 of version 09: Kernel-space vSwitch nodel and
User-space vSwi tch nmodel to Kernel -space non-Accel erati on nodel and
User - space Accel eration nodel. Update correspondi ng expl anati on of
Ker nel - space non-Accel erati on node

Vi nePerf suggested to replace the general architecture of eBPF

Accel eration nodel with 3 seperate architecture for 3 different eBPF
Accel erati on nodel : non- AF_XDP, using AF_XDP supported CN, and using
user-space vSwi tch whi ch support AF_XDP PVMD. Update correspondi ng
expl anation of eBPF Accel erati on nodel

Renared Performance | npacts section (section 4.4 of version 09) to
Resour ces Configuration

We agreed with VinePerf reviews to add "CPU Cores and Menory
Al l ocation" consideration into Resources Configuration section

A.10. Since draft-dcn-bmag-containerized-infra-08

Added new Section 4. Benchmarki ng Considerations. Previous
Section 4. Networking Mddels in Containerized Infrastructure was
noved into this new Section 4 as a subsection

Re- organi zed Additional Depl oynent Scenarios for containerized
net wor k benchmar ki ng contents from Section 3. Containerized
Infrastructure Overview to new Section 4. Benchmarking

Consi derations as the Addti onal Depl oynent Scenarios subsection

Added new Addti onal Configuration Paraneters subsection to new
Section 4. Benchmarking Consi derations

Moved previous Section 5. Performance |nmpacts into new Section 4.
Benchmar ki ng Consi derati ons as the Depl oynent settings inmpact on
net wor k performance section

Updat ed eBPF Accel eration Mddel with AF_XDP depl oynent option

Enhanced Abstract and Introduction’s description about the draft’s
nmoti vation and contri bution
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A l1l. S

nce draft-dcn-bmng-contai nerized-infra-07

Added eBPF Accel eration Mddel in Section 4. Networking Mdels in
Contai nerized Infrastructure

Added Model Combination in Section 4. Networking Mdels in
Contai nerized Infrastructure

Added Service Function Chaining in Section 5. Perfornmance |npacts

Added Troubl eshooting and Results for SRl Ov- DPDK Benchnar ki ng
Experi ence

A 12, S

nce draft-dcn-bmag-contai nerized-infra-06
Added Benchnar ki ng Experience of Milti-pod Test

A 13. Si

nce draft-dcn-bmag-contai nerized-infra-05

Renoved Section 3. Benchmarking Consi derations, Renoved Section 4.
Benchmar ki ng Scenari os for the Containerized Infrastructure
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