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Abst ract

Thi s docunent describes a failover in the Bit Index Explicit
Replication domain with a redundant ingress router.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

Bit Index Explicit Replication (BIER) [RFC8279] is an architecture
that provides nmulticast forwardi ng through a Bl ER domai nh without
requiring internediate routers to maintain any multicast rel ated per-
flow state. BIER also does not require any explicit tree-building
protocol for its operation. A nmulticast data packet enters a BIER
domain at a Bit-Forwarding Ingress Router (BFIR) and | eaves the BI ER
domai n at one or nore Bit-Forwardi ng Egress Routers (BFERs).

Redundant Ingress Router Failover is not specific to the BIER
environment. Redundant Ingress Router Failover neans that to avoid
single node failure, two or nore ingress routers, BFIRs in a BIER
envi ronment, can be connected to the same nulticast flow s source
node. One of BFIRs is selected to forward the flow froma nulticast
source node to egress routers, i.e., BFER in a BIER environment. The
BFERs may choose the primary BFIR for the given multicast flow based
on local policies. BFERs in the sane nulticast group may select the
sanme or different BFIR The BFIR and the path in use are referred to
as working, while all alternative available BFIRs and paths that can
be used to receive the same nmulticast flow are referred to as
protection.

When either the working BFIR or the working path fails, a BFER can

sel ect one of the protecting BFIRs to recover the nulticast flow.
The shorter the detection tine, the faster the flow recovers.
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Thi s docunent discusses the functions that can be used to detect the
failure to trigger redundant ingress router failover in the BIER
envi ronment .

2. Keywords

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. The Redundant BFIR Fail over Analysis

According to the BIER architecture [ RFC8279], BIER overlay protocols,
whi ch anong ot hers include WPN [ RFC8556], MLD [I-D.ietf-bier-md],
PIM[I-D.ietf-bier-pimsignaling], are used to exchange the nulticast
flowinformation. Based on that, a BFER selects the UVH (Upstream
Mul ticast Hop) BFIR as the ingress router. The UWVH sel ection
algorithmcan refer to [I-D.w jnands-bier-md-Ilan-election]. The
BFIR sel ected as the UVH through a BI ER overl ay protocol |earns of
BFERs whi ch have chosen it to receive the particular nulticast flow.
BIER transport is used to deliver the multicast packet to the
destination BFERs. The detection of a defect in the BIER transport

| ayer ensures that the source flow protection is uninterrupted. The
swi tchover is perfornmed at the BIER overlay |ayer. Upon detecting
the failure, an update in the BIER overlay can trigger BFIR re-

sel ection by BFERs.

As described in [I-D.ietf-nmboned-redundant-ingress-failover], the
root standby nodes, i.e., Cold Standby, Warm Standby, and Hot

St andby, can be used in the BIER environment. In Warm and Hot

St andby nodes, the protection BFIR needs to | earn through Bl ER
overlay protocols the identities of BFERs in the particular multicast
group. In the Hot Standby node, BFER receives duplicate flows from
the sel ected active BFIR and protection BFIR, BFER accepts the fl ow
packet fromthe selected active BFIR, identified, for exanple, by
BFIR-id in the BIER header, discards the nulticast packet fromthe
protection BFIR

The nost inportant elenents in the redundant BFIR fail over mechani sm
are failure detection and switchover. Note that the scope of the
failure detection includes node and working path. Simlarly, BFIR
swi tching and BFER swi tching are considered in the sw tchover
scenari o.
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The selected BFIR is referred to as Selected BFIR (S-BFIR), and the
backup BFIR is referred to as Backup BFIR (B-BFIR). The S-BFIR can
be the DF sel ected according to [I-D.w jnands-bier-md-Ian-el ection].
The B-BFIR can be the next to the DF according the al gorithm defined
in [I-D.wjnands-bier-md-lan-election]. For sinplicity, only one
B-BFIR is considered in the foll owi ng use case

N +S14------- +
I I
4o-V----+ 4o--vy---+
PR + BFIRL [....o.... | BFIR2 +------- +
R + R T +
R S + fome oo + fome oo +
+--| BFERL| - ... ... -| BFER2| - ... ... -| BFERB| - - +
oo+ o e oo+ oo+
I I I
v v v
R1 R2 R3

Figure 1: An Exanpl e of the Redundant BFIR Fail over

In Figure 1, a nulticast source S1 is connected to BFIRL and BFI R2.
In sone deploynents, only BFIRL advertises S1 flow information to
BFERs using a BIER overlay protocol, such as, anbng others,
BGP(MVPN), MLD, or PIM For this exanple, all BFERs that are
directed to receive the S1 floww Il select BFIRL as the S-BFIR and
BFIR2 is considered as the B-BFIR In sone other deploynents, BFIRL
and BFIR2 both advertise S1 flows to BFERs using a Bl ER overl ay
protocol. As a result, some BFERs may select BFIRL as their S-BFIR
other BFERs may select BFIR2 as S-BFIR, BFIRL and BFIR2 are
responsi ble for different sub-groups of BFERs, and they,
respectively, are the B-BFIR for the second sub-set of BFERs. W do
not distinguish these two cases strictly.

There are two types of failure nonitoring:

* Node failure nmonitoring: It is used for BFIR failure detection
The BFER failure detection is out of the scope of this docunent.

* Working path failure nmonitoring: It is used for BIER transport
path failure detection. It is used for the nonitoring anong BI ER
domai n edge routers, which include BFIR and BFER, through BI ER
f or war di ng.
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3.1. Node Failure Mnitoring

For exanple, consider when S1 is connected to BFIRL and BFIR2 on a
shared nmedia segnment. BFIRL is acting as S-BFIR for the nmulticast
flowtransmitted by S1. BFIR2 can nonitor BFIRL node failure using a
BFD session [ RFC5880] built over the shared nedia segnment. Also, can
use ping nethods, including, for exanple, |Pv4 ping [RFC0792], |Pv6
pi ng [ RFC4443], and LSP-Ping [RFC8029] in a network with either |Pv4,
| Pv6, or MPLS data pl ane, respectively.

In case there is no shared nedi a segnent interconnecting S1, BFIRL
and BFIR2, BFIR2 may nonitor the state of BFIRL using a Bl ER BFD
session [I-D.ietf-bier-bfd] or a ping protocol across the BIER
domain. A ping protocol |isted above or BIER ping
[I-D.ietf-bier-ping] can be used. 1In case there is no direct
connecti on between BFIRL and BFIR2, nultiple hops will be traversed.
Simlarly, any of the listed above path continuity checki ng nmet hods
can be used by a BFER to nonitor the path to and state of S-BFIR
The case when the S-BFIR nmonitors the working path to a BFER i s
considered further in the docunent in nore details.

The nonitoring case between S-BFIR and B-BFIR, referred to as the
Warm St andby node, is described in section 4.2
[1-D.ietf-nboned-redundant-i ngress-failover]. For code and Hot

St andby nodes described in Sections 4.1 and 4.3
[1-D.ietf-nboned-redundant-i ngress-failover], the nonitoring between
S-BFIR and B-BFIR may not be necessary.

For the nonitoring between BFIR and BFERs, the BFIR node failure
detection is also be conbined with working path failure detection

3.2. Mnitoring of the Wirking Path for a Failure
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Figure 2: An Exanple of the Mnitoring of the Wirking Path

In the case of a node failure detection, the path between B-BFIR and
S-BFIR nay not be the sane as the path traversed by the data fl ow
For exanple, in Figure 2, the path fromBFIRL (S-BFIR) to all the
BFERs is different fromthe path between BFIRL and BFIR2 (B-BFIR).

In Varm St andby node, if the path between BFIR2 and BFIR1 is broken,
BFIR2 will detect the failure and interpret that as if BFIRL is down.
As a result, BFIR2 will take on the role of S BFIR But the path
fromBFIRL to all or sonme of the BFERs may be working well and is not
af fected by the defect between BFIRL and BFIR2. In this situation,
the B-BFIR switches to S-BFIR unnecessarily, and that causes packet
duplication in the network and at BFERs.

For the failure detection between Bl ER edge routers, which include
BFI R and BFER, the path of a test packet is steered fromBFIR to BFER
is the sane as the path traversed by the nonitored flow. In this
way, the BFER sinultaneously nonitors S-BFIR for node and working
path failure

There are two options to nonitor the working nmulticast distribution
tree in BIER
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* S-BFIR nonitors all the BFERs;
* BFER nonitors the S-BFIR

In the BIER transport environment, the defect detection is based on a
Bl ER-speci fic nmechanism e.g., BIER Ping [I-D.ietf-bier-ping], BIER
BFD [I-D.ietf-bier-bfd]. BIER BFD [I-D.ietf-bier-bfd] reduces the
nunber of BFD sessions between S-BFIR and each of BFERs. Only one
mul ti point BFD session will be built anong S-BFIR and all the BFERs
and B-BFIR  Wien MVPN is used as the BIER overlay protocol, BFD
Discrimnator attribute, defined in Section 3.1.6 in [RFC9026], can
be used to bootstrap the nultipoint BFD session between a BFIR and
BFERs. In this situation, only S-BFIR sends the BFD Di scrim nator
attribute and transmts periodic BFD Control nessages, BFER and
B-BFIR can monitor S-BFIR, S-BFIR doesn’t nonitor BFER and B-BFI R

Consi der when S-BFIR nonitors paths to and state of all BFERs in the
particular multicast group. Once S-BFIR detects that a BFER i s
unreachable, S-BFIR notifies B-BFIR and the latter nmay start
frowarding that nulticast packets to that BFER  The nonitoring can
be achi eved by a P2P BFD sessi on between S-BFIR and each of BFERs.

Al ternatively, a P2MP BFD session with active tails between S-BFIR
and BFERs can be used. This behavior can be used for the Warm

St andby node.

When BFER nonitors S-BFIR, a B-BFIR can al so nonitor S-BFIR

Consi der that a BFER or B-BFIR detects the failure of the SSBFIR In
the Cold Standby node, the BFER MJST sel ect B-BFIR as the new S-BFIR
and signal to B-BFIR using a BIER overlay protocol as soon as
possible. In the Hot Standby node, the BFER MJUST switch to accept
and forward the multicast flow received fromB-BFIR. In the Warm

St andby nmode, B-BFIR becones the S-BFIR and begins to forward the
flow to BFERs.

4. BFD and Ping
BFD and Ping can be used in failure detection, but there are
di fferences between them A network administrator can select the
appropri ate nmechani sm according to the actual network.

4.1. BIER Ping
[1-D.ietf-bier-ping] describes the mechani sm and basic Bl ER
Qperation, Adm nistration, and Miintenance packet format that can be

used to performfailure detection and isolation on the Bl ER data
pl ane wi thout any dependency on other layers like the IP |ayer.
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In the exanple of Figure 1, BFER can nonitor the status of BFIR and
the path status between BFER and BFIR. BFER1 sends the BIER Ping
packet to BFIRL. Suppose BFERL does not receive several consecutive
responses fromBFIRL in an expected period (nmay be nultiple of the
average round-trip tinme). In that case, the BFERL concl udes the
BFIRL as a failed UW, and BFERL selects BFIR2 as the UWH. In the
Col d Standby nmode, BFER1 signals to BFIR2 to start receiving the
multicast flow. In the Hot Standby node, BFER begins to accept the
flowfromBFIR2. [|If B-BFIR nonitors S-BFIR in the Warm St andby node
and detects the failure, B-BFIR takes the role of S-BFIR and begins
to forward the flow.

In this exanple, BFERL, BFER2, BFER3, and B-BFIR send the BIER ping
packets to BFIRL separately. The tineout period MAY be set to

di fferent val ues depending on the |ocal performance requirenent on
each BFER. In the Warm Standby node, if the tinmeout period is
different on BFER and B-BFIR, and the period on B-BFIR is |onger than
BFER, and nulticast packets could be |ost.

In the general case of a nore conplex BIER topology, it cannot be
guaranteed that the path used fromBFIRL to BFERL is the same as in
the reverse direction, i.e., fromBFERL to BFIRL. |If that is not
guaranteed and the paths are not co-routed, then this method nmay
produce false results, both fal se negative and fal se positive. The
former is when ping fails while the multicast path and flow are K
The latter is when the nmulticast path has a defect, but ping works.
Thus, to inprove the consistency of this method of detecting a
failure in nulticast flow transport, the path that the echo request
fromBFERL traverses to BFIRL nmust be co-routed with the path that
the monitored multicast flow traverses through the Bl ER domain from
BFI Rl t o BFERI.

4.2. BIER BFD

[I-D.ietf-bier-bfd] describes the application of P2MP BFD in a BIER
network. And it describes the procedures for using such a node of
BFD protocol to verify multipoint or multicast connectivity between a
sender (BFIR) and one or nore receivers (BFER and a redundant BFIR).

In the sane exanple, BFIRL sends the Bl ER Echo request packet to
BFERs to bootstrap a p2np BFD session. After BFERL, BFER2 and BFER3
receive the Echo request packet with BFD Di scrimnator and the Target
SI-Bitstring TLVs, BFERs creates the BFD session of type

Mul tipointTail [RFC8562] to nonitor the status of BFIRL and the

wor ki ng path. |f BFERs have not received a BFD packet from BFERL for
the Detection Tine [ RFC8562], BFERL will treat BFIRL as a failed UWH
In the Cold Standby node, BFERL re-selects UVH and then signals to
BFIR2. As a result, BFIR2 begins to forward the nulticast flow In
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7.

7.

the Hot Standby npde, BFERL switches to accept the flow from BFI R2.
B-BFIR (BFIR2) nmonitors S-BFIR (BFIR1) in the Warm St andby node,
usi ng the sane p2np BFD session. After B-BFIR detects the failure,
it takes on the role of S-BFIR and begins to forward the nulticast
flow to BFERs.

| ANA Consi der ati ons

Thi s docunent does not have any requests for I ANA allocation. This
section can be del eted before the publication of the draft.

Security Considerations

Security considerations discussed in [RFC8279], [RFC8562], [ RFC9026],
[I-D.ietf-bier-ping] and [I-D.ietf-bier-bfd] apply to this docunent.
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