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Abstract

Bit Index Explicit Replication (BIER) is a nmulticast forwarding
architecture designed to sinplify and optim ze nulticast delivery.

Thi s docunent describes the mechani sm and basi ¢ Bl ER OAM packet

format that can be used to performfailure detection and isolation on
the BIER data plane w thout any dependency on other layers, like the
I P | ayer.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

[ RFC8279] introduces and explains BIER architecture that provides
optimal multicast forwarding through a "Bl ER domai n" wit hout
requiring internediate routers to maintain any nulticast-rel ated per-
flow state. BIER also does not require any explicit tree-building
protocol for its operation. A multicast data packet enters a BIER
domain at a "Bit-Forwarding Ingress Router" (BFIR), and | eaves the
Bl ER domain at one or nore "Bit-Forwarding Egress Routers"” (BFERs).
The BFIR router adds a BIER header to the packet. The BI ER header
contains a bit-string in which each bit represents exactly one BFER
to forward the packet to. The set of BFERs to which the nulticast
packet needs to be forwarded is specified by setting the bits that
correspond to those routers in the BIER header. Sinmilarly, the
Initiator of the BI ER OAM packet controls the set of BFRs to which
the BI ER OAM packet is addressed by setting bits in the BitString
field of the BIER header that correspond to the BFR-ID val ues of

t hose BFRs.

Qperations, Adm nistration, and Mii ntenance (QAM nmechani sns are
expected to support the detection of network failures. After the
detection, operators localize and characterize the network defect. A
query-based tool, e.g., ICWP [RFC0792] and LSP Ping [ RFC8029],

[ RFC6425], is broadly used to detect and | ocalize a network defect.
Additionally, this mechani smcan be used to check the consistency
between the data and control planes. This docunment describes the
mechani sm and basi ¢ Bl ER OAM packet format that can be used to
performfailure detection and isolation on the BlIER data pl ane

wi t hout any dependency on other |ayers, like the IP layer. The
specification conforms to R-1 through R3, R 5, and R 11 requirenents
listed in [I-D.ietf-bier-oamrequirements]. To conformto R-11, BIER
Echo Request nessage is encapsul ated in the Bl ER header [RFC8296]

that uses the sane values of BIFT-id, BSL, Entropy, and DSCP fields
as in the BIER header of the nonitored BIER flow. Note that the BIER
Echo Request/Reply protocol doesn’t nodify the content of the OAM
field in the BIER header (Section 2 of [RFC8296]).

Conventions used in this docunent
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1.

2.

Ter m nol ogy and Acronyns

In this specification, the term"Initiator" is used interchangeably
with the "Sender of a Bl ER Echo Request".

BFER - Bit-Forwardi ng Egress Router

BFIR - Bit-Forwarding | ngress Router

BFR - Bit-Forwardi ng Router

BIER - Bit Index Explicit Replication

DDVAP - Downstream Detail ed Mappi ng TLV

ECMP - Equal Cost Miulti-Path

OAM - Operation, Adm nistration, and M ntenance

SI - Set ldentifier

QIF - Querier Tinestanp For mat

RTF - Responder Ti nestanp Fornat

NTP - Network Tine Protocol

MIU - Maxi mum Transmi ssion Unit

DA - Downstream Address

DI A - Downstream I nterface Address

DoS - Deni al - of - Servi ce

PTP - Precision Time Protocol

Requi renment s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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3. BIER OAM

BIER OAM is defined to stay within the BIER | ayer by directly

foll owi ng the Bl ER header without mandating the need for an IP
header. [RFCB8296] defines a 4-bit field as "Proto" to identify the
payl oad follow ng the BIER header. Wen the payload is BIER OAM the
"Proto" field will be set to 5 as defined in [ RFC3296]

3.1. BIER OAM Message For mat

The Bl ER OAM packet header format that follows the BlIER header is
di splayed in Figure 1.

0 1 2 3
01234567890123456789012345678901
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
Ver | MessageType| Proto | Reserved |
e I S S e i T o R S S S i otk ST TN S R S e g
OAM Message Length |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Message Type Dependent Data ~
Bl o T R ik st T o e b i T o S S e S it eI

+ 1 +— +— +
+

Figure 1: BI ER OAM Header

Ver - a four-bit field that indicates the version of the BIER OAM
header. The current value is 1. The version nunber is to be

i ncrement ed whenever a change is nade that affects the ability of
an inplenmentation to parse or process the Bl ER OAM header
correctly. For exanple, if syntactic or senmantic changes are made
to any of the fixed fields.

Message Type - a six-bit field that identifies OAM protocol.
Val ues defined in this docunent are as foll ows:

Val ue Descri ption
1 Echo Request
2 Echo Reply

Proto - a six-bit field. This field is used to define whether
there is any data packet imrediately followi ng the OAM payl oad.

For exanple, the In-situ OAM Direct Export Option header [ RFC9326]
can be appended to the BI ER OAM nessage, enabling the collection
of the operational state and performance nmetrics. This field MJST
be set to 0 if no data packet follows the OAM payl oad. O herwi se,
the value is one fromthe | ANA registry "Bl ER Next Protocol
Identifiers" [|ANA-Next-Protocol-ldentifiers].
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3.

2.

Reserved - a two-octet field. The value MJST be zeroed on
transm ssion and i gnored on receipt.

OAM Message Length - a two-octet field that reflects the | ength of
the OAM nessage in octets, including the header and the Messsage
Type Dependent Dat a.

Message Type Dependant Data - a variable-length field that
i ncludes the OAM nessage identified by the value of the Message
Type fil ed.

Bl ER Echo Request/Reply Message For mat

The Echo Request/Reply header format is displayed in Figure 2

0 1 2 3
01234567890123456789012345678901

B S i ks e S S i i i S S S S e e e e
Ver | Echo Reg/Rep | Proto | Reserved |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Echo Request/Reply Length |

+ e I i R e i e s sl ol it ST R SR SR i TR S R R e e e o

- - -+
QrF | RTF | Reply Mode | Return Code | Reserved2 |
e I S S e i T o R S S S i otk ST TN S R S e g

Sender’ s Handl e |

B i s i T Tt s sl It S ST S T S S S e S S
Sequence Number |

B T i T o o o S e i i S S
Ti mestanp Sent

+

B T o e o T o e e e Rk ok
Ti mest anp Recei ved

_—

e T T i S S e S M S S
TLVs ~
I i S S T S S S T S i S S S S

+ !+ +— +— +— +— +— +— +

Figure 2: BIER Echo Request/Reply Format
Proto field MUST be set to 0 for Echo Request/Reply header.

QTF (Querier Tinestanp Format) - a four-bit field. Wen the field
is set to 2, the Tinmestanp Sent field is (in seconds and

pi coseconds, according to the Initiator’s clock) in the 64-bit

| ong NTP format [RFC5905]. Wen the value of the QIF field is 3,
the Tinmestanp Sent’s fornmat is the | EEE 1588-2008 (1588v2)
Precision Tinme Protocol (PTP) [IEEE. 1588.2008] fornmat. Any other
val ue MUST be considered as invalid, the Return Code set to
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Mal f ormed Echo Request received (1). Al so, the Erroneous Echo
Request TLV (Section 3.4.8) SHOULD be included in the BIER Echo
Reply.

RTF (Responder Tinestanp Format) - a four-bit field. Wen the
field is set to 2, the Tinmestanp Received field is (in seconds and
pi coseconds, according to the Initiator’s clock) in 64-bit |ong
NTP format [RFC5905]. When filed' s value is 3, the format of the
Ti mestanp Received is as defined in | EEE 1588-2008 (1588v2)
Precision Tinme Protocol [I|EEE. 1588.2008]. Any other val ue MJST be
considered as invalid, the Return Code set to Ml formed Echo
Request received (1). Al so, the Erroneous Echo Request TLV
(Section 3.4.8) SHOULD be included in the BIER Echo Reply. The
Initiator MIUST zero RTF in the Echo Request, and the Responder
MJST i gnore the value on receipt.

The sender of the BIER Echo Request might receive the BIER Echo Reply
with RTF different fromthe Sender’'s QIF. Thus, to cal cul ate one-way
del ay, the Sender MJST be able to interpret both tinestanp formats,
i.e., NTP [RFC5905] and PTP [I| EEE. 1588.2008]. Al though the use of
different timestanp formats is permtted, it may cause anbiguity or
even precision loss resulting fromformat conversion. Thus, the use
of honobgeneous formats i s RECOVMENDED.

The Reply Mbde - a one-octet field. The value MJST be set to one
of the foll ow ng val ues:

Val ue Descri ption
1 Do not Reply
2 Reply via | Pv4/ I Pv6 UDP packet
3 Reply via Bl ER packet

When Reply Mode is set to 1, the receiver will not send any reply.
Thi s node can be used for unidirectional path validation. Wen
the Reply Mode is set to 2, the Responder Bit-Forwarding Router
(BFR) encapsul ates the Echo reply payload with the | P/UDP header
When the Initiator intends to validate the return BlIER path, the
Reply Mode will be set to 3 so that the Responder BFR will
encapsul ate the Echo Reply with the BIER header. Also, the Reply
Mode "Reply via BIER packet" can be used if the IP network is
deemed |l ess reliable compared to the BIER | ayer.

Return Code - a one-octet field. The value MJST be set to zero if
the Type is "BIER Echo Request”. The value of the Return Code
filed MUST be set to one of the values defined in Section 3.3, if
the Type is "BIER Echo Reply".
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Reserved2 - a one-octet field. The Reserved field MJST be zeroed
on transmt and MJST be ignored on receipt.

Sender’s Handle - a four-octet field. The Sender’'s Handle is
filled by the Initiator, and returned unchanged by responder BFR
Thi s val ue can be used for matching the replies to the request
(see Section 4.3).

Sequence Nunber - a four-octet field. The value of the field is
assigned by the Initiator and can be used to detect any nissed
replies.

Timestanp - each field (Sent and Received) is an eight-octet
field. The Tinmestanp Sent is the time when the Echo Request is
sent. The Tinmestanp Received in Echo Reply is the tine
(accordingly to respondi ng BFR cl ock) that the correspondi ng Echo
Request was received. The format depends on the QTF/ RTF val ue.
The Initiator MJUST zero Tinmestanp Received in the Echo Request,
and t he Responder MJST ignore the value on receipt.

TLVs - Carries the TLVs as defined in Section 3.4.
Ret urn Code

The responder uses the Return Code field to reply with a validity
check or other error message to Initiator. It does not carry any
meani ng i n Echo Request and MJST be set to zero. The Return Code can
be one of the foll ow ng:

Val ue Val ue Meani ng

No return code

Mal f or med Echo Request received

One or nore of the TLVs is not supported

Replying BFR is the only BFER in header BitString
Replying BFR is one of the BFERs in header BitString
Packet - For war d- Success

Invalid Multipath I nfo Request

No matching entry in the forwarding table
Set-ldentifier Msmatch

DDVAP M smat ch

QOWOWOWOUIA~WNEFO

=

"No return code" will be used by Initiator in the Echo Request. This
val ue MUST NOT be used in Echo Reply.

"Ml formed Echo Request received" will be used by any BFR if the
recei ved Echo Request packet is not properly formatted.
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When a receiver does not support any TLV included in the Echo
Request, the Return code will be set to "One or nore of the TLVs is
not supported” carrying the respective TLVS.

When the received header BitString in the Echo Request packet
contains only its BFR-ID, "Replying BFR is the only BFER i n header
BitString" is set inthe reply. This value inplies that the receiver
is BFER, and the packet is not forwarded to any nore nei ghbors.

When the received header BitString in the Echo Request packet
contains its BFR-ID in addition to other BFR- I Ds, "Replying BFR is
one of the BFERs in header BitString" is set in the reply. This
value inplies that the responder is a BFER and the packet is further
forwarded to one or nore nei ghbors.

Any transit BFR will send the Echo Reply w th "Packet-Forwar d-
Success", if the TLV in the received Echo Request is understood and
the forwarding table has forwarding entries for the BitString. This
behavior is denonstrated by a transit BFR during traceroute node.

VWhen the Echo Request is received with nultipath info
(Section 3.4.4.1) for nore than one BFER, the Return Code is set to
"Invalid Miultipath Info Request"”.

If the BitString cannot be matched in the | ocal forwarding table, the
BFR will use "No matching entry in the forwarding table" in the

reply.

If the BIER-MPLS | abel in the received Echo Request is not the one
assigned for SI in Oiginal SI-BitString TLV, "Set-ldentifier
M smatch" is set in order to report the m smatch.

If the BitString in Header-H does not match the BitString in Egress
BitString Sub-TLV of DDVAP TLV, a responding BFR will use "DDVAP
M smat ch" to report the problem
3.4. BIER OAM TLVs
This section defines various TLVs that can be used in Bl ER OAM

packet. The TLVs (Type-Length-Val ue tuples) have the follow ng
format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s

- Val ue =
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR

Figure 3: Type-Length-Value Format Used in BI ER Echo Request/Reply

TLV Types are defined below. A systemthat receives an Echo Request
wi th unknown TLV Type with the value in the range 0 - 32767 MJST
transmt an Echo Reply with the Return Code "One or nore of the TLVs
is not supported” (2). Also, the Erroneous Echo Request TLV
(Section 3.4.8) SHOULD be included in the BIER Echo Reply. A system
that receives an Echo Request with the value in the range 32768 -
65535 MAY silently drop the packet. Length is the length of the
Value field in octets. The Value field depends on the TLV Type.

3.4.1. Oiginal SI-BitString TLV

The Original SI-BitString TLV carries the set of BFERs and carries
the sane BitString that the Initiator includes in the Bl ER header.
This TLV has the foll owing format:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type = 1 | Length = variable |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Set ID | Sub-domain ID |BS Len | Reserved |

B T S i T s i i e e SEI S
| BitString (first 32 bits) ~
R i T I e T S S e S TR S T e i I S e S e e e e o o

T T T o T i S S i oI S SEp S S S

BitString (last 32 bits)
el i I e i it T e e e e i i T o S e e S e T R R

Figure 4: The Format of the Original SI-BitString TLV
Set ID - a one-octet field that is set to the value of the Set

Identifier to which the BitString belongs. This value is derived as
defined in [ RFC8279].
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Sub-domain ID - a one-octet field that is set to the Sub-domain val ue
to which BFER in BitString bel ongs.

BS Len - a four-bit field that is set based on the |ength of
BitString as defined in [ RFC8296] reflected in four-octet words.

Reserved - a twelve-bit field. |Its value MJST be zeroed on
transm ssion and i gnored on receipt.

BitString - a variable length field. The BitString field carries the
set of BFR-IDs that Initiator will include in the Bl ER header.

Any Initiator MJUST include this TLV in the Echo Request packet.
3.4.2. Target SI-BitString TLV

The Target SI-BitString TLV carries the set of BFERs fromwhich the
Initiator expects the reply. This TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

I Type = 2 | Length = variable |
I S i o T s S S S e s s T
| Set ID | Sub-domain ID |BS Len | Reserved |

T S T S e T S i S S S St

| BitString (first 32 bits) ~
el i I e i it T e e e e i i T o S e e S e T R R

T T S S e T o S U S SUp S SEp S SR S i

BitString (last 32 bits)
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 5: The Format of the Target SI-BitString TLV

Set IDfieldis set to the Set Identifier to which the BitString
bel ongs. This value is derived as defined in [ RFC8279].

Sub-domain IDis set to the Sub-domain value to which BFER i n
BitString bel ongs.

BS Len is set based on the length of BitString as defined in
[ RFC8296]

Reserved - the value MJST be zeroed on transm ssion and ignored on
receipt.
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The BitString field carries the set of BFR I Ds of BFER(s) that
Initiator expects a response. The BitString in this TLV may be
different fromthe BitString in the Bl ER header and all ows control of
the BFER responding to the Echo Request. This TLV MJST be i ncl uded
by Initiator in the BIER OAM packet if the Downstream Mappi ng TLV
(Section 3.4.4) is included.

3.4.3. Inconmng SI-BitString TLV

The Incoming SI-BitString TLV will be included by Responder BFR in
Reply nmessage and copies the BitString fromthe Bl ER header of
i ncom ng Echo Request nessage. This TLV has the followi ng format:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

I Type = 3 | Length = variable |
I S i o T s S S S e s s T
| Set ID | Sub-domain ID |BS Len | Reserved |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| BitString (first 32 bits) ~

el i I e i it T e e e e i i T o S e e S e T R R

BT T o e S e i i S T e e i s TTE P S S S
BitString (last 32 bits)

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 6: The Format of the Incomng SI-BitString TLV

Set IDfieldis set to the Set Identifier to which the BitString
bel ongs. This value is derived as defined in [ RFC8279]

Sub-domain IDis set to the Sub-domain value to which BFER in
BitString bel ongs.

BS Len is set based on the length of BitString as defined in
[ RFC8296] .

Reserved - the value MJST be zeroed on transm ssion and ignored on
receipt.

The BitString field copies the BitString fromthe Bl ER header of the
i ncomi ng Echo Request. A Responder BFR SHOULD include this TLV in
Echo Reply if the Echo Request is received with the | flag set in
Downst r eam Mappi ng TLV.

An Initiator MJUST NOT include this TLV in Echo Request.
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3.4.4. Downstream Mappi ng TLV
This TLV has the foll owi ng format:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type = 4 | Length = variable |
B i s T T i i o S o T Ji I
| Mru | Address Type | FI ags |

e L o i T e ok o i R S
| Downst r eam Address (4 or 16 octets) |
i e e R e o o e e e b i o S SR S T
| Downstream I nterface Address (4 or 16 octets) |
B i s T T i i o S o T Ji I
| Sub-TLVs Length | |
s i T S e e e e |

Li st of Sub-TLVs
:l-— B i T i T S i s S S N e s o T S +
Figure 7: The Format of the Downstream Mappi ng TLV

MU A two-octet field. The value is the Maxi mum Transm ssion Unit
(MrU) value of the egress interface.

Address Type A one-octet field. The Address Type indicates the
address type and length of the | P address for the downstream
interface. The value of the Address Type field is set to one of
the values listed in Figure 8. Any other value MJST be processed
as invalid TLV.

Val ue Addr ess Type

1 | Pv4 Nunbered
2 | Pv4 Unnunber ed
3 | Pv6 Nunbered
4 | Pv6 Unnunber ed

Fi gure 8: The Address Types

Flags The Flags field has the follow ng format:
01234567
i ok It S S R R

| Reserved | 1]
T S I S Y
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Fi gure 9: The Fl ags Field Format

Reserved - a seven-bit field. Its value MJST be zeroed on
transm ssion and i gnored on receipt.

a one-bit field. Wwen | flag is set, the Respondi ng BFR MJST

include the Incoming Sl- BitString TLV in Echo Reply message.

Downst r eam Address and Downstream | nterface Address

Kumar ,

each field is either four-octet or sixteen-octet, depending on the
val ue of Address Type field.

Note that values of the Address Type field are napped to
combi nations of |engths of Downstream Address and Donstream
Address Interface fileds as foll ows:

Val ue DA Length DI A Length
1 4 4
2 4 4
3 16 16
4 16 4
wher e:
DA Length

Downst ream Address (DA) field Length

DI A Length
Downstream I nterface Address (DIA) field Length

If the Address Type is 1, the Downstream Address MJUST be set to
| Pv4 BFR-Prefix of downstream BFR and Downstream | nterface Address
is set to the downstreaminterface address.

If the Address Type is 2, the Downstream Address MJUST be set to

| Pv4 BFR-Prefix of downstream BFR and Downstream I nterface Address
is set to the index assigned by the responding BFR to the

i nterface.

If the Address Type is 3, the Downstream Address MJUST be set to
| Pv6 BFR-Prefix of downstream BFR and Downstream | nterface Address
is set to the downstreaminterface address.

If the Address Type is 4, the Downstream Address MJST be set to

| Pv6 BFR-Prefix of downstream BFR and Downstream | nterface Address
is set to the index assigned by the responding BFR to the

i nterface.
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3.4.4.1. Downstream Detail ed Mappi ng Sub- TLVs

This section defines the optional Sub-TLVs that can be included in
Downst r eam Mappi ng TLV.

Sub- TLV Type Val ue
1 Mul tipath Entropy Data
2 Egress BitString

3.4.4.1.1. Miltipath Entropy Data

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 1 | Length = variable |
R e s T o T S R El ok i R e e S S e o o s
M Reserved | Miltipath Type|

s T i T s sl T S i R S R T

I

I

| _ _ |

| (Multipath I nformation) |

I I

e L o i e S  th o i R S

Fi gure 10: The Format of the Multipath Data Bl ob

MFlag This flag is set to O if all packets will be forwarded out
through the interface defined in the Downstream Mappi ng TLV. Wen
set to 1, Multipath Information will be defined by the Bit nasked
Ent r opy dat a.

Reserved The val ue MJST be zeroed on transm ssion and i gnored on
receipt.

The interpretaion of the Miultipath Type field and Miultipath
Entropy Data encoding options are the same defined in
Section 3.4.1.1 of [RFC8029].

3.4.4.1.2. Egress BitString Sub-TLV

Responder BFR MAY include this Sub-TLV with the rewitten BitString
in the outgoing interface as defined in Section 6.1 of [RFC8279].
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type = 2 | Length = variable |
i i i T i I S i e s o o i i
| Set ID | Sub-domain ID |BS Len | Reserved |

i e e R e s o e e e e ik i o S N B S

| BitString (first 32 bits) ~

B i s T T i i o S o T Ji I

i s T S i i T S A b e ok
BitString (last 32 bits)

i e e R e s o S R e e b b i o i N S T

Figure 11: The Egress BitString Sub-TLV For mat

Set IDfieldis set to the Set Identifier to which the BitString
bel ongs. This value is derived as defined in [ RFC8279].

Sub-domain IDis set to the Sub-domain value to which BFER in
BitString bel ongs.

BS Len is set based on the length of BitString as defined in
[ RFC8296] .

Reserved - the value MJST be zeroed on transm ssion and ignored on
receipt.

The BitString field copies the rewitten BitString in the outgoing
interface as defined in Section 6.1 of [RFC8279].

3.4.5. Responder BFER TLV

The BFER replying to the request MAY include the Responder BFER TLV.
This TLV identifies the originator of BIER Echo Reply. This TLV has
the follow ng format:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type = 5 | Length = 4 |
I S i o T s S S S e s s T
| Reserved | BFR-1D |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 12: The Responder BFER TLV For mat

Length A two-octet field. The value MJST be set to four.
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Reserved A two-octet field. The value MJST be zeroed on
transm ssion and i gnored on receipt.

BFR- 1D A two-octet field. The BFRID field carries the BFR-1D of
the replying BFER  This TLV MAY be included by the Respondi ng
BFER in the BI ER Echo Reply packet.

3.4.6. Responder BFR TLV

Any transit BFR replying to the request MAY include the Responder BFR
TLV. This is used to identify the replying BFR without BFR-ID. This
TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| TLV Type = 6 | Length = 8 or 20 |
I S i o T s S S S e s s T
| Reserved | Addr ess Type |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
|~ BFR-Prefix (4 or 16 bytes) |~
I+- R i L e e S e e e R I+
Figure 13: The Responder BFR TLV For mat

Length The Length field, depending on the Address Type value - 8 or
20.

Reserved A two-octet field. The value MJST be zeroed on
transm ssion and i gnored on receipt.

Address Type A two-octet field. Set to 1 for IPv4 or 2 for |Pv6.
BFR-Prefix This field carries the local BFR-Prefix of the replying
BFR. This TLV MAY be included by Responding BFR in Bl ER Echo
Reply packet.
3.4.7. Ingress Interface TLV
The BFR replying to the request MJST include the Ingress Interface

TLV. This TLV identifies the incom ng interface on which the Echo
Request was received. This TLV has the follow ng format:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| TLV Type = 7 | Length = 8 or 20 |
i i i T i I S i e s o o i i
| Reserved | Addr ess Type |

S T S S S e e U S DU S S T SR S SRS

~ Ingress Interface Address (4 or 16 bytes) ~
B S T i s T S S S R S i ik Tk I I N R S S S i e

Fi gure 14: The Ingress Interface TLV Format

Length The Length field, depending on the Address Type value - 8 or
20.

Reserved A two-octet field. The value MJST be zeroed on
transm ssion and ignored on receipt.

Address Type A two-octet field. Set to 1 for IPv4 nunbered, 2 for
I Pv4 Unnunmbered, 3 for IPv6 nunbered, or 4 for |IPv6 Unnunber ed.

Ingress Interface Address
As defined in Section 3.4.4

3.4.8. FErroneous Echo Request TLV

The BFER replying to the request MAY include the Erroneous Echo
Request TLV. This TLV provides information about the type and

| ocation of the problemin the BIER Echo Request. This TLV has the
foll owi ng format:

0 1 2 3

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type = 8 | Length = variable |
i T s i o S i i S R I S I S S S M
| Poi nt er |
B T S i T s i i e e SEI S
| As much of invoking Bl ER Echo Request |
~ as possible w thout exceeding path MU ~
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+

Fi gure 15: The Erroneous Echo Request TLV For mat

Pointer A four-octet field that identifies the octet offset within

Kumar, et al. Expires 11 July 2026 [ Page 18]



I nternet-Draft Bl ER Pi ng January 2026

the received Bl ER Echo Request message where the error was
detected. The Pointer will point beyond the end of the Bl ER Echo
Reply message if the field in error is beyond what can fit in the
resul ting packet.

4. BIER Ping and Traceroute Operations

This section describes aspects of BIER ping and traceroute
oper ati ons.

4.1. BIER OAM Processing

A Bl ER OAM packet MJST be punted to the BIER control plane for OAM
processing if one of the followi ng conditions is true:

* The receiving BFR is a BFER
* TTL of BIER-MPLS Label (Section 2.1.1.1 of [RFC8296]) expired.

* Hop Limt in the | Pv6 header (Section 2 of
[1-D.ietf-bier-bierin6]) expired.

The use of the Router Alert |abel to be deprecated as proposed in
[ RFC9570] .

Processing of the received Bl ER OAM packet w th unknown val ue of the
Message Type field (Figure 1) is stopped and the event SHOULD be
| ogged al t hough through the rate-controlling system

Atransit BFR, i.e., one that does not punt the Bl ER OAM packet to
the BIER control plane, forwards the Bl ER OAM packet according to the
rul es specified in Section 6.5 of [RFC8279].

4.2. Per BFER ECWVP Di scovery

As defined in [RFC8279], BIER follows the unicast forwarding path and
all ows | oad bal anci ng over ECVMP pat hs between BFIR and BFER Bl ER
OAM i s expected to support ECMP path discovery between a BFIR and a
gi ven BFER and MJST support path validation and failure detection of
any particular ECVP path between BFIR and BFER

[ RFC8296] proposes the BIER header with the Entropy field that can be
| everaged to exercise all ECWP paths. The Initiator/BFIRwi Il use a
traceroute nessage to query each hop about the Entropy informtion
for each of the downstream paths. To avoid conplexity, it is
suggested that the ECMP query is perforned per BFER by carrying the
required information in the Bl ER OAM nessage.
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When an operator performs per BFER ECVMP di scovery, the Initiator MJST
include Multipath Entropy Data Sub-TLV in Downstream Mapping TLV. It
MJST al so include the BFER in the BitString TLV to which the

Mul tipath query is perforned.

Any transit BFRwill transmt the BIER Echo Reply to the Initiator
with Bit-masked Entropy for each downstream path as defined in
[ RFC8029] .

4.3. Sending Bl ER Echo Request

The Initiator MIUST set the Message Type as 1 and Return Code as O.
The Proto field in the OAM packet MJST be set to 0. The choice of
the Sender’s Handl e and Sequence Number is a local matter to the
Initiator and SHOULD i ncrenent the Sequence Number by 1 for every
subsequent Echo Request. The QIF field is set to Initiator’s |ocal
timestanp format, and the TineStanp Sent field is set to the tine
that the Echo Request is sent.

The Initiator MIUST include Original SI-BitString TLV. The Initiator
MUST NOT include nore than one Original SI-BitString TLV. The
Initiator infers the Set ldentifier value and Sub-domain |ID val ue
fromthe respective BitString that will be included in the BIER
header of the packet and includes the values in "SI" and Sub-Donain
IDfields, respectively.

In Ping node, the Initiator MAY include Target SI-BitString TLV to
control the responding BFER(s) by listing all the BFERs from which
the Initiator expects a response. 1In the traceroute node, the
Initiator MAY include Target SI-BitString TLV to control the path
trace towards any specific BFER or set of BFERs. The Initiator on
receiving a reply with the Return code "Replying BFR is the only BFER
in the header BitString" or "Replying router is one of the BFERs in
header BitString" SHOULD unset the respective BFR-ID from Target SI-
BitString for any subsequent Echo Request.

The Initiator MAY include Downstream Mapping TLV (Section 3.4.4) in
the Echo Request to query additional information fromtransit BFRs
and BFERs. In case of ECMP discovery, the Initiator MJST include the
Mul tipath Entropy Data Sub-TLV and SHOULD set the Target SI-BitString
TLV carrying a specific BFER I D.
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The Initiator MJST encapsul ate the OAM packet with the Bl ER header
and MJST set the Proto as 5 and further encapsul ates with Bl ER-MPLS

| abel. In ping node, the Bl ER-MPLS Label TTL MJUST be set to 255. In
traceroute node, the BIER-MPLS Label TTL is set successively,
starting from1l and MJST stop sending the Echo Request if it receives
a reply with Return code as "Replying router is the only BFER in BIER
header BitString" fromall BFER listed in Target SI-BitString TLV.

4.4. Receiving Bl ER Echo Request

Sendi ng a Bl ER OAM Echo Request to control plane for payl oad
processing is triggered as nentioned in Section 4.1

Any BFR on receiving an Echo Request MJST performthe basic sanity
check, including, but not limted to, checking values of the fields
with a priori known values, e.g., Ver, Reply Mdde, or Type and Length
if any TLV is present. |If, at any stage of processing the received
Bl ER Echo Request, the BFR encounters an error, it MJST stop
processing and transmt BIER Echo Reply with the Return Code set
accordingly. |If the BFR cannot parse the OAM packet conpletely
because the value in the OAM Message Length field is incorrect, BFR
MUST send Echo Reply with Return Code set to "Ml fornmed Echo Request
received" if the OAM Message Length is incorrect. The Erroneous Echo
Request TLV (Section 3.4.8) SHOULD be included in the Bl ER Echo
Reply. |If the packet sanity check is fine, it SHOULD initiate the
bel ow set of vari abl es:

Repl y- Fl ag
This flag is initially set to 1.

Interface-|
The incoming interface on which the Echo Request was received.
This MAY be used to validate the Downstream Detail ed Mappi ng TLV
(DDVAP) i nfo and popul ate the Ingress Interface TLV.

Bl ER- Label - L
The Bl ER- MPLS Label received as the top | abel of the received Echo
Request. This MAY be used to validate if the packet is traversing
the desired Set Identifier and sub-domain path.

Header - H
The Bl ER header of the received Echo Request. It can be used to
validate the DDMAP info and to popul ate the Incoming SI-BitString
TLV. Also, it can be used to performentropy cal cul ation
considering a different field in the header and replying with
Mul tipath Entropy Data Sub- TLV.
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Best -return-code
contains the Return Code for the echo reply packet as currently
best known. As the algorithm progresses, this code may change
depending on the results of further checks that it perforns.

BFR MUST initialize the internal, to the inplenmentation, Best-return-
code variable to the null val ue.

BFR wi Il populate the Interface-1 with the identifier of the
interface over which the Echo Request is received, the top |abel in
the MPLS stack of the received Echo Request to Bl ER-Label -L, and the
Bl ER header to Header-H. |If the received Echo Request carries Target
SI-BitString TLV, a BFR SHOULD run the bool ean AND operati on between
BitString in Header-H and BitString in Target SI-BitString TLV. |If
the resulting BitString is all-zero, reset Reply-Flag=0 and go to
Section 4.5. H se:

* |f the BIER-Label -L does not correspond to the |ocal | abel
assigned for {sub-domain, BitStringLen, SI} in Oiginal SI-
BitString TLV, Set the Best-return-code to "Set-ldentifier
M smat ch" and Go to Section 4.5.

The step above allows the detection of a synchronization problemin
t he upstream BFR between Bl ER- Label and {sub-domain, BitStringLen,
SI} that night cause an uni ntended packet | eak between sub-domains.

* Set the Best-return-code to "One or nore of the TLVs is not
supported" if any of the TLVs in the Echo Request nessage i s not
supported. Go to Section 4.5.

* |f the BitString in Header-H does not match the BitString in
Egress BitString Sub-TLV of DDVAP TLV, set the Best-return-code to
"DDVAP M smat ch” and go to Section 4.5. Wen there are nore than
one DDVAP TLV in the received Request packet, the Downstream
Address and Downstream | nterface Address should be matched with
Interface-1 to identify the right DDVMAP TLV and then performthe
BitString match.

The step above allows the detection of a deviation between the BIER
control plane and the BIER forwarding plane in the upstream node that
may result in a forwarding | oop or packet duplication.

* Set the Best-return-code to "Invalid Miltipath Info Request", when
the DDVMAP TLV carries Miltipath Entropy Data Sub-TLV, and if the
Target SI-BitString TLV in the received Echo Request carries nore
than 1 BFER id. Go to Section 4.5. Else, list the ECW
downstream nei ghbors to reach BFR-ID in Target SI-BitString TLV,
cal culate the Entropy considering the BitString in Header-H and
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Miul ti path Entropy Data Sub-TLV fromreceived Echo Request. Store
the Data for each Downstreaminterface in a tenporary vari abl e.
Set the Best-return-code to 5 (Packet - Forward-Success) and goto
Section 4.5

This step instructs the node to calculate the Entropy Data for each
downstreaminterface to reach the BFER in Target SI-BitString TLV by
considering the incomng BitString and Entropy Data.

* Set the Best-return-code to "Replying router is the only BFER in
Bl ER header BitString", and go to Section 4.5 if the responder is
BFER and there are no nore bits in the BIER header BitString |eft
for forwarding.

* Set the Best-return-code to "Replying router is one of the BFERs
in Bl ER header BitString", and include Downstream Mapping TLV if
the responder is BFER and there are nore bits in BitString left
for forwarding. Also, include the Miultipath information as
defined in Section 4.2 if the received Echo Request carries
Mul tipath Entropy Data Sub-TLV. Go to Section 4.5.

* Set the Best-return-code to "No natching entry in the forwarding
table", if the forwarding | ookup, defined in Section 6.5 of
[ RFC8279] does not match any entry for the received BitString in
Bl ER header.

The step above allows the detection of the missing BFR-ID in the
node’'s BIER forwarding table. It is difficult to detect the absence
of the BFR-ID if the Request includes nore than one BFR-IDs in the
BitString and so may need to include the BFER-id that is not
responding to detect such failure.

* Set the Best-return-code to "Packet - Forward-Success", and incl ude
Downst r eam Mapping TLV. Go to Section 4.5.

Sendi ng Echo Reply
If Reply-Flag=0, BFR MJST rel ease the variables and MJUST NOT send any
response to the Initiator. |If Reply-Flag=1, proceed as bel ow

The Responder BFR SHOULD include the BitString from Header-H to
Incoming SI-BitString TLV and include the Set |ID, Sub-dormain ID and
BS Len that corresponds to Bl ER-Label-L. Responder BFR SHOULD
include the Ingress Interface TLV and popul ate the address from
Interface-1I.

When the Best-return-code is "Replying BFR is one of the BFERs in
header BitString", it MJST include Responder BFER TLV.
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If the received Echo Request had DDVAP with Miltipath Entropy Data
Sub- TLV, Responder BFR MJST include DDVAP as defined in

Section 3.4.4 for each outgoing interface over which the packet
will be replicated and include the respective Miltipath Entropy
Data Sub-TLV. For each outgoing interface, the respective Egress
BitString MUST be included in DDVAP TLV.

If the received Echo Request had DDVAP wi t hout Multipath Entropy
Data Sub-TLV, Responder BFR MUST incl ude DDVAP as defined in
Section 3.4.4 for each outgoing interface over which the packet
will be replicated. For each outgoing interface, respective
Egress BitString MJST be included in DDVAP TLV.

When the Best-return-code is "Replying BFR is the only BFER i n header
BitString", it MJST include Responder BFER TLV.

The Responder MUST set the Message Type as 2 and Return Code as Best-
return-code. The Proto field MIUST be set to O.

The Echo Reply can be sent as Bl ER-encapsul ated, or | P/ UDP

encapsul at ed, depending on the Reply Mdde in the received Echo
Request. Wen the Reply Mbde in the received Echo Request is set to
3, Responder appends the BIER header listing the BitString with BFIR
ID (from Header-H), sets the Proto to 5, and sets the BFIR as 0.
When the Reply Mdde in the received Echo Request is set to 2,
Responder encapsul ates with the | P/UDP header. The UDP destination
port MJST be set to TBDl (Section 5.1), and the source port MAY be
set to TBD1 or other value selected fromthe Dynam c range of port
nunbers. The source | P address is any non-1link-1ocal address
associated with the responder, and the destination |IP address is
derived fromthe BFIRid of the Bl ER header [RFC8296] in the received
Echo Request.

4.6. Receiving Echo Reply

The Initiator, upon receiving the Echo Reply, will use the Sender’s
Handl e to match with Echo Request sent. [If no match is found, the
Initiator MJUST ignore the Echo Reply.

If receiving Echo Reply has Downstream Mapping, the Initiator SHOULD
copy the sane to subsequent Echo Request(s).

If one of the Echo Reply is received with Return Code as "Replying
BFR is one of the BFERs in header BitString", it SHOULD reset the
BFR-1 D of the responder from Target SI-BisString TLV i n subsequent
Echo Request. This step hel ps avoid any BFR that is both BFER and
transit BFR to respond with Echo Reply continuously.
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5. | ANA Consi derati ons

The ternms used in the | ANA Consi derati ons below are intended to be
consistent with [ RFC8126].

5.1. UDP Port Nunber

Thi s docunent requests a UDP port TBD1 to be allocated by | ANA for
Bl ER Echo.

Servi ce Name bier-echo

Transport Protocol UDP, TCP

Assi gnee I ESG iesg@etf.org
Contact |ETF Chair chair@etf.org

Description The UDP destination port nunber for the | P/ UDP
encapsul at ed Bl ER Echo Reply message.

Ref erence Thi s docunent
Port Nunber TBD1
5.2. BIER OAM Regi stry G oup

IANA is requested to create and nmaintain the "BIER OAM' registry
group containing the registries |listed bel ow

5.3. BIER OAM Message Type

I ANA is requested to create in the Bl ER OAM Message Type registry in
the BIER OAM regi stry group as foll ows:

Regi stry Name: BI ER OAM Message Type.

Assi gnnent Pol i cy:

0-31 - | ETF Review

32-58 - RFC Required

59 - 61 - Experimental Use (Reserved, not to be assigned)

62 - 63 - Private Use (Reserved, not to be assigned)
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| Val ue | Descri ption | Reference |
[ ety e ————(———————————————————————— Ll p—p——_——r
| O | Reserved | This docunent |
S TRy O S I +
| 1 | BIER Echo Request/Echo Reply | This docunent |
T T T TRy I IRy +
| 2 - 58 | Unassi gned | This document |
S R o e e e e e e e e e e aa o - T +
| 59 - 61 | Reserved for Experinental Use | This docunent |
S TRy O S I +
| 62 - 63 | Reserved for Private Use | This docunent |
T T T TRy I IRy +

Table 1: Bl ER OAM Message Type
5.4. BIER Echo Request/Echo Reply Registries

I ANA is requested to create three Bl ER Echo Request/Echo Reply
registries in the BIER OAM regi stry group, as described bel ow.

5.4.1. BIER Echo Request/Echo Reply Message Types

I ANA is requested to create in the in the BIER OAM regi stry group the
Bl ER Echo Request/Echo Reply Message Types registry as foll ows:

Regi stry Name: BIER Echo Request/Echo Reply Message Types
Assi gnnent Pol i cy:

0 - 191 - | ETF Review

192 - 247 - RFC Required

248 - 251 - Experinmental Use (Reserved, not to be assigned)

252 - 255 - Private Use (Reserved, not to be assigned)
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| Val ue | Descri ption | Reference |
[} e —— p————————————————————————————— Ll p—p—_—r
| O | Reserved | This docunent |
S O S I +
| 1 | Bl ER Echo Request | This docunent |
S IR T T TRy I IRy +
| 2 | Bl ER Echo Reply | This docunent
R o e e e e e e e e e e aa o - T +
| 3 - 175 | Unassi gnhed | This docunent

S e S I +
| 176 - 247 | Unassi gned | This docunent |
S IR T T Ry I IRy +
| 248-251 | Reserved for Experinental Use | This document |
R o e e e e e e e e e e aa o - T +
| 252-255 | Reserved for Private Use | This docunent

S O S I +

Tabl e 2: BIER Echo Request/Echo Reply Message Types

Bl ER Echo Reply Mdes

I ANA is requested to create in the BIER OAM regi stry group the new
Bl ER Echo Reply Mde registry as foll ows:

Kumar ,

Regi stry Name: BIER Echo Reply Mde
Assi gnnent Pol i cy:

0 - 191 - | ETF Review

192 - 247 - RFC Required

248 - 251 - Experinental Use (Reserved,

not to be assigned)

252 - 255 - Private Use (Reserved, not to be assigned)
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| Val ue | Descri ption | Reference |
[} e —— e —_—_———————————————_——————————_————_ Ll —p—p——_——r
| O | Reserved | This docunent |
S O S I +
| 1 | Do Not Reply | This docunent |
S IR T T e I IRy +
| 2 | Reply via an | Pv4/IPv6e UDP Packet | This docunent |
R o e e e e e e e e e e e e e o m o T +
| 3 | Reply via Bl ER packet | This docunent |
S O S I +
| 4 - 175 | Unassi gned | This docunent |
S IR T T pe e I IRy +
| 176 - 247 | Unassi gned | This document |
R o e e e e e e e e e e e e e o m o T +
| 248-251 | Reserved for Experinental Use | This docunent |
S O S I +
| 252-255 | Reserved for Private Use | This document |
S IR T T T r ey I IRy +

Tabl e 3: BIER Echo Reply Mdes
5.4.3. BIER Echo Return Codes

I ANA is requested to create in the BIER OAM regi stry group the new
Bl ER Echo Return Codes registry as follows:

Regi stry Name: BIER Echo Return Codes

Assi gnment Pol i cy:

0 - 191 - I ETF Review

192 - 247 - RFC Required

248 - 251 - Experinmental Use (Reserved, not to be assigned)

252 - 255 - Private Use (Reserved, not to be assigned)
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| Val ue | Descri ption | Reference |
[§ oo b fomey e s s ey s e
| O | No Return Code | This docunent |
O o m o oo Fom e +
| 1 | Mal fornmed Echo Request received | This docunent

S o m o e oo +
| 2 | ©One or nore of the TLVs is not | This docunent

| | support ed | |
R oo m e e e e e e e e e e ao - S +
| 3 | Replying BFRis the only BFER | This docunent

| | in header BitString | |
S o m o e e oo +
| 4 | Repl ying BFR i s one of the | This docunent

| | BFERs in header BitString | |
R oo m e e e e e e e e e e ao - S +
| 5 | Packet - For war d- Success | This docunent |
S o m oo oo - +
| 6 | I'nvalid Miultipath Info Request | This document |
B St o m e e e oo - +
| 7 | Unassi gned | This document |
R oo m e e e e e e e e e e ao - S +
| 8 | No matching entry in the | This docunent

| | forwarding table | |
S o m o e e oo +
| 9 | Set-ldentifier Msmatch | This docunent

S R o e e e e e e e e e e e e e e T +
| 10 | DDVAP M smatch | This docunent

O o m o oo Fom e +
| 11 - | Unassi gned | This docunent |
| 247 I I I
B St o m e e e oo - +
| 248-251 | Reserved for Experimental Use | This docunent |
R oo m e e e e e e e e e e ao - S +
| 252-255 | Reserved for Private Use | This docunent

S o m oo oo - +

Tabl e 4: BI ER Echo Return Codes
5.5. Commobn Registration Procedures for TLVs and Sub-TLVs

This section describes registration procedures for Type registries in
Bl ER Echo Request/Reply TLVs and sub-TLVs.
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1.

TLVs

et al.

Bl ER
o= ——4
Regi stration |
Pr ocedur es |
[t ——————
St andar ds |
Action |
I

.............. +

Fi rst Cone,
Fi rst Served

St andar ds
Action

Experi ment al
Use

Fi rst Cone,
First Served

January

This range is for TLVs and
sub-TLVs that require an error
message if not recognized.

This range is for TLVs and
sub-TLVs that require an error
message i f not recognized.

This range is for TLVs and
sub-TLVs that require an error
message if not recognized.

his range is for TLVs and sub-
TLVs that can be silently
dropped if not recognized.

This range is for TLVs and
sub-TLVs that can be silently
dropped if not recognized.

This range is for TLVs and
sub-TLVs that can be silently
dropped if not recognized.

Table 5: TLVs

TLVs.

as wel |

2026

IANA is requested to create in the BIER OAM registry group a registry
for the Type field of top-Ileve
the associ ated sub- TLVs.
scoped by the TLV.

as sub-registries for
Note that the neaning of a sub-TLV is

The nunber of spaces for the sub-TLVs of various

TLVs is independent.

Regi stry Name: TLVs

Expires 11 July 2026

Assi gnment Policy: Section 5.5
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The TLVs requested by this document for the | ANA consideration are
listed in Table 6.

[} gty sy sl s s
| Type | TLV Nane | Reference | Sub-TLV Registry |
[ bl oo oo oo e oo s e
| O | Reserved | This document | |
F-- - - - o e e e e o - Fom e e e oo - o e e e e e e e e aao- +
| 1 | Original SI- | This docunent | No Sub-TLVs |
| | BitString | | |
Foommo- oo Fom e o m oo +
| 2 | Target SI- | This docunent | No Sub-TLVs |
| | BitString | | |
F-- - - - o e e e e o - Fom e e e oo - o e e e e e e e e aao- +
| 3 | I'ncoming SI- | This docunent | No Sub-TLVs |
| | BitString | | |
Foommo- oo Fom e o m oo +
| 4 | Downstream | This docunent | Link the Sub-TLVs for |
| | Mappi ng | | TLV Type 4 sub-registry |
F-- - - - o e e e e o - Fom e e e oo - o e e e e e e e e aao- +
| 5 | Responder | This document | No Sub-TLVs |
I I BFER I I I
Foommo- oo Fom e o m oo +
| 6 | Responder | This document | No Sub-TLVs |
I I BFR I I I
F-- - - - o e e e e o - Fom e e e oo - o e e e e e e e e aao- +
| 7 | I ngress | This document | No Sub-TLVs |
| | Interface | | |
Foommo- oo Fom e o m oo +

Tabl e 6: TLVs
5.5.2. Sub-TLVs for TLV Type 4

I ANA is requested to create in the registry for the Type 4
(Downst ream Mappi ng) a sub-registry Sub-TLVs for Type 4.

Regi stry Name: Sub-TLVs for Type 4

Assi gnnent Policy: Section 5.5
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6.

B oo oo, e e o1
| Type | Sub- TLV Nane | Reference |
[ bl oo oo oo s s e e e pu e o1
| O | Reserved | This docunent |
S - . +
| 1 | Multipath Entropy Data | This docunent |
Fomemm - T . +
| 2 | Egress BitString | This document |
S S o o +

Table 7: TLVs
Security Considerations

The security considerations of [RFC8296], and through it of
[ RFC8279], apply to this specification.

The security consideration for BIER Ping is simlar to | CMP [ RFC0792]
or LSP Ping [ RFC8029], [RFC6425]. As with ICWP or LSP Ping, BFR can
be exposed to Denial -of -Service (DoS) attacks, and it is RECOMVENDED
to regul ate the BIER Ping packet flowto the control plane. A rate
limter SHOULD be applied to avoid any attack. Specifically, a rate
limter SHOULD be applied to the well-known UDP port defined in
Section 5.1. Although using BIER Echo Request in a DoS anplification
attack is theoretically possible, spoofing BFIR ID in the Bl ER Header
presents itself as a serious challenge. As a result, this threat is
not a big concern.

As with ICWP or LSP Ping, a traceroute can be used to obtain network
information. It is RECOMVENDED that the inplenentation checks the
integrity of BFIR of the Echo nessages agai nst any |locally secured
list before processing the nmessage further.

In sone BIER environnents, transmtting a single BIER Echo Request
nmessage can result in the sender receiving an overwhel mi ng nunber of
Bl ER Echo Reply nessages. |In that case, an operator MAY choose to
address the Bl ER Echo Request to a subset of BFERs rather than to all
BFERs in the domain.
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