Bl ER Z. Zhang
I nternet-Draft Juni per Net wor ks
I ntended status: Standards Track 4 Decenber 2024
Expires: 7 June 2025

Bl ER Penul ti mate Hop Poppi ng
draft-ietf-bier-php-16

Abst r act

Thi s docunent specifies a mechanismfor Penultinmte Hop Popping (PHP)
inthe Bit Index Explicit Replication (BIER) architecture. PHP
enabl es the renoval of the BIER header by the penultimte router,

t hereby reducing the processing burden on the final router in the
delivery path. This extension to Bl ER enhances operationa
efficiency by optimzing packet forwarding in scenarios where the
final hop’'s capabilities or requirenents necessitate such handling.
The docunent details the necessary extensions to the BIER
encapsul ati on and forwardi ng processes to support PHP, providing
gui dance for inplenmentation and depl oynent within Bl ER-enabl ed

net wor ks.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 7 June 2025.
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Copyri ght Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Bit Index Explicit Replication (BIER) architecture [ RFC3279]
consists of three layers: the "routing underlay”, the "BIER | ayer",
and the "nulticast flow overlay". The nulticast flow overlay is
responsi ble for allowi ng Bl ER Forwardi ng Egress Routers (BFERs) to
signal to BIER Forwarding Ingress Routers (BFIRs) their interest in
receiving specific multicast flows, enabling BFIRs to encode the
appropriate bitstring for forwardi ng by the BIER | ayer.

Multicast Virtual Private Network (MVPN) [ RFC6513] [RFC6514] and

Et hernet VPN (EVPN) [ RFC7432] are two anal ogous overlays in which BGP
Aut o- Di scovery routes for MVPN EVPN are exchanged anong all Provider
Edge (PE) routers to signal which PEs should receive mnulticast
traffic for all or certain flows. Typically, a consistent provider
tunnel type is used for traffic delivery to all receiving PEs.
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In a depl oynment scenario where WPN EVPN is in use and a sufficient
nunber of provider routers support BIER, BIER can becone the
preferred provider tunnel type [RFC8556] [RFC9624] . However, sone
PEs may | ack the capability to support BIER forwarding (they are
referred to as BIER-incapable in this docunent). Wile it is
possible for an ingress PE to send traffic to some PEs using one type
of tunnel and to others using a different type, such a procedure can
be conmplex and may result in suboptinmal forwarding.

A potential solution to this issue is the use of Penultinmate Hop
Poppi ng (PHP), whereby the upstream Bl ER Forwardi ng Router (BFR) pops
t he Bl ER header [RFC8296] and transnits the payl oad without BIER
encapsul ation. This transm ssion can occur either directly or
indirectly through any type of tunnel to the PE. This mechanismis
anal ogous to Multi-Protocol Label Sw tching (MPLS) PHP, except that
the Bl ER header is renoved.

The transition froman existing M/PN EVPN depl oynment with
conventional provider tunnels to a Bl ER-based sol uti on, where sone
PEs are not BIER-capable, can be increnmental. Initially, all PEs are
upgraded to support BIER in the control plane, with those unable to
perform Bl ER forwardi ng requesting PHP. Subsequently, BIER-capable

i ngress PEs can i ndependently and increnentally switch to BIER
transport.

VWhile MWPN EVPN i s used as an exanple in the above di scussion, BIER
PHP is applicable to any scenario where the nulticast flow overlay
edge router does not support BIER, provided that the edge router does
not need to identify the transmtting BFIR or participate in BIER
Operations, Administration, and Miintenance (QAM procedures.

Thi s approach is effective when a Bl ER-i ncapabl e PE only needs to
receive multicast traffic. However, if the PE also needs to send
multicast traffic, it nmust performlingress Replication to a Bl ER
capabl e hel per PE, which will then relay the packet to other PEs.

The hel per PE may be a Virtual Hub as defined in [ RFC7024] for MPN
and [I-D.ietf-bess-evpn-virtual -hub] for EVPN, or an AR-Replicator as
defined in [ RFC9574] for EVPN

2. Specifications

The BI ER Penul ti mate Hop Popping (PHP) nechanismis designed
specifically for scenarios where a nulticast flow overlay router
within a Bl ER domai n does not support BIER forwarding, either
completely or for specific BitStringLengths (BSL). |In the latter
case, PHP applies only to BIER packets with those particul ar BSLs.

If the flow overlay router were capable of BIER forwarding, it would
function as a BFER, and PHP woul d not be perfornmed by the penultinmate
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hop.

The procedures outlined in this section are applicable only if,

t hrough neans outside the scope of this docunment, it is established
that all potential penultimte hop BFRs are capabl e of supporting PHP
(i.e., able to renove the Bl ER header when forwarding to a requesting
flow overlay router) and that the payl oad foll owi ng the Bl ER header
is one of the foll ow ng:

* MPLS packets with a downstream assigned | abel at the top of the
stack (i.e., the Proto field in the BIER header is set to 1). For
instance, a | abel from a Domai n-wi de Common Bl ock (DCB) as
specified in [ RFC9573].

* | Pv4/1Pv6 multicast packets for which the Reverse Path Forwarding
(RPF) check is disabl ed.

2.1. Signaling

In 1S-1S signaling, a sub-TLV nested within another sub-TLV is
referred to as a sub-sub-TLV (and further |evels are possible, such
as sub-sub-sub-TLV). In other signaling protocols, a sub-TLV nested
within another sub-TLV is still referred to as a sub-TLV. For
conveni ence, this docunent uses the term "sub-TLV' even when
referring to a sub-sub-TLV in IS-1S, as there is no anbiguity in the
term nol ogy (e.g., MPLS Encapsul ation).

A Bl ER-i ncapabl e router, when functioning as a nmulticast flow overlay
router for BIER, MJUST signal its BIER information as specified in

[ RFC8401], [RFC8444], [I-D.ietf-bier-ospfv3-extensions], or
[I-D.ietf-bier-idr-extensions], including a PHP sub-TLV within the

Bl ER sub-TLV (or TLV in the case of BGP) attached to the BIER-

i ncapabl e router’s BFR-prefix to request Bl ER PHP from ot her BFRs.
The type of the sub-TLV or sub-sub-TLV is TBD, and the length is O.

For MPLS encapsul ati on, the BIER-incapable multicast flow overlay
router MAY omt the BIER MPLS Encapsul ation sub-TLV, or it MJST set
the Label field in the BIER MPLS Encapsul ati on sub-TLV to the
Implicit Null Label [RFC3032].

In the case of MPLS encapsulation, if a BFER (which supports Bl ER but
not a specific BSL) does not support a particular BSL, it MAY
advertise a correspondi ng Bl ER MPLS Encapsul ati on sub-TLV with the
Label field set to the Inplicit Null Label to request PHP for that
BSL. In this scenario, the PHP sub-TLV MJST NOT be incl uded.
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For non- MPLS encapsul ation [I-D.ietf-bier-Isr-non-npls-extensions],
the BIER-i ncapable nulticast flow overlay router MAY omit the BIER
non- MPLS Encapsul ation sub-TLV, or it MJST set the BIFT-id field in
the BI ER non- MPLS Encapsul ati on sub-TLV to O.

Simlarly, for non-MPLS encapsul ation, if a BFER (which supports BIER
but not a specific BSL) does not support a particular BSL, it MAY
advertise a correspondi ng Bl ER non- MPLS Encapsul ati on sub-TLV but set
the BIFT-id field to O to request PHP for that BSL. In this
scenario, the PHP sub-TLV MJUST NOT be incl uded.

2.2. BIRT/BIFT Cal cul ation

If a BFR adheres to Section 6.9 of [RFC8279] for handling Bl ER-

i ncapabl e routers, it MIST treat a router as BIER-incapable for a
specific BSL if the I abel in the corresponding MPLS Encapsul ati on
sub- TLV advertised by the router is Inplicit Null, or if the BIFT-id
in the correspondi ng non- MPLS Encapsul ati on sub-TLV is O.
Additionally, the router MJST be treated as Bl ER-i ncapable for al
BSLs if it advertises a PHP sub-TLV. Consequently, the router wll
not be utilized as a transit BFR for certain or all BSLs.

When t he downstream nei ghbor (whether determ ned through | GP
calculation or indicated in the Bl ER Nexthop sub-TLV in the case of
BGP) for a BFR-prefix is the router that advertises the prefix with a
PHP sub-TLV, an Inplicit Null Label in its BIER MPLS Encapsul ati on
sub-TLV, or a BIFT-id of 0 in its BIER non- MPLS Encapsul ati on sub-
TLV, then, upon the creation or update of the corresponding BIRT or

BI FT entry, the forwardi ng behavi or MIST be that the BIER header is
renoved and the payload is forwarded to the downstream router w thout
the BI ER header, either directly or over any type of tunnel

3. Security Considerations

Thi s specification does not introduce additional security concerns
beyond those al ready discussed in BIER architecture [RFC8279] and

Bl ER signaling extensions to OSPF [ RFC8444], |1S-1S [ RFC8401] and BGP
[I-D.ietf-bier-idr-extensions].

4. Operational Considerations

BI ER PHP can only be used when the conditions specified in Section 2
are nmet. The BIER OAM functionality is not available on the Bl ER
i ncapabl e fl ow overlay routers, but using PHP when the conditions are
met is sinpler than the alternative of using BIER to send to some
wher eas using non-BIER tunnels to send to other flow overlay routers.
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[ RFC8279] states that when the BIER header is decapsul ated, by
default its Tine to Live (TTL) value is not inherited by the payl oad.
That means in the PHP case, the payload’'s TTL will be decrenented
once nore than in the non-PHP case.

| ANA Consi der ati ons

Thi s docunent requests a new sub-sub-TLV type value fromthe "Sub-
sub-TLVs for BIER Info Sub-TLV' registry within the "I S-1S TLV
Codepoi nts" registry:

Type Name

TBD Bl ER PHP Request

Thi s docunent requests a new sub-TLV type value fromthe OSPFv2
Ext ended Prefix TLV Sub-TLV registry:

Type Name

TBD Bl ER PHP Request

Thi s docunent requests a new sub-TLV type value fromthe OSPFv3
Ext ended LSA Sub-TLVs registry:

Type Name L2BM

TBD Bl ER PHP Request X

Thi s docunent requests a new sub-TLV type value fromthe BGP BIER TLV
sub- TLV Types registry requested in [I-D.ietf-bier-idr-extensions]:

Type Name

TBD Bl ER PHP Request
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