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Abst r act

Thi s document specifies a list of functional requirenments for
Operations, Administration, and M ntenance nmechani snms, protocol s,
and tools that support operations in the Bit Index Explicit
Replication |layer of a network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC8279] specifies a Bit Index Explicit Replication (BlIER)
architecture and how it supports forwarding of multicast data
packets.

Thi s docunent |ists the Operations, Adnministration, and Mi ntenance
(OAM requirenments for the BIER | ayer (Section 4.2 of [RFC8279]) of
the multicast domain. The list can further be used for gap anal ysis
of available CAMtools to identify possible enhancenents of existing
or whether new OAMtools are required to support proactive and on-
demand path nonitoring and service validation

1.1. Conventions used in this docunent
1.1.1. Term nol ogy
The reader is expected to be famliar wth:

* [RFC7799], particularly definitions of Active, Passive, and Hybrid
measur enent net hods and netri cs.

* The definitions and cal cul ati on of performance netrics, e.g.,

t hroughput, | oss, delay, and delay variation netrics, are defined
in [ RFC6374].
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* The definitions, applicability, and exanples of the Continuity
Check and Connectivity Verification nechani sns, components of the
Faul t Managenment OAM can be found in [ RFC5860], [ RFC6371], and
[ RFC7276] .

* Amulticast donmain is a network segnent that defines the scope for

the multicast traffic, allowing it to be exchanged only anong
systens within the domain [ RFC8279].

* The term"BIER OAM' is used in this docunent interchangeably wth
"a set of OAM protocols, nethods, and tools for the BIER | ayer".

* Downstream - is the direction fromthe ingress toward the egress
endpoints of a multicast distribution tree.

* [Egress endpoint is a router to which the packet needs to be sent
[ RFC8279] .

* Ingress endpoint is a router that encapsul ates a packet in a BIER
header [ RFC8279].

* A BIER OAM session is a comuni cation established between Bit-
Forwardi ng Routers (BFR) to perform OAM functions |like fault
detection, performance nonitoring, and |ocalization [ RFC7276].
These sessions can be proactive (continuous, persistent
configuration) or on-demand (manual, tenporary diagnostics).

1.1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

The requirenents | anguage is used in Section 2 and applies to
i mpl ement ati ons of Bl ER OAM conformant to the listed requirenents.

1.1.3. Acronyns
BFD: Bidirectional Forwarding Detection [ RFC8562]
BFR: Bit-Forwardi ng Router [RFC8279]
BFER Bit-Forwardi ng Egress Router [RFC8279]

BIER Bit Index Explicit Replication [ RFC8279]
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OAM Qperations, Adm nistration, and Mii ntenance [ RFC6291]
PMIUD: Path Maxi mum Transm ssion Unit Di scovery [RFC1191]
p2np: Point-to-Miltipoint [RFC8562]
RDI : Renote Defect |ndication [ RFC6428]
STAMP: Sinple Two-way Active Measurenent Protocol [RFC8762]

2. Requirenents
This section lists the requirenents for OAM of the BIER | ayer:

1. The listed requirements MJST be supported with any routing
underl ay [ RFC8279] over which the BIER | ayer can be realized.

2. It MIUST be possible to initialize a Bl ER OAM session from any BFR
of the given Bl ER donai n.

3. It MIST be possible to initialize a BIER OAM session froma
controller.

4. BIER OAM MJUST support proactive OAM nonitoring and neasurenent
met hods.

5. BIER OAM MJST support on-demand OAM nonitoring and measur enent
net hods.

6. BIER OAM MJST support active performance nmeasurenent net hods
[ RFC7799] .

7. BIER OAM MJST support passive performance neasurenment methods
[ RFC7799] .

8. BIER OAM MJST support the ability of any BFR in the given BIER
domain to nonitor Bit-Forwarding Egress Router (BFER)
availability proactively.

Thi s requirement provides helpful clarification to the conbination of
Requirenents 2 and 4. The p2np BFD with active tail support

[ RFCO780] is an exanple of a protocol that provides notifications
about the loss of connectivity in a multicast distribution tree.

9. BIER OAM MJST support downstream path continuity check.
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Bi di recti onal Forwarding Detection (BFD) [ RFC8562] is an exanple of a
protocol that nmonitors the continuity of a multicast distribution
tree.

10. BI ER OAM MUST support downstream perfornmance neasurenent.

Si npl e Two-way Active Measurenment Protocol (STAMP) [RFC8762] is an
exanpl e of a protocol that supports measurenent of performance
metrics, e.g., packet loss ratio, delay, and delay variation.

11. In the downstreamdirection, a Bl ER OAM sol uti on MJST support
transm ssi on of OAM packets to traverse the sane set of nodes and
I'inks and receive the sanme forwardi ng treatnment (including QS)
as the nonitored BIER fl ow.

In sone cases, e.g., when nonitoring a conposite data flow that

i ncl udes several sub-flows characterized by different CoS nmarking, an
operator nay choose to nonitor the continuity of the path at the

hi ghest CoS, not at every CoS value in the data flow In that case,
Bl ER OAM packets traverse the same set of nodes and |links as the
composite data flow while receiving the same forwarding treatnent as
the hi ghest CoS sub-flow. 1In this scenario, the state of path
continuity for | ower CoS sub-flows can be derived fromthe state of

t he hi ghest CoS, as determ ned by the Bl ER OAM protocol perform ng
continuity verification (e.g., BFD).

12. BI ER OAM MUST support bidirectional OAM nethods. In the
downstream direction, these nmethods of nonitoring or neasurenent
MUST conformto Requirenent 11. |In the reverse direction (i.e.,
fromthe egress toward the ingress endpoint of the BIER OAMt est
session), BIER OAM packets MAY deviate fromtraversing the sane
set of nodes and links, or receive a different forwarding
treatment (including QoS) as the nonitored Bl ER fl ow

Point-to-Miltipoint (p2np) BFD with active tail [RFC9780]) is an
exanmpl e of the bidirectional mechani smof continuity checking.

13. BI ER OAM MUST support Path Maxi mum Transm ssion Unit di scovery
(PMTUD) .

The PMIUD using | CVMP [ RFC1191] is an exanple of the mechani sm

14. BI ER OAM MUST support an RDI mechanismto notify the BFR the
source of the continuity checking by BFERs.

The Diagnostic field in p2np BFD with active tail support, as

described in Section 5 of [RFC9780], is an exanple of the RDI
mechani sm
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15. BI ER OAM MUST support downstream performance neasur enent
met hod(s) that (together) cal cul ate performance netrics, e.g.,
throughput, |oss, delay, and delay variation netrics [ RFC6374].

STAMP ([ RFC8762] and [RFC8972]) is an exanple of an active
performance neasurenent nethod of performance netrics that nmay be
applied in a BIER domain. The Alternate Marking Method, described in
[ RFC9341] and [RFC9342], is an exanple of a hybrid nmeasurenent nethod
([RFC7799]) that may be applied in a Bl ER domai n.

16. BI ER OAM MUST support defect notification nmechanisn(s).

Al larm I ndi cation Signal [RFC6427] is an exanple of the defect
notification mechani sm

17. BI ER OAM MUST support a way for any BFR in the given BIER donain
to originate a fault nanagenment nessage addressed to any subset
of BFRs within the donain.

[ RFC6427] provides an exanple of a Fault Managenent nessagi ng
mechani sm

18. BI ER OAM MUST support nethods to enable the survivability of a
Bl ER | ayer.

Protection switching and restoration are exanples of survivability
met hods.

3. | ANA Consi derations

Thi s docunent does not propose any | ANA consideration. This section
may be renoved

4. Security Considerations

Thi s docunent |ists the OAMrequirenents for a Bl ER-enabl ed domain
and thus inherits the security considerations discussed in [ RFC8279]
and [ RFC8296]. Another general security aspect results from using
active OAM protocols ([RFC7799]) in a nulticast network.

Active OAM protocols inject specially constructed test packets. Sone
active OAM protocols are based on the echo request/reply principle of
usi ng those test packets. |In the multicast network, test packets are
replicated as data packets, thus creating a possible anplification
effect of multiple echo replies being transmtted to the sender of
the echo request. Thus, follow ng security-related requirenents for
Bl ER OAM
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* A BIER OAM sol uti on MJUST protect the control plane by controlling
the rate of echo request transm ssion.

* A BIER OAM sol uti on MJST provide control of the nunber of BIER OAM
messages sent to the control plane.
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