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Abst r act

Thi s docunent describes a list of functional requirenents toward
Operations, Administration and Maintenance (OAM toolset in Bit |ndex
Explicit Replication (BIER) |ayer of a network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

[ RFC8279] introduces and explains Bit Index Explicit Replication
(BIER) architecture and how it supports forwarding of nulticast data
packets.

Thi s docunent lists the QAMrequirenents for the BIER | ayer of the
mul ticast domain. The list can further be used for gap anal ysis of
avail able OAMtools to identify possible enhancenents of existing or
whet her new OAM tools are required to support proactive and on-denand
pat h nmonitoring and service validation.

1.1. Conventions used in this docunent
1.1.1. Term nol ogy

The term "BI ER OAM' used in this docunment interchangeably with |onger
version "set of OAM protocols, nethods, and tools for BIER | ayer".

* In-band OAMis an active OAM or hybrid OAM net hod ([ RFC7799]) that
traverses the sane set of links and interfaces receiving the sane
Q@S treatnent as the nonitored BIER fl ow.

* Qut-of-band OAMis an active OAM net hod whose path through the
Bl ER domain is not topologically identical to the path of the
monitored BIER flow, or its test packets receive different QS, or
bot h.
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1.1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.1.3. Acronyns
BFR: Bit-Forwardi ng Router
BFER Bit- Forwardi ng Egress Router
BIER Bit Index Explicit Replication
OAM Qperations, Adm nistration and Mi ntenance

2. Requirenents

This section lists the requirenents for OAM of the BIER | ayer:

1. The listed requirenments MJST be supported with any transport
| ayer over which the BIER | ayer can be realized.

2. It MJUST be possible to initialize a BIER OAM sessi on from any
Bi t - Forwardi ng Router (BFR) of the given BIER domain.

3. It SHOULD be possible to initialize a BIER OAM session froma
centralized controller.

4. Bl ER OAM MUST support proactive and on-denmand OAM monitoring and
measur enent met hods.

5. Bl ER OAM MJUST support uni directional OAM nethods, both
continuity check and perfornmance neasurenent.

6. Bl ER OAM packets MJST be in-band (Section 1.1.1) in the forward
direction, i.e., fromingress toward egress endpoint(s) of the
OAM t est sessi on.

7. Bl ER OAM MUST support bi-directional OAM nmet hods. Such OAM
met hods MAY conbi ne in-band monitoring or neasurenent in the
forward direction and out-of-band (Section 1.1.1) notification
in the reverse direction, i.e., fromegress to ingress end point
of the OAM test session.
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8. Bl ER OAM MUST support proactive nonitoring of BFER availability
by a BFR in the given BIER domain, e.g., p2np BFD active tai
support.

9. Bl ER OAM MUST support Path Maxi mum Transm ssion Unit di scovery.

10. BIER OAM MJST support Reverse Defect Indication (RD)
notification of the source of continuity checking BFR by Bit-
Forwar di ng Egress Routers (BFERs), e.g., by using Diag in p2np
BFD with active tail support.

11. BIER OAM MJST support active and passive perfornmance nmeasurenent
met hods [ RFC7799] .

12. BIER OAM MUJST support unidirectional performance neasurenent

met hods to cal cul ate throughput, |oss, delay, and del ay
variation nmetrics. Sinple Two-way Active Measurenent Protoco
([RFC8762] and [ RFCB972]) is an exanple of an active perfornmance
measur enent net hod and performance netrics that may be applied
in a BIER domain. The Alternate Marki ng Met hod, described in

[ RFC9341] and [RFC9342], is an exanple of a hybrid nmeasurenent
met hod ([ RFC7799]) that nmay be applied in a Bl ER domain.

13. Bl ER OAM MJST support defect notification mechanism |ike Al arm
Indication Signal. Any BFR in the given Bl ER domai n MAY
originate a defect notification addressed to any subset of BFRs
within the domain.

14. BIER OAM MUST support nethods to enable the survivability of a
Bl ER | ayer. These recovery nethods MAY use protection switching
and restoration.

3. | ANA Consi der ations

Thi s docunent does not propose any | ANA consideration. This section
may be renoved

4. Security Considerations

Thi s docunent |ists the OAM requirenent for a Bl ER enabl ed donai n and
thus inherits security considerations discussed in [RFC8279] and

[ RFC8296]. Another general security aspect results fromusing active
OAM protocols, according to the [RFC7799], in a nulticast network.
Active OAM protocols inject specially constructed test packets, and
some active OAM protocols are based on the echo request/reply
principle. In the multicast network, test packets are replicated as
data packets, thus creating a possible anplification effect of

mul tiple echo responses being transnmtted to the sender of the echo
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request. Thus, an inplenmentation of Bl ER OQAM MUST protect the
control plane fromspoofed replies. Al so, an inplenentation of BIER
OAM MUST provi de control of the number of BI ER OAM nessages sent to
the control plane.
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