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Abst ract

Thi s docunent describes BIER Fast Reroute (BIER FRR) as a mechani sm
for Fast Reroute (FRR) in Bit Index Explicit Replication (BlIER)
networks. It enhances the resiliency of BIER by quickly rerouting
BIER traffic in the event of a link or node failure. This ensures
that nulticast traffic continues to reach its intended destinations,
thereby m ninizing packet |oss and service disruption. BIER-FRR is
designed to integrate seanlessly with existing Bl ER operations

wi thout requiring per-flow state or additional signaling. The
docunent suggests additional structures for BIER to hold information
for backup forwarding entries and to enable themin case of detected
failures. BIER FRR can inplenent different protection levels, e.g.,
link protection or node protection, and different protection
strategies. Tunnel -based Bl ER-FRR and LFA-based Bl ER-FRR are

i ntroduced as protection strategies and their inplenentation with the
proposed extensions. A conmparison highlights the differences between
bot h approaches. This docunent serves as an introductory priner to
support future, nore conprehensive, BlIER Fast Reroute analysis and
sol ution devel oprent .

Requi renment s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Wth BIER [ RFC8279], a Bit-Forwardi ng Router (BFR) forwards BlIER
packets based on a bitstring in the Bl ER header using the information

in the Bit Index Forwarding Table (BIFT). |Its entries are locally
derived froma routing underlay ([RFC8279] Section 4.1) or set by a
controller. |In case of a persistent link or node failure, BIER

traffic may not be delivered until the BIFT has been updated based on
the reconverged routing underlay or by a controller

Typi cal ly, BIER packets are forwarded w thout an outer |P header
Consequently, if a link or node failure occurs, the correspondi ng BFR
Nei ghbor (BFR-NBR) becones unreachable. Fast Reroute (FRR)

mechani snms in the routing underlay, such as | P-FRR [ RFC5286], apply
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exclusively to I P packets, leading to potential loss of BIER traffic.
BIER traffic can only be restored after the routing underlay has
reconverged and the BIFT has been recal cul ated. Tunneling BIER
packets can serve as a solution to reach the BFR-NBR in the case of a
link failure by |everaging the FRR capabilities of the routing

under| ay, provided such nechani sns are avail able. However, tunneling
a single BlIER packet does not help in the case of node failures
because many next-next-hops on the way to destinati ons need a packet
copy when the next-hop becones unreachable. G ven that BlIER may
carry nmulticast traffic with real-time requirenents, there is a
particular need to protect BIER traffic against prol onged outages
follow ng failures.

Thi s docunent introduces a nonenclature for Fast Reroute in BlIER
(BIER-FRR). Upon detecting that a BFR-NBR i s unreachabl e, Bl ER FRR
enables a BFR to quickly reroute affected BI ER packets using backup
forwarding entries. To avoid the generation of redundant packets,
backup forwardi ng entries should be processed before nornal
forwarding entries.

The protection | evel offered by Bl ER-FRR can be either |ink
protection or node protection. Link protectionis limted to

saf eguarding against link failures and is sinpler to inplenment but
may not be effective if a BFRitself fails. Node protection, while
nmore conpl ex, al so guards against the failure of BFRs. The choice of
backup strategy determ nes the sel ection of backup forwarding

entries. Exanples of backup strategies include tunnel-based Bl ER FRR
and LFA-based Bl ER- FRR:

*  Tunnel -based Bl ER-FRR. Thi s approach | everages the nmechani sns of
the routing underlay for FRR purposes. The routing underlay
typically restores connectivity faster than BIER, as the
reconvergence of the routing underlay is a prerequisite for the
recal cul ation of the BIFT. Wen the routing underlay utilizes FRR
mechani sns, its forwarding capabilities are restored well before
reconvergence is conpleted. To benefit fromthe rapid restoration
of the routing underlay, BIER traffic affected by a failure is
tunnel ed over the routing underl ay.

* LFA-based BI ER-FRR This approach reroutes BIER traffic to
alternative neighbors in the event of a failure. It applies the
principles of IP-FRR requiring that LFAs are al so BFRs. Nor nal
(ie, non-tunneled or direct) BIER LFAs can be reached without
tunneling, renote Bl ER-LFAs use a tunnel and topol ogy-i ndependent
Bl ER- LFAs use explicit paths to reach the backup BFR-NBR  Unlike
tunnel - based FRR, LFA-based Bl ER- FRR does not depend on fast
reroute nmechani sns in the routing underl ay.
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Bl ER- FRR descri bes extensions to BIER so that both strategi es can be
i mpl emented, but it does not mandate a specific one. The Bl ER-FRR
mechani sms described in this docunent adhere to a primary/backup path
nodel , al so known as 1:1 protection where traffic is forwarded either
over a primary path or over a backup path. It is in contrast to a
1+1 protection nodel, where traffic is duplicated across both prinmary
and backup paths. That principle has been inplenented by Milticast-
only Fast Reroute (MbFRR) [RFC7431] and was explored for BIER in
[BrAl 17].

2. Term nol ogy
Thi s docunent uses the follow ng definitions:
BIER Bit Index Explicit Replication
BIER-FRR: Bit Index Explicit Replication Fast ReRoute
BFR: Bit-Forwardi ng Router
BFR- NBR: Bit - For war di ng Nei ghbor
BFIR Bit-Forwardi ng I ngress Router
BFER Bit- Forwardi ng Egress Router
BI FT: Bit Index Forwarding Table
F-BM Forwarding Bit Mask
PLR: Point of Local Repair
LFA: Loop Free Alternate
BF- BM Backup F-BM
BBFR- NBR: Backup BFR- NBR
BFA: Backup Forwardi ng Action

BEA: Backup Entry Active
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3. Definition of Bl ER-FRR

Bl ER- FRR proposes a backup BI FT that conprises backup forwarding
entries. They are executed before the primary forwarding entries in
the normal BIFT which is also denoted prinmary BIFT in this context.
In the follow ng, forwarding actions are defined and the structure of
the backup BIFT is introduced. Then activation and deactivation of
backup forwarding entries as well as the derivation of the backup

F- BM (BF-BM are expl ai ned.

3.1. Definition of Forwarding Actions

A BFR-NBR i s considered directly connected if it is a link |ayer
next - hop. Conversely, if the BFR-NBR cannot be reached directly
through the link layer, it is regarded as indirectly connected.

The foll owi ng forwardi ng actions are defi ned:

* Plain: The BIER packet is sent directly to a BFR-NBR via a direct
link without encapsulation in a tunnel header. This indicates
that the packet is not forwarded through the underlying network.

* Tunnel: The BIER packet is encapsulated with a tunnel header and
forwarded to a BFR-NBR over the routing underl ay.

* Explicit: The packet is forwarded al ong an explicit path to a BFR
NBR. The specific path information nust be provided. |f segnent
routing is enployed for this purpose, the segnment |IDs (SIDs) nust
be specified. Two forwarding actions of type Explicit are
consi dered equivalent only if they utilize the same explicit path.

In the BIFT as outlined in [RFC8279], the forwardi ng actions are
inplicitly determ ned by the connectivity status of the BFR-NBR If
the BFR-NBR is directly connected, the forwarding action is Plain.
If the BFR-NBR is not directly connected, the forwarding action is
Tunnel

3.2. Backup BIFT

The structure of the backup BIFT is given in Figure 1.

R R O R Fo-mm - +
| BFRid | BF-BM | BBFR-NBR| BFA | BEA |
[ ol ool oo ool s el s ool oo pes e
| | . | | |
+-------- +-------- F--- - - +-------- +----- +

Figure 1. Structure of the backup Bl FT.
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The colums refer to:

* BFR-id: the bit position of a BFER for which this row in the
backup BI FT appli es.

* BF-BM the Backup F-BM used for forwarding, used like the primary
F- BM

*  BBFR-NBR the Backup BFR-NBR used for forwarding, used like the
pri mary BFR- NBR.

* BFA. the Backup Forwardi ng Action takes values as introduced in
Section 3.1 and indicates how the packet is forwarded to the BBFR-
NBR.

* BEA: the Backup Entry Active flag indicates if the backup
forwarding entry of this rowis active.

The structure and semantics of the first three fields are identica
to the entries of the primary BIFT, as defined in Figure 3 of

[ RFC8279], and they are used in a very simlar way. The BEA
indicates if the backup forwarding entry is executed. |n that case,
the BFA indicates the forwarding action for the packet.

3.3. Activating and Deactivating Backup Forwarding Entries

VWen a primary BFR-NBR i s not reachable over the inplicit primary
action, a failure is observed. Then, the BEA flag of the
correspondi ng backup forwarding entry is set.

If the primary BFR-NBR is directly connected, the information about
the failed interface is sufficient to detect its unreachability. |If
the primary BFR-NBR is indirectly connected, a Bidirectiona
Forwar di ng Detection (BFD) [RFC5880] sessi on between the BFR as PLR
and the BFR-NBR may be used to nonitor its reachability.

If the primary BFR-NBR i s reachabl e again, the BEA flag is
deactivated. This may be caused by the di sappearance of the failure
or by a change of the primary BFR-NBR due to a reconfiguration of the
Bl FT.
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3.4. Usage of the Backup BIFT

An incom ng packet is first matched agai nst the backup BIFT. A row
in the backup BI FT matches a packet if the BEA flag in the backup
BIFT is set and if the BFR-id is set in the packet’'s bitstring.

Then, the BF-BM of the matching backup forwarding entry is applied to
the packet’s bitstring. That means, the packet is copied and inits
bitstring the bits other than those set in BF-BM are cleared before
the packet is forwarded to the BBFR-NBR with the indicated BFA
Finally, the bits of the BF-BM are cleared in the bitstring of the
remai ni ng packet. |In the absence of a match of the rennining packet,
the nornmal forwardi ng procedure continues, i.e., forwarding based on
the primary BIFT as described in [ RFC8279].

Note: If a BFR-id matches in the primary or backup BIFT, and the
transmi ssion is not successful, the F-BMor BF-BMis still applied to
the bitstring of the renmini ng packet.

3.5. Conputation of the Backup F-BM

The primary F-BM of a specific BFER identifies all BFERs that share
the sane primary BFR-NBR. The backup F-BM for a specific BFER i s
conputed to indicate:

* Al BFERs that share both the primary and backup BFR-NBRs of the
speci fi ¢ BFER, and

* Al BFERs for which the backup BFR-NBR of the specific BFER serves
as the primary BFR-NBR.

3.6. Alternative Representations of Backup Forwarding Entries
Al ternative representations of backup forwarding entries are possible
as long as the sane behavior is ensured. Two other variants are
introduced in the foll owi ng sections.

3.7. Single Extended BIFT

The information of the primary BIFT and the backup Bl FT may be

conbined in a single extended BIFT. |Its structure is illustrated in
Figure 2
R S S R S R +----+
| BFR-id | F-BM| BFR-NBR | BF-BM | BBFR-NBR | BFA | BEA
[ et Sl b fu e punt o pu oo puf e pugeg Chejfopj s pejet sl f o pu e p ey Cjaj o peje s pejepy Cjajefepat
I I I I I I I
T Femmm o - S T S T +----+
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Figure 2: Structure of a single extended BIFT including backup
forwarding entries.

To ensure the sanme behavior, the BEA flag nmust be set like in the
backup BIFT. Furthernore, two matching passes through the extended
BI FT are needed. A first one matches the bitstring conbined with
BEA=1. If no further match is possible, then another pass with the
remai ning bitstring conbined with BEA=O is perforned.

3.8. Primary BIFT and Fail ure-Specific Backup BI FTs

To avoid two distinct passes through a BIFT, the information of the
primary BIFT and backup BI FT may be conbined into a primary BIFT and
multiple failure-specific BIFTs. Each failure-specific BIFT
corresponds to a specific failure scenario. Failure-specific backup
Bl FTs are structured |i ke normal backup BIFTs, but do not have a BEA
flag as they are enabl ed or disabled as a whol e.

In the absence of a failure, packets are processed using the primary
BIFT. In case of a failure, packets are processed using a failure-
specific BIFT that matches the occurred failure. That nmeans, there
shoul d be failure-specific BIFTs for at |east any adjacent link to
protect against all single-link failures. To support nultiple
failures, even nore failure-specific BIFTs are needed. |If failure-
specific BIFTs are provided for only single-link failures, the BIFT
shoul d be taken that covers the nost relevant single failure.

4. lllustration and the Need for Prioritized Backup Forwardi ng Entries

In this section, BIER-FRR is illustrated using a small example. It
is pointed out that unnecessary redundant packets may occur if
primary forwarding entries are erroneously applied before backup
forwarding entries. Therefore, it is inportant that the backup BIFT
is applied before the primary BIFT.

4.1. Exanple

Figure 3 presents an exanple of a BIER network. In this exanple,
BFRs are identified by the prefix "B" followed by their BFRids. For
sinmplicity, each BFR also serves as a BFER, and its bit position in
the bitstring corresponds to its BFRid. The nunber assigned to each
link represents its cost, which the routing underlay uses to conpute
the shortest paths.
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1 1

BL --------- B6 ------------ B5 BFR Bi is BFER

| | | (i =1,2,3,4,5,6,7,

| | | i is BFR-id of Bi)
2 | | 1 I

| 1 | | 1 cost of link B1->B2 is 2

B2 --------- B7 | cost of link B3->B4 is 4

| | cost of other links is 1
1] |

I 4 I

B3 ------e e B4

Fi gure 3: BIER network exanpl e.

In the absence of a failure, traffic for BFR-id 2 and 3 is forwarded
via BFR-NBR B2 and traffic to BFR-id 4, 5, 6, and 7 is forwarded to
BFR-NBR B6. |If a packet with bitstring 0001100 (destinations B3 and
B4) is forwarded, the row for BFR-id B3 matches first. A packet with
bitstring 0000100 is sent to B2 and the bitstring of the remaining
packet is also processed with F-BM 0001100, i.e., the remaining
bitstring is 0001000. Then the remaining bitstring is matched again
so that BFR-id B4 yields a match. A packet copy with bitstring
0001000 is sent to B6 and the application of the F-BM 1111000 to the
bitstring of the remaining packet results in 0000000, which

term nates the forwardi ng process. This BIER forwardi ng process
avoi ds redundant packet copies.

+------ I +------- +
|BFR-id| F-BM | BFR-NBR|
[ el e fems s e pr el e pee e pee e
| 2 | 0000110 | B2 |
+------ I F--- - +
| 3 | 0000110 | B2 |
+------ I +------- +
| 4 | 1111000 | B6 |
+------ I F------- +
| 5 | 1111000 | B6 |
+------ I F--- - +
| 6 | 1111000 | B6 |
+------ I +------- +
| 7 | 1111000 | B6 |
+------ I F------- +

Figure 4: Bl's primary BIFT.
A backup BIFT for Bl in the exanple of Figure 2 is given in Figure 4.

It inmplenents LFA-based FRR as a protection strategy and |ink
protection.
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If Bl cannot reach B2 or B6, BEA will be set to 1 in the rows for the
backup BIFT for which B2 or B6 is the BFR-NBR in the primary BIFT.
Thus, if Bl cannot reach B2, traffic for BFRid 2 and 3 will be
forwarded over B6 and 1111110 is applied as BF-BM This mask al so
includes all the BFR-ids that have B6 as their primary BFR-NBR

Li kewi se, if Bl cannot reach B6, traffic for BFRid 4, 5 6, and 7
will be forwarded over B2 and again 1111110 is applied as BF-BM for
the sane reason.

4.2. Bl's backup BIFT for LFA-based FRR with |ink protection

+------ I F------- +
|BFR-id] F-BM |BFR NBR|
o= === ===+
| 2 | 0000110 | B2 |
+------ I +------- +
| 3 | 0000110 | B2 |
+------ I F------- +
| 4 | 1111000 | B6 |
+------ I F--- - +
| 5 | 1111000 | B6 |
+------ I +------- +
| 6 | 1111000 | B6 |
+------ I F------- +
| 7 | 1111000 | B6 |
+------ I F--- - +

Figure 5: Bl's backup BIFT for LFA-based FRR with |ink protection

We now consider that the link B1->B2 failed and that Bl needs to
forward a packet with bitstring 0001100. Therefore, the BEA is set
for BFR-id 2 and 3 in the backup BIFT. If Bl needs to forward a
packet with bitstring 0001100 (destinations B3 and B4), the row for
BFR-id B3 in the backup BIFT matches first. Therefore, a packet with
bitstring 0001100 is sent to B6 and the bitstring of the remaining
packet is also processed with BF-BM 1111110 so that the remaining
bitstring is 0000000, which term nates the forwardi ng process. That
is, only a single packet copy is sent to B6
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5

Prioritization of Backup Forwarding Entries over Primary Forwarding
Entries

Bl ER- FRR defines that the backup BIFT is applied before the primary
BIFT. The reason for that is twofold. First, applying the primary
BIFT first may erase the forwarding information for BFERs whos
primary BFR-NBR i s unreachable. Second, if that can be fixed,
redundant packets can occur if the primary BIFT is applied before the
backup BIFT. These issues are denonstrated in the above exanpl e when
the link B1->B2 has failed and Bl applies the primary BIFT before the
backup BI FT when forwarding a packet with bitstring 0011000 (B3 and
B4 as destinations).

We first assune that Bl just ignores the failed interface when
forwardi ng the packet with the primary BI FT but processes the
bitstring of remaining packet like if the transn ssion was

successful. That neans, when BFR-id 3 matches first in the primary
BI FT, no packet is sent to B2, but the bits in the bitstring are
still cleared, leading to a remaining bitstring of 0001000. Anot her

pass through the primary BIFT forwards a packet copy to B6 and clears
the remaining bitstring to 0000000, which term nates the forwarding
process. However, no packet will reach B3 as the bitstring
informati on was | ost during the unsuccessful transm ssion

W now assune a feature that saves the bitstring information when the
transm ssion to a specific BFR-id was not successful. This can be
done by AND-ing the remaining bitstring and the F-BM and OR-ing the
result with a renmining backup bitstring which was initially zero
Only then the bits of the F-BM are cleared fromthe renaining
bitstring. Wen Bl is to forward a packet with bitstring 0001100,
the first match in the primary BIFT is for BFR-id 3. As the

transm ssion is not successful, 00000100 is saved in the remaining
backup bitstring and the remaining bitstring is 0001000. Therefore,
a second match in the primary BIFT is for BFR-id 4, which sends a
packet copy with bitstring 0001000 to B6. Then, the renmining backup
bitstring is processed with the backup BIFT. As there is a match for
BFR-id 3, another packet is sent to B6, now with bitstring 0000100.
Thi s can be consi dered redundant.

Below the line, it is inportant to first process backup forwarding
entries before backup forwarding entries. This avoids additions to
the forwarding process with the primary Bl FT and avoi ds redundant
packets.
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6. Protection Levels

Both link protection and node protection may be supported. Link
protection is designed to safeguard against the failure of an

adj acent |ink, whereas node protection addresses the failure of a
nei ghbori ng node and the associated path |l eading to that node. The
rel evance of link or node protection depends on the specific service
bei ng supported. Additionally, both protection |evels can be

combi ned with any of the backup strategies outlined in Section 7

6.1. Link Protection

In link protection, the backup path is designed to circument the
failed link, i.e., the failed primary path fromthe PLRto the
primary BFR-NBR, while still potentially including the primry BFR-
NBR itself. Consequently, the backup path with |ink protection
cannot protect against the failure of the primry BFR NBR. .

6.2. Node Protection

I'n node protection, the backup path is designed to avoid both the
failed node and the link to that node, i.e., the failed primary path
fromthe PLRto the primary BFR-NBR, including the primary BFR- NBR
Consequently, the backup path with link protection also protects
against the failure of the primary BFR-NBR. |If a BFER and its
primary BFR-NBR are the same, only link protection is feasible for

t hat BFER

6.3. Exanple

In the network depicted in Figure 3, the primary path fromBFR Bl to
BFER B5 is Bl->B6->B5. Protecting BFER B5 from a BFR-NBR B6 node
failure can only be provided through the backup path

Bl- >B2- >B3->B4->B5. Link protection for BFER B5 is achieved via the
backup path Bl->B2->B7->B6, and additionally through the backup path
Bl- >B2- >B3- >B4- >B5- >B6. The specific backup entries are determ ned
by the selected protection | evel and backup strategy. Exanple BIFTs
illustrating |Iink and node protection are provided in Section 7

7. Backup Strategies

Backup strategi es deternmine the selection of backup forwarding
entries, influencing both the choice of the backup BFR-NBR and the
backup forwardi ng action, and consequently, the backup path. The
foll owi ng sections present tunnel-based Bl ER-FRR and LFA-based Bl ER-
FRR as potential strategies. Both can be inplenented with Bl ER-FRR
presented in Section 3.
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7.1. Tunnel - Based Bl ER- FRR

The routing underlay may possess the capability to forward packets to
their destinations even in the presence of a failure, potentially due

to FRR nechanisnms within the routing underlay. |In such scenarios,
while the primary BFR-NBR may no | onger be reachable via the primary
action (Direct), it could still be accessible through a backup action
(Tunnel ).

Tunnel - based Bl ER- FRR encapsul ates Bl ER packets inpacted by a failure
within the routing underlay, thereby |everaging the routing
underlay's fast restoration capabilities. As soon as connectivity in
the routing underlay is reestablished, the affected BlI ER packets can
be forwarded to their intended destinations. The appropriate backup
forwarding entries in a BIFT for BIER-FRR are determ ned by the
desired protection |evel.

7.1.1. Tunnel -Based Bl ER-FRR wi th Link Protection

In the context of link protection, the backup BFR-NBRs are identica
to the primary BFR-NBRs. If a primary BFR-NBR is directly connected
to the BFR acting as the Point of Local Repair (PLR), the
correspondi ng backup forwardi ng action is Tunnel. Consequently, BIER
packets affected by a failure are tunnel ed through the routing
underlay to their BFR-NBR, rather than being directly sent as pure
Bl ER packets. If the primary BFR-NBR is not directly connected to
the BFR as a PLR (i.e., the inplicit primary action is Tunnel), the
correspondi ng backup action is also Tunnel. The backup F-BMs are
identical to the primary F-BMs, which is consistent with the
comput ati on of backup F-BMs described in Section 3.5.

+------ R i +-------- R R i +
| BFR-id| BF-BM | BBFR-NBR| BFA | BEA| Corment : prot ects|
| | | | | | failure of |
B ety ey g —p—p—j— g ——(——(———— el ey p———————
| 2 | 0000110 | B2 |  Tunnel | | Link Bl->B2 |
+------ R I I I I +
| 3 | 0000110 | B2 |  Tunnel | | Link B1l->B2 |
+------ F--- - - +---- - - - F--- - - - B i +
| 4 | 1111000 | B6 | Tunnel | | Link Bl->B6 |
+------ I F-------- I I S i I I +
| 5 | 1111000 | B6 |  Tunnel | | Link Bl->B6 |
+------ R I I I I +
| 6 | 1111000 | B6 |  Tunnel | | Link Bl->B6 |
+------ F--- - - +---- - - - F--- - - - B i +
| 7 | 1111000 | B6 | Tunnel | | Link Bl->B6 |
+------ I F-------- I I S i I I +
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Figure 6: Bl's backup BIFT for tunnel-based BIER-FRR with |ink
protection.

Figure 6 illustrates Bl's backup BIFT for tunnel-based Bl ER-FRR with
link protection in the Bl ER network exanpl e depicted in Figure 3.

The backup BFR-NBRs and backup F-BMs in this backup BI FT correspond
to the primary BFR-NBRs and primary F-BMs in the primary BIFT.
However, the backup actions in this backup BIFT are Tunnel, while the
primary forwarding actions in the primary BIFT are Direct (which are
not explicitly shown but are inplicit).

When Bl, acting as the PLR detects a failure of its link to B6, a

Bl ER packet with the bitstring 0100000 destined for B6 is tunneled by
Bl through the routing underlay towards B6. The specific path of the
backup tunnel depends on the routing underlay and could be

Bl- >B2- >B7->B6 or Bl->B2->B3- >B4- >B5- >B6.

If a BIER packet is destined for {B2, B5, B7}, an encapsul ated packet
copy is first forwarded via |link Bl->B2 to backup BFR-NBR B6 using
the backup forwardi ng acti on Tunnel to deliver packet copies to BFERs
B5 and B7. Subsequently, a non-encapsul ated packet copy is forwarded
via link B1->B2 to BFR-NBR B2 using the primary forwarding action
Direct to deliver a packet copy to BFER B2. Therefore, with tunnel -
based BI ER-FRR, and |ink protection, a single redundant packet copy
may occur in the event of a failure because an encapsul ated and a
non- encapsul at ed packet copy are forwarded over the sane link. This
redundancy occurs even though BI ER packets affected by failures are
forwarded before those unaffected by failures. The redundant packet
is rather caused by the fact that two packet copies are sent over the
link with different next-hops on the BIER |layer, nanely B2 and B6.

A BI ER packet with the bitstring 1000000 destined for B7 is forwarded
al ong the backup path Bl->B2->B7->B6->B7, as it is first delivered to
the backup BFR-NBR B6. Consequently, the backup path may be
unnecessarily long. This phenonenon is simlar to the facility
backup net hod described in [ RFC4090] whi ch enpl oys pat hs anal ogous to
those in tunnel -based Bl ER-FRR

7.1.2. Tunnel -Based Bl ER-FRR wi t h Node Protection

To determ ne the backup forwarding entries for node protection, two
cases need to be distinguished. If the BFER is the sanme as its

pri mary BFR-NBR, node protection is not feasible for that BFER
Therefore, link protection is applied, meaning the backup BFR-NBR i s
set to the primary BFR-NBR If the BFER is different fromits
primary BFR-NBR, the backup BFR-NBR is set to the primary BFR-NBR s
primary BFR-NBR for that BFER, making the backup BFR-NBR a next - next -
hop BFR. In both cases, the backup forwarding action is Tunnel. In
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the first case, the backup F-BMis set to all zeros with the bit for
the BFER to be protected enabled. 1In the second case, the backup
F-BMis conputed as described in Section 3.5.

+------ I F-------- I I S i I I +
| BFR-id| BF-BM | BBFR-NBR| BFA | BEA] Comment :  pr ot ect s
| | | | | | failure of |
[ oo oo el el ool oo e oo 1}
| 2 | 0000010 | B2 | Tunnel | | Link B1->B2 |
+------ F--- - - +-------- F--- - - e I i +
| 3 | 0000100 | B3 |  Tunnel | | BFR-NBR B2 |
+------ R F----- - - R R I +
| 4 | 0011000 | B5 | Tunnel | | BFRNBR B6 |
+------ R i +-------- R i R i +
| 5 | 0011000 | B5 | Tunnel | | BFR-NBR B6 |
+------ F--- - - +-------- F--- - - e I i +
| 6 | 0100000 | B6 |  Tunnel | | Link Bl->B6 |
+------ R F----- - - R R I +
| 7 | 1000000 | B7 | Tunnel | | BFRNBR B6 |
+------ R i +-------- R i R i +

Figure 7: Bl's backup BIFT for tunnel -based Bl ER-FRR with node
protection.

Figure 7 illustrates B1's backup BIFT for tunnel -based BIER-FRR with
node protection in the Bl ER network exanple provided in Figure 3.
BFERs B2 and B6 are direct neighbors of Bl. To protect them only
link protection is applied, as Bl's primary BFR-NBRs for these nodes
are the nodes thenselves. As described above, only the bit for B2 is
set in the backup F-BM of B2, and sinilarly for B6. For BFER B5, the
backup BFR-NBR is B5, as it is Bl s next-next-hop BFR towards B5.
Simlarly, for BFER B7, the backup BFR-NBR is B7. When Bl, acting as
the PLR, detects the failure of its BFR-NBR B6, a BIER packet with
bitstring 1010010 destined for {B2, B5, B7} is processed as follows:
an encapsul ated copy of the packet is sent via tunne

Bl- >B2- >B3- >B4- >B5, anot her encapsul ated copy is sent via tunne

B1l- B2-B7, and a non-encapsul ated copy is sent via link Bl->B2. In
this exanple, two redundant packets are sent over |ink Bl->B2.
Therefore, node protection may result in nmore redundant packet copies
than link protection.

Caveat: If the routing underlay does not support node protection,
tunnel -based BIER-FRR will simlarly be unable to provi de node
protection. This Iimtation is illustrated in the follow ng exanple.
In the network depicted in Figure 3, the underlay offers only |ink
protection. |If BFR-NBR B6 fails and Bl nust forward a packet to B5
according to the backup BIFT in Figure 7 the packet is tunneled
towards B5. The underlay may route the packet along the path
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B1- >B2- >B7->B6- >B5 due to FRR with link protection. However, since
B6 is al so unreachable from B7, the packet is returned to B2,
resulting in a | oop between B2 and B7.

LFA- based Bl ER- FRR

LFA- based BI ER-FRR | everages alternate BFRs to deliver BIER packets
to BFERs if their primary BFR-NBR i s unreachable. This approach does
not rely on any fast restoration or protection mechanisnms in the
underlying routing infrastructure. First, the prerequisites for LFA-
based BIER-FRR are clarified, followed by the definition of BlIER
LFAs. Subsequently, link and node protection for LFA-based Bl ER- FRR
are di scussed using a single backup BI FT.

1. Relation of BIER-LFAs to I P-LFAs and Prerequisites

An LFA for a specific destination is an alternate node to which a
packet is sent if the primary next-hop for that destination is
unreachable. This alternate node should be capable of forwarding the
packet wi thout creating a forwarding |oop. LFAs have been defined
for 1P networks in [ RFC5286], [RFC7490] and
[I-D.ietf-rtgwg-segnment-routing-ti-Ilfa], and such LFAs are referred
to as I P-LFAs. BIER LFAs are similar to | P-LFAs, but a Bl ER-LFA node
must be a BFR If only a subset of the nodes in the routing underlay
are BFRs, sonme IP-LFAs in the routing underlay may not be usable as
Bl ER-LFAs. To conpute BIER-LFAs, network topol ogy and |ink cost
information fromthe routing underlay are required. This differs
fromtunnel -based Bl ER-FRR, where knowl edge of the primary BI FTs of a
PLR and its BFR-NBRs is sufficient.

LFA- based BI ER-FRR may reuse | P-LFAs as Bl ER-LFAs under the follow ng
conditions: if an |IP-LFA node for the destination of a specific BFER
is a BFR, it may be reused as the backup BFR-NBR for that BFER, al ong
with the backup action applied for that IP-LFA at the IP layer. A
normal | P-LFA corresponds to the backup forwarding action Direct, a
remote | P-LFA to Tunnel, and a TI-IP-LFA to Explicit.

2. Definition of BlIER LFAs
As with I P-LFAs, there are several types of Bl ER-LFAs:

* A BFR is considered a normal BIER-LFA for a specific BFERif it is
directly connected to the PLR and:

1. the BFER can be reached fromit through the BI ER domai n.
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2. both the path fromthe PLR to the BFR and the path fromthe
BFR to the BFER are disjoint fromthe primary path fromthe
PLR to the primary BFR-NBR. These pat hs:

- may include the prinmary BFR-NBR for |ink protection.
- must not include the prinmary BFR-NBR for node protection.

* A BFR is considered a renote BIER-LFA for a specific BFER if it is
not directly connected to the PLR, can be reached via a tunnel
fromthe PLR, and satisfies the aforenentioned conditions 1 and 2.

* ABFRis considered a TI-BIER-LFA for a specific BFERif it is not
directly connected to the PLR, cannot be reached via a tunnel from
the PLR, but is reachable fromthe PLR via an explicit path (e.qg.,
with the assistance of a Segnent Routing (SR) header), and
satisfies the aforementi oned conditions 1 and 2.

For the protection of some BFERs, one or nore nornmal BlIER-LFAs may be

avail able at a specific PLR  For the protection of other BFERs, only

renote or TI-BlIER LFAs may be avail able. There may al so be BFERs

whi ch can be protected only through TI-BI ER LFAs.

The backup forwarding actions for rerouting Bl ER packets dependi ng on
the type of BIER-LFA are:

* For normal BIER-LFA: Direct
* For renote Bl ER-LFA: Tunnel
* For TI-BlIERLFA: Explicit
7.2.3. Protection Coverage of BIER-LFA Types
Protection coverage refers to the set of BFERs that can be protected
with a desired level of protection by a particular type of BlIER LFA
The BI ER-LFA types exhibit the follow ng characteristics:
*  Normal BIER-LFAs

- The protection coverage is the |east as sone or nany BFERs may
not be protected at the desired protection |evel or at all.

- Redundant packet copies are avoi ded.
- There is no encapsul ati on over head.

* Rempte Bl ER-LFAs
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- They enhance the protection coverage of normal Bl ER-LFAs.

- Redundant packet copies may occur on a link, simlar to tunnel-
based Bl ER- FRR

- The encapsul ation overhead is simlar to that of tunnel-based
Bl ER- FRR.

* TI-BlI ER-LFAs

They conpl enent the protection coverage of nornal and renote
Bl ER-LFAs to achi eve 100% cover age

Redundant packets may occur on a link, simlar to tunnel-based
Bl ER- FRR

- The encapsul ation overhead is simlar or equivalent to that of
tunnel - based Bl ER- FRR, depending on the FRR nechani sm enpl oyed
in the routing underl ay.

- There is increased conplexity as segnent routing, or sone other
forns of explicit tunnels, needs to be supported by the routing
under | ay.

7.2.4. Sets of Supported Bl ER LFAs
Nor mal BI ER-LFAs are the sinplest option, as they do not require
tunneling or explicit paths. Renote BlIER-LFAs offer greater
capabilities but introduce additional header overhead and require
more functionality fromthe PLR  TI-BlIER LFAs are the nost conpl ex
Bl ER- LFAs, necessitating the use of explicit paths. Wen
i mpl ementing LFA-based BIER-FRR, it is essential to specify the set
of supported BIER-LFAs. The avail abl e options are as foll ows:
* Option 1: Only normal Bl ER LFAs are supported.
* Option 2: Both normal and renote Bl ER-LFAs are support ed.
* Option 3: Al types of BIER-LFAs are support ed.

Options 1 and 2 may not be able to protect the reachability of al
BFERs against all single link failures and all single node failures.
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7.2.5. Link Protection

In the followi ng, LFA-based BIER-FRR with [ink protection is
illustrated. Thereby, normal BIER-LFAs are prioritized over renote
LFAs, and renmpte BIER-LFAs are preferred over TI-BIER-LFAs.
Dependi ng on the specific PLR, sinple BIER-LFAs are sufficient,
renote Bl ER-LFAs are needed, or even TI-BIER-LFAs to protect the
reachability of all BFERs against single link failures.

If the link between Bl and B6 fails, Bl cannot reach the BFERs B4,

B5, B6, and B7 via their primary BFR-NBR  Consequently, Bl forwards
their traffic via the backup BFR-NBR B2, along with the traffic for
B2 and B3, as B2 is their primary BFR-NBR In this scenario, the
backup F-BMis set to 1111110. Simlarly, if the link between Bl and
B2 fails, Bl routes all traffic to B6, with the backup F-BM al so set
to 1111110.

Bl requires only nornmal BIER-LFAs to protect all BFERs. However,
this situation can vary significantly for other BFRs. Figure 8 and
Figure 9 present the backup BIFTs for B7 and B5, respectively. BFR
B7 requires one normal BIER-LFA, three renpte BIER-LFAs, and two TI-
BIER-LFAs to protect all BFERs. BFR B5 requires one nornal Bl ER-LFA,
one renote BIER-LFA, and four TI-BlI ER LFAs as backup BFR-NBRs. Thus,
dependi ng on the set of supported BIER-LFAs, it nay not be possible
to protect all BFERs using Bl ER-FRR

Consi der a scenario where B7 holds a BI ER packet with destinations
{B1, B4, B5, B6}. If the link between B7 and B6 fails, the packet
copy for Bl is sent to B2 using the backup forwardi ng action Direct,
t he packet copy for B4 is tunneled via B2 to B3, and the packet
copies for B5 and B6 are sent via explicit paths to B4 and Bl
respectively. Since these packet copies have different next-hops on
the BIER | ayer, all of themnust be transmitted, resulting in three
redundant copi es.
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oo S S S oo +
| BFR-id| BF-BM | BBFR-NBR| BFA | BEA| Corment : prot ect s|
| | | | | | failure of |
| 1 | 0000111 | B2 | Direct | | Link B7->B6 |
S S Foemmoo o S Fomm oo +
| 2 | 0000110 | B1 |  Tunnel | | Link Bl->B2 |
R, o e - Fomm e o e Fom e e e e e oo - +
| 3 | 0000110 | Bl |  Tunnel | | Link Bl->B2 |
S Fomm e e S Fom e e e +
| 4 | 0001000 | B3 |  Tunnel | | Link Bl->B6 |
S S Foemmoo o S Fomm oo +
| 5 | 0010000 | B4 | Explicit | | Link Bl->B6 |
R, o e - Fomm e o e Fom e e e e e oo - +
| 6 | 0100000 | Bl | Explicit | | Link Bl->B6 |
S Fomm e e S Fom e e e +

+------ R i +-------- R R i +
| BFR-id| BF-BM | BBFR-NBR| BFA | BEA| Corment : prot ects|
| | | | | | failure of |
B ety ey g —p—p—j— g ——(——(———— el ey p———————
| 1 | 1100011 | B3 | Explicit | | Link B5->B6 |
+------ R I I I I +
| 2 | 1100011 | B3 | Explicit | | Link B5->B6 |
+------ F--- - - +---- - - - F--- - - - B i +
| 3 | 0000100 | B4 | Direct | | Link B5->B6 |
+------ I F-------- I I S i I I +
| 4 | 0001000 | B3 |  Tunnel | | Link B5->B4 |
+------ R I I I I +
| 6 | 1100011 | B3 | Explicit | | Link B5->B6 |
+------ F--- - - +---- - - - F--- - - - B i +
| 7 | 1100011 | B3 | Explicit | | Link B5->B6 |
+------ I F-------- I I S i I I +

Figure 9: B5 s backup BIFT with Iink protection.
7.2.6. Node Protection

To determ ne the backup forwarding entries for node protection, it is
necessary to conduct a case-by-case analysis of the BFER to be
protected. If the BFER is the sane as its prinmary BFR-NBR, node
protection is not feasible for that BFER and |ink protection nust be
applied instead. 1In all other cases, the BFER should be protected by
a node-protecting BIER-LFA. In this context, normal BIER-LFAs are
prioritized over renote BIER-LFAs, and renpte BIER- LFAs are preferred
over TI-BlIER-LFAs. Depending on the set of supported BlIER-LFAs, it
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may nhot be possible to protect certain BFERs.

Figure 10 illustrates Bl's backup BIFT for LFA-based BIER-FRR with
node protection, using the network exanple provided in Figure 3.

S S IR S S e +
| BFR-id| BF-BM | BBFR-NBR| BFA | BEA| Corment : pr ot ect s
| | | | | | failure of |
[ ettty e——— —————— Ll ——————— Lty Llpp—p—p—p—p—(—(————————— L
| 2 | 1111010 | B6 | Direct | | BFR-NBR B2 |
S Focmmnaaann S I S T +
| 3 | 0000100 | B4 | Tunnel | | BFR-NBR B2 |
oo T Fommmaa - S IR T T +
| 4 | 0001000 | B3 |  Tunnel | | BFR-NBR B6 |
[ S, S E S S Fom e e e e e oo oo - +
| 5 | 0010000 | B4 | Explicit | | BFR-NBR B6 |
S Focmmnaaann S I S T +
| 6 | 1100100 | B2 | Direct | | BFR-NBR B6 |
oo T Fommmaa - S IR T T +
| 7 | 1100100 | B2 | Direct | | BFR-NBR B6 |
[ S, S E S S Fom e e e e e oo oo - +

Figure 10: Bl's backup BIFT with node protection

As B6 serves as the primary BFR-NBR for BFER B6, only link protection

can be applied. Consequently, B2 is utilized as a normal, I|ink-
protecting BIER-LFA to safeguard B6. Simlarly, as B2 is the primary
BFR-NBR for BFER B2, B2 is protected with B6 as its normal, |ink-

protecting BIER-LFA. BFER B7 is protected against the failure of
node B6 by using B2 as its normal, node-protecting Bl ER-LFA, as B2
has a shortest path to B7 that does not traverse B6. The backup
F-BMs for BFERs B6 and B7 are set to {B2, B6, B7}, as traffic for
these BFERs is routed via link B1->B2 with the backup forwarding
action Direct when B6 is unreachabl e.

BFER B4 cannot be reached via a normal LFA when BFR B6 fails.
However, B3 serves as a renote, node-protecting Bl ER-LFA for BFER B4,
as B3 has a shortest path to B4, is reachable fromBl via a shortest
path, and the resulting backup path fromBl to B4 does not traverse
B6. Simlarly, B4 serves as a renpte LFA for BFER B3 if BFR B2
fails.

BFER B5 i s neither reachable through a normal Bl ER-LFA nor through a
renote Bl ER-LFA when BFR B6 fails. However, B4 acts as a node-
protecting TI-BI ER-LFA for BFER B5 as B4 is reachabl e through the
explicit path Bl->B2->B3->B4 and has a shortest path to B5 that does
not traverse B6.
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Consi der a scenario where Bl holds a BIER packet with destinations
{B4, B5, B6}. If the link between Bl and B2 fails, the packet copy
for BL is sent to B2 using the backup forwarding action Direct, a
packet copy for B4 is tunneled via B2, and a packet copy for B5 is
sent via an explicit path to B4. Since these packet copies have
di fferent next-hops on the BIER |layer, all of them must be
transmtted, resulting in two redundant copies.

7.2.7. Optimzation Potential to Reduce Redundant BIER Packets in
Fai l ure Cases

Redundant packets can occur with LFA-based Bl ER- FRR when Bl ER packets
are transmitted over a specific link in different forms, including:

* Directly sent BIER packets (either primary transm ssion or reroute
to a normal Bl ER-LFA).

* Bl ER packets encapsul ated for transnission to a specific BFR NBR
(either tunneled primary transm ssion or reroute to a renote Bl ER-
LFA) .

* BIER packets routed with an encoded explicit path (reroute to a
Tl - LFA) .

When different rempte BIER- LFAs are utilized, multiple redundant
packets may be generated. A sinilar situation can arise with TI-

Bl ER-LFAs. However, sone redundant packets can be mitigated if
renote BIER-LFAs or TI-BIER-LFAs are selected such that they can
protect multiple BFERs, thereby reducing the need for additiona
renmote BIER-LFAs or Tl-BIER-LFAs. This approach, while potentially

| eading to | onger backup paths, introduces a new optim zation
objective for the selection of remote or TI-BlI ER-LFAs, which does not
exist in IP-FRR The relevance of this optimzation may vary
dependi ng on the specific use case.

To illustrate this optimzation potential, consider LFA-based Bl ER
FRRwith link protection for B7, as described in its backup BIFT in
Figure 8. As noted in Section 7.2.5, B7 needs to transnit four
copies to forward a packet to {Bl, B4, B5, B6}. If the nore conpl ex
TI-BIER-LFA B4 is chosen to protect BFER B4 instead of the renote
Bl ER-LFA B3, only two redundant copies need to be transnitted.

8. Conparison
This section first addresses the differences between | P-LFAs for |P-

FRR and BIER-LFAs for BIER-FRR It then exam nes the advantages and
di sadvant ages of tunnel -based and LFA-based Bl ER- FRR
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Conparison of LFA-Based Protection for |IP-FRR and Bl ER- FRR

LFAs were initially proposed for IP networks. They are
straightforward in that they do not require any tunneling overhead.
However, certain destinations cannot be protected agai nst specific
link failures, and even nore destinations nmay be unprotectable

agai nst certain node failures. To inprove coverage, renote LFAs
(R-LFAs) were introduced, which tunnel affected traffic to another
node from which the traffic can reach the destination through norma
forwarding. Despite this, there may still be destinations that
remai n unprotected against link or node failures. To address this,

t opol ogy-i ndependent LFAs (Tl-LFAs) were devel oped, wherein affected
traffic is tunneled via an explicit path (preferably using segnment
routi ng headers) to another node fromwhich the traffic can reach its
destination through standard IP forwarding. Wth TI-LFAs, all
destinations can be protected against any failures as |ong as
connectivity exists.

LFA- based BI ER-FRR adopts the principles of LFAs but differs fromlP-
FRR in that the LFA target node, i.e., the next-hop on the BIER | ayer
to which traffic is diverted, nmust be a BFR If an IP-LFA target is
a BFR, it can be utilized as a BIER-LFA; otherwi se, it cannot serve
as a BIER-LFA. Consequently, if only a subset of nodes in the
underlay are BFRs, the BIER-LFAs will differ substantially from]lP-
LFAs. Furthernore, this makes it nore challenging to find nornma

Bl ER- LFAs which do not require tunneling. As a result, LFA-based
BIER-FRR is likely to require nore renote Bl ER-LFAs and TI - Bl ER- LFAs
than | P- FRR under such conditions.

Advant ages and Di sadvant ages of Tunnel - Based Bl ER- FRR
1. Advant ages
* The conputation of backup forwarding entries for tunnel -based
BIER-FRR is straightforward, requiring only the primary BI FTs of a
PLR and its BFR-NBRs. No routing information fromthe routing
underl ay i s needed.

* The forwarding action "Explicit" is not required for tunnel-based
Bl ER- FRR. However, depending on the underlay, explicit forwarding
may still be utilized to achieve FRR in the underl ay.

2. Di sadvant ages

* Tunnel -based BIER-FRR relies on the presence of a FRR mechanismin
t he underl ay.
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8. 3.

8.3. 1.

8.3.2.

Chen,

Its protection level is constrained by the protection |eve

provi ded by the underlay. For instance, if the underlay supports
only link protection, tunnel-based Bl ER-FRR cannot offer node
protection.

Redundant packet copies may occur in tunnel-based Bl ER- FRR
Backup paths may be | onger than with LFA-based Bl ER- FRR

A tunneling header is required for any rerouting, resulting in
addi ti onal header overhead.

Advant ages and Di sadvant ages of LFA-Based Bl ER- FRR
Advant ages

LFA- based Bl ER- FRR does not depend on any fast protection
mechani sms in the underl ay.

Therefore, it can provide superior protection at the BIER | ayer
conmpared to the IP layer, particularly if LFA-based Bl ER-FRR
utilizes BIER-LFAs with a higher protection |evel than those used
in LFA-based | P-FRR  For exanple, the underlay may only offer FRR
with link protection, while Bl ER-FRR can provi de node protection
for BIER traffic.

LFA- based Bl ER- FRR avoi ds header overhead for nornmal Bl ER-LFAs.
D sadvant ages

The conputation of backup forwarding entries requires routing
i nformati on fromthe underl ay.

The conput ation of backup forwarding entries is nore conpl ex when
sonme nodes in the underlay are not BFRs because then Bl ER-LFAs
differ fromlP-LFAs..

The "Tunnel" forwarding action is required to protect certain
BFERs, whi ch adds header overhead.

The "Explicit" forwarding action is necessary to achieve ful
protection coverage in sone topologies; without it, only partial
protection coverage is possible. This requires support for
explicit paths, such as Segnent Routi ng.

More renpte BIER-LFAs and Tl -BlI ER-LFAs are needed conpared to | P-
FRR if sonme nodes in the routing underlay are not BFRs.
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* Redundant packet copies may occur in LFA-based Bl ER-FRR, though
this is less frequent than with tunnel -based Bl ER-FRR as sinple
Bl ER-LFAs do not require a tunnel.

9. Security Considerations

Thi s specification does not introduce additional security concerns
beyond those already di scussed in the BIER architecture [ RFC3279]
along with the IP FRR [ RFC5286] and LFA [ RFC7490] specifications.

10. | ANA Consi derations

No requirenents for | ANA
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