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Abst ract

Thi s docunent describes extensions to the Bidirectional Forwarding
Detection (BFD) protocol to nmeasure BFD stability. Specifically, it
descri bes a nechanismfor the detection of BFD packet | oss.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Bidirectional Forwarding Detection (BFD) [RFC5880] protocol
operates by transnitting and receiving BFD control packets, generally
at high frequency, over the datapath being monitored. |In order to
prevent significant data | oss due to a datapath failure, BFD session
detection tinme as defined in BFD [ RFC5880] is set to the small est

f easi bl e val ue.
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A BFD [ RFC5880] session will remain in the Up state as long as it
receives at | east one BFD packet within the Detection Tine interval.
However, additional packet loss within that tinme interval is not
noted by the BFD state nmachinery. Noting the other m ssed packets
provi des a val uabl e indicator of system c issues or a deteriorating
network that may warrant preventive action.

Thi s docunent proposes an experinental mechanismto detect |ost
packets in a BFD session in addition to the datapath fault detection
mechani sns of BFD. Such a nmechani sm conbined with 'received- packet -
count’ defined in the YANG Data Mddel for Bidrectional Forward
Detection (BFD) [ RFC9314] pernits operators to neasure the stability
of BFD sessions. The details of the notivation for experinental
status can be found in Appendix A. Inplementations may al so do

addi tional analysis of the packet |oss over a tine interval. Such an
anal ysis is outside the scope of this docunent.

Thi s docunent does not propose any BFD extension to neasure data
traffic loss or delay on a link or tunnel, and the scope is linited
to BFD packets.

1.1. Note to the RFC Editor

Thi s docunent uses several placehol der val ues throughout the
docunent. Please replace themas follows and renove this section
bef ore publicati on.

RFC XXXX, where XXXX is the nunber assigned to this docunent at the
time of publication.

2025-10-28, with the actual date of the publication of this docunent.
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119] and RFC 8174 [ RFCB174].

The reader is expected to be famliar with the BFD [ RFC5880]. In
particular, the term ' neticulous’ specified in Meticul ous Keyed | SAAC
for BFD Optim zed Authentication
[1-D.ietf-bfd-secure-sequence-nunbers] neans that the Sequence nunber
is incremented on every new packet that is sent.
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3.

Use Cases

Bi di rectional Forwarding Detection, as defined in BFD [ RFC5880]
cannot detect any BFD packet loss if the | oss does not |last for the
Detection Tinme. This docunent proposes a nethod to detect dropped
packets on the receiver. For exanple, if the receiver receives BFD
control packet k at tine t but receives packet k+3 at tinme t+10mns,
and never receives packet k+1 and/or k+2, then it has experienced a
packet | oss.

Thi s proposal enables BFD i npl enentations to generate diagnostic
informati on on the health of each BFD session that could be used to
preempt a failure on a datapath that BFD was nonitoring by allow ng
time for a corrective action to be taken.

In a faulty datapath scenari o, an operator can use BFD health
information to trigger the delay and | oss neasurenent OAM protoco
Connectivity Fault Managenent (CFM [Y-1731] or Packet Loss and Del ay
Measurenment for MPLS Networks [RFC6374] to further isolate the issue.

Functionality

BFD stability neasurenent requires that a BFD Meti cul ous
Aut hentication type is configured.

The ietf-bfd-stability YANG nodel, defined in this docunment, provides
the ability to configure BFD stability neasurenent for BFD sessions
by configuring the "stability’ flag. The 'l ost-packet-count’ | eaf
permits nonitoring of stability issues as defined in this docunent
for BFD sessions that have the stability flag enabl ed.

The configuration of BFD stability neasurenment and nonitoring using
ot her nethods than the attached YANG nodel is out of scope fromthis
docunent .

NULL Auth Type

The NULL Aut hentication Type, defined in this docunent, can be used
to provide a neticulously increasing sequence nunber for stability
measurenent. |t provides none of the protections desired for
authentication and is used only to provide BFD stability services to
BFD sessions that otherw se have no authentication in use.

If the Authentication Present (A) bit is set in the header as defined
in Section 4 of BFD [ RFC5880], and the Authentication Type field
contains TBD, the Authentication section has the follow ng format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Aut h Type | Aut h Len | Auth Key ID | Reserved |
i i i T i I S i e s o o i i
| Sequence Number |
R et e s i o e s i i

Figure 1: NULL Auth Type
wher e:

Auth Type: The Authentication Type, which in this case is TBD ( NULL
to be assigned by I ANA, with a suggested val ue of 6).

Auth Len: The length of the NULL Auth Type, in bytes; i.e., 8 bytes

Auth Key ID: The authentication key IDin use for this packet. MJST
be set to zero and ignored on receipt.

Reserved: This byte MJST be set to zero on transnmit and ignored on
receipt.

Sequence Nunber: The sequence nunber for this packet. This value is
incremented for each successive packet transnitted for a session

I mpl enentations will use sequence nunbers (bfd.XmtAut hSeq) as
defined in BFD [ RFC5880].

I f bfd. AuthSegknown is 1, and the received Sequence Nunmber field is
not equal to bfd.RcvAuthSeq + 1 (in a circular nunber space), then
the loss count is incremented by the difference between the received
Sequence Nunber and bfd. RcvAut hSeq and bfd. RevAuthSeq is set to the
recei ved Sequence Nunber.

O herwi se (bfd. Aut hSegKnown is 0), bfd. Aut hSeqgknown MJST be set to 1
and bfd. RevAut hSeq MUST be set to the value of the received Sequence
Nunber field as defined in BFD [ RFC5880], Section 6.8.1, and the
packet MUST be accepted.
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According to BFD [ RFC5880], Section 6.7.3 a receiver MJST discard a
recei ved packet that |lies outside the range of bfd. RevAut hSeq and

bf d. RevAuthSeq + (3 * Detect Multi). If it is within that range, but
is mssing a packet, it can be used to detect a loss. |n case of
NULL aut hentication where packets containi ng sequence nunbers are
accepted on receipt, an attacker w th unauthenticated sequence nunber
coul d nove the Sequence Nunber forward. Meanwhile, the actual BFD
nei ghbor that continues to send packets will find them di scarded and
the session would drop. To prevent such an attack, the received
Sequence Nunber MJST NOT be conpared with bfd. RevAut hSeq for purposes
of discarding the BFD packets.

6. Theory of Operation

Thi s mechani sm al |l ows operators to neasure the |oss of BFD contro
packets.

When using MD5 or SHA aut hentication, BFD MJUST use an authentication
type (bfd. AuthType) that is of type Meticul ous Keyed MD5

Aut henti cation, Meticul ous Keyed SHA1 as defined in BFD [ RFC5880] or
ot her authentication types that provide for meticul ously increasing
sequence nunbers can al so be used. This includes the NULL

aut henti cati on nmechani smdefined in this docunent or Meticul ous Keyed
| SAAC for BFD Authentication [I-D.ietf-bfd-secure-sequence-nunbers].

6. 1. Loss Measur enent

Loss neasurenment counts the nunber of BFD control packets m ssed at
the receiver during any Detection Tine period. The loss is detected
by comparing the Sequence Nunber field in successive BFD contro
packets. The Sequence Nunber in each successive control packet
generated on a BFD session by the transmitter is incremented by one.
This | oss count can then be exposed using the YANG nodul e defined in
t he subsequent section. See discussion on Qut of Order Packets
(Section 6.2) later in the docunent.

The first BFD authentication section with a non-zero sequence nunber,
in a valid BFD control packet, processed by the receiver, is used for
boot st rappi ng the | ogic.

6.2. CQut of Oder Packets

Sone transni ssion nmechanisnms - for exanple, Link Aggregate G oups
(LAG, or Equal Cost Multipath (ECMP) - can result in out of order
packet delivery. 1In circunstances where BFD packets are not |ost,
but are delivered out of order, strict conparison of increasing
sequence nunbers may result in classifying the out of order packets
as packet | o0ss.
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I mpl ement ati ons MAY provide nechani sns wherein all expected packets
recei ved across an expected interval, but delivered out of order are
not consi dered | ost packets.

7. Stability YANG Modul e
7.1. Data Mdel Overview

Thi s YANG nodul e augnments the base BFD YANG nodul e to add attributes
such as the flag 'stability’ related to the experinent of BFD
Stability. The feature statenent 'stability’ needs to be enabled to
indicate that BFD Stability is supported by the inplenmentation. In
addition, a loss count per-session or Isp for BFD packets that are

| ost has al so been added in this nodel

M shra, et al. Expires 1 May 2026 [ Page 7]



I nternet-Draft BFD Stability Cct ober 2025

modul e: ietf-bfd-stability

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bfd: bfd/ bfd-i p-sh:ip-sh
[ bf d-i p-sh: sessi ons/ bf d-i p-sh: sessi on
+--rw stability? bool ean {stability}?
augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane- protocol /bfd: bf d/ bf d-i p-nh:i p-mh
[ bf d-i p- mh: sessi on- gr oups/ bf d-i p-mh: sessi on- group
+--rw stability? bool ean {stability}?
augnent /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bfd/ bfd-1ag:|ag
/ bf d- 1 ag: sessi ons/ bf d-1 ag: sessi on
+--rw stability? bool ean {stability}?
augnment /rt:routing/rt:control-pl ane-protocols
[rt:control -pl ane-protocol /bfd: bfd/ bf d-npls: npls
/ bf d- npl s: sessi on- groups/ bf d- npl s: sessi on- gr oup
+--rw stability? bool ean {stability}?
augrment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane- protocol /bfd: bf d/ bf d-i p-sh:ip-sh
/ bf d-i p-sh: sessi ons/ bf d-i p-sh: sessi on
[ bf d-i p-sh: session-statistics:
+--ro | ost-packet-count? yang: counter64 {stability}?
augnment /rt:routing/rt:control-plane-protocols
[rt:control-pl ane- protocol /bfd: bf d/ bf d-i p-nh:ip-mnh
[ bf d-i p- mh: sessi on- gr oups/ bf d-i p- mh: sessi on- group
[ bf d-i p- mh: sessi ons/ bf d-i p- mh: sessi on-stati stics:
+--ro | ost-packet-count? yang: counter64 {stability}?
augnent /rt:routing/rt:control-plane-protocols
/rt:control - pl ane-protocol /bfd: bfd/ bfd-1ag:|ag
/ bf d-1 ag: sessi ons/ bf d-1 ag: sessi on/ bf d-1 ag: nenber -1i nks
[ bfd-1ag: m cro-bfd-ipv4d/ bfd-1ag: session-statistics:
+--ro | ost-packet-count? yang: counter64 {stability}?
augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol /bfd: bfd/bfd-1ag:|ag
/ bf d-1 ag: sessi ons/ bf d-1 ag: sessi on/ bf d-1 ag: nenber-1i nks
[ bfd-1ag: m cro-bfd-ipv6e/bfd-1ag: session-statistics:
+--ro | ost-packet-count? yang: counter64 {stability}?
augnment /rt:routing/rt:control-pl ane-protocols
[rt:control -pl ane-protocol / bfd: bfd/ bf d-npl s: npl s
/ bf d- npl s: sessi on- groups/ bf d- npl s: sessi on- gr oup
/ bf d- npl s: sessi ons/ bf d- npl s: sessi on-statistics:
+--ro | ost-packet-count? yang: counter64 {stability}?
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7.2. YANG Mbdul e

Thi s YANG nodul e i nports nodul es defined in Common YANG Types
[ RFC6991], A YANG Data Mdel for Routing [ RFC8349], and YANG Data
Model for Bidirectional Forwadi ng Detection (BFD) [ RFC9314].

<CODE BEG NS> file "ietf-bfd-stability@025-10-28. yang"
modul e ietf-bfd-stability {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-bfd-stability";
prefix "bfd-s";

import ietf-yang-types {
prefix "yang";
ref erence
"RFC 6991: Common YANG Data Types";

}

import ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)"

}

inmport ietf-bfd {
prefix bfd;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
Forwar di ng Detection.";

}

import ietf-bfd-ip-sh {
prefix bfd-ip-sh;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
Forwar di ng Detection.";

}

inmport ietf-bfd-ip-mh {
prefix bfd-ip-nmh;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwar di ng Detection.";

}

inmport ietf-bfd-lag {
prefix bfd-Iag;
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ref erence
"RFC 9314: YANG Data Mddel for Bidirectional
Forwar di ng Detection."”;

}

inmport ietf-bfd-npls {
prefix bfd-npls;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectional
Forwar di ng Detection.";

}

i nport ietf-key-chain {
prefix key-chain;
reference
"RFC 8177: YANG Key Chain.";
}

organi zati on
"I ETF BFD Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/ wy/bfd>
WG List: <rtg-bfd@etf.org>

Aut hors: Mahesh Jet hanandani (njethanandani @nuail.com
Ashesh M shra (m shra.ashesh@mail.con
Ankur Saxena (ankurpsaxena@nmail .com
Sant osh Pal |l agatti (santosh. pallagati @nmail.con
Mach Chen (mach.chen@uawei.com.";

description
"Thi s YANG nodul e augrments the base BFD YANG nodel to add
experinental attributes related to BFD Stability.
In particular, it adds a per-session count for BFD packets
that are | ost.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', 'REQU RED , 'SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision "2025-10-28" {
description
"Initial Version.";
reference
"RFC XXXX: BFD Stability.";

}

feature stability {
description
"This feature enabl es BFD sessions to be nonitored for | ost
packets.";

}

identity null-auth {
base key-chai n:crypto-al gorithm
description
"BFD Null Auth type defined in this draft.”;
ref erence
"RFC XXXX: BFD Stability.";

}

groupi ng | ost - packet - count {
| eaf | ost-packet-count {
if-feature "stability";
type yang: count er 64;
description
"Number of BFD packets that were | ost, where loss is
determ ned by the fact that the sequence nunber is
not consecutive. This counter should be present only if
stability is configured.";
}
description
"Grouping of statistics related to BFD stability.";

}

augnent "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol / bfd: bfd/ bfd-i p-sh:ip-sh/" +
"bf d-i p-sh: sessi ons/ bfd-i p-sh: session" {

M shra, et al. Expires 1 May 2026 [ Page 11]



I nternet-Draft BFD Stability Cct ober 2025

| eaf stability {
if-feature "stability";
type bool ean;
must "../bfd-ip-sh:authentication/bfd-ip-sh:neticulous =" +
""true'";
default fal se;
description
"If set to true, this enables the BFD session to nonitor
for stability, i.e., to watch how many packets are getting
dropped. ";
}
description
"Augnent the 'bfd container to add attributes related to BFD
stability for IP Single Hop Sessions.";

}

augnent "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-ip-mh:ip-nmh/" +
"bf d-i p- mh: sessi on- gr oups/ bf d-i p- mh: sessi on-group" {
| eaf stability {
if-feature "stability";
type bool ean;
must "../bfd-ip-nh:authentication/bfd-ip-nmh:neticulous =" +
""true'";
default fal se;
description
"If set to true, this enables the BFD session to nonitor
for stability, i.e., to watch how many packets are getting
dropped. ";

description
"Augnent the 'bfd container to add attributes related to BFD
stability for Multi Hop Sessions.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol / bfd: bfd/ bfd-1ag:lag/" +
"bf d-1ag: sessi ons/ bfd-1 ag: sessi on" {
| eaf stability {
if-feature "stability";
type bool ean;
must "../bfd-1ag:authentication/bfd-Iag:nmeticulous =" +
"Ttrue'";
default fal se;
description
"If set to true, this enables the BFD session to nonitor
for stability, i.e., to watch how nmany packets are getting
dropped. ";
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}

description
"Augnent the 'bfd container to add attributes related to BFD
stability for LAG session.”;

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol / bfd: bfd/ bfd-npl s: npls/" +
" bf d- npl s: sessi on- gr oups/ bf d- npl s: sessi on-group” {
| eaf stability {
if-feature "stability";
type bool ean;
must "../bfd-npls:authentication/bfd-npls:neticulous =" +
""true' ";
default fal se;
description
"If set to true, this enables the BFD session to nonitor
for stability, i.e., to watch how many packets are getting
dropped. ";

description
"Augnent the 'bfd container to add attributes related to BFD
stability for MPLS.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol / bfd: bfd/ bfd-ip-sh:ip-sh/" +
"bfd-i p-sh: sessi ons/ bfd-ip-sh:session/" +
"bfd-ip-sh:session-statistics" {
uses | ost-packet-count;
description
"Augnent the 'bfd container to add statistics related to BFD
stability for IP Single Hop Sessions.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-ip-mh:ip-nh/" +
"bf d-i p- mh: sessi on- gr oups/ bf d-i p- mh: sessi on-group/" +
"bf d-i p-mh: sessi ons/ bf d-i p-nh: session-statistics” {
uses | ost - packet-count;
description
"Augnent the 'bfd container to add statistics related to BFD
stability for IP Miulti Hop Sessions.";
}

augnent "/rt:routing/rt:control-plane-protocols/" +
"rt:control -pl ane-protocol /bfd: bfd/ bfd-lag:lag/" +
"bf d-1ag: sessi ons/ bf d-1 ag: sessi on/ bf d-1 ag: menber-1i nks/" +
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"bfd-1ag: m cro-bfd-ipva/bfd-Iag: session-statistics" {
uses | ost - packet-count;
description
"Augnent the 'bfd container to add statistics related to BFD
stability for Mcro BFD sessions for |Pv4.";

}

augrment "/rt:routing/rt:control-plane-protocol s/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-1ag:lag/" +
"bfd-1ag: sessi ons/ bfd-1 ag: sessi on/ bf d-1 ag: nenber-1inks/" +
"bfd-1ag: m cro-bfd-ipv6/bfd-Iag: session-statistics" {
uses | ost - packet-count;
description
"Augnent the 'bfd container to add statistics related to BFD
stability for Mcro BFD sessions for [Pv6.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-npls:npls/" +
" bf d- npl s: sessi on- gr oups/ bf d- npl s: sessi on-group/" +
" bf d- npl s: sessi ons/ bf d-npl s: sessi on-statistics" {
uses | ost - packet-count;
description
"Augnent the 'bfd container to add statistics related to BFD
stability for MPLS sessions.";

}
}
<CODE ENDS>

8. | ANA Consi derati ons

Thi s docunent requests one new aut hentication type and regi sters one
URIs in the "ns" subregistry of the "I ETF XM." registry [ RFC3688].

8.1. Auth Type
Thi s docunent requests an update to the registry titled "BFD
Aut hentication Types". 1ANA is requested to assign a new BFD
Aut hType:
* NULL Auth Type, with a suggested value of 6

8.2. |1ETF XML Registry

Following the format in [RFC3688], the follow ng registrations are
r equest ed:
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8.

9

9

URI: urn:ietf:parans:xm:ns:yang:ietf-bfd-stability
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XML nanespace

3. The "YANG Mydul e Nanes" Registry
Thi s docunent registers one YANG nodul e in the "YANG Modul e Names"

registry [RFC6020]. Following the format in [RFC6020], the foll ow ng
regi strations are requested:

nane: ietf-bfd-stability

nanespace: urn:ietf:params: xm:ns:yang:ietf-bfd-stability
prefi x: bf d-s

ref erence: RFC XXXX

Security Considerations
1. BFD NULL Auth Security Considerations

The use of a BFD authenticati on nechanismthat protects the BFD
packets i s RECOVMENDED.

The Security Considerations of [RFC5880] for unauthenticated BFD all
apply to the new NULL authentication type. The NULL Authentication
type, defined in this docunent, provides none of the properties
desired for authenticating BFD packets. It is intended to provide
BFD sessions that otherwi se would not use authentication, a sequence
nunber that can be used for purposes of detecting |ost packets.

The | ack of a conmputed Aut hKey/ Di gest over the BFD packet, but the
presence of a Sequence Nunber makes this authentication type
susceptible to injection attacks. BFD w thout authentication is
vul nerabl e to session resets; the NULL Auth type does not change

t hi s.

When the NULL Authentication type is used for BFD Stability purposes,
mal i ci ously injected packets that do not reset the BFD session can
resenbl e hi gh packet |oss. Sessions such as multi-hop routed paths,
tunnel s wi thout authentication, or MPLS LSP, therefore, have security
guarantees that are identical to situations where BFD is run wi thout
aut henti cati on.
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9

10.

11.

2. YANG Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. These YANG based
managenment protocols have to use a secure transport layer (e.g., SSH
[ RFC4252], TLS [RFCB446], and QUI C [ RFCO000]) and have to use mutual
aut henti cati on.

The NETCONF Access Control Mdel (NACM [ RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

The YANG nodul e does not define any witeabl e/ creatabl e/ del et abl e
data nodes that can have an adverse inpact on a BFD session

The only readabl e data nodes in YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes.

The nodel defines a read-only node to indicate the nunber of packets
that were lost. Access to this information may allow a mali cious
user information on which links are experiencing issues. In
addition, and as stated in Qut of Order Packets (Section 6.2), on

i nks such as LAG or ECMP, there is a possibility of packets being
delivered out-of-order. A strict conparison of increasing sequence
nunbers may result in classifying those out of order packets as
packet | oss.

The YANG nodul e does not define any RPC operations.
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Appendi x A.  Experinental Status

Thi s docunent describes an experinment that will present a candidate
solution to predict whether a given BFD [ RFC5880] session will
continue to be stable. The experinment will use the packet |ost count
and the ’'received-packet-count’ defined in the YANG Data Mdel for

Bi di rectional Forward Detection (BFD) [RFC9314] to determ ne how
stable is the session. The reason why this docunent is on an
Experimental track is because there are no known i npl enentations or
proof -of -concept. As a result, the authors are not clear whether a
sinple | ost count is enough to predict the stability or there will be
a need to have a nore granul ar count.

Thi s docunent is classified as Experinmental and is not part of the
| ETF Standards Track

Appendi x B. Exanpl es

This section tries to show sonme exanples in how the nodel can be
configured for stability.

B.1. Single Hop BFD Configuration

Thi s exanpl e denmponstrates how a Singl e Hop BFD session can be
configured to enable nonitoring of a session for stability.

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ===============

<?xm version="1.0" encodi ng="UTF-8""?>
<key- chai ns
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-key-chain"
xm ns: kc="urn:ietf:params: xm : ns:yang:ietf-key-chain">
<key- chai n>
<nane>bf d-stability-config</nanme>
<description>"An exanple for BFD Stabalized configuration."</de\
scri ption>
<key>
<key-i d>55</ key-i d>
<lifetine>
<send-lifetime>
<start-date-tinme>2025-01-01T00: 00: 00Z</start-date-ti me>
<end- dat e-ti me>2025-02- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
<accept-lifetime>
<start-date-tinme>2024-12-31T23: 59: 55Z</start-date-ti ne>
<end- dat e- ti me>2025-02- 01T00: 00: 05Z</ end- dat e-ti me>
</accept-lifetine>
</lifetime>
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<crypt o-al gorithmrkc: sha- 1</ crypt o-al gori t hne
</ key>
</ key- chai n>
</ key- chai ns>
<interfaces
xm ns="urn:ietf:parans: xm:ns:yang:ietf-interfaces"
xmns:if-type="urn:ietf:parans:xm:ns:yang:iana-if-type">
<interface>
<nane>et hO</ nanme>
<type>i f-type: et her net Csmacd</t ype>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-routing”
xm ns: bf d-types="urn:ietf:paramnms: xm :ns:yang:ietf-bfd-types”
xm ns:stability="urn:ietf:parans: xm :ns:yang:ietf-bfd-stability\
">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type>bfd-types: bf dvl</type>
<name>narme: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bfd">
<i p-sh xm ns="urn:ietf:params: xm :ns:yang:ietf-bfd-ip-sh">
<sessi ons>
<sessi on>
<interface>ethO</interface>
<dest - addr >2001: db8: 0: 113: : 101</ dest - addr >
<desi red-m n-tx-i nterval >10000</ desi red-m n-tx-i nterv\
al >
<requi red-ni n-rx-interval >
10000
</required-mn-rx-interval >
<stability:stability>true</stability:stability>
<aut henti cati on>
<key- chai n>bf d- stabi | i ty- confi g</ key- chai n>
<meti cul ous>true</ meti cul ous>
</ aut henti cati on>
</ sessi on>
</ sessi ons>
</ip-sh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
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B.2. Use of NULL Auth

Thi s exanpl e denmonstrates how to configure NULL Auth to enable
moni toring of a session for stability.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===============

<?xm version="1.0" encodi ng="UTF-8"?>
<key- chai ns
xm ns="urn:ietf:parans: xm :ns:yang:ietf-key-chain"
xm ns:stability="urn:ietf:parans: xm :ns:yang:ietf-bfd-stability\
">
<key- chai n>
<nane>bf d- st abi |l i ty-confi g</ name>
<description>"An exanple for BFD Stability configuration."</des\
cription>
<key>
<key-i d>55</ key-i d>
<lifetinme>
<send-lifetine>
<start-date-tinme>2025-01-01T00: 00: 00Z</start-date-ti ne>
<end- dat e- ti me>2025-02- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
<accept-lifetinme>
<start-date-tinme>2024-12-31T23: 59: 55Z</start-date-ti me>
<end- dat e-ti ne>2025- 02- 01T0O0: 00: 05Z</ end- dat e-ti me>
</ accept-lifetine>
</lifetime>
<crypto-al gorithnmpstability: null-auth</crypto-al gorithnpe
</ key>
</ key- chai n>
</ key- chai ns>
<interfaces
xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xmns:if-type="urn:ietf:parans: xm:ns:yang:iana-if-type">
<interface>
<nane>et h0</ nanme>
<type>i f-type: et her net Csmacd</t ype>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-routing"
xm ns: bfd-types="urn:ietf:parans: xm :ns:yang:ietf-bfd-types"
xm ns:stability="urn:ietf:paramnms: xm :ns:yang:ietf-bfd-stability\
">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type>bfd-types: bf dvl</type>
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<name>narme: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd">
<i p-sh xm ns="urn:ietf:paranms: xm :ns:yang:ietf-bfd-ip-sh">
<sessi ons>
<sessi on>
<interface>ethO</interface>
<dest - addr >2001: db8: 0: 113: : 101</ dest - addr >
<desired-nm n-tx-interval >10000</ desired-m n-tx-interv\
al >
<requi red-m n-rx-interval >
10000
</required-mn-rx-interval >
<stability:stability>true</stability:stability>
<aut hentication>
<key- chai n>bf d-stabi | i ty- confi g</ key-chai n>
<meti cul ous>true</neti cul ous>
</ aut henti cation>
</ sessi on>
</ sessi ons>
</ip-sh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
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