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Abst ract

Thi s docunent describes an experinental optimzation to BFD

Aut hentication. It provides procedure where BFD state transitions
require strong authentication and permts the majority of BFD Control
Packets to use a less conputationally intensive authentication
mechani sm This enables BFD to scale better when there is a desire
to use strong authentication.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 20 February 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Jet hanandani, et al. Expi res 20 February 2026 [ Page 1]



I nternet-Draft BFD Aut hentication Optim zation August 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Aut henticating every BFD [ RFC5880] control packet with M5
Message- Di gest Al gorithm[RFCL1321], or Secure Hash Al gorithm (SHA-1)
is a conputationally intensive process. This nakes it difficult, if
not inpossible, to authenticate every BFD packet at high session
scal e and at faster rates.

Thi s docunent describes an experinental procedure whereby only BFD
state transitions and sone other changes (as described later in this
docunent) require strong authentication. The najority of BFD Contro
Packets use a |l ess conputationally intensive authentication
mechanism The details of the nmotivation for experinmental status are
gi ven in Appendi x B

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

1.2. Note to RFC Editor
Thi s docunent uses several placehol der val ues throughout the
docunent. Please replace themas follows and renove this note before
publi cati on.

RFC XXXX, where XXXX is the nunber assigned to this docunent at the
time of publication.

2025-08-19 with the actual date of the publication of this docunent.
2. Term nol ogy

The followi ng terns used in this document have been defined in BFD
[ RFC5880] .

*  Auth Type
* Detect Multiplier
* Detection Tine

The following terns are introduced in this docunent.
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3.

| Term | Meani ng |
B oo oo e sy s s oo e e
| significant | State change, a denmand node change (to |
| change | Dbit) or a poll sequence change (P or |
| | F bit). Changes to BFD control packets |
| | that do not require a poll sequence, |
| | such as bfd.DetectMult are al so |
| | considered as a significant change. |
o e e e e oo oo T +
| configured | I'nterval at which BFD control packets |
| strong | are retried with strong authentication. |
| reauthentication | |
| interval | |
o e e e e oo oo T +
Table 1

BFD Control Packets That Require Strong Authentication

For purposes of this docunment, "strong authentication"” refers to BFD
aut henti cati on nmechani sns such as those already defined for use with
BFD. For exanple, MD5 and SHAl1 (Section 6.7 of [RFC5880]). The use
of stronger cryptographi c mechani sms such as SHA2 whil e using
optinized BFD authentication is left for future study.

The intention of these optim zed procedures is to permt strong
aut hentication for BFD state changes and utilize the |ess
conputationally intensive authentication nmechanisns to provide
protection for the session in the Up state while performing |ess
overall work. Such procedures will aid BFD session scaling wthout
comprom si ng BFD session security.

Al'l BFD Control Packets with the states Adm nDown, Down, and Init
require strong authentication.

Once the BFD state machi ne has reached the Up state, it will continue
to send BFD Control Packets in the Up state for a period as discussed
in Section 7.2. If optimzed authentication mechanisnms are in use,
the session MAY switch to the | ess conputationally intensive node.

The contents of an Up packet MJUST NOT change aside fromthe
Aut henti cation Section w thout strong authentication.

In addition to these requirenents, BFD "significant changes" require
strong aut henticati on.
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3.1. Protecting BFD Significant Changes with Strong Authentication

Thi s docunent proposes that BFD control packets that signal a state
change, a change in denand node (D bit), or a poll sequence (P or F
bit change) be categorized as a "significant change". Contro
packets that do not require a poll sequence, such as a bfd. DetectMlt
are al so considered as a significant change

Such significant changes are intended to be protected by strong
aut henti cati on.

4. Using Less Conputationally Intensive Auth Types

The majority of packets exchanged on a BFD session in the Up state
are not significant changes. This docunment proposes a new optim zed
aut henti cati on node where packets that are not significant changes
may use a | ess conputationally intensive authentication nmechani sm

Once the session has reached the Up state, the session can use a |l ess
computationally intensive Auth Type. Currently, this includes:

* NMeticul ous Keyed | SAAC aut hentication as described in
[1-D.ietf-bfd-secure-sequence-nunbers]. This authentication type
protects the BFD sessi on when BFD Up packets do not change,
because only the paired devices know the shared secret, key, and
sequence nunber to select the | SAAC result.

5. Periodic Strong Reauthentication

When using the less conmputationally intensive authentication
mechani sm BFD shoul d periodically test the session using the strong
aut henti cati on mechanism Strong authentication is tested using a
Pol | sequence. To test strong authentication, a Poll sequence SHOULD
be initiated by the sender using the strong authenticati on node
rather than the |l ess conputationally intensive mechanism |[If a
control packet with the Final (F) bit is not received within tw ce
the Detect Interval as would be cal culated by the receiving system
the session has been conproni sed, and MJST be brought down.

The value "twice the Detect interval as would be cal cul ated by the
receiving systenf is, roughly, twi ce the nunber of packets the |oca
systemwoul d transnmit to the receiving systemwithin its own Detect
Interval. This accomodates for possible packet |oss fromthe
sendi ng system during the Poll sequence to the receiving system plus
time for the receiving systemto transmt control packet with the
Final (F) bit set to the local system

Jet hanandani, et al. Expi res 20 February 2026 [ Page 5]



I nternet-Draft BFD Aut hentication Optim zation August 2025

This "strong reauthentication interval" for perform ng such periodic
tests using the strong authentication mechani smcan be configured
dependi ng on the capability of the system

Most packets transmtted on a BFD session are BFD Up packets.
Strongly authenticating a small subset of these packets with a Pol
sequence as described above, for exanple every one ninute,
significantly reduces the conmputational demand for the systemwhile
mai ntai ni ng security of the session across the configured strong
reaut hentication interval

6. Optimzed Authentication Mdes

The cryptographi c aut hentication nmechani sns specified in Section 6.7
of BFD [ RFC5880] describes enabling and di sabling of authentication
as a one tine operation. As a security precaution, it nmentions that
aut hentication state be allowed to change at nbst once. Once

enabl ed, every packet nust have Authentication Bit set and the

associ ated Authentication Type appended. |In addition, it states that
an i nplementati on SHOULD NOT al |l ow the authentication state to be
changed based on the receipt of a BFD control packet.

Thi s docunent proposes that an "optinized" authenticati on node that
permts both a strong authentication node and a | ess conputationally
i ntensive node to be used within the same BFD session. This pairing
of a strong and an | ess conputationally intensive node of
authentication is carried in new BFD aut hentication types
representing a given optim zed authentication type pairing.

Thi s docunent defines in Section 3.1 which BFD control packets are
required to be strongly authenticated. A BFD control packet that
fails authentication is discarded, or a BFD control packet that was
supposed to be strongly authenticated, but was not; e.g. a
significant change packet, is discarded. However, there is no change
to the state machine for BFD, as the decision of a significant change
is still decided by how many valid consecutive packets were received.

In this specification, the contents of an Up packet MJST NOT change

aside fromthe Authentication Section w thout strong authentication.
The full procedure is docunented in the follow ng sections.
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7. Signaling Optim zed Authentication

VWhen the Authentication Present (A) bit is set and the Auth Type is a
type supporting Optimized BFD Aut hentication, the Auth Type signals a
pairing of a strong authentication type and a | ess conputationally

i ntensive authentication type. This pairing is advertised in a
single Auth Type value in order to permt inplenmentations to be aware
t hat :

* Optimzed BFD procedures will be in use.

* The pairing of the strong and | ess conputationally intensive
aut hentication nechanisns will be used for that session.

* The requirenment to carry a Sequence Number.

* The current strong or |ess conputationally intensive node will be
carried as described bel ow

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Auth Type | Auth Len | Auth Key ID | Opt. Mode

I S i o T s S S S e s s T
| Sequence Number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Aut henti cation Specific Data ~
B T S i T s i i e e SEI S

Fi gure 1: Conmmon BFD Aut hentication Section

The Meti cul ous Keyed MD5 (Section 6.7.3 of [ RFC5880]), Meticul ous
Keyed SHA-1 (Section 6.7.4 of [RFC5880]), and Meticul ous Keyed | SAAC
Aut hentication (Section 5 of [I-D.ietf-bfd-secure-sequence-nunbers])
Sections define the fourth octet as "Reserved". This docunent
repurposes the "Reserved" field as the "Optinized Aut hentication
Mode" field when used for authentication types for optimnzed BFD

pr ocedures.

The val ues of the Optim zed Authentication Mde field are:

1. Wien using the strong authentication type for optimzed BFD Auth
Types.

2. Wien using the less computationally intensive authentication type
for optim zed BFD Auth Types.
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Aut henti cation Specific Data: Wen using the strong authentication
type, the remai nder of the Authentication Section carries that type's
dat a.

For exanple, for Auth Type "Optimized MD5 Meticul ous Keyed | SAAC
Aut henti cation" (type TBD):

VWhen Optim zed Authentication Mdde is 1, the format of the
aut hentication section is the sane as Section 4.3 of [ RFC5880],
excepting that Auth Type is still TBD and that Reserved is set to 1.

When Optim zed Authentication Mde is 2, the format of the

aut hentication section is the same as Section 5 of
[1-D.ietf-bfd-secure-sequence-nunbers], excepting that Auth Type is
still TBD and that Reserved is set to 2.

7.1. Transmitting and Receiving Using Optim zed Authentication

The procedures for authenticating BFD Control packets using Optin zed
Aut hentication is simlar to the existing procedures covered in
Section 6.7 of [RFC5880]. Optimzed Authentication nodes have conmon
procedural requirements for authentication regardless of which strong
and | ess conputationally intensive authentication nodes are used.

The required value of the Auth Len field for a given Optim zed
Aut hentication node is defined in the respective specifications for
the strong node and | ess conputationally intensive node.

The foll owi ng common procedures apply to authenticating BFD Control
packets utilizing Optim zed Authentication:

If the received BFD Control packet does not contain an Authentication
Section ([ RFC5880], Section 4.1), or the Auth Type is not a supported
Optim zed Authentication Auth Type, then the received packet MJST be
di scar ded.

If the received BFD Control packet contains an optinzed

aut henti cation type using these procedures and the Optim zed

Aut hentication Mde field is not 1 or 2, then the received packet
MJUST be di scar ded.

If bfd. SessionState i s Admi nDown, Down, or Init and the Optinized
Aut hentication Mde field is not 1, then the received packet MJST be
di scar ded.

If bfd. SessionState is Up and there is a significant change as

defined Section 3.1, and the Optim zed Authentication Mde field is
not 1, then the received packet MJST be di scarded.
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If the Auth Len field is not equal to a value appropriate for the
Optim zed Authentication Mbde field, the packet MJST be discarded.

I f bfd. AuthSegknown is 1, exam ne the Sequence Nunber field. |If the
sequence nunber lies outside of the range of bfd. RcvAuthSeq+l to

bf d. RevAut hSeq+(3*Detect Miult) inclusive (when treated as an unsi gned
32-bit circular nunber space) the received packet MJST be discarded.

O herwi se (bfd. Aut hSegKnown is 0), bfd. Aut hSeqknown MJST be set to 1
bf d. RevAut hSeq MUST be set to the value of the received Sequence
Nunber field, and the received packet MJST be accept ed.

For the specified Auth Type and Optim zed Authenticati on Mde,
performthe appropriate authentication procedures. |f authentication
succeeds, the received packet MJST be accepted. Oherw se, the

recei ved packet MJST be di scarded.

7.2. Optimzed Authentication Operations

As noted in Section 3.1, when using optimnm zed BFD procedures, strong
aut hentication is used in the BFD state nachine to bring a BFD
session to the Up state or to nake any change of the BFD paraneters
as carried in the BFD Control packet when in the Up state.

Once the BFD session has reached the Up state, the BFD Up state MJUST
be signaled to the rempte BFD system using the strong authentication
mode for an interval that is at |east the Detection Tine before
switching to the | ess conputationally intensive authentication node.
This is to permt nechani snms such as Meticul ous Keyed | SAAC for BFD
Aut hentication [I-D.ietf-bfd-secure-sequence-nunbers] to be
boot st rapped before switching to the less conmputationally intensive
nmode.

It is RECOVWENDED that when using optim zed authentication that

i npl ementations switch fromstrong authentication to the |ess
conmputationally intensive authentication node after an interval that
is at least the Detection Time. |In the circunstances where a BFD
session successfully reaches the Up state with strong authentication,
but there are problens with the optimnmzed authentication, this wll
permt the renpte systemto tear down the session as quickly as
possi bl e.

BFD sessions using optim zed authentication that succeed in reaching
the Up state using strong authentication and fail using the optinzed
aut henti cati on SHOULD bring the issue to the attention of the
operator. Further, inplenentations MAY wish to throttle session
restarts.
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It is further RECOWENDED t hat BFD i npl ementati ons using optinized
aut hentication defer notifying their client that the session has
reached the Up state until it has transitioned to using the optim zed
aut hentication node. In the event where optim zed authentication is
failing in the protocol, this avoids propagating the failed
transitions to the optim zed nbde to their clients.

8. Optimzing Authentication YANG Mdel
8.1. Data Mddel Overview

The YANG 1.1 [ RFC7950] nodel defined in this docunent augnents the
"ietf-bfd" nodule to add configuration rel evant to the managenent of
the feature defined in this docunent. |In particular, it adds crypto
al gorithnms that are described in this nodel, and in Meticul ous Keyed
| SAAC for BFD Authentication [I-D.ietf-bfd-secure-sequence-nunbers].
It adds a feature statenent to enabl e optinized authentication.
Finally, it adds an interval value that specifies how often the BFD
session should be re-authenticated once it is in the Up state.

8.2. Tree Diagram

The tree diagram for the YANG nodul es defined in this docunent use
annot ati ons defined in YANG Tree Diagrans. [RFC8340].

modul e: ietf-bfd-opt-auth

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol /bfd: bfd/bfd-ip-sh:ip-sh
[ bf d-i p-sh: sessi ons/ bf d-i p-sh: sessi on
[ bf d-i p-sh: aut henti cati on:
+--rw reaut h-interval ? ui nt 32
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol /bfd: bfd/bfd-ip-nmh:ip-nmh
/ bf d-i p- mh: sessi on- gr oups/ bf d-i p- mh: sessi on- group
/ bf d-i p- mh: aut henti cati on:
+--rw reauth-interval ? ui nt 32
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol /bfd: bfd/ bfd-1ag: | ag
/ bf d-1 ag: sessi ons/ bf d-1 ag: sessi on/ bf d-1 ag: aut henti cati on:
+--rw reauth-interval ? ui nt 32
augnment /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bf d/ bfd-npls:npls
/ bf d- npl s: sessi on- gr oups/ bf d- npl s: sessi on- gr oup
/ bf d- npl s: aut henti cati on:
+--rw reauth-interval ? ui nt 32
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8.3. The YANG Model

Thi s YANG nodul e i mports YANG Key Chain [RFC8177], A YANG Data Mbde
for Routing Managenent (NVDA version) [RFC8349], and YANG Data Mde
for Bidirectional Forwarding Detection (BFD) [RFC9314].

| mpl enent ati ons supporting the optim zati on procedures defined in
this docunment enable optim zation by using one of the newy defined
key-chain crypto-algorithns defined in this YANG nodul e.

<CODE BEG NS> file "ietf-bfd-opt-auth@025-08-19. yang"
nmodul e ietf-bfd-opt-auth {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-Dbfd-opt-auth”;
prefix "bfdoa";

inmport ietf-routing {
prefix "rt";
reference
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA version)";

}

inmport ietf-bfd {
prefix bfd;
ref erence
"RFC 9314: YANG Data Model for Bidirectiona
Forwar di ng Detection (BFD).";

}

import ietf-bfd-ip-sh {
prefix bfd-ip-sh;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwardi ng Detection (BFD).";

}

import ietf-bfd-ip-mh {
prefix bfd-ip-nmh;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
Forwar di ng Detection (BFD).";

}

inmport ietf-bfd-lag {
prefix bfd-Iag;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
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Forwar di ng Detection (BFD).";
}

inmport ietf-bfd-npls {
prefix bfd-npls;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwar di ng Detection (BFD).";

}

import ietf-key-chain {
prefix key-chain;
reference
"RFC 8177: YANG Data Mddel for Key Chains.";

}

organi zati on
"I ETF BFD Wor ki ng Group";

cont act
"WG Web: <http://tools.ietf.org/wy/bfd>
WG List: <rtg-bfd@etf.org>

Aut hors: Mahesh Jet hanandani (njethanandani @nuail.com
Ashesh M shra (ashesh@al yri a.con
Ankur Saxena (ankurpsaxena@mail . com
Manav Bhatia (mmvbhati a@oogl e. com
Jeffrey Haas (j haas@uni per.net).";

description
"Thi s YANG nodul e augrments the base BFD YANG nodel to add
attributes related to BFD Optim zed Aut hentication

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX

(https://ww. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.
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The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision "2025-08-19" {
description
"Initial Version.";
ref erence
"RFC XXXX: Optimzing BFD Aut hentication.";

}

feature optim zed-auth {
description
"When enabl ed, this inplenentation supports optim zed
aut hentication as described in this docunment.";

}

identity optim zed-nmd5-neticul ous-keyed-isaac {

base key-chain: crypto-al gorithm

description
"BFD Optimnmzed Aut hentication using Meticul ous Keyed MD5 as the
strong authentication and Meticul ous Keyed | SAAC Keyed as the
| ess conputationally intensive authentication.";

ref erence
"RFC XXXX: Meticul ous Keyed | SAAC for BFD Aut hentication.";

}

identity optinized-shal-meticul ous-keyed-isaac {

base key-chai n:crypto-al gorithm

description
"BFD Optim zed Aut hentication using Meticul ous Keyed SHA-1 as
the strong authentication and Meticul ous Keyed | SAAC Keyed as
the |l ess conputationally intensive authentication.";

ref erence
"RFC XXXX: Meticul ous Keyed | SAAC for BFD Authentication.";

}

groupi ng bfd-opt-auth-config {
description
"Grouping for BFD Optinized Authentication Paraneters.";
| eaf reauth-interval {

type uint32;
units "seconds";
default "60";

description
"Interval of time after which strong authentication
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should be utilized to prevent an on-path-attacker attack
Default is 1 mnute.

A value of zero neans that we do not do periodic
reaut hentication using the strong authentication nethod.

Thi s val ue SHOULD have jitter applied to it to avoid
sel f-synchroni zati on during expensive authentication
operations.";
}
}

augnment "/rt:routing/rt:control-plane-protocol s" +
"/rt:control -pl ane- protocol / bf d: bf d/ bf d-i p-sh:i p-sh" +
"/ bf d-ip-sh: sessions/bfd-ip-sh:session" +
"/ bfd-ip-sh:authentication" {
uses bfd-opt-auth-config;

description
"Augnent the 'authentication’ container for single hop BFD
modul e to add attributes related to BFD optini zed
aut henti cation.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-ip-mh:ip-nh/" +
"bf d-i p-mh: sessi on- gr oups/ bf d-i p- mh: sessi on-group/" +
"bfd-ip-mh: aut hentication" {
uses bfd-opt-auth-config;

description
"Augnent the 'authentication container for multi-hop BFD
modul e to add attributes related to BFD optini zed
aut henti cation.";

}

augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol /bfd: bfd/ bfd-1ag:lag/" +
"bfd-1ag: sessions/bfd-Iag: session/" +
"bfd-1ag: authentication" {

uses bfd-opt-auth-config;

description
"Augnent the 'authentication container for BFD over LAG
modul e to add attributes related to BFD optini zed
aut henti cation.";
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augrment "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol / bfd: bfd/ bfd-npl s: npls/" +
" bf d- npl s: sessi on- gr oups/ bf d- npl s: sessi on-group/" +
"bf d-npl s: aut hentication" {
uses bfd-opt-auth-config;

description
"Augnent the 'authentication” container for BFD over MPLS
modul e to add attributes related to BFD optini zed
aut henti cation.";

}
}
<CCDE ENDS>
9. | ANA Consi derations
Thi s docunents requests the assignment of one URI and one YANG nodel .
9.1. IETF XM Registry
Thi s docunent registers one URIs in the "ns" subregistry of the "IETF

XM." registry [ RFC3688]. Following the format in [ RFC3688], the
following registration is requested:

URI: urn:ietf:parans: xm :ns:yang:ietf-bfd-opt-auth
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace

9.2. The YANG Modul e Nanmes Registry

Thi s docunent registers one YANG nodul es in the "YANG Mddul e Nanes”
registry [RFC6020]. Following the format in [RFC6020], the follow ng
regi strations are requested:

nane: i etf-bfd-opt-auth

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-bfd-opt-auth
prefix: bf doa

ref erence: RFC XXXX

10. Security Considerations
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10.1. Protocol Security Considerations

The approach described in this docunent enhances the ability to

aut henticate a BFD session by taking away the onerous requirenent
that every BFD control packet be strongly authenticated. By strongly
aut henti cating packets that affect the state of the session, the
security of the BFD session is maintained. 1In this node, packets
that are a significant change but are not strongly authenticated, are
dropped by the system Therefore, a malicious user that tries to
inject a non-authenticated packet; e.g. with a Down state to take a
session down will fail. That conbined with the proposal of using
sequence nunber defined in Meticul ous Keyed | SAAC for BFD

Aut hentication [I-D.ietf-bfd-secure-sequence-nunbers] further
enhances the security of BFD sessions.

The recent escal ating series of attacks on MD5 and SHA-1 described in
Finding Collisions in the Full SHA-1 [SHA-1-attackl] and New

Col lision Search for SHA-1 [ SHA-1-attack2] raise concerns about their
remai ning useful lifetine as outlined in Updated Security

Consi derations for the MD5 Message-Di gest and the HVAC- MD5 Al gorithm
[ RFC6151] and Security Considerations for the SHA-0 and SHA-1
Message- Di gest Al gorithm [RFC6194]. |If replaced by stronger

al gorithnms the conputational overhead will nake the task of

aut henticating every packet even nore difficult to achieve.

The procedures described in this docunent provide a mechani sm which
coul d enable inplenmentations to | everage stronger security to address
the concerns above when strong authentication is required. However,
this requires operators to evaluate the tradeoffs of the |ess
conmputationally intensive nmechani sms adequately address their desired
security stance.

10. 2. YANG Security Considerations

The YANG nopdul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446]. The NETCONF Access Control Mdel (NACM [ RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are

witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
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11.

12.

13.

13.

in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
ef fect on network operations. Some of the subtrees and data nodes
and their sensitivity/vulnerability are described here.

* 'reauth-interval’ specifies the interval in Up state, after which
a strong authenticati on SHOULD be perforned to prevent a Person-
In-The-Mddle (PITM attack. |If this interval is set very |ow,
the utility of these optim zation procedures is |essened. If this
interval is set very high, attacks detected by the strong
aut henti cati on nmechani sns may happen overly |l ate.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes.

There are no read-only data nodes defined in this nodel.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations.

There are no RPC operations defined in this nodel.
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Appendi x A.  Exanpl es

This section tries to show sonme exanples in how the nodel can be
confi gur ed.

A. 1. Single Hop BFD Configuration

Thi s exanpl e denmonstrates how a Single Hop BFD session can be
configured for optim zed authentication

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ===============

<?xm version="1.0" encodi ng="UTF-8"?>
<key- chai ns
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-key-chain">
<key- chai n>
<nane>bf d- aut h- conf i g</ nane>
<description>"An exanple for BFD Optinized Auth configuration."\
</ description>
<key>
<key-i d>55</ key-i d>
<lifetine>
<send-lifetime>
<start-date-tinme>2017-01-01T00: 00: 00Z</start-date-ti me>
<end- dat e-ti me>2017-02- 01TO0O0: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
<accept-lifetinme>
<start-date-tine>2016-12-31T23: 59: 55Z</start-date-ti me>
<end- dat e-ti me>2017-02- 01T00: 00: 05Z</ end- dat e-ti me>
</ accept-lifetine>
</lifetime>
<crypt o-al gorithm xm ns: opt - aut h=
"urn:ietf:parans: xm :ns:yang:ietf-bfd-opt-auth">opt-auth:opti\
m zed- shal- neti cul ous- keyed-i saac</crypto-al gorithne
<key-string>
<keystring>t estvector </ keystring>
</ key-string>
</ key>
</ key- chai n>
</ key- chai ns>
<interfaces
xm ns="urn:ietf:parans: xm:ns:yang:ietf-interfaces"
xmns:if-type="urn:ietf:parans:xm:ns:yang:iana-if-type">
<interface>
<nane>et hO</ nanme>
<type>i f-type: et her net Csmacd</t ype>
</interface>
</interfaces>
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<routing
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-routing”
xm ns: bf d-types="urn:ietf:params: xm :ns:yang:ietf-bfd-types”
xm ns:iana-bfd-types="urn:ietf:parans: xnl :ns:yang:iana-bfd-type\

xm ns: opt-auth="urn:ietf:params: xm :ns:yang:ietf-bfd-opt-auth">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type>bfd-types: bf dvl</type>
<nane>nane: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd">
<ip-sh xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-sh">
<sessi ons>
<sessi on>
<interface>ethO</interface>
<dest - addr >2001: db8: 0: 113: : 101</ dest - addr >
<desi red-mi n-tx-interval >10000</ desi red-m n-tx-interwv\

al >
<requi red-ni n-rx-interval >
10000
</required-mn-rx-interval >
<aut henti cati on>
<key- chai n>bf d- aut h- conf i g</ key- chai n>
<opt - aut h: reaut h-i nt erval >30</ opt - aut h: reaut h-i nter\
val >

</ aut henti cati on>
</ sessi on>
</ sessi ons>
</ip-sh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

Appendi x B. Experinental Status

Thi s docunent describes an experinment that presents a candi date
solution to update BFD Authentication that is currently specified in
[ RFC5880]. This experinent is intended to provide additiona
insights into what happens when the optim zed authentication nethod
defined in this docunment is used. Here are the reasons why this
docunment is on the Experinmental track

* In the initial stages of the docunment, there were significant
participation and reviews fromthe working group. Since then,
there has been consi derabl e changes to the docunent, e.g. the use
of I SAAC, allowi ng for | SAAC bootstrappi ng when a BFD sessi on
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comes up and use of a single Auth Type to indicate use of
optimzed authentication etc. These changes did not get
significant review fromthe working group and therefore does not
meet the bar set in Section 4.1.1 of [RFC2026]

* There are no known i npl enentations (even proof-of-concept) or
i mpl ementation plans. As a result, we do not currently know if
there will be interop issues with | egacy inplenmentations or what
exactly are the performance benefits of the optim zation method.

* The work in this docunent could becone very valuable in the
future, especially if the need for depl oying BFD aut hentication at
scal e beconmes a reality.

Thi s docunent is classified as Experinmental and is not part of the
| ETF Standards Track. [Inplenentations based on this docunent shoul d
not be considered as conpliant with BFD [ RFC5880] .
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