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Abst r act

Virtual Private LAN Service (VPLS) is a Layer 2 Virtual Private
Network (VPN) that gives its custoners the appearance that their

sites are connected via a Local Area Network (LAN). It is often
required for the Service Provider (SP) to give the custoner redundant
connectivity to sone sites, often called "multi-homng". This nmeno

shows how BGP- based multi-hom ng can be offered in the context of LDP
and BGP VPLS solutions. This docunent updates RFC 4761 by defining
new flags in the Control Flags field of the Layer2 Info Extended
Conmuni ty.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Decenber 2025.
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1. Introduction

Virtual Private LAN Service (VPLS) is a Layer 2 Virtual Private
Network (VPN) that gives its custoners the appearance that their
sites are connected via a Local Area Network (LAN). It is often
required for a Service Provider (SP) to offer redundant VPLS
connectivity to a customer site, often called "multi-hom ng".

[ RFC4761] expl ai ns how VPLS can be offered using BGP for both auto-
di scovery and signaling; section 3.5 of that document describes how
mul ti-hom ng can be achieved in this context. Alternatively, VPLS
can be offered using BG for auto-discovery (BGP-AD: [ RFC6074]) and
LDP for signaling ([RFCA762]). This document provi des a BGP-based
mul ti-homing (MH) solution applicable to both the above VPLS
technol ogies. Note that BGP MH can be used for LDP VPLS without the
use of the BGP-AD sol ution

Section 2 lays out sonme of the scenarios for nmulti-hom ng, other ways
that this can be achi eved, and sonme of the expectations of BGP-based
mul ti-homing. Section 3 defines the components of BGP-based nulti-
hom ng, and the procedures required to achieve this.

1.1. General Term nol ogy

Sone general terminology is defined here; nobst is from|[RFC4761],
[ RFC4762] or [RFC4364]. Terminology specific to this meno is
introduced as needed in | ater sections.

A "Custoner Edge" (CE) device, typically |ocated on custoner

premni ses, connects to a "Provider Edge" (PE) device, which is owned
and operated by the SP. A "Provider" (P) device is al so owned and
operated by the SP, but has no direct custoner connections. A "VPLS
Edge" (VE) device is a PE that offers VPLS services.

A VPLS dommin represents a bridging domain per custoner. A Route
Target conmunity as described in [ RFC4360] is typically used to
identify all the PE routers participating in a particular VPLS
domain. A VPLS site is a grouping of ports on a PE that belong to
the sane VPLS domain. The terms "VPLS instance" and "VPLS domain”
are used interchangeably in this docunent.
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If the CE devices that connect to a VPLS site’s ports have
connectivity to any other PE device then the VPLS site is called a
mul ti-homed VPLS site. Oherwise, it is called a single-honed VPLS
site. The ports are partitioned between VPLS sites such that each
port is in no nore than one VPLS site.

BGP VPLS NLRI as specified in section 3.2.2 in [ RFC4761] includes a
nunber of fields. This docunment refers to the VE-1D, VE bl ock

of fset, block size and | abel base fromthat RFC. A BGP VPLS NLRI for
t he base VPLS instance that has non-zero VE bl ock of fset, VE bl ock
size and | abel base is called a VE NLRI in this docunent. Each VPLS
instance is uniquely identified by a VE-1D

A VPLS NLRI with value zero for the VE bl ock offset, VE block size
and | abel base is called as CE NLRI in this docunent. Section 3.1
defines CE NLRI and provi des nore detail

A Miulti-hormed (MH) site is uniquely identified by a CE-ID. Sites are
referred to as local or renote dependi ng on whether they are
configured on the PE router in context or on one of the renote PE
routers (network peers). A single-homed site can al so be assigned a
CE-1D, but it is not mandatory to configure a CE-1D for single-homed
sites. Section 3.1 provides detail on CE-ID.

1.2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and further
clarified in [ RFC8174].

2. Background

Thi s section describes various scenarios where multi-homng may be
required, and the inplications thereof. 1t also describes sone of
the singular properties of VPLS nulti-honing, and what that neans
from both an operational point of view and an inplenmentation point of
view. There are other approaches for providing multi-hom ng such as
Spanni ng Tree Protocol; this docunent only specifies use of BGP for
mul ti-hom ng. Conprehensive conpari son anong the approaches is
outsi de the scope of this docunent.

2.1. Scenarios

In Figure 1, CEl is a VPLS CE that is dual-homed to both PE1 and PE2
for redundant connectivity.
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/ : Servi ce :
CE1l : Pr ovi der PE4

Figure 1: Scenario 1

In Figure 2, CEl is a VPLS CE that is dual-homed to both PE1 and PE2
for redundant connectivity. However, CE4, which is also in the sane
VPLS donmin, is single-homed to just PEL.

/ :. Servi ce :
CE1l : Provi der PE4

Figure 2: Scenario 2

2.2. VPLS Milti-hom ng Considerations

The first (perhaps obvious) fact about a multi-homed VPLS CE, such as
CELl in Figure 1 is that if CEl is an Ethernet switch or bridge, a

| oop has been created in the custoner VPLS. This is a dangerous
situation for an Ethernet network, and the | oop nust be broken. Even
if CEl is arouter, it will get duplicates every tine a packet is

fl ooded, which is clearly undesirable.

The next is that (unlike the case of |P-based nulti-hom ng) only one
of PE1 and PE2 can be actively sending traffic, either towards CEl or
into the SP cloud. That is to say, |oad bal ancing techniques will
not work. All other PEs MUST choose the sanme designated forwarder
for a nulti-honmed site. Call the PE that is chosen to send traffic
to/from CE1 the "designated forwarder"”.

In Figure 2, CE1l and CE4 nmust be dealt with independently, since CEl
i s dual -honed, but CE4 is not.
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3.

3.

Mul ti-hom ng Operation

This section describes procedures for electing a designated forwarder
anong the set of PEs that are nulti-honed to a custoner site. The
procedures described in this section are applicable to BGP based
VPLS, LDP based VPLS with BGP-AD or a VPLS that contains a m x of
both BGP and LDP signal ed PWs.

1. Custonmer Edge (CE) NLRI
Section 3.2.2 in [ RFC4761] specifies a NLRI to be used for BGP based

VPLS (BGP VPLS NLRI). The format of the BGP VPLS NLRI is shown
bel ow.

o e e e e e e e e e e e e e e +
| Length (2 octets) |
oo oo +
| Route Distinguisher (8 octets) |
o m o e +
| VEID (2 octets) |
o e e e e e e e e e e e e e e +
| VE Block Ofset (2 octets) |
o m o oo +
| VE Block Size (2 octets) |
o m o e e +
| Label Base (3 octets) |
o e e e e e e e e e e e e e e +

Fi gure 3: BGP VPLS NLR

For multi-hom ng operation, a customer-edge NLRI (CE NLRI) is
proposed that uses BGP VPLS NLRI with the following fields set to
zero: VE Block Ofset, VE Block Size and Label Base. In addition,
the VE-ID field of the NLRI is set to CE-ID. Thus, the CE NLR
contains 2 octets indicating the Iength, 8 octets for Route

Di stinguisher, 2 octets for CE-ID and 7 octets with value zero.

It is valid to have non-zero VE bl ock offset, VE block size and | abe
base in the VPLS NLRI for a nulti-honed site. VPLS operations,
including nulti-homng, in such a case are outside the scope of this
docunment. However, for interoperability with existing deploynments
that use non-zero VE bl ock offset, VE block size and | abel base for
mul ti-hom ng operation, Section 6.1 provides nore detail.

Wher ever VPLS NLRI is used in this docunent, context nust be used to
infer if it is applicable for CE NLRI, VE NLRI or for both.
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3.2. Deploynent Considerations

It is mandatory that each instance within a VPLS domain MJST be

provi sioned with a uni que Route Distinguisher value. Unique Route

Di stinguisher allows VPLS advertisenents fromdifferent VPLS PEs to
be distinct even if the advertisenments have the sane VE-1D, which can
occur in case of multi-homing. This allows standard BGP path

sel ection rules to be applied to VPLS advertisements.

Each VPLS PE nust advertise a unique VE-ID with non-zero VE Bl ock

O fset, VE Block Size and Label Base values in the BG® NLRI. VE-ID
is associated with the base VPLS instance and the NLRI associated
with it nust be used for creating PW anong VPLS PEs. Any single-
honmed customer sites connected to the VPLS instance do not require
any speci al addressing. However, an administrator (SP operator) can
choose to have a CE-I1D for a single-honed site as well. Any nulti-
honed custonmer sites connected to the VPLS instance require special
addressi ng, which is achieved by use of CE-1D. A set of custoner
sites are distinguished as nmulti-homed if they all have the sanme CE-
ID. The follow ng exanples illustrate the use of VE-1D and CE-1D.

Figure 1 shows a custoner site, CEL, multi-homed to two VPLS PEs, PEl
and PE2. In order for all VPLS PEs to set up PW to each other, each
VPLS PE nmust be configured with a unique VE-ID for its base VPLS
instance. |In addition, in order for all VPLS PEs within the same
VPLS domain to elect one of the nulti-honmed PEs as the designated
forwarder, an indicator that the PEs are multi-honmed to the sane
custoner site is required. This is achieved by assigning the sane
VPLS site ID (CE-1D) on PE1 and PE2 for CEl. Wen renote VPLS PEs
receive NLRI advertisenment fromPElL and PE2 for CEl, the two NLRI
advertisenents for CE1 are identified as candi dates for designated
forwarder selection due to the same CE-1D. Thus, sanme CE-1D MJST be
assigned on all VPLS PEs that are multi-homed to the sanme customner
site.

Figure 2 shows two custoner sites, CEl and CE4, connected to PE1 with
CE1 multi-homed to PE1 and PE2. Similar to Figure 1 provisioning
model , each VPLS PE nust be configured with a unique VE-ID for it
base VPLS instance. CE1 which is multi-homed to PE1 and PE2 requires
configuration of CE-1D and both PE1 and PE2 MJST be provisioned wth
the sane CE-1D for CEl. CE2 and CE3 are single-honed sites and do
not require special addressing. However, an operator nust configure
a CE-1D for CE4 on PEL. By doing so, renpote PEs can determ ne that
PE1 has two VPLS sites, CEl and CE4. |If both CE1l and CE4
connectivity to PE1 is down, renote PEs can choose based on D bit in
VE NLRI not to send nulticast traffic to PE1 as there are no VPLS
sites reachable via PEL. |f CE4 was not assigned a unique CE-1D,
renote PEs have no way to know if there are other VPLS sites attached
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and hence, would always send multicast traffic to PEl. Wile CE2 and
CE3 can al so be configured with unique CE-1Ds, there is no advant age
in doing so as both PE3 and PE4 have exactly one VPLS site.

Note that a CE-1D=0 is invalid and a PE MJUST di scard such an
adverti senent.

Use of multiple VE-1Ds per VPLS instance for either nulti-homn ng
operation or for any other purpose is outside the scope of this
docunent. However, for interoperability with existing deploynents
that use multiple VE-IDs, Section 6.1 provides nore detail.

3.3. Designated Forwarder Election

BGP- based nulti-hom ng for VPLS relies on standard BGP path sel ection
and VPLS DF election. The net result of doing both BGP path

sel ection and VPLS DF election is that of electing a single

desi gnated forwarder (DF) anobng the set of PEs to which a custoner
site is multi-homed. All the PEs that are el ected as non-designated
forwarders MJST keep their attachment circuit to the nmulti-homed CE
in blocked status (no forwarding).

These el ection algorithns operate on VPLS advertisenents, which
include both the NLRI and attached BGP attributes. These election
algorithnms are applicable to all VPLS NLRI's, and not just to CE
NLRIs. In order to sinplify the explanation of these algorithns, we
will use a nunber of variables derived fromfields in the VPLS
advertisenent. These variables are: RD, SITE-1D, VBO DOM ACS, PREF
and PE-1D. The notation ADV -> <RD, SITE-ID, VBO, DOM ACS, PREF,
PE-1 D> neans that froma received VPLS adverti senent ADV, the
respective variables were derived. The follow ng sections describe
two attributes needed for DF election, then describe the variabl es
and how they are derived fromfields in VPLS adverti sement ADV, and
finally describe how DF el ection is done

3.3.1. Attributes

The procedures below refer to two attributes: the Route Oigin
community (see Section 4.1) and the L2-info community (see

Section 4.2). These attributes are required for inter-AS operation;
for generality, the procedures bel ow show how they are to be used.
The procedures also outline howto handle the case that either or
both are not present.

For BGP-based Milti-hom ng, ADV MJST contain an L2-info extended
community as specified in [RFC4761]. Wthin this comunity are
various control flags. Two new control flags are proposed in this
docunent. Figure 4 shows the position of the new'D and 'F flags.

Konpel |l a, et al. Expi res 18 Decenber 2025 [ Page 8]



I nternet-Draft VPLS Mul ti-hom ng June 2025

Cont

3.3. 2.

rol Flags Bit Vector

01234567

i ok It S S R R

|DlZ|FlZlZ1 2| CS| (Z= MJST Be Zero)

R e s i T

Figure 4

"D (Down): Indicates connectivity status. 1In case of CE NLR
the connectivity status is between a VPLS site and a VPLS PE. In

case of VE NLRI, the connectivity status is for the VPLS
instance. In case of CE NLRI, the bit MJST be set to one if al
the attachment circuits connecting a VPLS site to a VPLS PE are
down. In case of VE NLRI, the bit nust be set to one if the VPLS
instance is operationally down. Note that a VPLS instance that
has no connectivity to any of its sites nmust be considered as
operationally down.

"F (Flush): Indicates when to flush MAC state. A designated
forwarder nmust set the F bit and a non-desi gnated forwarder nust
clear the F bit when sending BG® CE NLRIs for nulti-homed sites.
A state transition fromone to zero for the F bit can be used by
a renote PE to flush all the MACs |learned fromthe PE that is
transitioning from desi gnated forwarder to non-designated
forwarder. Refer to Section 5 for nore details on the use case

Vari abl es Used

3.3.2.1. RD

RD i
ADV.

s sinply set to the Route Distinguisher field in the NLRI part of
The actual process of assigning Route Distinguisher val ues MJST

guarantee its uni queness per PE node. Therefore, two nmulti-homed PEs
offering the same VPLS service to a conmon set of CEs MJST allocate
different RD values for this site respectively.

3.3.2.2. SITE-ID

SITE-IDis sinply set to the VE-ID field in the NLRI part of the ADV.

Note that no distinction is nmade whether VE-IDis for a nulti-honmed
site or not.

3.3.2.3. VBO

VBO
ADV.

Konpel |

is sinmply set to the VE Block Ofset field in the NLRI part of
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3.3.2.4. DOM

This variable, indicating the VPLS domain to which ADV belongs, is
derived by applying BGP policy to the Route Target extended
communities in ADV. The details of howthis is done are outside the
scope of this docunent.

3.3.2.5. ACS

ACS is the status of the attachment circuits for a given site of a
VPLS. ACS =1 if all attachnment circuits for the site are down, and
0 ot herw se.

ACS is set to the value of the "D bit in ADV that belongs to CE
NLRI. |If ADV belongs to base VPLS instance (VE NLRI) with non-zero
| abel bl ock val ues, no change nust be nade to ACS

3.3.2.6. PREF

PREF is derived fromthe Local Preference (LP) attribute in ADV as
well as the VPLS Preference field (VP) in the L2-info extended
community. If the Local Preference attribute is missing, LP is set
to 0; if the L2-info comunity is mssing, VP is set to 0. The
followi ng table shows how PREF is conputed fromLP and VP

[ el s s s e e el
| VP Value | LP Value | PREF Val ue | Conmrent |
[} gty e puy e pum o = fuss s o}
| 0 | 0 | 0 | mal formed advertisenent,

| | | | unl ess ACS=1 |
T T T T +
| 0 | lto | LP | backwards compatibility |
| | (2716-1) | | |
TS TS R o e m e e e e e oo +
| 0 | 2716 to | (2716-1) | backwards conpatibility |
I | (2732-1) | I I
T T T T +
| >0 | LP sane | VP | Inplementation supports |
| | as WP | | VP |
TS TS R o e m e e e e e oo +
| >0 | LP != VP | 0 | mal forned advertisenent |
S T S T S Iy e +

Table 1
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3.3.2.7. PE-ID

If ADV contains a Route Origin (RO comunity (see Section 4.1) with
type 0x01, then PE-ID is set to the dobal Adnministrator sub-field of
the RO Oherwise, if ADV has an ORIG@ NATOR ID attribute, then PE-ID
is set to the ORIRANATOR ID. Oherwise, PE-IDis set to the BGP
Identifier.

3.3.3. El ecti on Procedures

The el ection procedures described in this section apply equally to
BGP VPLS and LDP VPLS. A distinction MUST NOT be rmade on whether the
NLRI is a nulti-honming NLRI or not. Subset of these procedures
docunented in standard BGP best path selection deals with general IP
Prefix BGP route sel ection processing as defined in [ RFC4271]. A
separate part of the algorithmdefined under VPLS DF election is
specific to designated forwarder el ection procedures perforned on
VPLS advertisenents. A concept of bucketization is introduced to
define route selection rules for VPLS advertisements. Note that this
is a conceptual description of the process; an inplenmentation MAY
choose to realize this differently as long as the semantics are
preserved.

3.3.3.1. Bucketization for standard BGP path sel ection
An adverti senment
ADV -> <RD, SITE-ID, VBO ACS, PREF, PE-|D>
is put into the bucket for <RD, SITE-ID, VBO>. |In other words, the
information in BGP path sel ection consists of <RD, SITE-1D, VBO> and
only advertisenents with exact sane <RD, SITE-1D, VBO> are candi dates
for BGP path selection procedure as defined in [ RFC4271].
3.3.3.2. Bucketization for VPLS DF El ection
An adverti senent
ADV -> <RD, SITE-ID, VBO DOM ACS, PREF, PE-ID>
is discarded if DOMis not of interest to the VPLS PE. O herw se,
ADV is put into the bucket for <DOM SITE-1D>. In other words, all

advertisenents for a particular VPLS dormain that have the same Sl TE-
I D are candi dates for VPLS DF el ection
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3.3.3.3. Tie-breaking Rules
This section describes the tie-breaking rules for VPLS DF el ecti on.
Ti e-breaking rules for VPLS DF el ection are applied to candidate
advertisenents by all VPLS PEs and the actions taken by VPLS PEs
based on the VPLS DF election result are described in Section 3.4.

G ven two advertisenments ADV1 and ADV2 from a given bucket, first
comput e the vari abl es needed for DF el ection:

ADV1 -> <RD1, SITE-I1D1, VvBOl, DOML, ACS1, PREF1l, PE-ID1>
ADV2 -> <RD2, SITE-1D2, VBO2, DOMR, ACS2, PREF2, PE-I|D2>

Note that SITE-ID1 = SITE-1D2 and DOML = DOV, since ADV1 and ADV2
came fromthe same bucket. Then the follow ng tie-breaking rules
MUST be applied in the given order.
1. if (ACS1 !'= 1) AND (ACS2 == 1) ADV1 wins; stop

if (ACS1 == 1) AND (ACS2 !'= 1) ADV2 wi ns; stop

el se continue
2. if (PREF1 > PREF2) ADV1 wi ns; stop;

else if (PREF1 < PREF2) ADV2 wi ns; stop;

el se continue
3. if (PE-ID1 < PE-1D2) ADV1 wins; stop;

else if (PE-1DL > PE-1D2) ADV2 w ns; stop;

el se ADV1 and ADV2 are fromthe same VPLS PE

If there is no winner and ADV1 and ADV2 are fromthe sane PE, a VPLS
PE MJUST retain both ADV1 and ADV2.

3. 4. DF El ection on PEs

DF el ection algorithm MJUST be run by all nmulti-honed VPLS PEs. In
addition, all other PEs SHOULD al so run the DF el ection algorithm
As a result of the DF election, nulti-honed PEs that |ose the DF
election for a SITE-1D MJST put the ACs associated with the SITE-ID
in non-forwardi ng state.
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3.

4.

4.

DF election result on the egress PEs can be used in traffic
forwardi ng decision. Figure 2 shows two customer sites, CEl and CE4,
connected to PEL1 with CE1 multi-homed to PE1 and PE2. |If PEl is the
desi gnated forwarder for CEl, based on the DF election result, PE3
can choose to not send unknown unicast and multicast traffic to PE2
as PE2 is not the designated forwarder for any custoner site and it
has no other single homed sites connected to it.

5. Pseudowire and Site-1D Binding Properties

For the use case where a single PE provides connectivity to a set of
CEs where some CEs are nulti-honed and others are not, only a single
pseudowi re MAY be established. For exanple, if PEl provides VPLS
service to CE1l and CE4 which are both part of the same VPLS domain,
but different sites, and CE1l is multi-homed, but CE4 is not (as
described in figure 2), PE3 could establish only single pseudow re
toward PEL. A design needs to ensure that regardl ess of PE1l's
forwarding state in respect to DF or non-DF for multi-homed CEl, PE3s
access to CE4 is established. Since label allocation and pseudowi re
establishnent is tied to site-1D, we need to ensure that proper
pseudow re bindi ngs are established.

For set of given advertisenents with the cormon DOM but with
different Site-1D values, a VPLS PE speaker SHOULD instantiate and

bi nd the pseudowi re based on advertisenent with the | owest Site-ID
value. O herw se, binding would be conpletely random and duri ng DF
changes for nmulti-homed site, non-multi-homed CE mght suffer traffic
| oss.

Mul ti-AS VPLS
This section describes multi-homing in an inter-AS context.
1. Route Origin Extended Comunity
Due to lack of information about the PEs that originate the VPLS
NLRIs in inter-AS operations, Route Origin Extended Comunity
[ RFC4360] is used to carry the source PE s | P address.
To use Route Origin Extended Community for carrying the originator
VPLS PE' s | oopback address, the type field of the comunity MJST be

set to Ox01 and the @ obal Adm nistrator sub-field MJUST be set to the
PE s | oopback | P address.
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4.2. VPLS Preference

VWhen multiple PEs are assigned the sane site ID for nulti-homng, it
is often desired to be able to control the selection of a particular
PE as the designated forwarder. Section 3.5 in [RFC4761] descri bes
the use of BGP Local Preference in path selection to choose a
particular NLRI, where Local Preference indicates the degree of
preference for a particular VE. The use of Local Preference is

i nadequat e when VPLS PEs are spread across nultiple ASes as Loca
Preference is not carried across AS boundary. A new field, VPLS
preference (VP), is introduced in this docunent that can be used to
acconplish this. VPLS preference indicates a degree of preference
for a particular customer site. VPLS preference is not mandatory for
intra-AS operation; the algorithmexplained in Section 3.3 will work
with or without the presence of VPLS preference.

Section 3.2.4 in [ RFC4761] describes the Layer2 Info Extended
Comunity that carries control information about the pseudowi res.

The last two octets that were reserved now carries VPLS preference as
shown in Figure 5.

o e m e e e e e e e e e e +
| Extended conmunity type (2 octets) |
o m e e e e e e e e ee e +
| Encaps Type (1 octet) |
o e e e e e e e e e e e e e e e e e o +
| Control Flags (1 octet) |
o e m e e e e e e e e e e +
| Layer-2 MIU (2 octet) |
o m e e e e e e e e ee e +
| VPLS Preference (2 octets) |
o e e e e e e e e e e e e e e e e e o +

Figure 5: Layer2 Info Extended Comunity

A VPLS preference is a 2-octets unsigned integer. A value of zero

i ndi cates absence of a VP and is not a valid preference value. This
interpretation is required for backwards conpatibility.

I mpl enent ati ons using Layer2 Info Extended Comrunity as described in
(Section 3.2.4) [RFC4761] MJST set the |last two octets as zero since
it was a reserved field.
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For backwards compatibility, if VPLS preference is used, then BGP
Local Preference MJUST be set to the value of VPLS preference. Note
that a Local Preference value of zero for a CE-IDis not valid unless
"D bit inthe control flags is set (see

[1-D. kothari-I|2vpn-auto-site-id]). |In addition, Local Preference
val ue greater than or equal to 2716 for VPLS advertisenments is not
val i d.

4. 3. Use of BGP attributes in Inter-AS Met hods

Section 3.4 in [ RFC4761] and section 4 in [RFC6074] describe three
met hods (a, b and c) to connect sites in a VPLS to PEs that are
across multiple AS. Since VPLS advertisenments in nethod (a) do not
cross AS boundaries, multi-hom ng operations for nmethod (a) remain
exactly the sane as they are within as AS. However, for method (b)
and (c), VPLS advertisenents do cross AS boundary. This section
descri bes the VPLS operations for nmethod (b) and nethod (c).
Consider Figure 6 for inter-AS VPLS with nulti-homed custoner sites.

4.3.1. Inter-AS Method (b): EBGP Redistribution of VPLS Information
bet ween ASBRs

Figure 6: Inter-AS VPLS

A custoner has four sites, CEl, CE2, CE3 and CE4. CEl is nulti-homed
to PE1 and PE2 in AS1. CE2 is single-honed to PEl. CE3 and CE4 are
al so single honed to PE3 and PE4 respectively in AS2. Assunme that in
addition to the base LDP/BGP VPLS addressing (VSI-1Ds/VE-I1Ds), CE-1D
1 is assigned for CEl. After running DF election algorithm all four
VPLS PEs must el ect the sane designated forwarder for CEl site.

Since BGP Local Preference is not carried across AS boundary, VPLS
preference as described in Section 4.2 MJST be used for carrying site
preference in inter-AS VPLS operations.
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For Inter-AS nethod (b) ASBR1L will send a VPLS NLRI received from PEl
to ASBR2 with itself as the BGP nexthop. ASBR2 will send the
received NLRI from ASBR1 to PE3 and PE4 with itself as the BGP

next hop. Since VPLS PEs use BGP Local Preference in DF election, for
backwards conpatibility, ASBR2 MJST set the Local Preference value in
the VPLS advertisenents it sends to PE3 and PE4 to the VPLS
preference value contained in the VPLS advertisenment it receives from
ASBR1. ASBR1 MJST do the same for the NLRIs it sends to PE1l and PE2.
If ASBR1 receives a VPLS advertisenent without a valid VPLS
preference froma PE within its AS, then ASBRL MJST set the VPLS
preference in the advertisements to the Local Preference value before
sending it to ASBR2. Sinilarly, ASBR2 nmust do the sane for
advertisenents without VPLS Preference it receives fromPEs wthin
its AS. Thus, in method (b), ASBRs MJST update the VPLS and Loca
Pref erence based on the advertisenents they receive either froman
ASBR or a PE within their AS.

In Figure 6, PE1 will send the VPLS advertisenments with Route Origin
Ext ended Community containing its | oopback address. PE2 will do the
same. Even though PE3 receives the VPLS advertisenents for VE-ID 1
and 2 fromthe sane BGP nexthop, ASBR2, the source PE address
contained in the Route Oigin Extended Community is different for the
CE1 and CE2 advertisenents, and thus, PE3 creates two PW, one for
CEl (for VE-1D 1) and another one for CE2 (for VE-ID 2).

4.3.2. Inter-AS Method (c): Milti-Hop EBGP Redistribution of VPLS
I nformati on between ASes

In this nethod, there is a nulti-hop E-BGP peering between the PEs or
Route Reflectors in AS1 and the PEs or Route Reflectors in AS2

There is no VPLS state in either control or data plane on the ASBRs.
The nmul ti-hom ng operations on the PEs in this method are exactly the
same as they are in intra-AS scenario. However, since Loca
Preference is not carried across AS boundary, the translation of LP
to VP and vice versa MJIST be done by RR, if RRis used to reflect
VPLS advertisenments to other ASes. This is exactly the sanme as what
a ASBR does in case of nmethod (b). A RR must set the VP to the LP
val ue in an advertisenent before sending it to other ASes and nust
set the LP to the VP value in an advertisenent that it receives from
ot her ASes before sending to the PEs within the AS.

5. MAC Flush Operations
In a service provider VPLS network, customer MAC | earning is confined

to PE devices and any internedi ate nodes, such as a Route Reflector,
do not have any state for MAC addresses.
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Topol ogy changes either in the service provider’s network or in
customer’s network can result in the nmovenent of MAC addresses from
one PE device to another. Such events can result into traffic being
dropped due to stale state of MAC addresses on the PE devices. Age
out tiners that clear the stale state will resume the traffic
forwardi ng, but age out tiners are typically in ninutes, and
convergence of the order of minutes can severely inpact custoner’s
service. To handle such events and expedite convergence of traffic,
flushing of affected MAC addresses is highly desirable.

5.1. MAC Flush Indicators

If 'D bit in the control flags is set in a received VE NLRI, the
recei ving PE SHOULD flush all the MAC addresses |earned fromthe PE
advertising the failure.

Anytinme a designated forwarder change occurs, a renote PE SHOULD
flush all the MAC addresses it |learned fromthe PE that |ost the DF
el ection (old designated forwarder). |If multiple custoner sites are
connected to the sane PE, PEl as shown in Figure 2, and redundancy
per site is desired when nulti-hom ng procedures described in this
docunent are in effect, then it is desirable to flush just the

rel evant MAC addresses froma particular site when the site
connectivity is lost. However, procedures for flushing a limted set
of MAC addresses are beyond the scope of this docunent. Use of
either 'D or '"F bit in control flags only allows to flush all MAC
addresses associated with a PE

Desi gnat ed forwarder change can occur in absence of failures, such as
when an attachment circuit cones up. Consider the case in Figure 2
where PE1-CEl1 link is non-operational and PE2 is the designated
forwarder for CElL. Al so assune that Local Preference of PEl is

hi gher than PE2. Wen PE1-CEl |ink becomes operational, PE1 wll
send a BGP CE advertisenent for CE1 to all it’'s peers. |If PE3
performs the DF el ection before PE2, there is a chance that PE3 m ght
| earn MAC addresses from PE2 after it was done electing PEL. This
can happen since PE2 has not yet processed the BGP CE adverti sement
fromPEl1 and as a result continues to send traffic to PE3. This can
cause traffic fromPE3 to CELl to bl ack-hole until those MAC addresses
are del eted due to age out timers. Therefore, to avoid such race-
conditions, a designated forwarder nust set the F bit and a non-

desi gnated forwarder nust clear the F bit when sending BGP CE
advertisenments. A state transition fromone to zero for the 'F bit
can be used by a renote PE to flush all the MACs | earned fromthe PE
that is transitioning from desi gnated forwarder to non-designated

f or war der .
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5.2. Mnimzing the effects of fast link transitions

Certain failure scenarios may result in fast transitions of the |ink
towards the nmulti-homng CE which in turn will generate fast status
transitions of one or multiple multi-honed sites reflected through
mul ti pl e BGP CE advertisenents and LDP MAC Fl ush nessages.

It is recomrended that a timer to danp the link flaps be used for the
port towards the nulti-honed CE to mnimze the nunber of MAC Fl ush
events in the renpte PEs and the occurrences of BGP state conpression
for F bit transitions. A timer value nore than the time it takes BGP
to converge in the network i s recomended.

6. Backwards Conpatibility

No forwarding | oops are fornmed when PEs or Route Reflectors that do
not support the procedures defined in this section co-exist in the
network with PEs or Route Reflectors that do support the procedures.

6.1. BGP based VPLS

As explained in this section, nmulti-honmed PEs to the sane custoner
site MJUST assign the same CE-ID and related NLRI SHOULD contain the
bl ock of fset, block size and | abel base as zero. Rempte PEs that

| ack support of multi-homi ng operations specified in this docunent
will fail to create any PW for the multi-homed CE-1Ds due to the

| abel val ue of zero and thus, the multi-hom ng NLRI shoul d have no
i mpact on the operation of Renbte PEs that |ack support of nulti-
hom ng operations specified in this docunent.

For compatibility with PEs that use nmultiple VE-1Ds with non-zero

| abel bl ock values for nulti-hom ng operation, a PE receiving such
adverti senents MJST use the labels in the NLRIs associated with

| owest VE-1D for PWcreation. It is possible that maintaining PW
association with lowest VE-ID can result in a flap of the PW and
thus, tenporary traffic |loss. However, it is necessary to mmintain
the association of PWwith the lowest VE-ID as it provides
determnistic DF el ection anong all the VPLS PEs.

6.2. LDP VPLS with BGP Auto-di scovery

The BGP-AD NLRI has a prefix length of 12 containing only a 8 bytes
RD and a 4 bytes VSI-ID. |f a LDP VPLS PEs running BGP AD | acks
support of multi-hom ng operations specified in this document, it
SHOULD ignore a CE NLRI with the length field of 17. As a result it
will not ask LDP to create any PW for the nmulti-homed Site-ID and
thus, the multi-hom ng NLRI should have no inpact on LDP VPLS
operation. MH PEs nmay use existing LDP MAC Flush to flush the renote
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LDP VPLS PEs or may use the MAC Fl ush procedures as described in
Section 5

7. Security Considerations

No new security issues are introduced beyond those that are descri bed
in [ RFC4761] and [ RFC4762].

8. | ANA Consi derations
| ANA already has a registry for "Layer2 Info Extended Community
Control Flags Bit Vector" https://ww.iana.org/assi gnments/bgp-
ext ended- comruni ti es

Thi s docunent requires two new bit flags to be assigned as foll ows:

Val ue Narmre Ref erence
D Down connectivity status Thi s docunent
F MAC fl ush indi cator Thi s docunent
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