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1.

1.

I nt roducti on

[1-D. mhkk-dmm srv6énup-architecture] defines the Segnment Routing | Pv6
Mobil e User Plane (SRv6 MJP) architecture for Distributed Mbility
Managenent. As part of the architecture, the docunment defines a new
SRv6 segnment type called as a MJP Segnent, new routing information
that can carried within BGP, and advertised froma PE and a MJP
Controller.

This docunent defines a new SAFI known as a BGP Mobile User Plane
(BGP- MJP) SAFI to support MJP Extensions for BG. This draft also
provi des BGP signaling and procedures for the new SAFl to convert
nmobi | e session information into appropriate |IP routing information.
These extensions can be used by operators between the PE and a MJP
Controller for integrating nobile user plane into Segnment Routing
network using the I P based routing information. These extensions
al so works with routing instances acconodati ong two new wel | known
segnent types known as Interwork and Direct

[1-D. mhkk-dmm srv6énup-architecture]. Finally, the BGP encoding and
procedures defined in this docunent that uses SRv6 as the forwarding
fabric follows the SRv6 MJP architecture defined in

[1-D. mhkk-dmm srveénup-architecture]. The BGP extensions to build
net wor ks that use forwardi ng nechani sns ot her than SRv6 (SRv6 MJP)
are outside the scope of this docunent.

1. Requirements Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

MUP: Mobil e User Pl ane

MJP Segment: Representation of nobile user plane segnent

PE: Provider Edge node in an SR network

MJUP Controller: Controller node for an SR network

UE: User Equi prment, as per [TS.23501]

gNodeB: 3GPP-conpliant inplenmentation of 5G NR base station, as per
[ TS. 23501]
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UPF: 3GPP-conpliant inplenmentation of User Plane Function, as per
[ TS. 23501]
TEID: Tunnel Endpoint Identifier, as per [TS.29281]

3. BGP MJUP Extensions

3.1. BGP MJP SAFI
This draft defines a new BGP SAFl known as a BGP-MJP SAFI. The val ue
of this SAFlI is to be assigned by | ANA fromthe Subsequent Address
Family Identifiers (SAFI) registry.

Thi s docunent al so defines a new BG NLRI known as the BGP- MUP NLRI.
The following is the format of the BGP- MUP NLRI:

S +
| Architecture Type (1 octet) |
o e e e e e e e e e e mmmemao - +
| Rout e Type (2 octets) |
o e e e e e e e e e e e e oo oo +
| Length (1 octet) |
S +
| Route Type specific (variable) |
o e e e e e e e e e e mmmemao - +

The Architecture Type field defines the encoding of the rest of BGP-
MUP NLRI for a given Mbile User Plane architecture. This draft
defines the following architecture type for BGP- MJP NLRI:

+ 1 - 3gpp-59;

The Route Type field defines the encoding of the rest of BGP- MJP NLRI
(Route Type specific BGP-MJP NLRI) for a given architecture type.

The Length field indicates the length in octets of the Route Type
specific field of the BGP-MJP NLRI.

Thi s docunent defines the follow ng Route Types for BGP- MJP NLRI.

- Interwork Segment Discovery route;

- Direct Segnent Discovery route;

Type 1 Session Transfornmed (ST) route;
- Type 2 Session Transforned (ST) route;

+ + + +
DwN R
1
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These Route Types are applicable for the 3gpp-5G architecture type as
per [I-D. mhkk-dnm srv6mup-architecture]. Oher new architectures can
share themif it is applicable as well.

The BGP-MJP NLRI is carried in BGP [ RFC4271] using BGP Multi protocol
Ext ensi ons [ RFC4760] with an Address Fanmily Ildentifier (AFl) of 1 or
2 and a Subsequent AFI (SAFlI) of BGP-MJP. The NLRI field in the
MP_REACH NLRI/ MP_UNREACH NLRI attribute contains the BGP- MJP NLRI
(encoded as specified above). The value of the AFl field in the
MP_REACH NLRI/MP_UNREACH NLRI attribute that carries the BGP- MJP NLRI
det ermi nes whether the addresses carried in the routes are | Pv4 or

| Pv6 addresses (AFl 1 indicates |IPv4 addresses, AFl 2 indicates |Pv6
addr esses) .

In order for two BGP speakers to exchange BGP-MJP NLRI's, they nust
use a BGP Capabilities Advertisenment to ensure that they both are
capabl e of properly processing such an NLRI. This is done as
specified in [RFC4760], by using capability code 1 (multiprotocol
BGP?) with an AFl of 1 or 2 and an SAFI of BGP- MJP.

Thi s docunent defines 4 Route Types for 3gpp-5G architecture type.
Any ot her Route Types MJST be silently ignored upon a receipt if a
BGP speaker supports only 3gpp-5G architecture type. An

i npl ementation MAY | og an error when such Route Types are ignored.

An i nmpl enentati on MAY considered retrieving any di scarded Route Types
by sinmply resetting the session or issuing a Route-REFRESH nessage

[ RFC2918] if the Route Refresh Capability is successfully negoti ated.

The foll owi ng sections describes the format of the Route Type
specific BGP-MJP NLRI for various Route Types defined in this
docunent .

3.1.1. BGP Interwrk Segnent Discovery route

A BGP Interwork Segnent Di scovery route Type specific BGP-MJP NLRI
consi st of the follow ng:

o e e e e e e e e e e e e e o m o +
| RD (8 octets) |
O +
| Prefix Length (1 octet) |
T T T ey +
| Prefix (variable) |
o e e e e e e e e e e e e e o m o +
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The I nterwork Segment Di scovery route Type NLRI consist of RD which
is encoded as described in [RFC4364]. It also has an prefix
associated with Interwork segnment connected locally. For the purpose
of BGP route key processing, only the RD, Prefix Length and Prefix
are considered to be part of the prefix in the NLRI.

In 3GPP 5G specific case, a prefix used for a N3 interface of the
gNodeB connected locally MAY be used as this prefix. The prefix

I ength of one octet indicating length of the prefix. |If the AFl is

I Pv4, then the maxi mumval ue of the Prefix Length is 32 bhits
otherwise it is considered as a malforned NLRI. |If the AFl is |Pv6,
then the maxi mum val ue of of the Prefix length is 128 bits ot herw se
it is considered as a malforned NLRI. A BGP speaker MJST handl e such
a malformed NLRI as a "Treat-as-wi thdraw' [RFC7606]. A BGP speaker
MUST skip such NLRI's and continue processing of rest of the Update
nessage.

3.1.2. BGP Direct Segnent Discovery route

A BGP Direct Segnent Discovery route Type specific BGP-MJIP NLR
consi st of the foll ow ng:

Y +
| RD (8 octets) |
o +
| Address (4 or 16 octets) |
oo e e e e e e e e e oo - oo +

The Direct Segnent Discovery route Type NLRI consist of RD which is
encoded as described in [RFC4364]. It also has an Address of
originating BGP speaker. For the purpose of BGP route key
processing, only the RD and Address are considered to be part of the
prefix in the NLRI.

If the AFl is IPv4d then the address length is 4 octets otherwise it
is considered as a nalformed NLRI. If the AFl is IPv6 then the
address length is 16 octets otherwise it is considered as a mal forned
NLRI. A BGP speaker MJST handl e such a malformed NLRI as a "Treat-
as-wi t hdraw' [RFC7606]. A BGP speaker MJST skip such NLRI's and
continue processing of rest of the Update nessage.

3.1.3. BGP Type 1 Session Transforned (ST) Route

A BGP Type 1 ST Route Type specific BG>-MJP NLRI consist of the
fol | owi ng:
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T T +
| RD (8 octets) |
o e e e e e e e e e e e e e o m o +
| Prefix Length (1 octet) |
O +
| Prefix (variable) |
T T T r ey +
| Architecture specific (variable) |
o e e e e e e e e e e e e e o m o +

The Type 1 ST Route Type NLRI consist of RD which is encoded as
described in [RFC4364]. It also has Prefix length of one octet
indicating length of the Prefix. For the purpose of BGP route key
processing, only the RD, Prefix Length and Prefix are considered to
be part of the prefix in the NLRI.

In 3GPP 5G specific case, Prefix is the prefix allocated to a UE. If
the AFl is |IPv4, then the maxi mum value of the Prefix Length field is
32. If the AFl is IPv6, then the nmaxi num value of the Prefix Length
field is 128. Any other length field is considered a a mal formed
NLRI. A BGP speaker MJST handl e such a malformed NLRI as a "Treat-
as-wi t hdraw' [RFC7606]. A BGP speaker MJST skip such NLRI's and
continue processing of rest of the Update nessage.

The architecture specific encoding values will follow after the
vari able I ength Prefix.

3.1.3.1. 3gpp-5g Specific BG Type 1 ST Route

A BGP 3gpp-5g Type 1 ST Route Type specific BG>-MJP NLRI consist of
the follow ng:

oo e e e e e e e e e oo - oo +
| TEID (4 octets) |
S +
| QFl (1 octet) |
o +
| Endpoi nt Address Length (1 octet) |
oo e e e e e e e e e oo - oo +
| Endpoi nt Address (vari abl e) |
S +
| Source Address Length (1 octet) |
o +
| Source Address (variable) |
oo e e e e e e e e e oo - oo +
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The TEID has a fixed length of 4 octets. The TEID value of 0 is
considered as an invalid and a malformed TEID. A BGP speaker MJST
handl e such a malformed NLRI as a "Treat-as-w thdraw' [RFC7606]. A
BGP speaker MUST skip such NLRI's and continue processing of rest of
t he Updat e nessage

The QFI has a fixed length of 1 octet.

The Endpoi nt Address Length has a fixed |length of 1 octet. Endpoint
Address field contains of an | Pv4 address, then the val ue of the
Endpoi nt Address Length field is 32. |f the Endpoint Address field
contains of an | Pv6 Address, then the value of the Endpoint Address
Length field is 128. Any other value is considered as an invalid and
a mal formed Endpoint Address. A BGP speaker MJUST handl e such a

mal formed NLRI as a "Treat-as-wi thdraw' [RFC7606]. A BGP speaker
MUST skip such NLRI's and continue processing of rest of the Update
message

The Source Address Length has a fixed length of 1 octet. Source
Address Length is 0 bytes then the Source address is not carried
within the NLRI. A BGP speaker MAY have a | ocal configuration for
usi ng a Source address. The exact nechanismof |ocal configuration
is outside the scope of this docunent. Source Address field contains
of an | Pv4 address, then the value of the Source Address Length field
is 32. If the Source Address field contains of an | Pv6 Address, then
the val ue of the Source Address Length field is 128. Any other val ue
is considered as an invalid and a mal formed Endpoi nt Address. A BGP
speaker MUST handl e such a nmal formed NLRI as a "Treat-as-w thdraw'

[ RFC7606]. A BGP speaker MUST skip such NLRI's and conti nue
processing of rest of the Update nessage.

The NLRI architecture field MJST be encoded as shown above if a BGP
speaker receives 3gpp-5g specific BG Type 1 ST route. O herwi se the
NLRI is considered as a malforned. A BGP speaker MJST handl e such a
mal formed NLRI as a "Treat-as-wi thdraw' [RFC7606]. A BGP speaker
MUST skip such NLRI's and continue processing of rest of the Update
nmessage

3.1.4. BGP Type 2 Session Transforned (ST) Route

A BGP Type 2 ST Route Type specific BG>-MJP NLRI consist of the
fol |l owi ng:
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o m m e e e e e e e e e e e eo oo s +
| RD (8 octets) |
o e e e e e e e e e e e e e o m o +
| Endpoi nt Length (1 octet) |
o m e e e e e e e e mee oo s +
| Endpoi nt Address (variable) |
o m m e e e e e e e e e e e eo oo s +

| Architecture specific Endpoint |
| Identifier (variable) |

The Type 2 ST Route Type NLRI consist of RD which is encoded as
described in [RFC4364]. 1t also has Endpoint [ength of one octet
indicating length of the Endpoint Address and the Architecture
specific Endpoint ldentifier as per

[1-D. mhkk-dmm srv6énmup-architecture] defines aggregation capability by
the Type2 ST Route. |If the AFlI is IPv4 and the Endpoint Length is

| onger than 32 then the Architecture specific endpoint ldentifier
field exists with the I Pv4 Endpoint Address. |If the AFl is IPv6 and
the Endpoint Length is longer than 128 then the Architecture specific
endpoint ldentifier field exists with then the |Pv6 Endpoi nt Address.
For the purpose of BGP route key processing, only the RD, Endpoint
Address and Architecture specific Endpoint ldentifier are considered
to be part of the prefix in the NLRI.

In 3GPP 5G specific case, the Endpoint Address is a N3 interface
address of the UPF. If the AFl is IPv4, then the maxi num Endpoi nt
length is 64 otherwise it is considered as a malfornmed NLRI. [If the
AFl is I Pv6, then the maxi mum Endpoint length is 160 otherwise it is
considered as a malforned NLRI. A BGP speaker MJST handl e such a
mal formed NLRI as a "Treat-as-wi thdraw' [RFC7606]. A BGP speaker
MUST skip such NLRI's and continue processing of rest of the Update
nessage

The architecture specific encoding values will follow after the
variabl e I ength Prefix.

3.1.4.1. 3gpp-5g Specific BG Type 2 ST Route

A BGP 3gpp-5g Type 2 ST Route Type specific BG-MJP NLRI consist of
the foll ow ng:
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The maxi mum length of TEIDis 4 octets. The TEID value of 0 is
considered as an invalid and a malformed TEID. A BGP speaker MJST
handl e such a malformed NLRI as a "Treat-as-w thdraw' [RFC7606]. A
BGP speaker MUST skip such NLRI's and continue processing of rest of
t he Updat e nessage

The NLRI architecture field MJUST be encoded as shown above if a BGP
speaker receives 3gpp-5g specific BG Type 2 ST route. O herwi se the
NLRI is considered as a malformed. A BGP speaker MJST handl e such a
mal formed NLRI as a "Treat-as-wi thdraw' [RFC7606]. A BGP speaker
MUST skip such NLRI's and continue processing of rest of the Update
message

3.2. BGP MJP Extended Conmunity

Thi s docunent defines a new BGP Extended community known as BGP MJP
Ext ended community as per [I|-D. nhkk-dnmm srv6nup-architecture].

This is a BG MJP specific Extended Conmunity, of an extended type,
and is transitive across AS boundaries [ RFC4360].

The Type val ue of this Extended comunity is set to MJP type, to be
assigned by I ANA from BGP Extended community transtive registry. The
Sub- Type value is set to Direct-Type Segnent ldentifier type, to be
assi gned by | ANA from BGP Extended comunity transtive registry. The
value field of the community is set to the 6 bytes of configurable
segnment identifier value.

The usage of this Extended comunity is described in the
Section 3.3.12 and Section 3.3.10

3.3. Operation

BGP speakers acting as a PE, and a MJP Controller MJST establish a
BGP session to exchange BGP-MJP NLRIs for both, I1Pv4 and | Pv6 AFIs.
Once the session is established successfully, BGP speakers can
exchange the Discovery routes as well as Session Transforned routes.
This information is specific to a given routing instance. BGP-MJP
SAFl is expected to work with routing instances acconodati ong MJP
segnents. In 3GPP 5G specific case, the routing instances are

depi cted as N3RAN and N6DN i nstances defined in

[1-D. mhkk-dmm srv6nup-architecture]. The subsequent sections

descri bes procedures of generating and processing of each route

types.
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3.3.1. Ceneration of the Interwork Segnment Di scovery route

The Interwork Segnent Discovery route is generated by the PE when a
routing instance accommodates an Interwork type MJP Segnent, e.g., N3
interfaces or routes on RAN side in 3GPP 5G specific case. It
generates route per each N3RAN I P prefix and stores the route in the
routing instance of N3RAN. The IP prefix MAY include a gNodeB
address which is connecting to the PE.  The BGP AFl for BGP

MP_REACH NLRI attribute to carry the Discovery route is deci ded based
on the AFl of the prefix.

When advertising the Interwork Segnent Discovery route, a PE MJST
attach the export BGP Route Target Extended Conmunity of the
associ ated routing instance.

When advertising the Interwork Segnent Discovery route, a PE MJUST use
the 1 Pv6 address of the PE as the nexthop address in the
MP_REACH NLRI attribute.

The I nterwork Segnent Di scovery route update MUST have a prefix SID
attribute which the SID consists of the PE | ocater followed by a
function. 1In 3CGPP 5G specific case, if the BG® AFl is IPv4, the
function MJUST be GIP4.E [|-D.ietf-dmm srv6-nobil e-uplane], or MJST be
GIP6.E [I-D.ietf-dmmsrv6-nmobile-uplane] if the BGP AFl is | Pv6.

3.3.2. Wthdrawal of the Interwork Segment Di scovery route

The I nterwork Segnent Discovery route is withdrawn by the PE when it
detects that the MJP Segnent no |onger present for the N3RAN. The
BGP AFlI for BGP MP_UNREACH NLRI attribute to carry the Discovery
route is decided based on the AFlI of the prefix.

VWhen wi t hdrawi ng the Interwork Segnent Discovery route, a PE MJST
attach the export BGP Route Target Extended Conmunity of the
associ ated routing instance.

3.3.3. Processing of the Interwork Segrment Di scovery routes

A BGP speaker acting as a PE MAY keep the received MJP Interwork
Segnent Discovery routes advertised fromother PEs. The receiving
BGP speaker will performthe inporting of the received MJP | nterwork
Segnent Discovery routes in the configured routing instance based on
the Route Target extended communities. The IP prefixes for the

recei ved segnents are inported into the configured routing instance
table. Thereby the receiving BGP speaker can provi de network
connectivity between the nodes that exist in the segnents. A BGP
speaker MAY discard the received Interwork Segment Discovery route if
the speaker fails to inport the route based on the Route Target
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ext ended conmuniti es.

The BGP speaker receiving the Interwork Segnent Di scovery routes
SHOULD i gnore the nexthop in the MP_ REACH NLRI attribute. However,
the receiving BGP speaker MUST ensure that the value of Address filed
in the NLRI is an address of the originator of the |ocator value in
the prefix SID attribute. The originator of the locator value can be
resolved fromthe I1Pv6 I1GP table. |If the result of the match is not
identical then the receiving BG speaker MJST consider it as a

mal formed NLRI and the "Treat-as-w thdraw procedure of [RFC7606] is
applied. A BGP speaker MUST skip such NLRI's and continue processing
of rest of the Update nessage.

When a BGP speaker receives the Interwork Segnent Dicovery routes
with a MP_REACH NLRI attribute without a prefix SID attribute, then
it MUST be treated as if it contained a mal forned prefix SID
attribute and the "Treat-as-w thdraw procedure of [RFC7606] is
applied. A BCGP speaker MUST skip such NLRI's and continue processing
of rest of the Update nessage.

When a BGP speaker receives an MP_UNREACH NLRI attribute update
message it MJST delete the withdrawn | nterwork Segnent Discovery
route fromthe routing instance table where it was created.

3.3.4. Ceneration of the Direct Segment Discovery route

The Direct Segnent Discovery route is generated by the PE when a
routing instance accommpdates a Direct type MJP Segnent, e.g., N6
interface or routes on DN side in 3GPP 5G specific case. It
generates the Direct Segnent Discovery route per each routing
instance for the MJP Segnent. The address in the BGP-MJP NLRI MJST
be a unique PE identifier. The BGP AFl for BGP MP_REACH NLRI
attribute to carry the Direct Segnment Discovery route is decided
based on the AFl of the PE identifier

[1-D. mhkk- dmm srv6nup-architecture].

When announci ng the Direct Segnment Discovery route, a PE MJST attach
a BGP MJUP Extended comunity of the associated routing instance. The
sub-type of the Extended community is Direct-Type Segnent Identifier.

When advertising the Direct Segnent Discovery route, a PE MUST use
the I Pv6 address of the PE as the nexthop address in the
MP_REACH NLRI attribute.

The Direct Segnent Discovery route update MJST have a prefix SID

attribute which the SID consists of the PE |ocator followed by a
function. The function MAY be End. DT4/6 or End. DX4/6.
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3.3.5. Wthdrawal of the Direct Segment Di scovery route

The Direct Segnent Discovery route is withdrawn by the PE when it
detects that the MJP Segnent no | onger present for the routing
instance. The BGP AFlI for BGP MP_UNREACH NLRI attribute to carry the
Di scovery route is decided based on the AFl of the PE identifier.

VWhen wit hdrawi ng the Direct Segnment Discovery route, a BGP speaker
MJST attach a BGP MJP Extended comunity of the associated routing
i nstance.

3.3.6. Processing of the Direct Segnment Discovery routes

A BGP speaker acting as a PE MAY keep the received MJP Direct Segnent
Di scovery routes advertised fromother PEs. The receiving BGP
speaker will performthe inporting of the received MJP Direct Segnent
Di scovery routes in the configured routing instance based on the
Rout e Target extended communities. The IP prefixes for the received
segnments are inported into the configured routing instance table.
Thereby the receiving BGP speaker can provide network connectivity
bet ween the nodes that exist in the segments. A BGP speaker MAY
discard the received Direct Segnent Discovery route if the speaker
fails to inmport the route based on the Route Target extended

conmmuni ties.

The BGP speaker receiving the Direct Segnent Di scovery routes SHOULD
ignore the nexthop in the MP_REACH NLRI attribute. However, the
recei ving BGP speaker MJST ensure that the received nexthop value in
the MP_REACH NLRI attribute is identical to the originator of the

|l ocator value in the prefix SID attribute. The originator of the

| ocator value can be resolved fromthe I1Pv6 IGP table. |If the result
of the match is not identical then the receiving BGP speaker MUIST
consider it as a malformed NLRI and the "Treat-as-w thdraw procedure
of [RFC7606] is applied. A BGP speaker MUST skip such NLRI's and
continue processing of rest of the Update nessage.

When a BGP speaker receives a MP_REACH NLRI attribute update nessage
with a Direct Segment Discovery route without a prefix SID attribute,
than it MJUST be treated as if it contained a mal formed prefix SID
attribute and the "Treat-as-w thdraw procedure of [RFC7606] is
applied. A BGP speaker MUST skip such NLRI's and continue processing
of rest of the Update nessage.

When a BGP speaker receives an MP_UNREACH NLRI attribute update

message it MJUST delete the withdrawmn Direct Segment Di scovery route
fromthe routing instance table where it was created.
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3.3.7. Ceneration of the Type 1 ST Route

A BGP speaker acting as a MJP Controll er generates Type 1 ST route
from correspondi ng session infornmation through a northbound APl as
per [I-D. mhkk-dnm srv6nup-architecture]. The northbound API

definition for STl route creation is out of scope of this docunent.

In 3GPP 5G specific case, to conpose a Type 1 ST route the controller
acquires UE address or prefix, Tunnel Endpoint address of GIP

[ TS. 29281] tunnel, TEID, and QFI for access side as input paraneters
fromthe northbound API. Controller also acquires optionally the
associ ated Source Address. The controller decides the RD of the Type
1 ST route based on operator policy.

VWhen advertising the Type 1 ST route, the controller SHOULD attach a
Rout e Target Extended community which the PEs are inporting into the
routing instance for the corresponding Direct segnent.

The MJP Controller MUST set the nexthop of the route to the address
of the controller.

The controller MJST announce this route using a AFl of the route and
the SAFI of BGP-MJP to all other BGP speakers within the SRv6 donai n.

3.3.8. Wthdrawi ng of the Type 1 ST Route

A BGP speaker acting as a MJP Controller withdraws Type 1 ST route
based on del etion of correspondi ng session information through a
nort hbound APl as per [I-D. mhkk-dmm srv6rmup-architecture]. The
nort hbound APl definition for ST1 route withdraw is out of scope of
thi s docunent.

In 3GPP 5G specific case, to withdraw a Type 1 ST route the
controll er acquires the UE address or prefix, Tunnel Endpoint address
of GIP [TS.29281] tunnel, TEID, and QI for access side as input
paraneters fromthe northbound API. Controller also acquires
optionally Source Address. The controller MJST advertise the

wi t hdraws of the Type 1 ST route.

When withdrawing the Type 1 ST route, the controller SHOULD attach
the Route Target Extended comunity which the PEs are inporting into
the routing instance acconodating the correspondi ng Direct segnent to
the Route Target Extended community.
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3.3.9. Processing of the Type 1 ST Route

A BGP speaker acting as a PE MAY keep the received MJP Type 1 ST
routes advertised fromthe MJP Controller. The receiving BG speaker
will performthe inporting of the received MJP Type 1 ST routes in
the configured N6DN routing instance based on the Route Target
extended communities. A BGP speaker MAY discard the received Type 1
ST route if the speaker fails to inmport the route based on the Route
Target extended comunities.

In case of a BGP speaker receiving a Type 1 ST routes is a PE, the PE
SHOULD use the received Tunnel Endpoint Address in this NLRI as a key
to | ookup the associated I nterwork Segment Di scovery route and
extract the locator and the function in the prefix SID attribute of
the Interwork route.

In 3GPP 5G specific case, the PE extracts TEID, QFl, Tunnel Endpoint
address and the Source address if it is present fromthe NLRI. A PE
MAY use a locally configured Source address in an event if the Source
address is not present in Type 1 ST route. The Source address is
used as the source address in the SRv6 Header. The PE SHOULD
generate the forwarding SID for GIP4/6. E based on the procedures

mentioned in the [I-D.ietf-dnmsrv6-nobile-uplane]. |f the PE cannot
generate the prefix SID, then it SHOULD mark the received Type 1 ST
route as an invalid route. |If the PE does not have a Source address

for the given route, then the PE MAY hold such an invalid route unti
it is withdrawmn. Simlarly, the PE MAY hold such an invalid route
until the route as a valid route upon successful generation of prefix
SI D.

The PE receiving Type 1 ST routes SHOULD ignore the received nexthop
in the MP_REACH NLRI attribute.

The PE receiving Type 1 ST routes in MP_UNREACH NLRI attribute MJUST
delete all the routes fromthe associated routing instance. In an
event where the received Type 1 ST route in MP_UNREACH NLRI attribute
does not have a Source address a receiving PE MIST delete all the

mat chi ng Type 1 ST Routes with different Source addresses.

3.3.10. Generation of the Type 2 ST Route

A BGP speaker acting as a MJP Control |l er generates Type 2 ST route
from correspondi ng session information through a northbound API, or
pre-defined configuration as per [I-D. mhkk-dnmm srv6nup-architecture].
The northbound APl definition for ST2 route creation is out of scope
of this docunent.
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In 3GPP 5G specific case, to conpose a Type 2 ST route the controller
acqui res the Endpoi nt consists of Endpoint address of GIP [TS. 29281]
tunnel and TEID for core side with the effective length of the
Endpoi nt as input paraneters. The controller decides the RD of the
Type 2 ST route based on operator policy.

When advertising the Type 2 ST route, the controller SHOULD attach a
BGP MUP Extended community corresponding to the Direct segment. The
sub-type of the Extended community is Direct-Type Segnent ldentifier
This Segrment ldentifier is generated fromthe infornmation received
through a northbound API, or a pre-defined configuration as per

[1-D. mhkk-dmm srv6nup-architecture]. The northbound APl definition
for receving this information is out of scope of this document.

The controller MIST al so attach a Route Target Extended community of
the routing instances in the PE acconpdating the correspondi ng
I nterwork segnent.

The controller MJST set the nexthop of the route to the address of
the MJP Controller.

3.3.11. Wthdrawi ng of the Type 2 ST Route

A BGP speaker acting as a MJP Controller withdraws Type 2 ST route
based on del etion of correspondi ng session information through a
nort hbound APl as per [I-D. mhkk-dnm srv6mup-architecture]. The
nort hbound APl definition for ST2 route withdraw is out of scope of
thi s docunent.

In 3GPP 5G specific case, to withdraw a Type 2 ST route the
control |l er acquires the Endpoint consists of Endpoint address of GIP
[ TS. 29281] tunnel and TEID for core side with the effective | ength of
the Endpoint as input paraneters. The controller MJST advertise the
wi thdraws of the Type 2 ST route.

When wi thdrawi ng the Type 2 ST route, the controller SHOULD attach
the BGP MJUP Extended comunity corresponding to the Direct segnent,
and the Route Target Extended community which the PEs are imnporting
into the routing instance acconodati ng the correspondi ng | nterwork
segnent to the Route Target Extended comunity.
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3.3.12. Processing of the Type 2 ST Route

A BGP speaker acting as a PE MAY keep the received MJP Type 2 ST
routes advertised fromthe MJP Controller. The receiving BG speaker
will performthe inporting of the received MJP Type 2 ST routes in
the configured N3RAN routing instance based on the Route Target
extended communities. A BGP speaker MAY discard the received Type 2
ST route if the speaker fails to inmport the route based on the Route
Target extended comunities.

The BGP speaker receiving the Type 2 ST routes SHOULD i gnore the
recei ved nexthop in the MP_REACH NLRI attribute.

A PE receiving the Type 2 ST routes in a MP_REACH NLRI attribute

wi t hout a BGP MJP Extended conmunity SHOULD consider the route as a
mal forned route. The PE MUST handl e such a nmal formed NLRI as a
"Treat-as-w t hdraw' [RFC7606].

The PE receiving Type 2 ST route with a BGP MJP Extended Community
shoul d extract the received segnment identifier fromthe comunity.
The segment identifier is used to resolve an appropriate Direct
segnment routing instance.

4. Security Considerations

The nechani sns described in this document could reuse the existing
BGP security nechani sns [ RFC4271] [ RFC4272]. The security nodel and
threats specific to Provider Provisioned VPNs, including L3VPNs, are
di scussed in [RFC4111]. The nethod defined in [ RFC5925] SHOULD be
used where authentication of BGP control packets is needed.

The PEs and MJP Controller SHOULD NOT establish BGP sessions with

ot her BGP speakers in the domains which are not trusted w thout any
explicit configuration or an operator intervention. Usage of
procedures defined in [ RFC5925] SHOULD be enforced at such boundaries
to ensure the proper authentication of BGP control packets.

Furt hermore, [RFC5925] will not help to keep the BGP nmessages

private. To protect the BGP messages exchanged between BGP speakers
from eavesdrop, establishing BGP sessions over encrypted paths SHOULD
be consi der ed.

PEs SHOULD i npose an upper bound on nunmber of routes they should
store to protect their control plane |load. For exanple, BGP

i mpl ement ati ons MAY provide a configuration knob to inpose an upper
bound on Type 1 ST Routes.
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5.

| ANA Consi der ati ons

Thi s docunent defines a new BGP SAFI known as a BGP- MUP SAFI. | ANA
is requested to assign the value for the new SAFlI fromthe Subsequent
Address Family ldentifiers (SAFl) registry.

Thi s docunent defines a new Architecture Type for a BGP- MJP SAFI .

I ANA is requested to create a new Architecture Type NLRI registry for
BGP- MUP SAFI. Furthernore, IANA is also requested to assign val ues
for the following Architecture Types fromthe newy created BGP- MJP
Architecture Type NLRI registry:

+ 1 - 3gpp-5g;

This docunent defines new NLRIs for a BGP>-MJP SAFI. [ANA is
requested to create a new NLRI registry for BGP- MJP SAFI.

Furthernmore, | ANA is also requested to assign values for the
following NLRIs fromthe newWy created BGP-MJP NLRI registry:

- Discovery Internetwork route;

Direct Segnent Discovery route;

Type 1 Session Transfornmed (ST) route;
Type 2 Session Transformed (ST) route;

+ + + +
DWN R
1

Thi s docunent defines a new BGP Extended Community called "SRv6 MJP
Ext ended Community". This Conmmunity is of an extended type and is
transitive. |ANA is requested to assign the Type and the Sub-Type
value for this Community fromthe Transitive Extended Conmmunity
registry.
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