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Abstract

Et hernet Virtual Private Network Virtual Private Wre Services (EVPN
VPWE) need to be deployed in high scale multi-domai n networks, where
each domain can use a different transport technol ogy, such as MPLS,
VXLAN or Segment Routing with MPLS or | Pv6 Segnent ldentifiers
(SIDs). While transport interworking solutions on border routers
spare the border routers fromhaving to process service routes, they
do not always neet the multi-hom ng, redundancy, and operational
requirenents, or provide the isolation that each domain requires.

Thi s docunent anal yzes the scenarios in which an interconnect
solution for EVPN VPWS usi ng EVPN Domai n Gat eways i s needed, and adds
the required extensions to support it.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Novenber 2025.

Rabadan, et al. Expi res 15 Novenber 2025 [ Page 1]



I nternet-Draft EVPN VPWS Gat eways May 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . . . . . . . . . . L ..o 2
1.1. Terminology . . e e e 3
1.2. EVPN Interconnect Cptlons . . 3
1.3. Wen is the Service Intermorklng Solutlon ReqU|red for EVPN

VPWS . .. e e e 6
1.4. Service Gateway ExtenS|ons for EVPN VPMB e e e 9

2. Conventions used in this document . . . . . . . . . . . . . . 10

3. Service Interworking procedures for EVPNVPWs . . . . . . . . 10
3.1. Redistribution of EVPN Routes Across Domains . . . . . . 10
3.2. EVPN Domai n Anycast Gateways for redundancy . . .13
3.3. EVPN Multi-Hom ng for Domain Gﬁtemay Redundancy (I—ES) .14

4. Security Considerations . . . . . . . . . . . 16

5. 1 ANA Considerations . . . . . . . . . . . . . . . . . . ... 17

6. Acknow edgrments . . . . . . . . . . . . . . . . ... . ... 1

7. Contributors . . . . . . . . . . . . ... L0001

8. References . . e 4
8.1. Normative References . 4
8.2. Informative References . . . . . . . . . . . . . . . . . 18

Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 19

1. Introduction

Et hernet VPN Virtual Private Wre Services (EVPN VPW5) [ RFC8214] need
to be deployed in high scale nulti-donmain networks, where each domain
can use a different transport technol ogy, such as MPLS, VXLAN or
Segnment Routing with MPLS or | Pv6 Segnent ldentifiers (SIDs). Wile
the so-call transport interworking solutions on border routers spare
the border routers from having to process service routes, they do not
al ways nmeet the multi-hom ng, redundancy, and operationa
requirenents, or provide the isolation that each domain requires

Thi s docunent anal yzes the scenarios in which an interconnect
solution for EVPN VPWS usi ng EVPN Dormai n Gat eways i s needed, and adds
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1.

1.

the required extensions to support it.

1.

Ter mi nol ogy

This section summarizes the terminology that is used throughout the
rest of the docunent.

*

2

BR: Border Router, router that provides connectivity between
domai ns, typically an Area Border Router (ABR) or Autononobus
Syst em Border Router (ASBR)

BUM Broadcast, Unknown unicast and Multicast traffic.

Domain: in this document Domai n and EVPN Donmmi n are used
i nt erchangeabl y.

E- PE: Egress Provider Edge router

ES and ESI: Ethernet Segnment and Et hernet Segment ldentifier, as
defined in [I-D.ietf-bess-rfc7432bis].

EVPN Domai n and EVPN Domain Gateway: two PEs are in the same EVPN
Domain if they are attached to the same service and t he packets
bet ween them do not require a data path | ookup of the inner frame
in any internediate router. An EVPN Domain is typically a group
of PE, P and Border Routers that belong to the same | GP instance
or BGP domain. EVPN services are instantiated on the PEs and
Border Routers, which are referred to as EVPN Dormai n Gat eways in
this docunment. An EVPN Domai n Gateway connects two or nore EVPN
Domains and is configured with nultiple Dormain identifiers (EVPN
Domain-1D) in the VPW5S that connects those EVPN Domains. Each
EVPN Domai n-1D representi ng an EVPN Dormai n.  Anot her definition of
EVPN Domain Gateway is a Border Router that inplenents the Service
I nterwor ki ng procedures described in this docunent.

I-ES and | -ESI: Interconnect Ethernet Segment and | nterconnect
Et hernet Segnent ldentifier. An I-ES is defined for multihom ng
to the domains to which a Service Gateway is attached [ RFC9014].
| -PE: Ingress Provider Edge router

NVO Network Virtualization Over Layer-3 tunnels

EVPN I nterconnect Options

This section describes the EVPN [I-D.ietf-bess-rfc7432bis] high | eve
i nterconnect options and discusses their applicability to EVPN VPWS
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1. Service Interworking solution:

A-D per EVI A-D per EVI A-D per EV
RD2 tag2 L22 RD3 tag3 SI D33 RD4 tag4 vni 44
Cmmmmmmee e 4 Cemmmmee o I L +
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I | |
I - PE BR-1 BR- 2 E- PE
S + S + S + S +
+----- + +----- + | +----- + +----- +
CE1l--| | VPWBL| | | | VPVBL] | | | VPVBL] | | | VPWBL| | - - >CE2
|+ |+ |+ |+
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| SR-MPLS | | SRv6 | | VXLAN |
R S S SIS S S SIS +
emmmm e oo - D> D> >
Domai n- 1 Domai n- 2 Domai n- 3

Figure 1: Service |Interworking Interconnect

[ RFC9014] section 4 describes an end-to-end EVPN i nterconnect

sol ution using EVPN Domai n Gateways, or sinply Gateways. The
Gat eways provi de connectivity across EVPN Domai ns, where those
Domai ns can use MPLS tunnels, NVQG3 tunnels (e.g., VXLAN) or
Segment Routing tunnels. Procedures are extrapolated to SRv6
domai ns too. The Gateways provide independence in terms of the
Rout e Targets and Route Distinguishers used in each Domain, or
the type of nulticast tree used for BUMtraffic in each domain,
whi | e keeping the key EVPN properties end-to-end, such as MAC
mobi lity, MAC protection or ARP suppression. The Gateways al so
provide all-active and single-active multi-hom ng redundancy by
ext endi ng the concept of the multi-hom ng Ethernet Segnent for

i nterconnect domains (I-ES). In this docunent, we refer to this
solution as the Service Interworking option, and the Border
Routers play the role of EVPN Domain Gateways. Since [ RFC9014]
section 4 only describes the solution for EVPN nulti-point
services, this docunent extends the procedures to support EVPN
VPW5 services with the required extensions. Figure 1 illustrates
the Service Interworking solution across domains of different
transport encapsul ati ons when applied to EVPN VPWS servi ces.

2. Inter-domain Option-B solution
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Figure 2: Inter-domain Option-B

[ RFC8365] section 10 provides an alternative interconnect
solution for EVPN services by using Border Routers that re-wite
the EVPN BGP next hops and program a swap operation of the VN s
or MPLS | abel s (depending on whet her the encapsulation is

NVO3- based or MPLS-based). This solution does not require the
instantiation of Services on the Border Routers that performa

| ookup on the inner destination MAC (as it is the case in

[ RFC9014]), however the solution is limted to the interconnect

of domai ns of the same encapsulation. |In addition, the solution
does not support per-ES mass withdraw of the EVPN MAC/ I P
Advertisenment routes, as described in [RFC8365]. 1In this

docunment we refer to this solution as Inter-domain Option-B
Figure 2 illustrates this nodel applied to EVPN VPW5, where al
three donmai ns use the sane encapsul ati on, and no service
instantiation occurs on the Border Routers.

3. Transport Interworking solution
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Figure 3: Transport |nterworking option

O her proposals are currently being investigated, in the context
of SRv6 to MPLS interworking, e.g.,
[I-D.ietf-spring-srve-npls-interworking]. |In these solutions,
the Border Routers do not change the EVPN BGP next hops, or
process EVPN routes for that matter. The Border Routers provide
stitching between MPLS and SRv6 tunnels. In this case, the
solution allows the interconnect of domains of different

encapsul ation, as long as the ingress and egress PEs support the
same encapsulation. A variation of this solutionis the Inter-
domai n Option-C solution, where a BG LU (Label Unicast) tunne
provi des the stitching across the domains, as long as all the
domai ns use the sanme encapsulation. In this docunent, we refer
to this solution as Transport Interworking option. Figure 3
illustrates this nodel when applied to EVPN VPW5, where |-PE and
E-PE are attached to domains of the sanme encapsul ation

I nternedi ate domains - such as Domain-2 - may use encapsul ations
different fromthose in the ingress and egress dommi ns. However,
the EVPN route remmi ns unchanged and is not processed by the

Bor der Routers.

1.3. Wen is the Service Interworking Sol ution Required for EVPN VPWS
The three interconnect solutions described in Section 1.2 are valid,
however, this section describes the requirenents that make the
Service Interworking solution needed. Those requirenments are:

a. Per-domain EVPN Multi-Hom ng
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The Service Interworking solution allows the use of different

Et hernet Segment ldentifiers (ESI) per domain, as well as the

i mpl ementation of the aliasing and backup procedures on a per-
domai n basis. The use of different ESIs per donmain may help
guarantee the uni queness of the ESI when different domains

i ndependent |y managed and operated are interconnected. The

i mpl ement ati on of independent aliasing and backup procedures per
domai n, spares the need for propagation of the EVPN A-D per ES
routes by the Border Routers (which are EVPN Domain Gateways in
the Service Interworking solution). These A-D per ES routes are
consuned within the domain, which results in a significant
reduction of the nunber of routes that the ingress PEs need to
process. Another consequence of the processing of A-D per ES
routes per domain, is a faster convergence in case of ES PE or
link failure, since A-D per ES routes are no |onger propagated by
all the Border Routers along the donmains, but processed by the
Border Routers of the originating domain. Per-domain EVPN Miulti -
Hom ng procedures are not possible in the Inter-donmain Option-B
or Transport |nterworking solutions.

b. Per - ES Mass Wt hdr awal

In order to benefit fromthe per-ES mass withdrawal property of
EVPN Mul ti-Homi ng, the received BGP next hops of the selected
EVPN A-D per EVI and A-D per ES routes need to natch on a PE.
Thi s cannot be guaranteed in an Inter-donmain Option-B solution,
as described in [ RFC8365] section 10.2.2. However, it is always
ensured in both the Service Interworking and Transport

I nt erwor ki ng sol utions.

c. Per-domain Route Distinguishers (RDs) and Route Targets (RTs)

In case of merge of domains coming fromdifferent adm nistrative
entities, the uniqueness of RDs and RTs across donmins for the
sanme service is not guaranteed. Hence the re-wite of RD/RTs at
the Border Routers nay be required. |If that is the case, the
Service Interworking solution provides the support for re-witing
RDY RTs. The Inter-domain Option-B may allow re-witing RD/ RTs,
however, it is not considered a conmon practice. The Transport

I nterworking solution does not support the translation of RD/ RTs.

d. Ethernet Tag I Ds per domain

Simlar to per-domain RDs and RTs, re-witing of Ethernet Tag IDs
used in the A-D per EVI routes may be needed in case of

i nterconnecting domains that belong to different adm nistrative
entities. This can be only supported by a Service Interworking
sol uti on.
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e. Control Word, Flow Label and Mru (Maxi mum Transfer Unit)
signaling per domain

As described in [I-D.ietf-bess-rfc7432bis], the use of Contro
Word and Flow Label, as well as the MIU are signaled in the EVPN
Layer 2 Attributes extended community along with the A-D per EV
routes. The signaling and use of Control Word is recomended in
those domai ns where P routers can get confused when hashi ng based
on the tunnel ed EVPN packet payl oad, but the Control Wrd may not
be needed in sone donains. Simlarly, the Fl ow Label introduces
an additional |evel of entropy in EVPN encapsul ated packets, that
may be needed in sonme donmmi ns but addi ng unnecessary extra
overhead in other domains. Different MIUs may be supported in
different domains, due to the domains running on different
physical nedia. A Service Interworking nodel allows the
signaling and use of Control Wrd, Flow Label, and Layer-2 MIU on
a per domain basis. This is not the case in the other two nodels
analyzed in this docunent.

f. Heterogeneous Encapsul ations

I nterconnecting donmains that use different encapsul ations (e.g.,
VXLAN, SRv6, MPLS, SR-MPLS, etc.) is a common requirenent. This
becomes inportant in case the domai ns have different platform
features, or migrations to new encapsul ations or transport types
are needed. |In the Service Interworking nodel the EVPN routes
are generated and consumed at every Border Router (which is an
EVPN Domai n Gateway), hence the encapsul ation indicated al ong
with the route can be advertised i ndependently at each Border
Router. That is not the case in the nmodels 2 and 3 in

Section 1.2. The Inter-domain Option-B nodel requires the sane
encapsul ati on in each of the domai ns the Border Router connects,
whereas the Transport Interworking nodel requires that at |east
the ingress and egress donmi ns have the sane encapsul ati on.

g. Per-domain EVPN Service OAM

[ RFC9062] defines the Service QAMrequirenents for EVPN services.
VWhen applied to the Interconnect solutions, the three solutions
in Section 1.2 allow for the use of MEPs and M Ps on the ingress
and egress PEs, but only the Service Interworking solution
supports MEPs and M Ps on the Border Routers. |n other words,
per-dormai n EVPN Service OQAMis only supported in the Service

I nt erwor ki ng opti on.

The above requirenents and their support across the |nterconnect
solutions are summarized in Table 1.
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EVPN VPW5

The rest of the docunment specifies the extensions required for the
EVPN Dormai n Gateways to inplenment the Service |nterworking solution

1.4. Service Gateway Extensions for
to deploy end-to-end EVPN VPWS servi ces.
EVI
and delivered to the I-PE, while ES and A-D per
by E-PEs are not
addi tion,
either an Anycast Gateway sol ution,
Rabadan, et al.

In a nutshe
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routes advertised by the E-PE are redistributed across domai ns
ES routes adverti sed
redi stributed by the EVPN Donai n Gat eways.
this docunment defines how Gateway redundancy works using
or by extending the |I-ES concept
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2

3.

al ready defined for nulti-point EVPN services in [ RFC9014].
Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Servi ce I nterworking procedures for EVPN VPW5

This section describes the EVPN VPW5 ext ensi ons on the EVPN Donain
Gat eways (or sinply Gateways) to support the Service |nterworking
model .  An EVPN Domain Gateway in this context is a Border Router
that connects EVPN Domai ns and inplenents the Service |nterworking
nmodel of Section 1.2. Section 3.1 specifies the Gateway rules to
redistribute EVPN routes. Wen redundant Gateways attached to two or
nmore EVPN Donmi ns are depl oyed, there are two redundancy nechani sns
that can be used. Section 3.2 describes a redundancy nethod that we
refer to as "Anycast"” and is based on the redundant Gateways behavi ng
as a single systemfor the renbte PEs. Section 3.3 describes the
redundancy based on |-ES, as an extension of the |I-ES procedures
specified in [ RFC9014], only for EVPN VPW5 services. The Anycast
redundancy does not require the use of |-ES and supports single-
active multi-hom ng connectivity, but it will not support all-active,
al i asi ng, backup, or mass w thdraw features that are supported al ong
with the use of I-ES and EVPN Ml ti-Homi ng.

1. Redistribution of EVPN Routes Across Domai ns

The EVPN Domai n Gat eways MJST establish separate BGP sessions for
sendi ng/receiving EVPN routes to/from each different Domain to which
they are attached. W refer to redistribution of an EVPN route as
the set of procedures on the Gateway that include receiving and
processing the EVPN route fromthe source domain, progranm ng the
correspondi ng forwardi ng path, and re-advertising the route to a
different domain (the next destination domain).

The reception and processing of EVPN routes for an EVPN VPW5 service
follows [ RFC8214]. |If the D-PATH attribute is contained in the EVPN
A-D per EVI route, |oop detection and best path selection follows
[I-D.ietf-bess-evpn-dpath]. The Gateway inports the valid best EVPN
A-D per EVI route required for an Ethernet Tag |ID based on the

mat chi ng i nport Route Target and the best path selection described in
[1-D.ietf-bess-rfc7432bis], section 7.13.2. |If a non-zero ESI is
included in the route, the [ RFC8214] procedures for aliasing, backup,
and nass withdraw are foll owed on the Gateway. Note that the best
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path selection for A-D per EVI routes (with non-zero ESI) in
[I-D.ietf-bess-rfc7432bis] section 7.13.2 also influences how t he
Gat eway adds primary or back-up next hops to the created Ethernet
Segnent destinations. As an exanple, suppose a Gateway receives "nf
A-D per EVI routes for ESI "x" and Ethernet Tag ID "y" (all of them
with different Route Distinguishers and the flag P set) but supports
only "n" paths in the Aliasing list for ESI "x" (with npn). In this
case, the Gateway orders the "ni' routes followi ng the best path
selection in [I-D.ietf-bess-rfc7432bis] section 7.13.2, and selects
the "n" top routes of the ordered |ist.

If an A-D per EVI route for a service is successfully inported and
processed, forwarding state is programmed in the data path using the
MPLS | abel, VNI or SRv6 SID that was received in the EVPN A-D per EV
route. In addition, depending on the encapsul ation of the route’s
next destination domain, the router allocates a new MPLS | abel, VN
or SRv6 SID and prograns a data path swi tching operation between the
identifiers of the source and next destination donmains. |mediately
after, the Gateway re-advertises the route to the BGP speaker in the
next domain. The source domain refers to the domain fromwhich the
Gateway receives the route, while the next domain is the EVPN domain
where the Gateway redistributes the route. The follow ng
considerations apply to the redistributed EVPN A-D per EVI routes:

a. The redistributed A-D per EVI route MIUST carry a different RD
than the source A-D per EVI route did. This ensures that, in
case of redundant Gateways, there is full path visibility in the
next domain where the route is advertised.

b. The redistributed route MAY carry the sanme set of Route Targets
as the source route did, if the source and next destination
domai ns use different encapsul ati ons, however translation or re-
wite of Route Targets SHOULD be supported in this case. 1n case
the source and next destination domai ns use the same
encapsul ati on, the Gateway MUST use either different inport Route
Targets in the two domains, or use different Ethernet Tag IDs to
create forwarding state in the two domains. This ensures the
Gat eway does not | oop packets back to the source domain and the
redistributed routes are not |eaked back to the source domain.

c. The ESI of the redistributed route MUST be set to zero or the
val ue of the I-ESI defined in the Gateway (if any).

d. The Ethernet Tag ID of the redistributed route MAY have the sane

val ue as the source route. Translation of the Ethernet Tag I Ds
SHOULD be supported though.
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e. The EVPN Layer 2 Attributes extended community is regenerated for
the redistributed route. The value of the P and B flags are set
based on the Gateway’'s |-ES and MJUST NOT be propagated fromthe
source route. The Control Wrd, Flow Label flags, as well as the
MIU, MAY be set to different values fromthe source A-D route.
The M and V flags [ RFCO744] of the redistributed route MIUST be
copied fromthe Mand V flag values of the source route.

f. The encapsul ation specific attributes of the redistributed route
are regenerated based on the encapsul ati on of the next donmin.
That includes the encoding of the A-D per EVI route NLRI as
specified in [ RFC8214] or [RFCB8365], or the addition of the SRv6
Services TLV as in [ RFC9252].

g. The redistributed route SHOULD carry the Communities, Extended
Conmunities, Large Communities and Wde Conmunities of the source
route.

* The source route in this context is the best A-D per EVI route
for the Ethernet Tag ID, as per the best path selection in
[1-D.ietf-bess-rfc7432bis] section 7.13.2, irrespective of the
ESI being zero or non-zero.

* EXxceptions to the propagation rule are Route Targets (which
are reoriginated), EVPN Extended Communities and BGP
Encapsul ati on Extended Comunities [RFCO012]. EVPN Ext ended
Conmuni ti es and BGP Encapsul ati on Ext ended Comunities MJST
NOT be propagated across donmi ns.

h. The redistributed A-D per EVI route MJST update the D PATH
attribute of the received route, or add the D-PATH attribute if
the received route did not contain a D PATH
[1-D.ietf-bess-evpn-dpath].

EVPN VPW5 servi ces al so make use of nulti-hom ng routes, that is,
EVPN A-D per ES routes and Ethernet Segnent routes. These nulti-
hom ng routes are processed in the Gateway as in [ RFC8214]. The A-D
per ES and Ethernet Segnent routes are only processed in the context
of the domain they are received, and they MJST NOT be redistributed
to any other domain. A-D per ES and Ethernet Segnment routes may be
originated at the Gateway though, if the Gateway is attached to an

| -ES, as described in Section 3.3.

The procedures on the EVPN Domai n Gat eways described in this docunent
are conpatible with PEs that inplenment either the default Flexible
Crossconnect (FXC) node or the VLAN Signal ed Fl exi bl e Crossconnect
node described in [ RFC9744].
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The Anycast Service Gateway redundancy is specified as foll ows:

a.

*

*

All

Al l

No I-ES is used on the Gateways,
be set to zero when redistributing EVPN A-D per

Al l

EVI

the Anycast Gateways attached to the sane two domai ns MJUST
redistribute the EVPN A-D per

rout es between donai ns as per
Section 3.1 with the foll owi ng considerations:

therefore the ESI

Et hernet Tag IDin the redistributed A-D per

EVI

EVI

and update the D-PATH (with the source donmmi n-id) when
redistributing the A-D per

D- PATH attri bute wll

EVI

route to the next domain.

avoi d control

As an illustration of this redundancy mnethod,
Service Gateways in Figure 4 are configured as Anycast Service

pl ane | oops.

suppose al |

val ue MJST
rout es.

the redundant Gateways can set the sane (or different)
route.

Anycast Gateways MJST process the received D-PATH attribute

The

f our

Gat eways, and local and renpte Ethernet Tag IDs are configured as 1,
2 and 3 on all routers in the domains 1, 2 and 3 respectively.
A-D per EVI A-D per EVI
RD11 tagl L111 RD21 tag2 SID21
Cemmmmmm - - + Kemmm e e oo +
R S S SRS S SR SRR +
| Domain-1 | | Domain-2 | | Domain-3 |
| BR-11 BR- 21 A-D per EVI
| Fommma - + Fommma - + RD4 tag3 vni 33
| | +--- - - 4] Rt D +
I - PE +--> | | VPWBL| | ----- > || VPWBL| | --+ E- PE
S R + | +----- +| | +----- +| | S R +
| +----- +H--+ S R + S R + | +----- +|
CE1l--| | VPWBL] | | ] | | +--> | | VPWBL]| | - - >CE2
[ +----- +| BR- 12 BR- 22 [ +----- +|
N + N + N + N +
| | +-- - -] | +-- - -] |
| | | vPviSL | | | | vPviSL| | |
| | +--- - 4] | +--- - 4] |
| - + - + |
| SR-MPLS | | SRv6 | ] VXLAN |
Fomm e oo - I oI I s +
A-D per EVI A-D per EVI
RD12 tagl L121 RD22 tag2 Sl D22
Cemmmmmem oo - + e e e +
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Fi gure 4: Anycast Redundancy

In the exanple in Figure 4 E-PE advertises an EVPN A-D per EVI route
for Ethernet Tag ID 3. Both BR-21 and BR-22 inport the route and
redistribute it with Ethernet Tag ID 2 and new RD and encapsul ati on
into donmain-2. Wen redistributing, both BR-21 and BR-22 update (if
it existed before) or insert a DPATH attribute with the domain-id of
domai n-3. That prevents BR-21 and BR-22 fromredistributing back
into domain-3 each other’s route [I-D.ietf-bess-evpn-dpath]. BR-11
and BR-12 inport the routes after best path selection and performthe
sanme process and redistribution into domain-1. |1-PE wll receive two
routes for Ethernet Tag ID 1, fromBR 11 and BR-12, and will perform
best path selection for Ethernet Tag ID 1. Based on the best path
sel ection carried out by I-PE and the BRs along the way, all flows
fromCEl to CE2 will follow, e.g., I-PE, BR-11, BR-21 and E-PE. In
case of failure on any of the BRs in the data path, the routers wll
select the alternate route for the Ethernet Tag ID. The sane control
pl ane exchange and traffic fl ow happen in the reverse direction,
where |-PE beconmes the egress PE and E-PE the ingress PE

As illustrated in Figure 4, this nodel does not support per-flow | oad
bal ancing (all-active multi-homng) to all the BR nodes al ong the way
fromCE to CE

3.3. EVPN Multi-Hom ng for Domain Gateway Redundancy (I-ES)

EVPN Mul ti-Hom ng procedures can be used on the EVPN Domai n Gat eways.
For that, an I-ES and its assigned I-ESI will be configured on the
Gat eways for multihoming. The I-ES concept is introduced in

[ RFCO014], and it is used in this docunment for EVPN VPWS servi ces.
This |-ES represents a donain to the next domain, in both directions.
Therefore two or nore Gateways attached to the same two domains will
use the sanme |-ESI when advertising routes to the two domai ns.

The Gateways attached to the sanme |-ES:

a. Advertise EVPN Ethernet Segment routes and A-D per ES routes for
the 1-ES. Those routes are not redistributed beyond the Domai n
into which they are origi nated.

b. Receive Ethernet Segnent and A-D per ES routes fromthe |-ES
peer(s), and use themfor |-ES Designated Forwarding (DF)
El ection and nass wi thdraw respectively, as described in
[ RFC8214] and [I-D.ietf-bess-rfc7432bis].

c. Set the I-ESI into the EVPN A-D per EVI routes that are

redi stributed across donmains. P and B flags are set based on the
result of the DF El ection [ RFC8214].
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d. ldentify loops if the received EVPN A-D per EVI routes include a
|l ocal domain-id in the D-PATH attribute. Al so EVPN A-D per EVI
routes that include a local ESI MJST NOT be redistributed to
anot her donmmin, irrespective of the presence of the D PATH
attribute.

Figure 5 illustrates the use of I-ES or EVPN Mil ti-Hom ng procedures
in EVPN Domai n Gateways. |In the exanple, BR-11 and BR-12 are
attached to I-ES-1 (with ESI-1 as identifier), whereas BR-21 and
BR-22 are attached to I-ES-2 (using ESI-2).

A-D per EVI A-D per EVI
RD11 tagl ESI-1 L111 RD21 tag2 ESI-2 SI D21
ommmmme oo + <emmmm e meea oo +
S S S IS R R +
| Domain-1 | | Domain-2 | | Domain-3 |
| BR- 11 BR- 21 A-D per EVI
| S + S + RD4 tag3 vni 33
| | +----- +| | +----- +| Commmmmmmm +
| - PE +--> | | VPWBL| | -+---> | | VPWBL]| | - - + E- PE
S + | +----- H o] 4> |- +| | S +
+----- +| --+ S R + | S R + 4> | H----- +
CELl--|| VPWBLl|| I-ES1 | | | | | | | -ES2 || VPWBL| | - - >CE2
| +----- +--+ BR- 12 | BR- 22 o> | +----- +|
- + - R I + - +
| I et I N R |
| +--> | | VPWBL| | ---+-> || VPWBL| | - -+ |
| | +-- -] | +-- -] |
| S R + S R + |
|  SR-MPLS | | SRv6 | | VXLAN |
o a - I S + - +
A-D per EVI A-D per EVI
RD12 tagl ESI-1 L121 RD22 tag2 ESI-2 SI D22
S S S S +

Fi gure 5: EVPN Mil ti-Hom ng
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E- PE advertises an A-D per EVI route for tag3, that gets
redistributed by BR-21/BR-22 first, and BR-11/BR-12 | ater,
translating the Ethernet Tag | D and encapsul ation in each
redistribution. The BR nodes inplenent the EVPN Miul ti-Hom ng
procedures for their own Ethernet Segnent as in [ RFC8214], and set
the P and B flags accordingly when redistributing the A-D per EVI
routes, to indicate the forwarding node to the receiving nodes. |If
I-ES-1 and 1-ES-2 are defined as all-active nulti-hom ng Ethernet
Segnents, per-flow | oad balancing will be perforned not only by the
|-PE to the Gateways in donmain-1, but also by the Gateways at each
domai n of the EVPN VPW5 service, as depicted in Figure 5. The sane
control plane exchange and traffic flow happen in the reverse
direction, where |-PE becones the egress PE and E-PE the ingress PE

I-ES-1 and |1-ES-2 are independent of each other, e.g., I-ES-1 can
work in single-active node, whereas |-ES-2 uses all-active node. |If
that is the case, BR- 11 and BR-12 run Designated Forwarded (DF)

El ection and BR-11 signals P=1 and B=0 (in the EVPN Layer 2
Attributes extended community) if it is elected as DF, whereas BR- 12
signals P=0 and B=1 if elected as Backup DF router. |-PE then sends
all traffic to BR-11, and BR-21/BR-22 send all traffic to BR-11 in
the reverse direction. Since BR-21/BR-22 work in all-active node,
they both signal P=1/B=0 to both, E-PE and BR-11/BR-12. Therefore
traffic fromBR 11/BR-12 is sprayed to both BR-21/BR-22, and so is
traffic from E-PE

If EVPN Multi-Homing is used in the redundant Gateways, Fast Reroute
procedures as in [I|-D. burdet-bess-evpn-fast-reroute] MAY be applied
to speed up convergence in case one of the Gateways |loses its
connectivity to the adjacent donain.

The Anycast Gateway and the EVPN Mul ti-Hom ng redundancy sol utions
can coexist. The Gateways of the same redundancy group MJST

i npl ement the sanme redundancy nethod, but different redundancy

Gat eway groups MAY inplenent different nmethods. 1In the exanple, BR-
11/BR-12 constitutes a redundancy group and BR-21/BR-22 constitutes a
di f ferent redundancy group.

4. Security Considerations

Thi s docunent describes an Interconnect solution for EVPN VPWS

servi ces based on Service Gateways. While other interconnect options
for EVPN VPWS exist - as outlined in Section 1.2 - the Service

Gat eway solution presented here offers isolation between

i nterconnected domains. This isolation inproves scalability for the
PEs within each domain and hel ps mitigate risks, such as the |eakage
of unintended routes with nmatching Route Targets and Ethernet Tag | Ds
fromrenote, unmanaged domains into |ocal donain PEs. Although
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8.

Servi ce Gateways provide an additional |ayer of security for the PEs
within the domain, they do so at the cost of requiring EVPN route
processing - unlike other interconnect options. Consequently, the
security considerations from[RFC38214] also apply to the Border

Rout ers connecting the domai ns.
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