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Abst r act

The I nterconnect Solution for Ethernet VPN defines Unknown MAC ( Medi a
Access Control) Route (UVR) utilization for Data Center |nterconnect
(DCl) when EVPN MPLS or EVPN VXLAN is used as an overlay network for
such interconnects. The use of UVR has inplications for EVPN MAC
mobi l ity procedures, for EVPN L2 and | RB operations, and for EVPN
Proxy ARP/ ND operations. This docunent describes additional
enhancenents required to EVPN procedures and operations when using
UVR. This docunent updates RFC9014 to clarify and extend the
procedur esfor UVR usage.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Term nol ogy

EVI: An EVPN i nstance spanning the Provi der Edge (PE) devices
participating in that EVPN. An EVI nmay be conprised of one BD
(VLAN- based, VLAN Bundle, or Port-based services) or multiple BDs
(VLAN- awar e Bundl e or Port-based VLAN- Aware services).

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE

Et hernet Segrment (ES): Wen a custoner site (device or network) is
connected to one or nmore PEs via a set of Ethernet |inks, then
that set of links is referred to as an ' Ethernet segnent’.

Et hernet Segrment ldentifier (ESI): A unique non-zero identifier that
identifies an Ethernet segment is called an ' Ethernet Segnent
ldentifier’.

VID:  VLAN ldentifier.

Et hernet Tag: Used to represent a BD that is configured on a given
ES for the purposes of DF el ection and <EVI, BD> identification
for frames received fromthe CE. Note that any of the follow ng
may be used to represent a BD: VIDs (including Qin-Qtags),
configured IDs, VNI's (Virtual Extensible Local Area Network
(VXLAN) Network ldentifiers), nornalized VIDs, |-SIDs (Service
Instance ldentifiers), etc., as long as the representation of the
BDs is configured consistently across the nultihomed PEs attached
to that ES.

Ethernet Tag ID: Nornalized network wide IDthat is used to identify
a BDwithin an EVI and carried in EVPN routes.

MP2MP: Ml tipoint to Multipoint.
MP2P:  Multipoint to Point.

P2MP:  Point to Multipoint.

P2P: Point to Point.

PE: Provider Edge devi ce.

Si ngl e- Acti ve Redundancy Mbde: When only a single PE, anong all the

Saj assi, et al. Expires 28 May 2026 [ Page 3]



Internet-Draft EVPN UMR Novenber 2025

PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segment for a given VLAN, then the Ethernet
segnent is defined to be operating in Single-Active redundancy
node.

Al'l - Active Redundancy Mode: Wen all PEs attached to an Ethernet
segrment are allowed to forward known unicast traffic to/fromthat
Et hernet segment for a given VLAN, then the Ethernet segnment is
defined to be operating in All-Active redundancy node.

BUM  Broadcast, unknown unicast, and nulticast.

DF:  Desi ghat ed Forwarder.

Backup- DF (BDF): Backup-Desi gnated Forwarder.

Non- DF (NDF): Non-Desi gnat ed Forwarder.

AC. Attachnment Circuit.

NVO.  Network Virtualization Overlay as described in [ RFC8365]

IRB: Integrated Routing and Bridging interface, with EVPN procedures
described in [ RFC9135]

2. I nt roducti on

The Unknown MAC Route (UMR) is specified in RFC9014 and it is defined
as a regular EVPN MAC/ I P Advertisenent route in which the MAC Address
Length is set to 48, the MAC address is set to 0, and the ESI field
is set to the Data Center CGateway’' s |nterconnect Ethernet Segnent
Identifier (I-ESI).

The use of a UMR for Layer 2 traffic is anal ogous to using a default
IProute (e.g., 0.0.0.0/0 for IPv4 or ::/0 for IPv6) in Layer 3
forwarding. Just as a default IP route in the Forwardi ng | nformation
Base (FIB) ensures that packets are forwarded to a renpte PE when no
more specific route exists, a UVR ensures that unknown Layer 2
destinations are forwarded to a renote PE. To conserve FIB resources
on NVEs, Data Center Gateways advertise UVMRs instead of nunerous

i ndi vidual EVPN MAC/ | P Advertisenment routes - just as they advertise
default IP routes instead of all specific IP prefixes. |In addition,
the UMR hel ps suppress unknown uni cast flooding within EVPN Broadcast
Domai ns. \When conbi ned with Proxy ARP/ND as defined in [ RFC 9161],

it significantly reduces overall flooding in the data center.
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Al t hough the basic procedures related to the UVR are described in

[ RFC 9014], several inportant applications of UVR are not covered
which can lead to interoperability issues. These applications and
use cases include inter-domain and its related nmobility, Proxy ARP/ ND
[ RFC 9161], hybrid UWVR/ non- UMR depl oynments, or symmetric and
asymmetric | RB scenarios. Accordingly, this docunment updates [RFC
9014] to clarify and extend the proceduresfor UVMR usage.

3. Baseline UVR Mechani snms for EVPN Broadcast Domains
The baseline UVMR procedures can be categorized into:
1. Advertisenment Procedures
2. Processing Procedures

3.1. UWR Advertisement Procedures

The UMR is typically advertised by Data Center Gateways or Service
Gat eways (generically GAs, hereafter) that extend Broadcast Donains
to PEs in renote data centers. As specified in [RFC9014], GM rely
on local configuration to trigger the advertisenent of a locally
generated UMR  This configuration determ nes whether the gateway
advertises only the UMR within its | ocal domain, or the UWR al ong
with EVPN MAC/ | P Advertisement routes |earned fromrenote donains.

[ RFC9014] recomends advertising only the UVR when MAC addresses in
the | ocal domain are | earned through the control plane or managenent
pl ane.

UVR routes are not subject to EVPN nobility procedures, and therefore
SHOULD NOT be advertised along with the MAC Mobility Extended
Conmunity. Only non-UVR EVPN MAC/ | P Adverti senent routes follow
mobil ity procedures, as specified later in this docunent.
Additionally, UVRs are always originated by the gateways and MJST NOT
be redistributed across donui ns.

UVR routes support the same EVPN mnul ti-hom ng nmechani snms as any ot her
EVPN MAC/ | P Advertisenent routes. |In particular, UVRs are advertised
with a non-reserved ESI if the GM are attached to an | nterconnect

Et hernet Segment (I-ES), as specified in [RFC9014]. The ES
associated with a UVMR MUST al ways correspond to an | nterconnect

Et hernet Segrment (I1-ES) and SHOULD NOT represent the ESI of an

Et hernet Segnent directly connected to a CE
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3.2. UMR Processing Procedures

A PEwithin the data center that supports and processes the UWVR
forwards unknown unicast frames to the GWNthat advertised the UWR
If there are nultiple valid UVR routes received with a zero ESI, or
multiple UMRsS received with different non-zero ESI, the PE selects
the UVR based on best path selection, as in [I-D.ietf-bess-
rfc7432bis]. PEs that do not support UVMR will fallback to handling
unknown uni cast traffic as specified in [I-D.ietf-bess-rfc7432bis].

When multiple UVMRs are received with the same non-reserved ESI, the
standard nulti-honi ng procedures defined in [I-D.ietf-bess-
rfc7432bis] for all-active and single-active multi-homng apply, just
as they do for any other EVPN MAC/ I P Advertisement routes. As noted
in Section 3.5.1 of [RFC 9014], the use of UWMR hel ps resolve certain
transi ent packet duplication issues that can occur in all-active

mul ti-hom ng scenari os.

4. UWMR M x- Mbde Operation

The procedures described previously illustrate the operation of the
UVR route to provide inproved MAC scaling when layer 2 only
connectivity is required between donains. The deploynent of a GWNis
not, however, linmited to a layer 2 only topology, it can provide a
m x of layer 2 and 3 connectivity or layer 3 only connectivity

bet ween domai ns.

This section of the docunent defines the GWVNand PE procedures for
these different |ayer 2 and 3 depl oynent scenarios, which can be
summari sed into three categories.

* Layer 3 only: where a subnet(s) only exists within a single
domain, but it’s associated IP-VRF is present across multiple
domai ns

* Layer 2 only: where a MAC-VRF is present across multiple donmains,
but no IRBs are enabled for any of the BDs associated with the
MAC- VRF

* Layer 2 and 3: where a MAC-VRF is present across multiple domains,
with an I RB(s) enabled for BDs associated with the MAC VRF
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4.1. Layer 3 Only

In the Layer 3 only scenario, a subnet(s) will only be present within
a single domain, with the associated | P-VRF for the subnet stretched
across donains. In this scenario, type-5 (IP-Prefix) routes will be
sufficient to provide |ayer 3 connectivity between the domains and
externally. There is no requirenent for |ayer 2 between donmains or
ARP suppression of non-local hosts in this scenario. The GW node
that is providing the L3 connectivity between domains is therefore
not required to advertise a UVR route or any type-2 (MAC-only, MAC-
IP) route for hosts learnt in the renote donain.

4.2. Layer 2 Only

In the Layer 2 only scenario, where a MAC-VRF is present across
domains but with no | RB enabl ed, the GWNcan advertise the UVR route
into the local domain to represent any type-2 (MAC) route learnt in
the renote domain. |f ARP suppression for non-local hosts is
required on the PE nodes thensel ves, even though they are operating
in a L2 only nmode (no IRB), the GWNcan follow the procedures outlined
in section 5.1 of the docunent.

4.3. Layer 2 and 3

In a mxed Layer 2 and 3 topol ogy, where MAC-VRFs are present across
domains, with I RBs enabl ed on the associated BDs, for UVR operation
there are additional procedures required on the GV and PE nodes to
ensure correct | RB forwarding.

In a Symmetric | RB node of operation, for any BD that is stretched
across donains the EVPN GNwill be required to advertise both a UWR
route and a type-2 (MAG-I1P) for any non-local host in the BD. Where
the type-2 (MAC-IP) route is advertised with dual |abels and route-
targets which would be associated with the host’s BD and | P-VRF. For
a UVR aware PE node, the UMR route will be installed in the L2 FIB,
any subsequent type-2 (MAC-IP) route advertised by the GWfor the BD
will be installed in the RIB for ARP suppression purposes (see
section 5.1) and in the L3 FIB for routing, the MAC address of the
type-2 route should not be installed in the L2 FIB. For a UWR
unawar e PE node, the UVR route would not be installed in the L2 FIB,
any type-2 (MAC-IP) route advertised by the GWfor the BD woul d

foll ow normal procedures, where the MAC would be installed in the L2
FIB, the RIB for ARP suppression purposes (see section 5.1) and in
the L3 FIB for routing.
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5

UVR MAC Mobility procedures

As discussed in the introduction section, the host I P default route
and host unknown MAC route within a DC can be used to ensure that

| eaf nodes within a DC only |earn and store host MAC and | P addresses
for that DC. All other hosts MAC and | P addresses fromrenote DCs
are learned and stored in DC Gateway (GWN nodes thus alleviating |eaf
nodes from | earning host MAC and | P addresses fromthe renote DCs and
potentially inproving the scale of MAC and | P addresses on | eaf nodes
by one to two orders of nmgnitude

I nterconnect Sol ution for Ethernet VPN [ RFC9014] defines Unknown MAC
Route (UWMR) utilization for Data Center Interconnect (DCl) when EVPN
MPLS or EVPN VXLAN is used as an overlay network for such

i nterconnects. The introduction of UVMR for such scenarios inpacts
the MAC nobility procedures that are not discussed in [ RFC9014].

Thi s docunent describes additional changes and enhancenents needed
for MAC nobility procedures when UMR i s used.

The foll owi ng paragraphs lists the requirenments for MAC nobility
sol uti on when UVR i s used.

*  \When an EVPN overlay network (i.e., DC, Enterprise, or SP network)
is enabled for UVR operation, then all the Provider Edges (PEs) or
| eaf nodes and all the Gateways (border |eaf nodes) in that
net wor k MJUST support UMR operation - e.g., a DC network cannot
have sone | eaf nodes supporting UVR operation and sone ot her | eaf
nodes incapabl e of UVR operation. This neans when upgrading a DC
network for UVR capability, all |eaf nodes (PEs), all border |eaf
nodes (Gateways), and all Route Reflectors (RRs) in that network
needs to be upgraded before turning on the UVR capability. |If
desired, a physical DC network can be partitioned into two | ogica
networ ks with one supporting UVR operation and the other not
supporting it.

* UVR MAC nobility procedures for DC networks that are UMR capabl e
MUST operate seam essly with DC networks that are UMR incapabl e.

* UWVR operation is optional and a PE device (a | eaf node) that
supports UMR procedure but doesn’t receive the UMR route fromits
Gateway (its border |eaf), SHALL operate per baseline [ RFC7432].
Thi s does not nean that a DC network can partially operate in UWMR
mode but rather it means that a DC network can gradually be
upgraded for UWR capability and once the entire network is
upgraded, then it can operate in UVR node.
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Section 5.1 ("Inter-network MAC Mobility procedures w thout UWR')

di scusses MAC Mbility for DCl operation without UVR utilization.
Section 5 discusses MAC Mbility for DCl operation with UVR and the
nodi fi cati ons and enhancenents needed on top of the baseline
operation discussed in section 4.

5.1. Inter-network MAC Mobility procedures w thout UWR

In order to better differentiate the enhancenents needed to MAC
Mobility procedures for networks interconnect scenarios with
utilization of UMR which is missing in [RFC9014], we first start with
the description of the baseline MAC Mbility procedures (without
utilization of UVR) in this section and then we describe the changes
needed on top of this baseline scenario in the next section. The
followi ng | adder diagramis used to help in describing baseline MAC
Mobility operation.
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PE11 PE12 G e PE22 PE21
I I I I
| AD(ML) | I I I
1) Xe------- > | AD(ML) |AD(M) | |
EERREEEEE [EEREEEEE S - R EEEEEEEEE >
| | | o | |
| AD(ML, 1)| AD(ML, 1) | AD(ML, 1) | AD(ML, 1) | I
2) | <-------- Xo--mmm-- I S [--------- >|
I I I | === >| I
| VD(ML) | I I I I
|-------- >| I I I I
|--------- |-------- >| I I I
I I I I I I
I I I I | AD(ML, 2) X
I | AD(ML, 2) | AD(ML, 2)|  AD(ML, 2) | <--------- I
I | <-------- | <---mmmmmmooiie | <---------- | === I
| <-------- |--------- I I I
3) | I I I I
| VWD(ML) | WD(ML) [ WD(ML) | D( ML) I I
| <-------- |-------- S RERREEEEEEEEE R R EEEEEEEE >|
I I I | === >| I
N N .
I | AD(ML, 3) | AD(ML, 3)|  AD(ML, 3) | A(M, 3) |
4) | | <-------- R | <---------- P >|
| <-------- |--------- I I I WD( ML) |
I I I I --moo--- I
I I I | <----m----- |---------- I
AD( ML, x) = MAC/I P Route Advertisement for MAC ML with seg# X
VAD( ML) = MAC/I P Route Wthdrawl for MAC ML
X = Host ML being local to that PE

Thi s di agram depicts MAC Mobility procedures between two overl ay
networks which in turn are connected via a WAN network; where,
and GA2 sit at the edge of the WAN. The first network consists of

G

PE11, PE12, and GAM.

The second network consists of PE21, PE22, and

GA2. EVPN control

pl ane is used both within each network as well as

bet ween t hem

1.

Saj assi ,

PE11 | earns host ML for the first tinme and it advertises it via
MAC/ | P Route Advertisenent to other nodes in its DC network
participating in that EVI. Since this is the first tine that
PE11 learns of ML, it sends the advertisenment w thout MAC
Mobility extended comunity attribute per section 15 of
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[ RFC7432]. \When the local Gateway (GM of DCl) receives this
advertisenent, it readvertises this MAC address per procedures of
[ RFC9014] without MAC Mobility extended conmunity attribute. The
renote Gateway (GM2 of DC2) receives this advertisenent and it in
turn readvertises it to its PEs participating in that EVI. At
this point, remote PE21 and PE22 know that the next hop for ML is
GA2, and GM knows that the next hop for ML is GAL.

2. In this step, host ML makes an intra-DC nove wi thin DCl network
and noves from PE11 to PE12, the PE12 follows the MAC nobility
procedures in [ RFC7432] and advertises the MAC/ I P Adverti senent
route for ML with a sequence nunber which is increnented by one
(inthis case seq = 1). PE11l and GM receive this advertisenent
and update their next hop for ML to point to PE12. GM follows
the procedures in [RFC9014] and it readvertises this route with
this new sequence nunber received fromPE12. Upon receiving this
route, GA2 updates its sequence nunber for ML and in turn it
readvertises this route to its DC. PE21 and PE22 receive this
advertisement and update their sequence nunbers for ML (seq = 1),
but there is no change to the next hop for ML and they keep it as
G2.

Furthernore, after verifying that ML is no | onger present

locally, PE1ll sends a withdrawal nmessage for ML to all |ocal PEs
and GM that are participating in that EVI per MAC Mbility
procedures of [RFC7432]. Wen PE12 and GM receive this

wi t hdrawal nessage, they clean up their BGP tables and renove BGP
EVPN route for ML received fromPE11l. Since BGP table in GM has
at | east one BGP EVPN route learned fromits DC1 (and host ML has
as its next hop one of the PEs in DCl), GM does not readvertise
the withdrawal nmessage for ML received from PE1l.

3. Inthis step, host ML noves fromPE12 in DC1 to PE21 in DC2.
PE21 upon learning ML locally, it advertises the MAC/IP
Advertisenment route for ML with a sequence nunber which is
incremented by one (in this case seq = 2). PE22 and GA2 receive
this advertisement, recognize the nmove, and update their next hop
for ML to point to PE21. GA2 follows the procedures in [ RFC9014]
and it readvertises this route with this new sequence nunber
received fromPE21. Upon receiving this route, GM updates its
sequence nunber for ML and in turn it readvertises this route to
its DC1 network. PEl11l and PE12 receive this advertisenent,
recogni ze the nove, and update their next hop to point to GM,
and their sequence numbers for M.

Furthernore, after verifying that ML is no | onger present

| ocally, PE12 sends a withdrawal nessage for ML to all |ocal PEs
and GM that are participating in that EVI. Wen PE1l and GM
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5.

2

receive this wthdrawal nessage, they clean up their BGP tables
and renove BGP EVPN route for ML received fromPEL2. Since there
is no nore local BGP EVPN routes for ML in BGP table of GM
(i.e., no nore routes fromits local PEs), it readvertises this
wi t hdrawal nessage to other GM over WAN. Wen other GM over
WAN (i ncluding GMR) receive this wi thdrawal nmessage, they renove
the BG® EVPN route for ML received from GA. At this point the
only BGP EVPN route entry in GM is the one received from GA2,
and for G2 is the one received fromits |ocal PE21

4. This step is simlar to that of step 2 and denonstrates what it
t akes place when an intra-DC nove happens but this tine within
DC2 where the host ML noves from PE21 to PE22. The PE22 foll ows
the MAC nobility procedures in [ RFC7432] and advertises the MAC/
I P Advertisenent route for ML with a sequence numnber which is
incremented by one (in this case seq = 3). PE21 and GA2 receive
this advertisenent and update their next hop for ML to point to
PE22. OGA2 follows the procedures in [RFC9014] and it
readvertises this route with this new sequence nunber received
from PE22. Upon receiving this route, GM updates its sequence
nunber for ML and in turn it readvertises this route to its DC
PE11 and PE12 receive this advertisenent and update their
sequence nunbers for ML (seq = 3), but there is no change to the
next hop for ML and they keep it as GAL.

Furthernore, after verifying that ML is no | onger present

| ocal ly, PE21 sends a withdrawal nessage for ML to all |ocal PEs
and GM that are participating in that EVI per MAC Mdbility
procedures of [RFC7432]. Wen PE22 and GA2 receive this

wi t hdrawal nessage, they clean up their BGP tables and renove BGP
EVPN route for ML received from PE21. Since BGP table in G has
at |l east one BGP EVPN route learned fromits DC2 (and host ML has
as its next hop one of the PEs in DC2), GA2 does not readvertise
the withdrawal nessage for ML received from PE21.

Inter-network MAC Mbility Procedures for UWR

Thi s section describes the changes needed to MAC Mobility procedures
when UVR is utilized in EVPN overlay networks and hosts are all owed
to nove between these networks. Since advertisenent of MAC/IP
addresses fromthe |ocal overlay network are not propagated all the
way to the PEs of the renpte overlay network, the baseline MAC
mobi l ity procedures described in the previous section, cannot be used
as is and it needs to be nodified. Wen a host ML noves from one
overlay network (e.g., DCl) to anoher one (e.g., DC2), the PE in DC2
(PE21) that learns the host locally, it learns it for the very first
ti me because of UMR operation - i.e., ML never previously got
advertised by DC2 GW (GA). Therefore, the PE21 adverti ses EVPN MAC/
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IP route for ML without any sequence nunber which breaks the baseline
MAC nobi lity procedures described in the previous section. 1n order
to accommodate MAC nobility in the presence of UVMR, each needs to

mai ntain two sequence nunbers per host MAC address - one for its

| ocal overlay network (e.g., its DC network) and another one for the
i nterconnect network (e.g., WAN network). Only Gateways need to

mai ntain both MAC Mobility sequence nunbers. The PEs that are

enabl ed for UVR operation, only need to nmaintain a single MAC
Mobility sequence nunber per MAC address. These two sequence nunbers
operate independently (i.e., they get increnented i ndependently) so
that a local MAC nove within an overlay network (e.g., DCl) does not

i mpact other overlay networks (e.g., other DCs) and the interconnect
network (e.g., WAN network) - i.e., when the host nobility is
confined to a DC (aka intra-DC host mobility), then only the intra-DC
MAC Mobility counter for that DC is increnented upon host nove

wi t hout any changes to inter-DC MAC Mobility counter or any other
intra-DC MAC Mobility counters in other DCs. However, when the host
moves fromone DC to another, then the inter-DC MAC Mobility counter

i s inpacted.

The solution described in this section optinizes based on convergence
time and nunber of BGP EVPN route advertisenents - i.e., it tries to
m nimze the convergence tinme upon a host nove and to mninize the
number of EVPN route advertisenents. \Wenever these two factors are
in conflict, the preference is given to nininizing the convergence
time. The followi ng | adder diagramis used to help in describing MAC
Mobility procedures for UWVR operation.
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|-------- >| I
|--------- |-------- >|
| | |
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AD( ML, x) = MAC/I P Route Advertisement for MAC ML with seg# X
VAD( ML) = MAC/I P Route Wthdrawl for MAC ML
X = Host ML being local to that PE

Thi s di agram depicts MAC Mobility procedures between two overl ay
networ ks which in turn are connected via a WAN network where UWR
operation is utilized. To avoid repeating the text verbatimfrom
previ ous section and put the enphasis on the new procedures, we

mai nly el aborate on the changes relative to the baseline MAC nmobility
procedures described in the previous section.

When UVR operation is enabled for a given EVI, all Gateways
participating in that EVI for that overlay network, advertise the UWR
route to their local overlay network. A PE that is capable of UMR
processi ng, upon receiving the UVMR route, activates its UVR procedure
as described below. Wen a Gateway receives the UVR route from
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anot her Gateway for one of its EVI for which UVR operation is
enabled, it should sinply discard it (i.e., not to add it to its BGP
tabl e and MAC- VRF).

1. Wen the host ML is learned in DCL for the first time, the
basel ine MAC Mobility procedure described in step (1) of
Section 5.1 is executed in DC1 anmong PE11l, PE12, and GM. \hen
the renote Gateway (GMA2 of DC2) receives this advertisenent from
GM, it processes it just as step (1) of Section 5.1 and adds it
toits BGP table and MAC-VRF for that EVI. However, it does not
readvertise it into its own DC network because it is configured
for UVR operation and no renote MAC/I P Advertisenent routes
(routes received fromrenote GM) are ever readvertised locally.

2. Wen the host ML makes an intra-DC nmove within DCl1 network, the
basel i ne MAC Mobility procedure described in step (2) of
Section 5.1 is executed in DCl1 anong PEll, PE12, and GM. GM
realizes that this is an intra-overlay network MAC nove (intra-DC
MAC nove) and thus it does not readvertises this route to other
GM in the WAN network. It should be noted that GAL nai ntains
two sequence nunbers for ML and it increnments its intra-DC
sequence nunber by one (seq = 1); however, it leaves its inter-DC
sequence nunber unchanged (seq = 0).

Generation of the withdrawal nmessage by PE11 and processing of
this message by other EVPN devices in DCL (i.e., PE12 and GM)
are the same as the ones described in step (2) of Section 5.1.
Since after receiving the withdrawal nessage and cleaning up its
BGP table, GM still has at |east one BGP EVPN route fromits

|l ocal DCl (and host ML has as its next hop one of the PEs in
DCl), GM does not readvertise the withdrawal nessage for M
received fromPEl1l to renote Gateways (e.g., GA of DC2).

3. Wen the host ML noves fromDCl to DC2 and its presence is
detected locally by the PE21, the PE21 learns ML for the very
first tine since its Gateway (GM) never advertised MAC/ IP route
for ML to its |ocal PEs (because of UWR operation). The PE21
advertises MAC/IP route for ML without any sequence nunber. All
PEs and Gateways in DC2 upon receiving this advertisenment update
their BGP and MAC-VRF tables. |In addition to this update, the
G2 recogni zes that there has been a MAC nobve, increnments its
inter-DC MAC Mobility counter for ML, and it readvertises this
MAC/ I P route along with the updated MAC Mobility extended
communi ty.

GM receives this MAC/ I P advertisenent for ML and it al so

recogni zes that ML has noved to DC2. GAM increnents its intra-DC
MAC Mobility sequence nunmber and it readvertises this route al ong
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with the updated MAC Mibility extended comunity (seq = 2) to its
local DC for that EVI. As the result, all the PEs participating
for that EVI in DCl, receive this MAC/ I P adverti senent and update
their BGP and MAC-VRF tables. They also update the BGP next hop
to point to GM for MAC address ML. Besides this update, PE12
recogni zes the MAC nove and advertises a wthdrawal message for
ML. Furthernore, it verifies that ML has actually noved and is
no | onger present |ocally.

When the Gateways and other PEs in DCL receive this withdrawal
message from PE12, they cleanup their BGP tables and renove the
corresponding ML entry fromtheir tables. After this cleanup,
GM realizes that there is no nore entry for ML in its BGP table
fromits local PEs and thus it sends a withdrawal nessage for M
to all its local PEs and rennte Gateways (e.g., GA2).
Furthernmore, GM nust reset its intra-DC MAC nobility counter for
ML to zero because ML no | onger exist anpbng its local PEs. Wen
the |l ocal PEs (PEl1l and PE12) receive this wthdrawal nessage,
they clean up their BGP and MAC-VRF tables for ML. After the

cl eanup, there should be no entry in BGP and MAC-VRF tables for
ML and thus the forwarding for ML nust foll ow UVR operation -
i.e., the packet with the destinati on MAC address of ML nust be
| oad bal anced to one of the GA that has advertised UVR route.
When the renote Gateways receive this w thdrawal nessage, they
clean up their BGP tables for ML and the only entry in BGP table
for ML should be that of the one received from GA2.

4. This step denpnstrates an intra-DC MAC nove for DC2. The
procedure for the PEs (PE21 and PE22) and the correspondi ng
Gateway (GA2) is the sane as the one described in step 2 and thus
no further explanation is needed.

Redundant Gateways are supported by the described procedure. Al the
redundant Gateways attached to a given BD advertise the EVPN MAC/ I P
Advertisenment routes with the sane Interconnect ESI [RFC9014], and
all the redundant Gateways MUST use the sanme sequence nunbers when
advertising MAC addresses to either their local overlay network or
their interconnect network.

5.3. Duplicate MAC Address Detection

Dupl i cate MAC addresses can occur as described in section 15.1 of

[ RFC7432]. MAC address duplication can happen within the sane DC
network (e.g., DCl) or across different DC networks (e.g., DCl and
DC2) where UVR is utilized. 1In either case, the procedure is the
sanme as the one described in section 15.1 of [RFC7432]. More
specifically, the timer and the nove counter for a given MAC are kept
only at the PEs - i.e., there is no need to maintain such tinmer and
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nmove counter for a given MAC unless that MAC is |earned locally on
that GW

5.4. MAC Mobility for Gateway Local Attachment Circuits

Thi s section describes MAC Mbility procedures for hosts sitting
behind | ocal Attachrment Circuts (ACs) of a Gateway and moving to/from
a local PE, or another Gateway in a renote DC, or a rembte PE in a
renote DC. TBD.

6. Inpact of UWR on EVPN Use Cases

Thi s section exam nes and specifies howthe UVMR interacts with other
EVPN procedures and specifications.

6.1. UMR and EVPN Proxy ARP/ ND

The Proxy ARP/ND functionality, as defined in [ RFC9161], is w dely
depl oyed in EVPN Broadcast Domai ns. When enabled, it optimzes IP
address resol ution, enhances security by mitigating ARP/ND spoofi ng
attacks, and significantly reduces - or even elimnates - ARP/ND
flooding within the Broadcast Donain.

Proxy ARP/ND is al so supported in Broadcast Domai ns that span

i nterconnected data centers. In interconnect solutions as described
in [RFCO014], Proxy ARP/ND relies on the advertisement and end-to-end
propagati on of EVPN MAC/I P Adverti senent routes for all hosts. This
allows a PE to populate its Proxy ARP/ND table with | P-MAC bi ndi ngs
for both |ocal domain and renpote domain hosts. As a result, when a

| ocal ARP Request or Neighbor Solicitation is received for a renote
domain host I P, the PE can respond locally, effectively preventing
ARP/ ND fl oodi ng across data center donains. However, if the GM are
configured to advertise the UVR while suppressing the redistribution
of EVPN MAC/ | P Advertisement routes fromrenpte domains into the

| ocal dommin, the Proxy ARP/ND function will not be able to prevent
ARP/ ND f | oodi ng toward those renpte domai ns. [RFC9014] does not
define the interaction between Proxy ARP/ND and the UMR which may

| ead readers to assune that Proxy ARP/ND cannot be used in
conjunction with the UVR when the goal is to suppress ARP/ND fl oodi ng
to PEs in renote donmains.

Thi s docunent proposes two sol utions that enable the use of the UWR
while still suppressing ARP/ND fl ooding to renote donains:
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1. Advertise the UVR and redistribute EVPN MAC/ | P Adverti senent
routes, while suppressing the progranm ng of MAC addresses into
the Bridge Table of leaf routers in the local domain. This
approach is referred to as the "distributed Proxy ARP/ ND
sol ution".

2. Advertise only the UMR and enable Proxy ARP/ND on the gateway to
handl e renote I P resolution. This approach is referred to as the
"GW based Proxy ARP/ND sol ution”

The two nmethods are described in the sections 6.1.1 and 6.1.2. By
default, the GWoperates in either node based on | ocal configuration.
However, a dynamic node - described in Section 6.1.3 - allows the GV
to select its behavior based on the UVR capability advertised by
other routers within the |ocal domain.

6.1.1. Distributed Proxy ARP/ND Sol ution

In this approach, the GWVNis configured to advertise both the UVR and
the EVPN MAC/ | P Advertisement routes for hosts in renpte domains to
nodes within the |local domain. When operating in this node, the GW
MUST redistribute only those EVPN MAC/ | P Advertisenment routes from
renote domains that include a valid I P address. Routes containing
only a MAC address with a zero | P address SHOULD NOT be
redistributed, as they are not usable by routers in the local domain
for performng Proxy ARP/ND functions.

When a dommin router receives and prograns a UMR froma GWN it
continues to inport EVPN MAC/ | P Advertisenment routes as usual.
However, for routes received fromthe sane GNthat advertised the
UVMR, the router does not programthe MAC addresses into the Bridge
Table. Instead, it uses the information solely to popul ate the Proxy
ARP/ ND table with I P-MAC bi ndings. This approach preserves Bridge
Table FIB resources - a key objective of the UVR nmechanism- while
still enabling Proxy ARP/ND functionality, thereby preventing ARP/ ND
flooding within the | ocal donain.

6.1.2. GWbased Proxy ARP/ND Sol ution

In this approach, the GWis configured to advertise only the UMR

whi | e suppressing the redistribution of all EVPN MAC/ I P Adverti senent
routes received fromrenote donains. As a result, domain routers do
not receive the | P-MAC bindings for hosts in renpte donains.
Consequently, when these routers receive an ARP Request or Nei ghbor
Solicitation for a remote I P, they cannot respond via their |ocal
proxy ARP/ND function. Instead, the request is flooded within the
EVPN Broadcast Dormai n. Wen the request reaches the GWN it perforns
a lookup in its local proxy ARP/ND table. If a matching entry is
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found, the GWNresponds with an ARP Reply or Nei ghbor Adverti senent
for the target IP. Wile this nmethod does not suppress ARP/ ND
flooding entirely within the |ocal domain, it does prevent flooding
across the EVPN Broadcast Dommin to renote PEs, thus achieving
partial flooding suppression.

3. Dynanic Redistribution of EVPN MAC/I P Advertisement Routes based
on UVR capability

The nethods described in Sections 6.1.1 and 6.1.2 rely on static
configuration of the GM and donmain routers to operate in a specific
mode. As an alternative, dynam ¢ signaling can be used to allow the
GWNto adjust its node of operation based on received UVR capability
information. |In this dynam c approach, domain routers signal their
support for UMR processing using the UVR Capability flag in the
Inclusive Miulticast Ethernet Tag route for the Broadcast Domain. The
GWinspects this flag across all participating routers in the |oca
domain (for the Broadcast Domain).

* |f all local domain routers in the Broadcast Domain have the UWR
Capability flag set, the GN MAY operate in either node
(Distributed or GM¥based proxy ARP/ ND).

* |f any router in the |local donmain does not set the UWR Capability
flag, the GWMIST operate in Distributed Proxy ARP/ND node. This
requi renent exi sts because routers that do not support UMR
processi ng depend on receiving EVPN MAC/ | P Adverti senent routes
fromrenote domains to prevent constant ARP/ND fl ooding for
traffic destined to renpte hosts.

UWR and Silent Hosts

Thi s section anal yzes the behavi or and potential inplications of
usi ng UVMR procedures when silent hosts exist in the |ocal domain.
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Consi der the case where a host (Hl), with I P address | P1 and MAC
address ML, initiates comuni cation with another host (H2), which has
been silent until that nonent and is identified by IP address |1 P2 and
MAC address M2. Wien Hl attenpts to reach H2, it sends an ARP
Request for IP2. This request is flooded across all routers in the
domai n and eventually reaches H2, which responds with an ARP Reply
containing its MAC address (M2). At the sane tine the ARP Reply is
forwarded to the EVPN router connected to HL (PEl), the EVPN router
attached to H2 (PE2) triggers the advertisenent of an EVPN MAC/ I P
Advertisenment route for M and | P2. Because the ARP Reply typically
reaches PEl before the corresponding MAC/ I P Advertisenent route is
recei ved and programed, PEl nmay receive a unicast packet fromHL to
H2 (i.e., M) while M2 is still unknown in the Bridge Table. During
this brief window, PEl may treat the packet as unknown unicast.

If PEl supports the UVR procedure, it will forward the unknown

uni cast packet to the GNthat advertised the UMR In this scenario,
the GWnmay drop a few packets destined to H2 until the MAC address
(M) is learned and programed at PEL. Once M2 is present in PEl's
Bridge Table, the traffic is no | onger treated as unknown, and
subsequent packets are forwarded directly to PE2 as expected. Wile
the exanple is described for IPv4 and ARP resolution, the sane
happens for | Pv6 and Nei ghbor Di scovery.

Thi s exanpl e highlights how the use of UVR can introduce race
conditions in environments with silent hosts, potentially resulting
in tenporary packet loss for initial traffic flows.
If silent hosts are located in renmote domai ns, unknown uni cast
traffic will be forwarded to the GWby design, so no unexpected
packet drops occur in this case.

7. Security Considerations
Since this docunent describes how to address MAC nobility issue as
the result of using UWR for interconnection solutions of [RFCO9014],
and since no new requiremts with respect to nobility procedures are
i ntroduced at the edge devices (e.g., PEs or leafs), there is no
additional security risks beyond the ones described in [ RFC7432] and
[ RFC8365] .

8. | ANA Consi derati ons
Thi s docunent does not introduce any | ANA requirements
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