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Abstract

In Ethernet Virtual Private Networks (EVPNs), IP nulticast traffic
replication and delivery play a crucial role in enabling efficient
and scal able | ayer-2 and | ayer-3 services. A common depl oynment
scenari o invol ves redundant nulticast sources that ensure high
availability and resiliency. However, the presence of redundant
sources can lead to duplicate IP nmulticast traffic in the network,
causing inefficiencies and increased overhead. This docunent
specifies extensions to the EVPN nulticast procedures that allow for
the suppression of duplicate IP nulticast traffic fromredundant
sources. The proposed nmechani sms enhance EVPN s capability to
deliver multicast traffic efficiently while maintaining high
availability. These extensions are applicable to various EVPN

depl oynent scenarios and provide guidelines to ensure consistent and
predi ct abl e behavi or across di verse network topol ogi es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 August 2025
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1. Introduction

Et hernet Virtual Private Networks (EVPN) [ RFC7432] support both
intra-subnet and inter-subnet IP nulticast forwarding. [RFC9251]
outlines the procedures required to optim ze the delivery of IP

mul ticast flows when both sources and receivers are connected to the
same EVPN Broadcast Donain. [RFC9625], on the other hand, defines
the procedures for supporting inter-subnet IP nmulticast within a
tenant network, where the IP nulticast source and receivers of the
same multicast flow are connected to different Broadcast Domai ns
within the sane tenant.

However, [RFC9251], [RFC9625], and conventional |P multicast
techni ques do not provide a solution for scenarios where:

1. A given multicast group carries nultiple flows (i.e., multiple
sources are active), and

2. Each receiver should receive only from one source.

Exi sting multicast solutions typically assume that there are no
redundant sources sending identical flows to the sane I P nulticast
group. |In cases where redundant sources do exist, the receiver
application is expected to handl e duplicate packets.

In conventional IP multicast networks, such as those running Protoco
I ndependent Multicast (PIM [RFC7761] or Milticast VPNs (M/PN)

[ RFC6513], a workaround is to configure all redundant sources with
the sane | P address. This approach ensures that each receiver gets
only one fl ow because:

*  The RP (Rendezvous Point) in the nulticast network always creates
(S, G state for each source.

* The Last Hop Router (LHR) may also create (S, G state.
* The (S,G state binds the flowto a source-specific tree rooted at
the source I P address. Wen nultiple sources share the sanme IP

address, the resulting source-specific trees ensure that each LHR
or RP resides on at npbst one tree.
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Thi s wor karound, which often uses anycast addresses, is suitable for
war m st andby redundancy sol utions (Section 4). However, it is not
effective for hot standby redundancy scenarios (Section 5) and

i ntroduces chal | enges when sources need to be reachable via IP

uni cast or when nultiple sources with the same | P address are
attached to the sane Broadcast Donmin. |n scenarios where multiple
mul ti cast sources streamtraffic to the same group using EVPN

Optim zed Inter-Subnet Miulticast (OSM, there is not necessarily any
(S, state created for the redundant sources. |In such cases, the
Last Hop Routers may only have (*,G state, and there may not be a
Rendezvous Point router to create (S, G state.

Thi s docunent extends [ RFC9251] and [ RFC9625] to address scenari os
where IP multicast source redundancy exists. Specifically, it
defines procedures for EVPN PEs (Provider Edge devices/routers) to
ensure that receivers do not experience packet duplication when two
or nore sources send identical IP nulticast flows into the tenant
domain. These procedures are linited to the context of [RFC9251] and
[ RFC9625]; handling redundant sources in other nmulticast solutions is
beyond the scope of this docunent.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

* Broadcast Dommin (BD): an enul ated Ethernet, such that two systens
on the sane BD will receive each other’s |ink-local broadcasts.
In this docunent, BD also refers to the instantiation of a
Broadcast Domain on an EVPN PE. An EVPN PE can be attached to one
or multiple BDs of the same tenant.

*  BUM Broadcast, Unknown unicast, and Miulticast traffic.

* Designated Forwarder (DF): as defined in [RFC7432], an Ethernet
Segnment may be nulti-honmed (attached to nore than one PE). An
Et hernet Segment may al so contain nultiple BDs, of one or nore
EVIs. For each such EVI, one of the PEs attached to the segnent
becones that EVI's DF for that segment. Since a BD may belong to
only one EVI, we can speak unanbi guously of the BD's DF for a
gi ven segnent.

*  Downstream PE: in this docunent a Downstream PE is referred to as

the EVPN PE that is connected to the IP Milticast receivers and
gets the IP Multicast flows fromrenote EVPN PEs.
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* EVI: EVPN | nstance.

* Gtraffic: any frame with an | P payl oad whose | P Destination
Address (IP DA) is a nulticast group G

* Gsource: any systemsourcing IP multicast traffic to group G

* Hot Standby Redundancy: multicast source redundancy procedure
defined in this document, by which the upstream PEs forward the
redundant nmulticast flows to the downstream PEs, and the
downstream PEs nmake sure only one flowis forwarded to the
interested attached receivers.

* |1 GW: Internet Goup Managenment Protocol [RFC3376].

* Inclusive Milticast Tree or Inclusive Provider Milticast Service
Interface (1-PMSI): defined in [ RFC6513], in this docunent it is
applicable only to EVPN and refers to the default nulticast tree
for a given BD. Al the EVPN PEs that are attached to a specific
BD belong to the I-PMSI for the BD. The I-PMSlI trees are signal ed
by EVPN I nclusive Milticast Ethernet Tag (1 MET) routes.

* | MET route: EVPN Inclusive Milticast Ethernet Tag route, as in
[ RFC7432] .

* MD: Multicast Listener Discovery [RFC3810].

* MPN Milticast Virtual Private Networks, as in [ RFC6513].
* O SM Optimzed Inter-Subnet Miulticast, as in [ RFC9625].

* PE: Provider Edge.

* PIM Protocol |ndependent Miulticast, as in [RFC7761].

* P-tunnel: The term "Provider tunnel" refers to the type of tree
enpl oyed by an upstream EVPN PE to forward multicast traffic to
downstream PEs. The P-tunnels supported in this docunent include
Ingress Replication (IR), Assisted Replication (AR [RFC9574], Bit
I ndexed Explicit Replication (BIER) [ RFC8296], nulticast Label
Distribution Protocol (nlLDP), and Point-to-Milti-Point Resource
Reservation Protocol with Traffic Engi neering extensions (P2M
RSVP- TE) .

* Redundant G source: A host or router transmtting a Single Flow
Goup (SFG within a tenant network, where multiple hosts or
routers are also transmtting the same SFG  Redundant G sources
transmtting the sane SFG shoul d have distinct | P addresses;
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however, they may share the sanme |P address if located in

di fferent Broadcast Donmins (BDs) within the sanme tenant networKk.
For the purposes of this docunment, redundant G sources are assuned
not to exhibit "bursty" traffic behavior.

* S-ES and S-ESI: nulticast Source Ethernet Segnent and mul ticast
Source Ethernet Segnent ldentifier. The Ethernet Segnment and
Et hernet Segrment ldentifier associated to a G source.

* Selective Miulticast Tree or Sel ective Provider Milticast Service
Interface (S-PMSI): As defined in [ RFC6513], this termrefers to a
mul ticast tree to which only the PEs interested in a specific
Broadcast Dormain (BD) belong. In the context of this document, it
is specific to EVPN. Two types of EVPN S-PMSIs are support ed:

- S-PMsls with Auto-Di scovery Routes: These S-PMSIs require the
upstream PE to advertise S-PMSI Auto-Di scovery (S-PMsl A-D)
routes, as described in [RFCO572]. Downstream PEs interested
inthe nulticast traffic join the S-PMSI tree follow ng the
procedures specified in [ RFCO572].

-  S-PMBls without Auto-Discovery Routes: These S-PMSIs do not
require the advertisenment of S-PMSI A-D routes. |Instead, they
rely on the forwarding information provided by Inclusive
Mul ticast Ethernet Tag (I MET) routes. Upstream PEs forward |IP
mul ticast flows only to downstream PEs that advertise Sel ective
Mul ticast Ethernet Tag (SMET) routes for the specific flow
These S-PMSlIs are supported exclusively with the follow ng
P-tunnel types: Ingress Replication (IR), Assisted Replication
(AR), and Bit Indexed Explicit Replication (BlER).

* SFG (Single Flow Group): A multicast group that represents traffic
containing a single flow Miltiple sources, which may have the
sane or different | P addresses, can transnmit traffic for an SFG
An SFG can be represented in two forns:

- (*,Q: Indicates that any source transmitting nmulticast traffic
to group Gis considered a redundant G source for the SFG

- (S,Q: Indicates that Sis a prefix of any length. 1In this
representation, a source is deemed a redundant G source for the
SFGif its address matches the specified prefix S

* SMET route: Selective Miulticast Ethernet Tag route, as in
[ RFC9251] .
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* (S,G and (*,G: used to describe nulticast packets or nulticast
state. S stands for Source (IP address of the multicast traffic)
and G stands for the Group or nulticast destination |IP address of
the group. An (S,G nulticast packet refers to an | P packet with
source | P address "S" and destination I P address "G', and it is
forwarded on a multicast router if there is a corresponding state
for (SSG. A (*, G multicast packet refers to an | P packet with
"any" source |P address and a destination |IP address "G', and it
is forwarded on a nmulticast router based on the existence of the
corresponding (*,G state. The docunent uses variations of these
terns. For exanple, (S1,Gl) represents the multicast packets or
mul ticast state for source |P address "S1" and group | P address
"Gl".

* Upstream PE: In this document, an Upstream PE refers to the EVPN
PE that is either directly connected to the IP nulticast source or
is the PE closest to the source. The Upstream PE receives |IP
mul ticast flows through |ocal Attachment Circuits (ACs).

* Warm St andby Redundancy: A multicast source redundancy nechani sm
defined in this document, wherein the upstream PEs connected to
redundant sources within the same tenant ensure that only one
source of a given flow transmts nmulticast traffic to the
i nterested downstream PEs at any given tine.

Thi s docunent al so assumes familiarity with the terninol ogy of
[ RFC7432], [RFC4364], [RFC6513], [RFC6514], [RFC9251], [ RFC9625],
[ RFC9136], and [ RFC9572].

1.2. Background on IP Milticast Delivery in EVPN Networks

IP multicast facilitates the delivery of a single copy of a packet
froma source (S) to a group of receivers (G along a nulticast tree
In an EVPN tenant domain, the nulticast tree can be constructed where
the source (S) and the receivers for the multicast group (G are

ei ther connected to the sane Broadcast Domain (BD) or to different
Broadcast Donmins. The former scenario is referred to as "Intra-
subnet 1P Miulticast forwarding", while the latter is referred to as
"Inter-subnet IP Milticast forwarding”

1.2.1. Intra-subnet IP Milticast Forwarding
When the source S1 and the receivers interested in GL are connected
to the same Broadcast Donmin (BD), the EVPN network can deliver IP

multicast traffic to the receivers using two different approaches, as
illustrated in Figure 1:
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ST+ S1 o+
(a) + (b) +
I | (S1,Gl) I | (S1,Gl)
PE1 | | PE1 | |
+--m o= + v +--m o= + v
| +---+] | +---+]
| | BDL] | | | BDL] |
| +--- ] | +--- ]
F----- + F----- +
AR, [------- + AR, |
I I I I I
\% \% \% \% \%
+--- - - + +----- + +----- + +--- - - + +----- + +----- +
R B | ---- | R B e B Ry
| BD1| | ||BD1]| ||BD1]]| | BD1| | ||BD1]| ||BD1]]|
| +---+] |----- | 1----- I | +---+] [ +---+] [+---+4]
+--m o= + +----- + +----- + +--m o= + +----- + +----- +
PE2| PE3| PE4| PE2| PE3| PE4
S BRI A | S BRI A
[ [ I [ [
\% \% \% \% \%
| R1 R2 | R3 | R1 R2 | R3
- - - Gl- - - - - - Gl- - -

Figure 1: Intra-subnet IP Milticast
* Mdel (a): IP Multicast Delivery as BUM Traffic

The upstream PE sends the IP Multicast flows to all downstream
PEs, even to PEs with non-interested receivers, such as, e.g., PE4
in Figure 1. To optinize this behavior, downstream PEs can snoop
| GW/ MLD nmessages fromreceivers to build Layer 2 multicast state.
For instance, PE4 could avoid forwarding (S1,Gl) to R3, since R3
has not expressed interest in (S1,Gl).

* Mbdel (b): Optinmized Delivery with S-PNSI

Model (b) in Figure 1 uses a "Selective Provider Milticast Service
Interface (S-PMSI)" to optimze the delivery of the (S1,Gl) flow

- For exanple, if PEl uses "Ingress Replication (IR", it wll
forward (S1,Gl) only to downstream PEs that have issued a
"Sel ective Milticast Ethernet Tag (SMET)" route for (S1,Gl),
such as PE2 and PE3.
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- |If PE1 uses a P-tunnel type other than IR (e.g., Assisted
Replication (AR) or Bit Indexed Explicit Replication (BIER)),
PE1 will advertise an "S-PMsl Auto-Discovery (A-D)" route for
(S1,Gl). Downstream PEs such as PE2 and PE3 will then join the
corresponding nulticast tree to receive the flow

Procedures for Mddel (b) are specified in [ RFC9251].

1.2.2. Inter-subnet IP Milticast Forwarding
When the sources and receivers are connected to different BDs within
the sane tenant donmin, the EVPN network can deliver |IP nmulticast

traffic using either Inclusive or Selective Milticast Trees, as
illustrated in Figure 2 with nodels (a) and (b), respectively.

S1 + S1 +
(a) + (b) +
I | (S1, &) I | (S1, &)
PE1 | | PE1 | |
+--m - - + v +--m - - + v
+---+ +---+
| | BD1] | | | BD1] |
| +--- 4] | +--- 4]
S R + S R +
- [------- + - |
I I I I I
\Y \Y \Y \Y \Y
+----- + - + - + +----- + - + - +
| +---+] | +---+] |+ --+ | +---+] | +---+] |+ --+
|1SBD| |[SBD| |]|SBD | |1SBD| |[SBD| ||SBD |
| -] -+ |+ -H] | +---+ | -] -+ |+ -H] | +---+
| VRF | | VRF | | VRF | | VRF | | VRF | | VRF |
|+-v-+| |+ v-+| |+---+| |+-v-+| |+ v-+| |+---+|
|1 BD2| | ||BD3|| ||BD4]| | 1BD2| | ||BD3|| ||BD4]|
[ +-] -+ |+~ I I+---+I [ +-] -+ |+~ I I+---+I
Sl I e I L + Sl I e I L +
PE2| PE3| PE4 PE2| PE3| PE4
o I o I
[ [ [ [
\Y \Y \Y \Y
| RL R2 | R3 | RL R2 | R3
- - - Gl- - - - - - Gl- - -

Figure 2: Inter-subnet IP Milticast
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As defined in [RFC9625], inter-subnet multicast forwarding in EVPN is
optimized by ensuring IP nulticast flows are sent within the context

of the source BD. If a downstream PE is not connected to the source

BD, the IP nmulticast flowis delivered to the Suppl enentary Broadcast
Domain (SBD), as shown in Figure 2.

* Inclusive and Sel ective Milticast Trees
Model (a): Inclusive Miulticast Tree

In this nodel, the Inclusive Milticast Tree for BDl1 on PEl
delivers (S1,Gl) to all downstream PEs, such as PE2, PE3, and
PE4, in the context of the SBD. Each downstream PE then
locally routes the flowto its Attachment Circuits, ensuring
delivery to interested receivers.

Model (b): Selective Multicast Tree

In this nodel, PE1l optim zes forwarding by delivering (S1, Gl)
only to downstream PEs that explicitly indicate interest in the
flow via Sel ective Miulticast Ethernet Tag (SMET) routes. |If
the P-tunnel type is "lIngress Replication (IR", "Assisted
Replication (AR", or "Bit Indexed Explicit Replication
(BIER)", PEl does not need to advertise an S-PMSI A-D route.
Downstream PEs join the multicast tree based on the SMET routes
advertised for (S1,Gl).

* Advant ages of [ RFC9625]

[ RFC9625] extends the procedures defined in [ RFC9251] to
support both intra- and inter-subnet multicast forwarding for
EVPN. It ensures that every upstream PE attached to a source
is aware of all downstream PEs within the same tenant domain
that have interest in specific flows. This is achieved through
the advertisenent of SMET routes with the SBD Route Target,
which are inported by all upstream PEs.

* Elimnation of Complexity

The inter-subnet nulticast nmechani smdefined in [ RFC9625]
elimnates the need for: Rendezvous Points (RP), Shared trees,
Upstream Mul ti cast Hop sel ection, or other conplex conventional
mul ticast routing techniques.

By | everaging the EVPN franmework, inter-subnet nulticast forwarding

achi eves efficient delivery w thout introducing unnecessary overhead
or dependencies on classic IP nulticast protocols.
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When S1 transmits the (S1,Gl) flow, SWM selects a single link within
the all-active Ethernet Segnment to forward the flow, as per

[RFC7432]. In this exanple, assuming PEl is the receiving PE for
Broadcast Domain BD1, the nulticast flowis forwarded once BDl
establishes nulticast state for (S1,Gl) or (*,Gl). |In Figure 3:

* Receiver Rl receives (S1,Gl) directly via the IRB (Integrated
Routing and Bridging) interface, defined in [ RFC9135], follow ng
the procedures in [ RFC9625].

* Receivers R2 and R3, upon issuing |GW/ M.D reports, trigger PE3 to
advertise an SMET (*,Gl) route. This creates nulticast state in
PE1’s BDl, enabling PE1 to forward the nulticast flowto PE3 s
SBD. PE3 subsequently delivers the flowto R2 and R3 as defined
in [ RFC9625] .

Requirenments for Miulti-Homed I P Multicast Sources:

* \When I P nulticast source multi-homing is needed, EVPN multi-homed
Et her net Segments MJST be used.

* EVPN multi-hom ng ensures that only one upstream PE forwards a
given nulticast flow at a time, preventing packet duplication at
downstream PEs.

* The SMET route for a nulticast flow ensures that all upstream PEs
in the nulti-honed Ethernet Segnent maintain state for the flow
This allows for inmmedi ate failover, as the backup PE can
seam essly take over forwarding in case of an upstream PE failure.

Thi s docunent assunes that nulti-honed PEs connected to the sane
source always utilize nulti-honed Ethernet Segnents.

1.4. The Need for Redundant IP Milticast Sources in EVPN

While multi-homing PEs to the same | P multicast G source provides a
certain level of resiliency, multicast applications are often
critical in operator networks, necessitating a higher |evel of
redundancy. This docunent assunes the foll ow ng:

a. Redundant G sources: redundant G sources for an SFG nmay exi st
within the EVPN tenant network. A redundant G source is defined
as a host or router transnmitting an SFG streamin a tenant
net wor k where another host or router is also sending traffic to
the sanme SFG
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b. G source placenent: redundant G sources nmay reside in the sane BD
or in different BDs of the tenant network. There nmust be no
restrictions on the |ocations of receiver systens within the
t enant .

c. Gsource attachnent to EVPN PEs: redundant G sources nay be
ei ther single-honmed to a single EVPN PE or nmulti-homed to
mul ti pl e EVPN PEs.

d. Packet duplication avoi dance: the EVPN PEs nust ensure that
recei ver systems do not experience duplicate packets for the sane
SFG

This framework ensures that EVPN networks can effectively support
redundant mul ticast sources while maintaining high reliability and
operational efficiency.

2. Solution Overview

An SFG can be represented as (*, G if any source transmtting
multicast traffic to group Gis considered a redundant G source.

Al ternatively, this docunent allows an SFGto be represented as

(S, G, where the source | P address S is a prefix of variable |ength.
In this case, a source is deenmed a redundant G source for the SFGif
its address falls within the specified prefix. The use of variable-
I ength prefixes in source advertisenents via S-PMSI A-D routes is
permtted in this document only for the specific application of
redundant G sources.

Thi s docunent describes two solutions for handling redundant
G sour ces:

*  \Warm St andby Sol ution
* Hot Standby Sol ution
2.1. Warm Standby Sol ution

The Warm St andby solution is an upstream PE-based sol ution, where
downstream PEs do not participate in the procedures. 1In this
solution, all upstream PEs connected to redundant G sources for an
SFG (*, G or (S, G elect a "Single Forwarder (SF)" anpbng thensel ves.
After the Single Forwarder is elected, the upstream PEs apply Reverse
Pat h Forwardi ng checks to the multicast state for the SFG

* Non-Si ngl e Forwarder Behavior: a non-Single Forwarder upstream PE

discards all (*, QG or (S, G packets received over its |ocal
Attachnent Circuit.
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* Single Forwarder Behavior: the Single Forwarder accepts and
forwards (*, Q@ or (S,G packets received on a single |ocal
Attachnment Circuit for the SFG |If packets are received on
multiple local Attachnment Circuits, the Single Forwarder discards
packets on all but one. The selection of the Attachnent Circuit
for forwarding is a local inplenentation detail.

In the event of a failure of the Single Forwarder, a new Single
Forwarder is elected anong the upstream PEs. This el ection process
requires BGP extensions on existing EVPN routes, which are detail ed
in Section 3 and Section 4.

2.2. Hot Standby Sol ution

The Hot Standby solution relies on downstream PES to prevent
duplication of SFG packets. Upstream PEs, aware of |ocally connected
G sources, append a uni que Ethernet Segnment ldentifier (ESI) label to
mul ticast packets for each SFG  Downstream PEs recei ve SFG packets
fromall upstream PEs attached to redundant G sources and avoid
duplication by performng a Reverse Path Forwardi ng check on the
(*,© state for the SFG

* Packet Filtering: a downstream PE discards (*, G packets received
fromthe "wong G source."

* Wong Gsource ldentification: the "wong G source" is identified
using an ESI |abel that differs fromthe ESI |abel associated with
the sel ected G source.

* ESI Label Usage: in this solution, the ESI label is used for
"ingress filtering" at the downstream PE, rather than for "egress
filtering" as described in [RFC7432]. |In [RFC7432], the ESI | abel
i ndi cates which egress Attachment Circuits nmust be excluded when
forwarding BUMtraffic. Here, the ESI |abel identifies ingress
traffic that shoul d be discarded by the downstream PE.

Control plane and data plane extensions to [ RFC7432] are required to
support ESI |abels for SFGs forwarded by upstream PEs. Upon failure
of the selected G source, the downstream PE switches to a different
G source and updates its Reverse Path Forwardi ng check for the (*, QG
state. These extensions and procedures are described in Section 3
and Section 5.

2.3. Solution Sel ection

Qperators should select a solution based on their specific
requirenents:
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*  The Warm St andby sol ution is nore bandw dth-efficient but incurs
|l onger failover times in the event of a G source or upstream PE
failure. Additionally, only the upstream PEs connected to
redundant G sources for the sane SFG need to support the new
procedures in the Warm St andby sol uti on.

* The Hot Standby solution is recomrended for scenarios requiring
fast failover tines, provided that the additional bandw dth
consunption (due to multiple transm ssions of SFG packets to
downstream PEs) is acceptabl e.

2.4. System Support

Thi s docunent does not mandate support for both solutions on a single
system |If one solution is inplenented, support for the other is
OPTI ONAL.

3. BGP EVPN Ext ensions
Thi s docunent introduces the foll ow ng BG® EVPN ext ensi ons:
3.1. Single Flow Goup Flag in the Miulticast Flags Extended Comunity

A new Single Flow Goup (SFG flag is defined within the Milticast

Fl ags Extended Community. This flag is requested fromthe | ANA
registry for "Miulticast Flags Extended Conmunity Fl ag Val ues”. The
SFGflag is set in SSPMSl A-D routes that carry (*, G or (S, G Single
Fl ow Group information in the NLRI (BGP EVPN Network Layer
Reachability I nfornmation).

3.2. ESI Label Extended Community in S-PMSI A-D Routes

The Hot Standby solution requires the advertisement of one or nore
ESI Label Extended Conmunities [ RFC7432] al ongside the S-PMSI A-D
routes. These extended comunities encode the ESI val ues associ at ed
with an S-PMsl A-D (*,G or (S, G route that advertises the presence
of a Single Flow G oup.

Key consi derations include:

1. Wien advertised with the S-PMSI A-D routes, only the ESI Label
value in the extended conmunity is relevant to the procedures
defined in this docunent.

2. The Flags field within the extended community MJST be set to
"0x00" on transm ssion and MJST be ignored on reception.
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[ RFC7432] specifies the use of the ESI Label Extended Community in
conjunction with the A-D per ES route. This document extends the
applicability of the ESI Label Extended Community by allowing its
inclusion nultiple times (with different ESI Label val ues) al ongside
the EVPN S-PMSI A-D route. These extensions enable the precise
encodi ng and advertisenent of Single Flow Goup-related information,
facilitating efficient nulticast traffic handling in EVPN networks.

4. \Warm Standby (W5) Sol ution for Redundant G Sources

Thi s section specifies the Warm Standby (WS) solution for handling
redundant nulticast sources (G sources). Note that while the
exanpl es use | Pv4 addresses, the solution supports both IPv4 and | Pv6
sour ces.

4.1. Specification
The Warm St andby sol ution follows these general procedures:
1. Configuration of the upstream PEs

Upstream PEs, potentially connected to redundant G sources, are
configured to recogni ze

* The multicast groups that carry an SFGin the tenant domain
* The | ocal Broadcast Domains that may host redundant G sources

The SFG configuration applies to either "any' source, i.e., (%)
or to a specific 'source prefix’ (e.g., "192.0.2.0/30" or

"2001: db8::/120"). For instance, if the IPv4d prefix is
192.0.2.0/ 30, the sources 192.0.2.1 and 192.0.2.2 are consi dered
redundant G sources for the SFG while 192.0.2.10 is not. 1In a
different exanple for IPv6, if the prefix is 2001:db8::/120,
sources 2001:db8::1 or 2001:db8::2 are consi dered redundant

G sources for the SFG but 2001:db8:1::1 is not.

Exanmpl e Configuration (Figure 4):

* PE1 is configured to recognize GL as an SFG for any source,
with potential redundant G sources attached to Broadcast
Domai ns BD1 and BD2.

* Alternatively, PE1l may recognize GlL as an SFG for sources
within 192.0.2.0/30 (or 2001:db8::/120), with redundant
G sources in BDL and BD2.

2. Signaling the |location of a Gsource for an SFG
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Upon receiving the first I P nulticast packet for a configured SFG
on a Broadcast Domain, an upstream PE (e.g., PEl):

*  MJST advertise an S-PMSI A-D route for the SFG
- An (*,Q route if the SFGis configured for any source.

- An (S, G route (where S can have any prefix length) if the
SFG is configured for a source prefix.

* MJST include the following attributes in the S-PVMSI A-D route:

- Route Targets (RTs): the Suppl erentary Broadcast Domain
Route Target (SBD-RT), if applicable, and the Broadcast
Domai n Route Target (BD-RT) of the Broadcast Domain
receiving the traffic. The SBD-RT is needed so that the
route is inported by all PEs attached to the tenant donmain
in an O SM sol uti on.

- Milticast Flags Extended Conmunity: that MJST include the
SFG flag to indicate that the route conveys an SFG

- Designated Forwarder Election Extended Community: specifies
the al gorithm and preferences for the Single Forwarder
el ection, using the Designated Forwarder election defined
i n [ RFC8584] .

* Advertises the route:

- Wthout a PMSI Tunnel Attribute if using Ingress
Replication (IR), Assisted Replication (AR), or Bit Indexed
Explicit Replication (BlIER).

- Wth a PMBl Tunnel Attribute for other tunnel types.

*  MJST withdraw the S-PMSI A-D route when the SFGtraffic
ceases. A tinmer is RECOWENDED to detect inactivity and
trigger route wthdrawal .

3. Single Forwarder Election on the upstream PEs

If an upstream PE receives one or nore S-PMSI A-D routes for the

same SFG fromrenmote PEs, it perforns Single Forwarder Election

based on the Designated Forwarder Election Extended Conmmunity.

* Two routes are considered part of the sane SFGif they are

advertised for the same tenant and nmatch on the follow ng
fields:
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- Milticast Source Length
- Milticast Source
- Milticast Group Length
- Milticast Goup

* Election Rules:

1. A consistent Designated Forwarder El ection Al gorithm MIST
be used across all upstream PEs for the Single Forwarder
election. In O SMnetworks, the Default Designated
Forwar der El ection Al gorithm MJUST NOT be used if redundant
G sources are attached to Broadcast Domains with different
Et her net Tags.

2. In case of a msmatch in the Designated Forwarder Election
Al gorithmor capabilities, the tie-breaker is the | owest
PE | P address (as advertised in the Oiginator Address
field of the S-PVMsl A-D route).
4. Reverse Path Forwardi ng Checks on Upstream PEs

Al PEs with a local G source for an SFG apply a Reverse Path

Forwar di ng check to the (*, @ or (S,G state based on the Single

Forwar der el ection result:

1. Non-Single Forwarder PEs: MJST discard all (*,G or (S QG
packets received on |ocal Attachment Circuits.

2. Single Forwarder PEs: MJST forward (*, G or (S, G packets
recei ved on one (and only one) local Attachment Circuit.

Key Features of the Warm Standby Sol uti on:

* The solution ensures redundancy for SFGs without requiring
upgrades to downstream PEs (where no redundant G sources are
connect ed) .

* Existing procedures for non-SFG G sources remai n unchanged.

* Redundant G- sources can be either single-homed or nulti-honed.
Mul ti-honmi ng does not alter the above procedures.

Exanpl es of the Warm Standby solution are provided in Section 4.2 and
Section 4. 3.
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4.2. Warm Standby Exanple in an O SM Networ k

Figure 4 illustrates an exanple where S1 and S2 are redundant
G sources for the Single Flow Goup (*,Gl).

S1 (Single S2
| For war der) |
(S1, GL) | (S2, GL) |
I I
PE1 | PE2 |
S V---+ S V---+
S-PMSI | +---+ | | +--+ | S PMSI
(*,Gl) | +---|BDL| | | +---1BD2| | (*,Gl)
Pref 200 | | VRF+-- -+ | | | VRF+---+ | Pref100
|SFG |+---+ | | | |+---+ | | SFQ
SR > EEE N BN EEEEEEEEEES |1SBD{--+  |---+ |
Ve ] |+ | v
| S - | --+ e + |
SMET | | SMET
(*,a1) | I (S1,al) | (%, &)
| E S e o o - + |
N I I | 7
I I I EVPN I I I
I I I a sMm I I I
I I I I I I
PE3 | | PE4 | | PE5
E S V---+ R + R +
| +---+ | | +---+ | | +---+
| +---|SBD| |------- | +---|SBD| |--|---| +---|SBD |
| | VRF+---+ | | | VRF+---+ ] | | | VRF+---+ |
| +---+ | I | +---+ | || [ +---+ | I
| | BD3| - -+ | | | BD4| - -+ | +--->|BD1| --+ |
| +---+ | | +---+ | | +---+ |
R + R + R +
|~ | »
| | 1Gw/ M.D | | 1Gvw/ M.D
RL | J(*,Gl) R3| J(*, &)

Figure 4: Warm St andby Sol ution for Redundant G Sources
The Warm St andby procedure is as foll ows:
1. Configuration of the upstream PEs (PEl and PE2)

* PE1 and PE2 are configured to recognize GL as a Single Flow
Group for any source.
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* Redundant G- sources for Gl may be attached to Broadcast
Domai ns BD1 (for PEl) and BD2 (for PE2).
2. Signaling the location of S1 and S2 for (*,Gl)
Upon receiving traffic for GL on a local Attachnent Circuit:
* PE1 and PE2 originate S-PMSI A-D routes for (*,Gl), including:
- The Suppl enentary Broadcast Domain Route Target (SBD RT),
- The Designated Forwarder Election Extended Comunity, and
- The SFG flag in the Miulticast Flags Extended Comunity.
* These routes indicate the presence of a Single Flow G oup.
3. Single Forwarder Election

* Based on the Designhated Forwarder Election Extended Comunity,
PE1 and PE2 perform Single Forwarder election.

* Assum ng they use Preference-based El ection
[1-D.ietf-bess-evpn-pref-df], PEL (with a higher preference)
is elected as the Single Forwarder for (*,Gl).

4. Reverse Path Forwardi ng check on the PEs attached to a redundant
G source

a. Non-Single Forwarder Behavior: PE2 discards all (*, Gl)
packets received on its local Attachnent Circuit.

b. Single Forwarder Behavior: PElL forwards (*, Gl) packets
received on one (and only one) local Attachnent Circuit.

The out cone:

* Upon receiving |GW/ M.D reports for (*,Gl) or (S, Gl), downstream
PEs (PE3 and PE5) issue SMET routes to pull the multicast Single
Flow Group traffic from PEL only.

* In the event of a failure of S1, the Attachnent Circuit connected
to S1, or PE1 itself, the S-PMsl A-Droute for (*,Gl) is wthdrawn
by PE1.

* As aresult, PE2 is pronoted to Single Forwarder, ensuring
continued delivery of (*,Gl) traffic.
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Figure 5 illustrates an exanple where S1 and S2 are redundant

G sources for the Single Flow Goup (*,Gl).

In this case, all

G sources and receivers are connected to the sanme Broadcast Domain
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(BD1), and there is no Suppl enentary Broadcast Donain (SBD).
S1 (Single S2
| For war der) |
(s1,a1)| (s2,al) |
I I
PE1 | PE2 |
S - V---+ S - V---+
S-PMBI | +---+ | | +---+ | S PMSI
(*,Gl) | | BD1| | I [BD1] | (*,Gl)
Pref 200 | +---+ | | +---+ | Prefl00
| SFG | || I | SFG
|-l | e | |-+
v I || I I | v
| B S |--+ S + |
SMET | | SMET
(*,a) | I (S1, Gl) | (*,Gl)
| S S + |
N I I I n
I I I EVPN I I I
I I I I I I
I I I I I I
PE3 | | PE4 | | PE5
S V---+ R + el I +
| +-- -+ | +---+ | | | +---+ |
I | BDL| [------- I | BDL| |------ | +--->[BD1| |
| +---+| | +---+| | +---+|
I I I I I I
I I I I I I
I I I I I I
o e e oo oo + o e e oo oo + o e e oo oo +
| N | N
| | 1Gw/ M.D | | 1Gw/ M.D
R1 | J(*, Gl) R3 | J(*, Gl)

Figure 5: W5 Sol ution for Redundant G Sources in the sane BD
The procedures for the Warm Standby solution in this exanple are
identical to those described in Section 4.2, with the follow ng
di stinction:

* Signaling the S-PMSI A-D Routes
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5.

1.

- Upon receiving traffic for the Single Flow Goup (*,Gl), PEl
and PE2 advertise S-PMSI A-D routes.

- These routes include only the BDl-RT (Broadcast Domain 1 Route
Target) as there is no Suppl enentary Broadcast Donmain (SBD) in
this scenario.

Thi s exanpl e represents a specific sub-case of the broader procedure
detailed in Section 4.2, adapted to a single Broadcast Domain
environnment. The absence of an SBD sinplifies the configuration, as
all signaling remains within the context of BDL.

Hot Standby Solution for Redundant G Sources

This section specifies the Hot Standby solution for handling
redundant nulticast sources (G sources). The solution supports both
| Pv4 and | Pv6 sources.

Speci fication

The Hot Standby solution is designed for scenarios requiring fast
failover in the event of a Gsource or upstream PE failure. It
assunes that additional bandw dth consunption in the tenant network
is acceptable. The procedure is as foll ows:

1. Configuration of PEs

* Upstream PEs are configured to identify Single Flow Groups in
the tenant domain. This includes groups for any source or a
source prefix containing redundant G sources.

* Each redundant G source MJST be associated with an Ethernet
Segnment on the upstream PEs. This applies to both single-
homed and multi-honed G sources. For both, single-honmed and
mul ti-homed G sources, ESI |abels are essential for Reverse
Pat h Forwardi ng checks on downstream PEs. The term S-ESI is
used to denote the ESI associated with a redundant G source.

* Unlike the Warm St andby sol ution, the Hot Standby sol ution
requires downstream PEs to support the procedure.

*  Downstream PEs:
- Do not need explicit configuration for Single Flow G oups

or their ESIs (since they get that information fromthe
upstream PEs).
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- Dynamically select an ESI for each Single Flow G oup based
on local policy (hence different downstream PEs may sel ect
different Ethernet Segnent Identifiers) and program a
Reverse Path Forwardi ng check to discard (*, QG or (S, G
packets from ot her ESIs.

2. Signaling the location of a Gsource for a given SFG and its
association to the | ocal Ethernet Segnents

An upstream PE configured for Hot Standby procedures:

*  MJST advertise an S-PMSI A-D route for each Single Flow G oup.
These routes:

- Use the Broadcast Domain Route Target (BD RT) and, if
appl i cabl e, the Suppl enentary Broadcast Donmai n Route Target
(SBD-RT) so that the routes are inported in all the PEs of
the tenant donain.

- MJST include ESI Label Extended Comunities to convey the
S-ESI | abels associated with the Single Flow Group. These
ESI -1 abels match the | abels advertised by the EVPN A-D per
ES routes for each S-ES.

* MAY include a PMBI Tunnel Attribute, depending on the tunnel
type, as specified in the Warm St andby procedure.

* MJST trigger the S-PMSI A-D route advertisenment based on the
SFG configuration (and not based on the reception of traffic).

3. Distribution of DCB ESI-I|abels and G source ES routes
* Upstream PEs advertise correspondi ng EVPN routes:

- EVPN Ethernet Segnment (ES) routes for the local S-ESIs. ES
routes are used for regul ar Designhated Forwarder Election
for the S-ES. This docunent does not introduce any change
in the procedures related to the EVPN ES routes.

- A-Dper EVI and A-D per ES routes for tenant-specific
traffic. |If the SBD exists, the EVPN A-D per EVI and A-D
per ES routes MJST include the route target SBD RT since
they have to be inported by all the PEs in the tenant
domai n.

* ESI Label Procedures:
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- The EVPN A-D per ES routes convey the S-ESI |abels that the
downstream PEs use to inplenent Reverse Path Forwarding
checks for SFGs.

- Al packets for a given G source MJST carry the sane S-ESI
| abel . For exanple, if two redundant G sources are nulti-
honmed to PE1 and PE2 via S-ES-1 and S-ES-2, PEl1 and PE2
MJST all ocate the same ESI |abel "Lx" for S-ES-1 and they
MJST all ocate the sanme ESI |abel "Ly" for S-ES-2. In
addition, Lx and Ly MJST be different.

- S-ESI l|labels are allocated as Donmi n-wi de Conmon Bl ock
(DCB) | abels and follow the procedures in [RFCO573]. In
addition, the PE indicates that these ESI | abels are DCB
| abel s by using the extensions described in Section 5. 2.

4. Processing of EVPN A-D per ES/EVI routes and Reverse Path
Forwar di ng check on the downstream PEs

The EVPN A-D per ES/EVI routes are received and inported in all
the PEs in the tenant domain. Downstream PEs process received
EVPN A-D per ES/EVI routes based on their configuration:

* The PEs attached to the same Broadcast Donmain of the route
target BD-RT that is included in the EVPN A-D per ES/ EVI
routes process the routes as in [RFC7432] and [ RFC8584]. If
the receiving PE is attached to the same Ethernet Segnent as
indicated in the route, [RFC7432] split-horizon procedures are
foll owed and the Desi gnated Forwarder Election candidate |ist
is nodified as in [ RFC8584] if the Ethernet Segment supports
the AC-DF (Attachment Circuit influenced Designated Forwarder)
capability.

* The PEs that are not attached to the Broadcast Domain
identified by the route target BD-RT but are attached to the
Suppl erent ary Broadcast Dommin of the received route target
SBD- RT, MUST inport the EVPN A-D per ES/EVI routes and use
them for redundant G source mass w thdrawal, as expl ai ned
| at er.

* Upon inporting EVPN A-D per ES routes corresponding to
different S-ESes, a PE MJST select a prinmary S-ES based on
| ocal policy, and add a Reverse Path Forwardi ng check to the
(*,Q or (S,G state in the Broadcast Domain or Suppl enentary
Br oadcast Domai n. This Reverse Path Forwardi ng check discards
all ingress packets to (*,Q/(S,G that are not received with
the ESI-| abel of the prinmary S-ES
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5. Gtraffic forwarding for redundant G sources and fault detection

*

*

*

Rabadan,

Traffic Forwarding with S-ESI Labels:

When there is an existing (*,G or (S, G state for the SFG
with output interface list entries associated with renote
EVPN PEs, the upstream PE will add an S-ESI label to the
bottom of the stack when forwarding Gtraffic received on
an S-ES. This label is allocated froma donai n-wi de comon
bl ock as described in Step 3.

If Point-to-nultipoint or BIER PMSIs are used, this
procedure does not introduce new data path requirenments on
the upstream PEs, apart fromallocating the S-ESI | abel
fromthe domai n-wi de common bl ock as per [RFC9573]).
However, when Ingress Replication or Assisted Replication
are enpl oyed, this docunent extends the procedures defined
in [RFC7432]. In these scenarios, the upstream PE pushes
the S-ESI |abels on packets not only destinated for PEs
sharing the ES but also for all PEs within the tenant

domai n. This ensures that downstream PEs receive all the
mul ti cast packets fromthe redundant G sources with an
S-ESI | abel, regardl ess of the PMSI type or |ocal ESes.
Downstream PEs will discard any packet carrying an S-ES

| abel different fromthe prinmary S-ESI |abel (associated
with the selected primary S-ES), as outlined in Step 4.

Handl i ng Route Wthdrawal s and Fault Detection

If the last EVPN A-D per EVI or the last EVPN A-D per ES
route for the primary S-ES is withdrawn, the downstream PE
will inrediately select a new primary S-ES and update the
Reverse Path Forwardi ng check accordingly.

For scenarios where the sane S-ES is used across nultiple
tenant dommins by the upstream PEs, the withdrawal of all
the EVPN A-D per-ES routes associated with an S-ES enabl es
a mass withdrawal mechanism This allows the downstream PE
to simultaneously update the Reverse Path Forwardi ng check
for all tenant dommins that rely on the sane S-ES.

Renoval of Reverse Path Forwardi ng Checks on S-PMsSI Wt hdrawal

The wi thdrawal of the last EVPN S-PMsl A-D route for a
given (*, G or (S,G that represents an SFG SHOULD result
in the downstream PE renoving the S-ESI | abel -based Reverse
Pat h Forwardi ng check for that (*,G or (S Q.
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Thi s docunent supports the use of Context Label Space |ID Extended
Conmuni ti es, as described in [RFCO573], for scenarios where S-ESI

| abel s are all ocated within context |abel spaces. When the context

| abel space I D extended community is advertised along with the ESI

| abel in an EVPN A-D per ES route, the ESI |label is froma context

| abel space identified by the Domai n-wi de Common Bl ock (DCB) |abel in
t he Extended Community.

5. 2. Ext ensions for the Advertisenment of DCB Label s

Domai n-wi de Common Bl ock Labels are specified in [RFC9573] and this
docunment makes use of themas outlined in Section 5.1. [RFC9573]
assunes that Domai n-w de Common Bl ock | abels are applicable only to
Mul tipoint-to-Miltipoint, Point-to-Miltipoint, or BlIER tunnels.
Additionally, it specifies that when a PVMSI |abel is a Domain-w de
Conmon Bl ock | abel, the ESI |abel used for nmulti-homng is also a
Donai n-wi de Comrmon Bl ock | abel .

Thi s docunent extends the use of DCB-allocated ESI |abels with the
fol |l owi ng provi sions:

a. DCB-allocated ESI | abels MAY be used with Ingress Replication
tunnel s, and

b. DCB-allocated ESI |abels MAY be used by PEs that do not use DCB-
al l ocated PMSI | abel s.

These control plane extensions are indicated in the EVPN A-D per ES
routes for the relevant S-ESs by:

1. Adding the ESI-DCB-flag (Domai n-wi de Common Bl ock flag) to the
ESI Label Extended Conmunity, or

2. Adding the Context Label Space |ID extended conmunity

The encoding of the DCB-flag within the ESI Label Extended Conmunity
i s shown bel ow

1 2
0123456789012345678901234567829
i i i T i I S i e s o o i i
| Type=0x06 | Sub-Type=0x01 | Flags(l octet)| Reserved=0 |
R et e s i o e s i i
I I
+- +

3
01

Reser ved=0 | ESI Label
B i T i T S i s S S N e s o T S

Figure 6: ESI Label Extended Conmunity
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Thi s docunent defines the DCB-flag as foll ows:

* Bit 5 of the Flags octet in the ESI Label Extended Conmmunity is
defined as the ESI-DCB-flag by this docunent.

* \When the ESI-DCB-flag is set, it indicates that the ESI |abel is a
DCB | abel .

Criteria for identifying a DCB | abel :

An ESI label is considered a DCB |abel if either of the follow ng
conditions is net:

a. The ESI label is encoded in an ESI Label Extended Conmunity with
the ESI-DCB-fl ag set.

b. The ESI |abel is signaled by a PE that has advertised a PMSI
| abel that is a DCB | abel.

As in [RFC9573] this docunment also permits the use of context | abel
space | D extended community. Wen this extended conmunity is
advertised along with the ESI label in an EVPN A-D per ES route, it
indicates that the ESI label is froma context |abel space identified
by the DCB | abel in the Extended Community.

5.3. Use of BFD in the HS Sol ution

In addition to utilizing the state of the EVPN A-D per EVI, EVPN A-D
per ES or S-PMSI A-D routes to adjust the Reverse Path Forwarding
checks for (*,G or (S, G as discussed in Section 5.1, the

Bi di rectional Forwardi ng Detection (BFD) protocol MAY be enployed to
monitor the status of the multipoint tunnels used to forward the SFG
packets from redundant G sources.

BFD i ntegration:
* The BGP-BFD Attribute is advertised al ongside the S-PMSI A-D or
Inclusive Milticast Ethernet Tag routes, depending on whet her

Inclusive PMSI or Selective PVMSI trees are being utilized.

* The procedures outlined in [I-D.ietf-npls-p2np-bfd] are foll owed
to bootstrap nultipoint BFD sessions on the downstream PEs.
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5. 4.

Hot Standby Exanple in an O SM Net wor k

This section describes the Hot Standby nodel applied in an Optim zed
I nter-Subnet Multicast (OSM network. Figure 7 and Figure 8
illustrate scenarios with multi-homed and singl e- honed redundant

G sources, respectively.

5. 4.

Mul ti - Homed Redundant G Sour ces

Scenario (Figure 7):

*

S1 and S2 are redundant G sources for the Single Flow G oup
(*,Gl), connected to Broadcast Donmin BD1.

S1 and S2 are all-active nulti-honed to upstream PEs (PEl1 and
PE2) .

Recei vers are connected to downstream PEs (PE3 and PE5) in
Broadcast Donmins BD3 and BD1l, respectively.

S1 and S2 are connected to the multi-hom ng PEsS using a LAG
Mul ticast traffic can traverse either link.

In this nodel, downstream PEs receive duplicate Gtraffic for
(*,Gl) and rust use Reverse Path Forwardi ng checks to avoid
delivering duplicate packets to receivers.
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S1(ESI-1) S2( ESI - 2)
I I
I R e +
(s1,G1)| | (s2,al) |
o + |
PE1 | | PE2 | |
Fomm e V---+ Fomm e V---+
| +---+ | | +---+ | S- PVSI
S- PVBI | +---|BD1| | | +---1BDL| | (*, G)
(*, Gl | | VRF+- - -+ | | | VRF+---+ | SFG
SFG | +--+ | | | | +---+ | | | ESI1, 2
ESI1,2 +--]||SBD --+ | [-------=---- || SBD| - -+ | | ---+ |
R R N N = I IR S O B B
A e |--+ OSM oo |-+ |
I I I
I | (S, @) I I
SMVET | Fo-mm- - L + | | SMET
(*,a) | I I I | (*,Gl)
N | I +-- -+ | N
I I | | (82, Gl) | | I I
I I | | | | I I
PE3 | | | PE4 | | | PE5
S R V-V--+ R S I B e +
I +-- -t | I oo+ ||| +-- -+ |
| +---|SBD| +------- | +---[SBD| |--|-|-|] +---]SBD |
| | VRF+---+ | | [VRF+---+ | | | | |VRF+---+ |
| +---+ | I | +---+ | [ [ [+--+ I
| | BD3| - - + | | | BD4]| - -+ | | +->|BD1|--+ |
| +---+ | | +---+ | R e |
Fom e e o - + Fom e e o - + Fom e e o - +
| N | N
| | I GwW/ M.D | | I Gw/ M.D
RL | J(*, Gl) R3 | J(*, Gl

Figure 7: HS Sol ution for

The procedure is as follows:

Mul ti - homed Redundant G Sources in O SM

1. Configuration of the PEs:
* PE1 and PE2 are configured to recognize (*,Gl) as a Single
Fl ow G oup.
* Redundant G- sources use S-ESIs: ESI-1 for S1 and ESI-2 for S2.
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The Ethernet Segnents (ES-1 and ES-2) are configured on both
PEs. ESI-labels are allocated froma Domai n-wi de Conmon Bl ock
(DCB) [RFCO573] - ESI-label-1 for ESI-1 and ESI-1|abel -2 for

ESI - 2.

The downstream PEs, PE3, PE4 and PE5 are configured to support
Hot Standby node and sel ect the G source with, e.g., |owest
ESI val ue.

2. Advertisenent of the EVPN routes:

*

PE1 and PE2 advertise S-PMSI A-D routes for (*,Gl), including:
- Route Targets: BD1l-RT and SBD- RT.

- ESI Label Extended Communities for ESI-|abel-1 and ESI -
| abel - 2.

- The SFG flag indicating that (*,Gl) represents a Single
Fl ow G oup.

EVPN ES and A-D per ES/EVI routes are al so advertised for
ESI-1 and ESI-2. These include SBD-RT for downstream PE
inmport. The EVPN A-D per ES routes contain ESI-label-1 for
ESI -1 (on both PEs) and ESI-I|abel-2 for ESI-2 (al so on both
PEs) .

3. Processing of EVPN A-D per ES/EVI routes and Reverse Path
Forwar di ng check on Downstream PEs:

*

*

PE1 and PE2 receive each other’s ES and A-D per ES/EVI routes.
Desi gnat ed Forwarder El ection and programm ng of the ESI-

| abel s for egress split-horizon filtering follow, as specified
in [ RFC7432] and [ RFC8584].

PE3/ PE4 inmport the EVPN A-D per ES/EVI routes in the SBD, PE5
imports themin BDL.

As downstream PEs, PE3 and PE5 use the EVPN A-D per ES/ EVI
routes to program Reverse Path Forwardi ng checks.

The primary S-ESI for (*,Gl) is selected based on |ocal policy
(e.g., lowest ESI value), and therefore packets with ESI-

| abel -2 are discarded if ESI-label-1 is selected as the
primary | abel.

4. Traffic forwarding and fault detection:

Rabadan,
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5.4.2.

PE1 receives (S1,Gl) traffic and forwards it with ESI-label -1
in the context of BDlL. This traffic passes Reverse Path
Forwar di ng checks on downstream PEs (PE3 and PE5, since PE4
has no local interested receivers) and is delivered to
receivers.

PE2 receives (S2,Gl) traffic and forwards it with ESI-Iabel -2.
This traffic fails the Reverse Path Forwardi ng check on PE3
and PE5 and is discarded.

If the link between S1 and PE1 fails, PEl withdraws the EVPN
ES and A-D routes for ESI-1. Sl forwards the (S1,Gl) traffic
to PE2 instead. PE2 continues forwarding (S2,Gl) traffic

usi ng ESI -1 abel -2 and now al so forwards (S1,Gl) with ESI-

| abel -1. The Reverse Path Forwardi ng checks do not change in
PE3/ PES5.

If all links to S1 fail, PE2 also withdraws the EVPN ES and
A-D routes for ESI-1 and downstream PEs update the Reverse
Pat h Forwardi ng checks to accept ESI-I|abel-2 traffic.

Si ngl e- Honed Redundant G Sour ces

Scenario (Figure 8):

* Sl is single-homed to PELl using ESI-1, and S2 is single-honed to
PE2 using ESI - 2.

* The scenario is a subset of the nulti-honed case. Only one PE
advertises EVPN A-D per ES/EVI routes for each S-ESI.
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S1(ESI-1) S2( ESI - 2)
I I
(S1, Gl) | (S2,Gl) |
I I
PE1 | PE2 |
Fommmeaaa V---+ S V---+
| oo+ | | +---+ | S PMSI
S- PVBI | +---| BD1| | | +---| BD2| | (*, Gl
(*, G | | VRF+-- -+ | | | VRF+-- -+ | SFG
SFG | +---+ | | | +---+ | | | ESI 2
ESI1 +---||SBD--+ | [----------- || SBD| - - + | | ---+ |
T B R A Y = NN S A B B
\ | Fommmm - | --+ a sM S S |--+ |
I I I
| | (81, Gl | |
SVET | Fomme - R + | | SMET
(*,a) | I I I | (*,Gl)
A | [ R e +----+ | A
I I | | (S2, Gl) I | | I
I I | | I | | I
PE3 | | | PE4 | | | PE5
AR, V-V--+ R + +o-m - - V----- +
| +-- -+ | +---+ | | | +---+ |
| +---[SBD| |------- | +---ISBD| |--|---| +---|SBD |
| | VRF+- - -+ | | | VRF+- - -+ | | | | VRF+- - -+ |
| +---+ | I | +---+ | [ [ +---+ | I
| | BD3| - -+ | | | BDA4| - -+ | +--->|BD1| --+ |
| +---+ | | +---+ | | +---+ |
Fom ek + Fom ek + Fom ek +
| |
| | I Gw/ M.D | | I Gw/ M.D
RL | J(*, Gl R3 | J(*, Gl

Figure 8: HS Solution for single-honmed Redundant G Sources in O SM

The procedures follow the same | ogic as described in the nulti-honed

scenari o,
PE.

with the distinction that each ESI

is specific to a single

Figure 7 and Figure 8 denobnstrate the application of the Hot Standby

sol uti on,
duplication in the presence of
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5.5. Hot Standby Exanple in a Single-BD Tenant Network

The Hot Standby procedures described in Section 5.4 apply equally to
scenari os where the tenant network conprises a single Broadcast
Domain (e.g., BDl), irrespective of whether the redundant G sources
are nulti-homed or single-homed. |n such cases:

* The advertised routes do not include the Supplenentary Broadcast
Domai n Route Target (SBD-RT).

* Al procedures are confined to the single Broadcast Donain (BD1).

The absence of the SBD sinplifies the configuration and linmts the
scope of the Hot Standby solution to BD1, while nmaintaining the
integrity of the procedures for managi ng redundant G sources.

6. Security Considerations

The sane Security Considerations described in [ RFC9625] are valid for
this docunent.

From a security perspective, out of the two nethods described in this
docunent, the Warm Standby nethod is considered lighter in terns of
control plane and therefore its inpact is |ow on the processing
capabilities of the PEs. The Hot Standby nmethod adds nore burden on
the control plane of all the PEs of the tenant with sources and
receivers

7. |1 ANA Consi derations

I ANA is requested to allocate bit 4 in the Miulticast Flags Extended
Conmunity registry that was introduced by [RFC9251]. This bit
indicates that a given (*,G or (S,G in an S-PMSl A-Droute is
associated with an SFG This bit is called "Single Flow Goup"” bit
and it is defined as foll ows:

[ b bl oo sl ey o}
| Bit | Nane | Reference |
E S femnd et e sty o
| 4 | Single Flow Group | This Docunent |
+----- I T I i i I I ] +

Table 1

Rabadan, et al. Expi res 18 August 2025 [ Page 33]



I nternet-Draft EVPN Redundant Sources February 2025

10.

10.

IANA is requested to allocate bit 5 in the ESI Label Extended
Conmunity Flags registry that was introduced by
[I-D.ietf-bess-evpn-mh-split-horizon]. This bit is the ESI-DCB fl ag
and indicates that the ESI |abel contained in the ESI Label Extended
Conmunity is a Donmai n-wi de Common Bl ock |abel. This bit is defined
as foll ows:

B ool ool e s sl

| Bit | Nane | Reference |

[ il ety e el

| 5 | ESI-DCB Flag | This Docunent |

+----- I I I T +
Tabl e 2
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