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Abstract

The existing EVPN nul ti-hom ng | oad-bal anci ng nodes do not adequately
represent ethernet-segnents facing access networks with Layer-2

Gat eway protocols such as G 8032, (MSTP, etc. This docunent defines
a new nul ti-hom ng nechanismto support these | oop-preventing Layer-2
pr ot ocol s.
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1. Introduction

Exi sting EVPN Single-Active and Al -Active redundancy nodes defi ned
in[I-D.ietf-bess-rfc7432bis] do not adequately address additiona
requi renents of | oop-preventing Layer-2 gateway protocols such as
G 8032, (M STP, etc. Simlarly, the base redundancy nodes

i nadequat el y handl e t opol ogi es for which no change notification is
received to act upon and only a reactive change of traffic pattern
may be detected through MAC nobility.

These Layer-2 Gateway protocols require that a given L2 flow of a
VLAN be only active on one of the PEs in the nulti-hom ng group,
whil e another L2 flow of the same VLAN may be active on the other PE
This is in contrast with Single-Active redundancy node where al

flows of a VLAN are active on a single multi-homng PEs and it is
also in contrast with All-Active redundancy node where all flows of a
VLAN are active on all PEs in the redundancy group
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Thi s docunent defines a new Singl e-Fl ow Active redundancy node
specifying that a VLAN can be active on all PEs in the redundancy
group but each unique L2 flow of that VLAN can be active on only one
of the PEs in the redundancy group at a tinme. |In fact, the

Desi gnat ed Forwarder election algorithmfor these L2 Gat eway
protocols, is not per VLAN but rather for a given L2 flow. A

sel ected PE in the redundancy group nmust be the only Designated
Forwarder for a specific L2 flow, but the decision is not taken by
the PE. The | oop-prevention bl ocking schene occurs in the access
network, by the Layer-2 protocol

EVPN nmul ti-homi ng procedures need to be enhanced to support

Desi gnat ed Forwarder election for all traffic (both known unicast and
BUM on a per L2 flow basis. The Single-FlowActive multi-hom ng
mechani sm al so requires new EVPN consi derations for aliasing, mass-

wi t hdraw, fast-swi tchover and [ RFC9135] as described in the solution
section.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Terns and Abbreviations

AC: Attachment Circuit

BUM Broadcast, Unknown unicast, Milticast
DF: Desi gnat ed Forwar der

ey Gat eway

L2 Flow. A given flow of a VLAN, represented by (MAC SA, MAC-DA) or
cust omer MAC whose upstreamdirection (ingress PE) is
deci ded by the | oop-avoi dance protocol

L2GN Layer -2 Gat eway

MAC- | P: EVPN Rout e-Type 2 with non-zero IP field

G 8032: Et hernet Ring Protection Switching (ERPS), [G3032]

(M STP: (Multiple-)Spanning Tree Protocol [IEEE _802.1Q 2022]

TCN: Topol ogy Change Notification
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2

Requi rement s

Thi s docunent proposes an EVPN framework for L2GW protocols in
Access- Gat eway node consiting of the foll ow ng:

*

Peering PEs MUST share the same Ethernet Segnent ldentifier (ESI).

The Et her net - Segment Desi gnat ed Forwarder el ection (DF-El ection)
MUST NOT be perforned and forwardi ng state MJST be dictated by the
L2GW protocol. In gateway node, both PEs are usually in
forwarding state. 1In fact, the access protocol is responsible for
operationally setting the forwarding state for each VLAN

Split-horizon filtering is NOT needed because L2GW protoco

ensures there will never be a loop in the access network. The
forwardi ng between peering PEs MJST al so be preserved. In

Figure 1, CE1l/ CE4 device may need reachability with CE2 device
ESI-filtering capability MJUST be disabled. The ESI |abel extended
comunity advertised to other peering PEs in the redundancy group
MUST NOT be applied it if received.

ESI | abel BGP Extended Comunity MUST support a new nulti-hom ng
nmode naned " Singl e-Fl ow Active" corresponding largely to the
singl e-active behaviour of [RFC7432], applied per L2 flow rather
than per VLAN.

Upon receiving ESI | abel BGP Extended Community with the single-
fl ow active | oad-bal anci ng node, renote PE MJST:

- Disable ESI |abel processing

- Disable aliasing (at Layer-2 and Layer-3 [RFC9135])

The Et hernet-Segnment procedures in the EVPN core such as Ethernet
A-D per ES and per Ethernet A-D per EVI routes advertisenent/

wi thdraw, as well as MAC and MAC+Hl P advertisenent, remains as
expl ai ned in [RFC7432] and [ RFC9135].

For fast-convergence, rempte PE3 SHOULD set up two distinct backup
pat hs on a per-flow basis:

- { PEl active, PE2 backup }
- { PE2 active, PEl1 backup }
The backup paths so created, operate as in Section 8.4 of

[ RFC7432] where the backup PE of the redundancy group NMAY
i medi ately be selected for forwardi ng upon detection of a
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specific subset of failures: Ethernet A-D per ES route wi thdraw,
Active PE loss of reachability (via | GP detection). An Ethernet
A-D per EVI withdraw MJUST NOT result in automatic switching to the
backup PE as only a subset of the hosts may be changi ng
reachability to the Backup PE, and the renote cannot determ ne

whi ch.

* MAC nobility procedures SHALL have precedence over backup path
procedure in Single-FlowActive for tracking host reachability.

3. Solution
+---+
| CE3|
+---+
I
I
+o-m o - +
F--m - | PE3 |------ +
| oo |
I I
| MPLS/ | P |
| CORE |
I I
+--- - - + +--- - - +
| PEL |------------ | PE2 |
+--m - - + +--m - - +
ACL| | AC2
I I
+---+ +---+
| CE1| | CE2|
+-- -+ +-- -+
I I
I +-- -+ I
+----|CE4|---x )--+
+---+

Figure 1: EVPN network with L2 access GW protocols

Figure 1 shows a typical EVPN network with an access network running
a L2GWprotocol, typically one of the follow ng: G 8032, (M STP, etc.
The L2GW protocol usually starts from ACL (on PEl) up to AC2 (on PE2)
in an open "ring" manner. ACl and AC2 interfaces of PEl and PE2 are
participants in the access protocol.

The L2GW protocol is used for |oop avoidance. |n above exanple, the
| oop is broken on the right side of CE4.
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+-- -+
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+-- -+
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I
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I Ho- oo + I
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I I
+----- + +----- +
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+- - - - - + +- - - - - +
ACL| | AC2
I I
+-- -+ +-- -+
| CE1| | CE2|
+---4+ X , +---+
I X , I
I X, I

oA A Ao At
[\ [-\ -\ -\
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Figure 2: EVPN network with active/backup pseudow re access

In another instantiation, the L2GW protocol used for | oop avoi dance
and splitting per-VLAN L2 flows across peering PEs could be a set of
active/ backup pseudowi res rooted at backhaul i ng access points such as
in Figure 2. In such a use-case, t2 decides which pseudowire t2-CEl
or t2-CE2 is active or backup. PE1 and PE2 operate in single-flow
active node, unaware of the traffic path chosen by each of the t1-t4
access points.

The foll owi ng sections introduce the Single-FlowActive | oad-
bal anci ng node, describe its conpatibility with | oop-preventing
protocols, as well as fast-convergence and MAG-mobility
applicability.
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3.1. Single-FlowActive redundancy node

PE1 and PE2 are peering PEs in a redundancy group, and sharing a sane
ESI. In the proposed Single-Fl ow Active node, |oad-bal ancing at PEl
and PE2 shares sinilarities with singular aspects of both Single-
Active and All-Active. DrFElection nmust not conpete with the L2GW
protocol and must not result in blocked ports or portions of the
access may become isolated. Additionally, the reachability between
CE1/CE4 and CE2 is achieved with the forwarding path through the EVPN
MPLS/ I P core connecting PEL and PE2. Thus, the ESI-Label filtering
of [RFC7432] is disabled for Single-FlowActive Ethernet segnents.

Final |y, PE3 behaves according to EVPN [ RFC7432] rules for traffic
to/from PE1l/ PE2. Peering PE, selected per L2 flow, is chosen by the
L2GW protocol in the access, and is out of EVPN control

From PE3 point of view, the L2 flows from PE3 destined to CEl/ CE4
transit via edge node PELlL and the L2 flows destined to CE2 transit
vi a edge node PE2. A specific unicast L2 flow never goes to both
peering PEs. Therefore the Aliasing procedure described in

Section 8.4 of [RFC7432] cannot be perforned by PE3. That node
operates in a single-active fashion for each of the unicast L2 fl ows.

The backup path of [RFC7432] Section 8.4 which is also setup for
singl e-active rapid convergence on a per-VLAN basis, is not
appl i cable here. For exanple, in Figure 1, if a failure happens
between CE1 and CE4 the | oop-prevention at the right of CE4 is
rel eased and:

* L2 flows coming from CE3 behind PE3 destined to CE1 still transit
t hrough edge device PEl, and shall not switch to PE2 as a backup
pat h.

* L2 flows destined to CE4 on the other hand, may be backup sw tched
to PE2 transit node.

On PE3, there is no way to know which L2 flow specifically is
affected. During the transition tine, PE3 may flood until unicast
traffic recovers properly.

3.2. Fast-Convergence

3.2.1. Handling of Topol ogy Change Notification (TCN)
In order to address rapid Layer-2 convergence requirement, topol ogy
change notification received fromthe L2GWN protocol s nust be sent

across the EVPN network to performthe equival ent of |egacy L2VPN
renote MAC fl ush.
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The generation of TCN is done differently based on the access
protocol. In the case of G 8032, TCN gets generated in both
directions and thus both of the dual -homng PEs receive it. However,
with (M STP, TCN gets generated only in one direction and thus only a
single PE can receive it. That TCN is propagated to the other
peering PE for local MAC flushing, and rel aying back into the access.

In fact, PEs have no direct visibility on failures happening in the
access network nor on the inpact of those failures over the
connectivity between CE devices. Hence, both peering PEs require to
performa local MAC flush on correspondi ng interfaces.

There are two options to relay the access protocol’s TCN to the
peering PE: in-band or out-of-band nmessaging. The first nmethod is
better for rapid convergence, and requires a dedi cated channe

bet ween peering PEs. An EVPN-VPW5 connecti on MAY be dedi cated for
that purpose, connecting the Untagged ACs of both PEs. The latter
choice relies on the MAC Mobility BGP Extended Community applied to
the Ethernet A-D per EVI route, detailed below It is a slower

met hod but has the advantage of avoi ding a dedi cated channel between
peering PEs.

3.2.2. Propagating L2GW Prot ocol Events

Peering PE in Single Flow Active node, upon receiving notification of
a protocol convergence-event from access (such as TCN), MJST:

* Performa local MAC flush on the access-facing interfaces.

* Send an ARP Probe using procedures in Section 7.2 of [RFC9135] for
all hosts previously locally attached to the AC in single-flow
active node.

The ARP Probes are intended to re-confirmthe host is stil

|l ocally attached, following the convergence-event fromthe access,
or conversely trigger a nobility event frompeering PE. The
probes are sent locally on the specific ACin single-flowactive
nmode on which the TCN was received, from both peering PEs.

* Advertise Ethernet A-D per EVI route along with the MAC Mobility
BGP Ext ended Community, with increnented sequence nunber if
previously advertised, in order to performa renmote MAC flush and
steer L2 traffic to proper peering PE. The sequence nunber is
incremented by one as a flushing indication to renote PEs.

*  Ensure MAC and MAC+I P route re-advertisenent, with increnented
sequence nunber when host reachability is NOT noving to peering
PE. This is to ensure a re-advertisenent of current MAC and NMAC-

I P which may have been flushed renmotely upon MAC Mbility Extended

Burdet, et al. Expires 20 April 2026 [ Page 8]



Internet-Draft EVPN MH for L2- GW Protocol s Cct ober 2025

Conmunity reception. This should happen automatically since
peering PE, receiving TCN fromthe access, perforns | ocal MAC
flush on corresponding interface and will re-learn that | ocal MAC
or MAC+I P from dat apl ane or control -pl ane (ARP/ ND).

* Where an access protocol relies on TCN BPDU propagation to all
partici pant nodes, a dedi cated EVPN VPW5 connecti on MAY be used as
an in-band channel to relay TCN between peering PEs. That
connecti on may be auto-generated or can sinply be configured by
user.

3.2.3. MAC Flush and Invalidation Procedure

The MAC- Fl ush procedure described in [RFC7623] is borrowed, and the
MAC nobi l ity BGP Extended community is signaled along with the
Et hernet A-D per EVI route froma PE in Single-Fl ow Active node.

When MAC Mobility BGP Extended Community is received on the Ethernet
A-D per EVI route, it indicates to all renote PEs that all MAC
addresses associated with that EVI/ESI are "flushed" i.e. nust be
unr esol ved.

Renote PEs, having previously received Ethernet A-D per ES with
Single Flow Active indication froman originating PE, treat the MAC
Mobility indication to sinply invalidate the MAC entries for that
originating PE on an EVI/ESI basis, sinmlar to [RFC7432]'s mass-

wi t hdraw nmechani sm

They remain unresolved until the renpte PE receives a route update
(or withdraw) for those MAC addresses. Note: the MAC nay be re-
advertised by the same PE, but also sonme are expected to have noved
to a multi-hom ng peer, within the sane ESI, due to the L2 protocol’s
action.

The sequence nunber of the MAC Mobility extended conmunity is of

| ocal significance fromthe originating PE, and is not used for
compari son between peering PEs. Rather, it is used to signal via BGP
successi ve MAC Fl ush requests froma given PE per EVI/ESI.

3.2.4. MAC Mobility

When an L2 flow noves to PE2 fromthe PEL L2GW peer, the MAC nmobility
sequence nunber is increnmented to signal to renpte peers that a
"move’ has occurred and the routing tables nust be updated to PE2.
This is required when an Access Protocol is running where the loop is
broken between two CEs in the access and the L2GA, and the host is
no | onger reachable fromthe PEl-side but now fromthe PE2-side of

t he access network.
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Frequent topol ogy changes in the Layer 2 custoner site attached to
the EVPN donmain via an Ethernet-Segnent in Single-FlowActive
redundancy node could result in false detection of a duplicate-MAC
situation described in Section 15.1 of [I-D.ietf-bess-rfc7432bis].

It is RECOVWENDED to tune the configurable Mand N paraneters of the
EVPN MAC Duplication detection in accordance with hold timers of the
Layer 2 Control Protocol to prevent false alarnmns.

3.3. Two-ESI sol ution

An alternative solution which achi eves sone, but not all, of the
requirenents is described here.

On the PE1 and PEZ2,

a. A single-homed (different) non-zero ESI, or zero-ESI, is used for
each PE

b. Wth no renpote Ethernet-Segnent routes received matching | oca
ESI, each PE will be designated forwarder for all the |loca
VLANs;

c. Each L2GWPE will send Ethernet A-D per ES and per EVI routes for
its ESI if non-zero; and

d. Wen the L2GW PEs receive a MAC Fl ush notification (STP TCN
G 8032 nmac-flush, LDP MAC withdrawal etc.), they send an update
of the Ethernet A-D per EVI route with the MAC Mbility extended
community and a hi gher sequence nunber, using the procedure
outlined in Section 3.2.3.

VWhile this solution is feasible, it is considered to fall short of
the requirenents listed in Section 2, nanely for all aspects neant to
achi eve fast-convergence.

3.4. Backwards-conpatibility

An [ RFC7432] - conpliant PE which receives an Ethernet A-D per ES route
with the Single-FlowActive node set in the ESI-flags, and whi ch does
not support or understand this node, SHALL discard the unknown bit
and continue operation using the Aliasing and Backup procedures for
renote All-Active node from Section 8.4 of [RFC7432]. The operator
shoul d understand the usage of single-flowactive |oad-bal anci ng node
else it is highly reconmended to use the two-ESI approach as
described in Section 3.3
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The renote PE3 which does not support Single-Flow Active redundancy
mode as described, will ECMP traffic to peering PE1l and PE2 in the
exanpl e topol ogi es above (Figure 1, Figure 2), per [RFC7432],
Section 8.4 aliasing and | oad-bal ancing rules. PE1 and PE2, which
support the Single-Flow Active redundancy node MJUST setup
redirections towards the PE at which the flowis currently active
(sub-optinmal Layer-2 forwardi ng and sub-optimal Layer-3 routing).

Thus, while PE3 will ECMP (on average) 50% of the traffic to the

i ncorrect PE using [RFC7432] operation, PE1 and PE2 will handle this
gracefully in Single-FlowActive node and redirect across peering
pair of PEs appropriately.

No extra route or information is required for this. The [RFC7432]
and [ RFC9135] route advertisenents are sufficient.

4. EVPN Inter-subnet Forwarding

EVPN Inter-subnet forwardi ng procedures in [RFC9135] works with the
current proposal and does not require any extension. Host routes
continue to be installed at PE3 with a single renote nexthop, no

al i asi ng.

However, the use of a same ESI on both Single-FlowActive L2GW PEs
enabl es:

* the renote PE3 to create two distinct sets of active/backup paths
on a per-flow basis towards each of the peering PEs.

* ARP/ ND synchroni zation procedures which are defined for All-Active
redundancy in [RFC9135]. |In steady-state, on PE2 where a host is
not |ocally-reachable the routing table will reflect PEl as the
destination. However, with ARP/ND synchronization based on a
common ESI, the ARP/ND cache may be pre-populated with the | oca
AC as destination for the host, should an AC failure occur on PElL.

These enhancenents enabl e fast-convergence.

Host noves between PE1 and PE2 Single-Fl ow Active L2GW peers are
handl ed using the MAC nobility procedures in Section 3.2.4.

5. Concl usi on
EVPN Mul ti-Hom ng Mechani smfor Layer-2 Gateway Protocols solves a
true problemdue to the wi de | egacy depl oynent of these access L2GW

protocols in Service Provider networks. The current docunment has the
mai n advantage to be fully conpliant with [RFC7432] and [ RFC9135].

Burdet, et al. Expires 20 April 2026 [ Page 11]



Internet-Draft EVPN MH for L2- GW Protocol s Cct ober 2025

6.

10.

10.

Security Considerations

The sane Security Considerations described in [RFC7432] and [ RFC9135]
remain valid for this docunent.
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| ANA Consi der ati ons

Thi s docunent solicits the allocation of the followi ng value fromthe
"EVPN ESI Multihoming Attributes” registry’s "Multihoned site
redundancy node (RED)" field setup by Section 7.5 of
[1-D.ietf-bess-rfc7432bis].

RED Ml tihoned site redundancy node
10 = Singl e- Fl ow Acti ve

Mul ti homed site redundancy node:

RED = 10: A value of 10 neans that the nmultihoned site is operating
in Single-Flow Active redundancy node.
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