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Abstract

Et hernet Virtual Private Network (EVPN) provides a unified BGP
control plane for both intra- and inter-subnet forwarding wthin
tenant networks. Wen a tenant network spans multiple domains —

i ncludi ng EVPN domai ns as well as domains that use BGP VPN-IP or |IP
address famlies for inter-subnet forwarding — it becones necessary
to define the interworking mechani sns anong t hese BGP dommi ns ( EVPN
VPN-1P, and I P) to ensure seam ess end-to-end tenant connectivity.

In addition, this docunent defines a new BGP Path Attribute, referred
to as D PATH (Donmai n PATH), which provides | oop prevention for

gat eway nodes by protecting agai nst control plane |oops. The

i ntroduction of D-PATH nodifies the BGP best path sel ection process
for Multiprotocol BGP routes of SAFI 128 (I PVPN) and EVPN I P Prefix
routes. As a result, this specification updates the BGP best path
sel ection procedure, but only in the context of |IPVPN and EVPN route
famlies.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 May 2026.
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1. I ntroducti on and Probl em St at ement

EVPN is used as a unified BGP control plane to support both intra-
subnet and inter-subnet forwarding for tenant networks. In

depl oynents where a tenant network spans nultiple domains, sone of
whi ch use EVPN, and others which rely on BGP VPN-I| Pv4/ VPN | Pv6 or

I Pv4/ 1 Pv6 address families for inter-subnet forwarding, it becones
necessary to define interworking procedures to enabl e sean ess end-
to-end tenant connectivity across these heterogeneous donmins.

Thi s docunent specifies procedures for interworking between EVPN and
ot her BGP address famlies, including VPN-IPv4, VPN-IPv6, |Pv4, and
| Pv6, specifically for the purpose of inter-subnet forwarding. It

al so addresses the interconnection of one EVPN donain with another,
focusi ng on the propagati on and handling of EVPN inter-subnet
forwardi ng routes across such donains.

To support |oop prevention in scenari os where redundant gateway

Provi der Edges (PEs) interconnect distinct domains, this
specification introduces a new BGP Path Attribute called the Domain
Path (D-PATH). 1In topol ogies where nultiple gateways connect

domai ns, control plane | oops may occur if routes are redistributed
bet ween domai ns wi t hout proper safeguards. For exanple, if gateway
PE1 inports a VPN-IP route for a given prefix and redistributes it as
an EVPN I P Prefix route into the EVPN domain, and a second gateway PE
(PE2) receives this EVPN route and re-advertises it back into the

| PVPN donmain, a loop may form The D PATH attribute is designed to
prevent such scenarios by providing donain-level |oop detection and
avoi dance.

The D-PATH attribute alters the BGP best path selection logic for

Mul ti protocol BGP routes of SAFI 128 (VPN-1Pv4/1Pv6) and for EVPN I P
Prefix routes. Accordingly, this docunent updates the BGP best path
sel ection procedures specified in [RFC4271], but only in the context
of IPVPN and EVPN families.

EVPN supports the advertisement of |1Pv4 or | Pv6 prefixes through two
route types:

* Route Type 2 - EVPN MAC/ I P Advertisenent route, as defined in
[ RFC9135], supporting host routes (i.e., /32 or /128).

* Route Type 5 - EVPN IP Prefix route, as defined in [ RFC9136].
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When interworking with other BGP address fanilies for inter-subnet
forwarding, the I P prefixes conveyed in these EVPN route types nust
be propagated into corresponding address famlies (e.g., VPN-IP), and
vice versa. Several aspects of this propagation require clarified
procedures, including route selection, |oop prevention, and BGP Path
Attribute handling across AFlI/SAFI boundari es.

Thi s docunent defines the concept of an Interworking PE Section 3,
which is responsible for interconnecting different domains. An
Interworking PE inplenents the followi ng behavior: it inports routes
fromone donain (along with the domai n-specific encapsul ation
paraneters), installs themin an | P-VRF, and reoriginates the routes
with the encapsul ation attributes suitable for the adjacent domain
bef ore advertisement. This reorigination process enables the
solution to operate independently of the transport encapsul ation
mechani snms used within each domain and serves as a service

i nterworking function

The procedures defined herein ensure that tenant inter-subnet
connectivity can be maintai ned across a m x of EVPN and non- EVPN
domai ns, while preventing routing | oops and mai ntai ni ng protocol
consi stency across BGP address fam i es.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Term nol ogy and I nterworki ng PE Conponents

This section sunmarizes the termnology related to the "I nterworking
PE" concept that will be used throughout the rest of the docunent.
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Figure 1: EVPN-IPVPN I nterworking PE
| SF SAFI: the Inter-Subnet Forwarding (ISF) Subsequent Address

Fam |y ldentifier (SAFlI) defines an MP-BGP Sub- Address Fam |y used
to advertise IP prefix reachability for inter-subnet forwarding
within a tenant network. The SAFIs used for |ISF include 1
(applicable only to IPv4 and 1 Pv6 AFIs), 128 (applicable only to
I Pv4 and | Pv6 AFIs), and 70 (EVPN, applicable only to AFl 25).
Thi s docunent uses the follow ng terns interchangeably: |SF SAFI
or BGP IP, ISF SAFI 128 or |IPVPN, |ISF SAFI 70 or EVPN

ISF route: a route for a given prefix, whose | SF SAFl may change
as it transits different domains. BGP IP routes as in [ RFCA760]
[ RFC8950], IPVPN routes as in [ RFC4364], [RFC4659], EVPN I P Prefix
routes as in [RFC9136] or EVPN MAC/ I P Advertisenment routes when
they are programmed within an | P-VRF [ RFC9135], are considered | SF
routes in this docunent.

IP-VRF: an IP Virtual Routing and Forwarding table, as defined in
[ RFC4364]. Route Distinguisher and Route Target(s) are required
properties of an IP-VRF. An IP-VRF is programed with | SF routes.
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* MAC-VRF: a MAC Virtual Routing and Forwarding table, as defined in
[ RFC7432]. A MAC-VRF represents the instantiation of an EVPN
Instance (EVI) on a PE device. Each MAC-VRF is associated with a
uni que Route Distinguisher (RD) and one or nore Route Targets
(RTs), which are required attributes for its operation. These RD
and RT values are typically distinct fromthose used by any
associ ated | P-VRF, when such an IP-VRF is linked to the MAC VRF
through a Bridge Table via an Integrated Routing and Bridgi ng
(IRB) interface.

* BT: a Bridge Table, as defined in [ RFC7432], represents the
instantiation of a Broadcast Donmain on a PE device. Wen an EVI
contains a single Broadcast Donmin, the associ ated MAC- VRF on each
PE includes a single BT. In cases where nultiple Broadcast
Domai ns exi st within the same MAC-VRF, each BT is associated with
a distinct Ethernet Tag. EVPN routes specific to a given BT
i nclude the corresponding Ethernet Tag to indicate the Broadcast
Dormain to which the route pertains.

Exanmple: In Figure 1, MAC-VRF1 has two BTs: BT1 and BT2. Ethernet
Tag x is defined in BTl and Ethernet Tag y in BT2.

* CE: Custonmer Edge device.
* Ethernet Tag: used to represent a Broadcast Domai n.

* EVI: an EVPN i nstance spanning the Provi der Edge devices
participating in that EVPN

* AC. Attachment Circuit or logical interface associated to a given
BT or IP-VRF. To determ ne the AC on which a packet arrived, the
PE wi || exam ne the conbination of a physical port and VLAN tags
(where the VLAN tags can be individual VLAN tags, Qin-Qtags or
ranges of both).

Example: In Figure 1, ACl is associated to BT1l, AC2 to BT2 and AC3
to | P- VRFL.

* |RB: Integrated Routing and Bridging interface. It refers to the
| ogical interface that connects a BT to an IP-VRF and allows to
forward packets with destination in a different subnet.

* MPLS/ NVO tunnel: A tunnel that may be based on either MPLS or a
Network Virtualization Overlay (NVO technology. Such tunnels are
utilized by both MAG-VRFs and | P-VRFs. Regardl ess of the
underlying tunneling technol ogy, the tunnel nmay carry either
Et hernet or |P payloads. MAC-VRFs are restricted to using tunnels
that carry Ethernet payloads - Ethernet NVO Tunnels [ RFC9136] -
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which are typically established via EVPN signaling. In contrast,

I P-VRFs may utilize tunnels carrying Ethernet payl oads - Ethernet
NVO Tunnel s [ RFC9136], signaled via EVPN - or |P payloads - |IP NVO
Tunnel s [ RFC9136], signaled via EVPN or | PVPN nechani sns. | PVPN-
only PE devices support |P-VRFs but do not support sending or
receiving traffic over tunnels carrying Ethernet payl oads.

Exanple: Figure 1 illustrates the use of an MPLS or NVO based
tunnel to transport Ethernet franmes associated with MAC-VRF1. The
PE device identifies the correspondi ng MAC-VRF and BT based on the
EVPN | abel, either an MPLS | abel or a Virtual Network |dentifier
(VNI'), depending on the encapsul ation type. Additionally,

Figure 1 shows two distinct MPLS/ NVO tunnels used by | P-VRF1l: one
tunnel transports Ethernet frames, while the other carries IP
packets. This denonstrates that |IP-VRFs may concurrently utilize
mul tiple tunnel types, depending on the payload and the signaling
mechani sm (EVPN or | PVPN)

* PE: Provider Edge device

* RT-2: Route Type 2 or MAC/IP route, as per [RFC7432].

* RT-5: Route Type 5 or IP Prefix route, as per [RFC9136].
* NVE: Network Virtualization Edge router

* Domain: Two PEs belong to the sane domain if they are attached to
the sane tenant and the packets exchanged between them do not
require a data-path IP lookup (in the tenant space) at any transit
router. A gateway PE is always configured with nmultiple DOVAIN
I Ds. Domain boundaries are not restricted to an Autononpus System
or an IGP instance. The PEs in a domain may reside within the
same or in different Autononous Systens, and a single Autononous
System may al so enconpass nulti ple donmins.

Exanple 1: Figure 2 depicts an exanpl e where Tenant Systens TSl
and TS2 belong to the sanme tenant, and they are located in
different Data Centers that are connected by gateway PEs (see the
gateway PE definition later). These gateway PEs use I PVPN in the
WAN.  When TS1 sends traffic to TS2, the internediate routers
between PE1l and PE2 require a tenant I P lookup in their |P-VRFs so
that the packets can be forwarded. |In this exanple there are
three different domains. The gateway PEs connect the EVPN donains
to the | PVPN domai n.
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* Regul ar Domain: a domain in which a single control plane | SF SAFI
i.e., BG IP, IPVPN or EVPN, is used. A Regular Domain is
composed of regular PEs, see below. In Figure 2 and Figure 3,
above, all donmmins are regul ar donains.

* Conposite Domain: a donain in which multiple control plane |ISF
SAFls, i.e., BGP IP, IPVPN and/or EVPN, are used and which is
composed of regular PEs and conposite PEs, see bel ow

* Regular PEE A PE that is attached to a dommin, either regular or
conposite, and which uses one of the control plane protocols (BGP
I P, 1PVPN or EVPN) operating in the domain.

* Interworking PE: A PE device that is capable of advertising a
given I P prefix using one or nore of the following route types: an
EVPN I nter-Subnet Forwarding (ISF) route, either an EVPN MAC/ I P
Advertisement route or an EVPN I P Prefix route-an | PVPN | SF route,
or a BGP IPISF route. An Interworking PE maintains a single |IP-
VRF per tenant and zero, one, or nore MAC-VRFs per tenant. Each
MAC- VRF may include one or nore Bridge Tables (BTs), and each BT
may be associated with the tenant’s I P-VRF via an |ntegrated
Routing and Bridging (IRB) interface. There are two types of
I nt erwor ki ng PEs:

- Conposite PE
- Gateway PE

These two functions may be inplenented i ndependently on a per-
tenant basis and may al so coexist for the sane tenant on a single
PE.

Exanmpl e: Figure 1 shows an interworking PE of type gateway, where
| SF SAFls 1, 128 and 70 are enabled. |P-VRF1 and MAC-VRF1 are
instantiated on the PE, and together provide inter-subnet
forwarding for the tenant.

* Conposite PE: An Interworking PE device that is connected to a
composite domain and is capable of advertising a given prefix to
multiple types of peers using appropriate route types.
Specifically, a Conposite PE advertises the prefix to an | PVPN
peer using an IPVPN | SF route, to an EVPN peer using an EVPN | SF
route, and to a route reflector using both | PVYPN and EVPN | SF
routes. A Composite PE inplenments the procedures defined in
Section 7.
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Exanpl e: Figure 4 shows an exanple where PE1 is a conposite PE
since PE1 has EVPN and another | SF SAFl enabled to the same route-
reflector, and PEl advertises a given IP prefix IPn/x tw ce, one
usi ng EVPN and anot her one using | SF SAFl 128. PE2 and PE3 are
not conposite PEs.

+-- -+
| PE2|
+---+
N
I nt erwor ki ng | EVPN
PE EVPN \Y
+---+ | PVPN +--+ +--- 4
| PE1] <----> |RR| <---> | PE3|
+---+ +--+ | PVPN +---+

Conposite
Figure 4: Interworking conposite PE exanple

* Gateway PE: An Interworking PE device that connects two or nore
di stinct domains, where each domain may be either a regul ar domain
or a conposite domain. A Gateway PE may establish either |BGP or
EBGP sessions with peers in the connected donains. Depending on
its configuration, the Gateway PE perfornms one of the follow ng
functions:

- Propagates I SF routes using the same | SF SAFl, such as BGP IP
| PVPN, or EVPN, between the connected donains.

- Translates and propagates an | SF route received with one | SF
SAFlI to a donain that uses a different |SF SAFlI. For exanple,
a received EVPN | SF route may be propagated as an | PVPN | SF
route, and vice versa

A Gateway PE follows the procedures defined in Section 8. A
gateway PE is always configured with nultiple DOVAIN-IDs. These
DOVAI N- I Ds are encoded in the D-PATH and are included in | SF SAFI
route advertisenents. The structure and behavi or of the D PATH
attribute are described in Section 4.

Exanple: Figure 5 illustrates an exanple where PE1 is a gateway PE
since the EVPN and | PVPN SAFls are enabl ed on different BGP peers,
and a given local IP prefix IPn/x is sent to both BGP peers for
the sane tenant. PE2 and PEl1 are in one domain and PE3 and PEl
are in another domain.
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4.

I nt erwor ki ng PE
+---+ EVPN  +---+ |PVPN +---+
| PE2| <----> | PEl] <----> | PE3|
+---+ +---+ +---+
Gat eway

Figure 5: Interworking gateway PE exanpl e

* Conposite/ Gateway PE: An Interworking PE device that

simul taneously perfornms the functions of both a Conposite PE and a
Gateway PE. This type of PE is connected to two donai ns: one
regul ar domai n and one conposite domain. |t operates as foll ows:

- Propagates an I SF route received fromthe regular domain into
the conposite domain. Wthin the conposite domain, it perforns
t he behavi or of a Conposite PE

- Propagates an I SF route received fromthe conposite domain into
the regular domain. In the regular domain, the route is
advertised using the | SF SAFlI applicable to that domain.

This functionality is particularly useful in scenarios where a
tenant network spans nultiple donmains using different | SF SAFls
(e.g., BG IP, IPVYPN, and EVPN), and where any-to-any tenant
connectivity is required. |In such deploynents, naintaining
consi stent end-to-end control plane behavior across domains is
desirabl e when feasible.

Domain Path Attribute (D PATH)

The BGP D-PATH attribute is an optional and transitive BGP path
attribute

Simlar to AS PATH, D PATH is conposed of a sequence of Donmin
segnents. Each Donmin segnent is conprised of <domain segnent

| ength, dommi n segnent val ue>, where the domain segnent value is a
sequence of one or nmore Donmains, as illustrated in Figure 6. Each
domain is represented by <DOVAI N-ID: | SF_SAFI _TYPE>.
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Fi gure 6: D PATH Donmi n Segnent

* Domain Segnent Length (length: 1-octet): containing the nunber of
domai ns in the segnent.

*  “Last Domain” refers to the nost recently added Domain, while
“Domain of Origin” refers to the first Domai n added by the gateway
PE that initialized the DDPATH for the I SF route. Miltiple
Domai ns nmay exi st between those Donains.

* DOVAIN-IDis a 6-octet field that represents a domain. It is
conposed of a 4-octet d obal Administrator sub-field and a 2-octet
Local Adm nistrator sub-field. The d obal Adm nistrator sub-field
MAY be filled with an Aut ononous System Nunber (ASN, Public or
Private), an |Pv4 address, or any value that guarantees the
uni queness of the DOVAIN-ID (when the tenant network is connected
to nultiple Operators) and hel ps troubl eshooting and debuggi ng of
D-PATH in ISF routes. The Local Administrator sub-field is any
| ocal 2-octet value, and its allocation or configuration is a
| ocal inplenentation matter. Expressing the G obal Adm nistrator
and Local Adnministrator values as opaque unsigned integers is
RECOMVENDED.

* | SF_SAFI _TYPE is a l-octet field that indicates the Inter-Subnet

Forwardi ng SAFlI type in which a route was received by the gateway
PE, before the route is re-exported by the gateway PE into a
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different domain. The | SF_SAFI_TYPE field is informational and
does not have any inpact on the |oop detection or BGP Path
sel ection procedures. The follow ng types are assigned by this

docunent :
[ el e oo s e
| Value | |SF_SAFI_TYPE |
B oo oo ool
| O | Gateway PE local |SF route |
+------- e i +
| 70 | EVPN |
+------- I T +
| 128 | SAFI 128 |
+------- B T i +
Table 1

The BGP D-PATH attribute is supported on | SF routes of type | PVPN and
EVPN and MJUST NOT be advertised along with routes different from

I PVPN and EVPN routes. By default, the BGP D-PATH attribute is not
adverti sed and MJST be explicitly enabled by configuration on the
Gateway PEs. |n addition, D PATH:

a. ldentifies the sequence of dommins, each identified by a <DOVAI N-
| D: | SF_SAFI _TYPE> t hrough which a given | SF route of type | PVPN
or EVPN has passed.

* This attribute list MAY contain one or nore segnents. Each
segnent’s Domain Segnent Length MUST be equal or greater than
one.

* The first entry in the list (leftnmost) is the <DOVAI N
I D1 SF_SAFI _TYPE> fromwhich a gateway PE i s propagating an
ISF I PVPN or EVPN route. The last entry in the list
(rightnost) is the <DOVAI N-ID: | SF_SAFI _TYPE> from which a
gateway PE received an | SF | PVPN or EVPN route w thout a
D PATH attribute (the Domain of Origin). Internediate entries
inthe list are domains that the I SF | PVPN or EVPN route has
transited.

* As an exanple, an I SF I PVPN or EVPN route received with a
D PATH attri bute contai ning a domain segnment of {length=2,
<6500: 2: | PVPN>, <6500: 1: EVPN>} indicates that the route was
originated in EVPN dormai n 6500: 1, and propagated into |PVPN
domai n 6500: 2.
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* In order to mninize the nunber of segnments in the D PATH
attribute, the | ocal gateway PE prepends its own domain as the
| ast el ement of the domain segnent. |f the act of prepending
a new domai n causes an overflow in the domain segnment (i.e.,
nmore than 255 donmins), the |ocal gateway PE MJUST prepend a
new segnent and prepend its own donmain to this new segnent.

b. Is added/nodified by a gateway PE when propagati ng an update to a
different domain (which runs the sane or different |SF SAFI):

* A gateway PE s | P-VRF, that connects two domains, belongs to
two DOVAIN-1Ds, e.g. 6500:1 for EVPN and 6500: 2 for | PVPN.

*  \Whenever a prefix arrives at a gateway PE in a particular |ISF
SAFI route, if the gateway PE needs to export that prefix to a
BGP peer, the gateway PE MJUST prepend a <DOVAI N-

I D1 SF_SAFI _TYPE> to the list of domains in the D-PATH of the
received route, as long as the gateway PE works in Uniform
Pr opagati on- Mbde, as explained in Section 5.2.

* For instance, consider an |P-VRF configured with DOVAI N-1Ds
6500:1 for EVPN and 6500:2 for IPVPN. If an EVPN route for
prefix Pis received and Pis installed in the | P-VRF, then
the corresponding | PVYPN route for P, when exported to an | PVPN
peer, will include the domain identifier <6500: 1: EVPN>
prepended to the existing D-PATH attribute. Simlarly,
prefixes received in the I P-VRF froman | PVPN peer will be
exported to EVPN peers with the donmain identifier
<6500: 2: | PVPN> appended to the D PATH attri bute.

* |n the above exanple, if the EVPN route is received w thout
D PATH, the gateway PE will add the D PATH attribute with one
segnment {length=1, <6500: 1: EVPN>} when re-advertising to
domai n 6500: 2.

* Wthin the Domain of Origin, the update does not contain a
D PATH attri bute because the update has not passed through a
gat eway PE yet.

c. For alocal ISFroute, i.e., a configured route or a route
| earned froma local attachment circuit, a gateway PE follow ng
this specification has three choices:

1. The gateway PE MAY advertise that |ISF route without a D PATH
attribute into one or nore of its configured domains, in
whi ch case the D-PATH attribute will be added by the other
gateway PEs in each of those donmins.

Rabadan, et al. Expires 25 May 2026 [ Page 14]



I nternet-Draft EVPN and | PVPN | nt er wor ki ng Noverber 2025

d.

2. The gateway PE MAY advertise that ISF route with a D PATH
attribute into one or nore of its configured domains, in
whi ch case the D-PATH attri bute in each copy of the ISF route
is initialized with an I SF_SAFlI _TYPE of 0 and the DOMAIN-1D
of the domain with which the ISF route i s associ at ed.

3. The gateway PE MAY advertise the ISF route with a D PATH
attribute containing a locally configured domain identifier
associated with its local ISF routes into one or nore of its
configured domains. In this case, the D-PATH attribute in
each copy of the ISF route is initialized with an
| SF_SAFI _TYPE value of 0 and the DOVAIN-ID representing the
| ocal | SF domain. The DOVAIN-ID MJUST be gl obally uni que and
MAY be shared across nultiple gateway PEs.

Al though all three options provide mechanisns for detecting
control plane |oops, this third option is RECOMVENDED, as it
conveys additional information about the origin of the route.
Specifically, it allows the receiving PE to identify the
route as having originated froma | ocal gateway, based on the
conbi nation of the DOVAIN-1D and the | SF_SAFI _TYPE val ue.

An | SF route of type I PVPN or EVPN received by a Gateway PE that
i ncludes a D-PATH attri bute containing one or nore DOVAI N-1D

val ues locally associated with the corresponding | P-VRF MJUST be
considered a | ooped | SF route for the purposes of re-
advertisenent into adjacent domains. In such cases:

* The | SF route MUST be flagged as "Il ooped".
* The route MUST NOT be re-exported to any other domain.

* The route MAY be installed in the IP-VRF only if it is
sel ected as the best path according to the procedures defined
in Section 6.

For the purpose of | oop detection, the |ISF_SAFlI _TYPE val ue
associated with a DOVMAIN-1D in the D-PATH attribute is
irrelevant. That is, a route is considered |ooped if it contains
at | east one DOMAIN-1D that matches any | ocal DOVAIN-ID
configured on the Gateway PE, regardl ess of the | SF_SAFl _TYPE

val ue.

Exanmple: In the scenario illustrated in Figure 2, gateway GM
receives two | SF routes for the same prefix associated with TSIl:

* An EVPN IP Prefix route with a next-hop of PELl, and no D PATH
attribute.
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* A SAFl 128 (IPVPN) route with a next-hop of GA2, and a D PATH
attribute containing a single segnment: {length=1,
<6500: 1: EVPN>}, where 6500:1 is assuned to be the DOVAIN-1D
for domain 1, which is local to GA.

Upon receiving the SAFl 128 route, GM identifies 6500:1 as a
locally configured DOVAIN-I1D, and therefore flags the route as
"l ooped”. As a result, GM does not install this route in the
tenant | P-VRF, because the route selection process prefers the
EVPN I P Prefix route (due to its shorter D-PATH attribute, as
specified in Section 6). Loop detection is applied even if the
| SF_SAFI _TYPE value in the D-PATH attribute is unknown to GM or
does not match any SAFlI defined in this specification.

e. A DOVAIN-ID configured on a gateway PE MAY be assigned at either
the peering domain | evel or scoped individually per tenant |P-
VRF.

*  When the DOMAIN-ID is allocated at the peering domain |evel,
it SHALL apply to all tenant |P-VRFs associated with that
domai n.

* \When the DOMAIN-ID is allocated for a specific tenant |P-VRF,
the processing of received D PATH attri butes and their
subsequent propagation SHALL be perforned in the context of
that | P-VRF s DOVAI N-1D.

A per tenant |P-VRF DOMAIN-I1D assignment is particularly useful
in scenarios involving route | eaking. For exanple, consider two
gateway PEs, PEl and PE2, both associated with different tenant
| P-VRFs, denoted as IP-VRF-1 and IP-VRF-2. |If PEl1l advertises |ISF
SAFl routes for IP-VRF-1 with a DOMAIN-I D of 6500:1, and these
routes are received on PE2 and subsequently | eaked fromIP-VRF-1
into | P-VRF-2, the re-advertisenent of the routes from PE2 back
to PE1 in the context of IP-VRF-2 will not be considered | ooped
by PEL. This is because PEl processes the route in the context
of IP-VRF-2, for which DOVAIN-1D 6500:1 is not locally

confi gur ed.

f. The nunmber of dommins encoded in the D-PATH attribute reflects
the nunber of Gateway PEs that the corresponding | SF route update
has traversed. |If a transit Gateway PE performs route |eaking
between two | ocal tenant |IP-VRFs, it MAY prepend a domain segnent
to the D-PATH attribute with an | SF_SAFI _TYPE val ue of 0 when
exporting the | eaked route into an ISF SAFl. In such cases, the
total nunber of domain entries in the D-PATH attribute represents
the nunber of tenant |P-VRFs through which the | SF route update
has propagat ed.
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g. The follow ng error-handling procedures apply to the D PATH Pat h
Attribute:

1.

Rabadan,

A received D-PATH attri bute MJUST be considered mal forned if
it contains a mal forned Donmmi n Segnent.

A Dormai n Segnment MUST be considered mal formed under any of
the follow ng conditions:

* The length of the Dommin Segnent is zero.

* The length of the Domai n Segnent exceeds the remaining
| ength of the enclosing D PATH attri bute.

* Fewer than eight octets remain after the |last successfully
parsed Domai n Segnent .

* The total length of the D-PATH attribute is |less than
ei ght octets.

* Each Domai n Segment consists of a one-octet length field
i ndi cating the nunber of Domains in the segnment, with each
Domai n encoded in seven octets. |If the total |ength of
the Domain Segment (i.e., 1 + 7 x nunber of Domai ns)
exceeds the remaining length of the D-PATH attribute, the
Domai n Segnent is considered mal f or med.

A BGP speaker receiving an UPDATE nessage containing a
mal formed D- PATH attribute SHALL apply the "treat-as-
wi t hdraw' procedure, as specified in [ RFC7606].

Domains within the D-PATH attribute that contain unrecognized
| SF_SAFI _TYPE val ues MAY be accepted and MUST NOT be
consi dered an error.

The D PATH Path Attribute MJST NOT appear nore than once in
the Path Attributes of a given BGP UPDATE nmessage. |If

mul tiple instances of the D-PATH attribute are present, all
instances other than the first MJST be di scarded, and the
UPDATE nessage MUST continue to be processed, as per

[ RFC7606] .
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6. The D-PATH Path Attribute MAY be included only in UPDATE
messages that carry routes of SAFI 128 (IPVPN) or EVPN. It
MUST NOT be included with any other AFI/SAFI conbinations.
If a DDPATH attribute is received in an UPDATE nessage
associ ated with an unsupported AFI/SAFI, the "treat-as-
wi t hdraw' procedure MJST be applied, in accordance with
[ RFC7606] .

h. The use of the D-PATH attribute is restricted to "wall ed garden”
Virtual Private Network (VPN) deploynments. An operator MJST NOT
enabl e the generation of D PATH attributes in conjunction with
I PVPN and/ or EVPN routes if any CE devices connected to a PE
devi ce, belonging to any domain within the VPN, is also connected
to the public Internet.

Furthernore, a gateway PE MUST support the ability to renove the
D PATH attri bute upon route inport and export, as determ ned by
| ocal configuration.

5. BGP Path Attribute Propagation across Donmains

A Gateway PE device, depending on its local configuration, is
required to propagate an | SF route between two domains that utilize
either the sanme or different |SF SAFls. This requires defining how a
Gat eway PE handl es the BGP Path Attributes associated with the | SF
route during such propagation

This section specifies the BGP Path Attribute propagati on behaviors
that a Gateway PE MAY apply when it receives an I SF route with I SF
SAFlI x, installs the route into the relevant |P-VRF, and subsequently
re-advertises the route as an I SF route using | SF SAFl y. The val ues
of ISF SAFI x and SAFI y MAY be the same or different.

5.1. No-Propagati on Mde

The No- Propagati on Mdde is the default operational node for Gateway
PEs when re-exporting |ISF routes fromone donmain into another. In
this node, the Gateway PE re-initializes the BGP Path Attributes
during the propagation of an ISF route, treating it in the sane
manner as a directly connected or locally originated |IP prefix.

This node is suitable for depl oynent scenarios where the source

domai n-for exanple, an EVPN domain is "abstracted" and treated as a
virtual CE, and where renote | PVPN or |P-based PEs do not require the
original EVPN-specific BGP Path Attributes for path sel ection or
policy eval uation
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It is inportant to note that, in No-Propagation Mdde, the D PATH
attribute is not propagated. As a result, redundant Gateway PEs may
be susceptible to routing | oops. Wile such |oops may be mitigated
using routing policies or additional attributes, such as the Route
Oigin extended community [ RFC4360], this approach does not guarantee
detection or prevention of all potential |oop scenarios.

5.2. Uniform Propagati on Mde

I'n Uniform Propagati on Mbde, the Gateway PE retains and propagates a
consi stent set of comonly used BGP Path Attributes when re-
advertising an | SF route between domains. This node is typically
enpl oyed in depl oynents where |IP prefixes are seanlessly distributed
usi ng both EVPN and | PVPN SAFI s.

The foll owi ng normative behavior MJST be foll owed by a Gateway PE
operating in Uniform Propagati on Mde:

1. Upon receiving an | SF route, the gateway PE inports the route
into the associated | P-VRF and stores the original BGP Path
Attributes. When advertising the route into a different domain,
the gateway PE SHOULD propagate only the foll ow ng set of
attributes. Al other Path Attributes SHOULD NOT be propagat ed:

* AS_PATH
* D-PATH (only when advertising | PVPN [ SAFl 128] or EVPN routes)

* | BGP-only attributes (when advertising to | BGP peers):
LOCAL_PREF, ORI G NATOR ID, CLUSTER ID

*  MILTI _EXI T_DI SC ( MED)
* AGP

*  COVMUNI TY, EXTENDED COVMUNI TY, LARCGE_COVMUNI TY, and
WDE_ COWUNITY (as defined in
[I-D.ietf-idr-w de-bgp-comunities]), except where explicitly
excluded in Item 4 bel ow.

2. \Wen re-advertising an I SF route to an | BGP peer, the gateway PE
SHOULD preserve the AS PATH of the original |ISF route wthout
nmodi fi cation. Wen re-advertising to an EBGP peer, the Gateway
PE SHOULD prepend the IP-VRF s ASN to the preserved AS PATH.
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3. Wen propagating an I SF route to | BGP peers, the gateway PE
SHOULD retain IBGP-only attributes (e.g., LOCAL_PREF,
ORI G NATOR I D, CLUSTER ID) fromthe original ISF route. As the
route is re-originated, the gateway PE is not required to perform
the route reflector function described in [ RFC4456].

4. As stated in Item 1, the gateway PE SHOULD preserve the
COVMUNI TY, EXTENDED COVMUNI TY, LARGE_COVMUNI TY, and
W DE COMMUNI TY attributes fromthe original |ISF route. However,
the follow ng Extended Community types SHOULD NOT be propagated::

a. BGP Encapsul ati on Extended Communities, as defined in
[ RFCO012] .

b. Route Target Extended Conmunities. Route Targets MJST NOT be
propagat ed and MJUST be re-initialized when re-advertising the
ISF route into a different domain. The re-initialized Route
Target val ue MAY or MAY NOT match the val ue used in the
original route.

c. Al EVPNspecific Extended Communities.

The Gateway PE SHOULD NOT copy the above Extended Conmunity types
fromthe original ISF route into the re-advertised | SF route.

5. For a given ISF route, only the BGP Path Attributes associ ated
with the best path MAY be propagated when re-advertising the
route into a different domain. |If nmultiple paths are received
for the sanme prefix within the sanme | SF SAFl, the standard BGP
best path sel ection procedure MIST be applied to deternine the
active path and its associated attributes. Even when Equal - Cost
Multi-Path (ECMP) is enabled for the IP-VRF, only the Path
Attributes of the selected best path SHALL be propagat ed.

5.3. Aggregation of Routes and Path Attribute Propagation

I nstead of propagating a high nunber of (host) ISF routes between
domai ns, a gateway PE that receives multiple I SF routes froma domain
MAY choose to propagate a single | SF aggregate route into a different
domain. In this docunent, aggregation is used to conbine the
characteristics of nultiple ISF routes in such way that a single
aggregate | SF route can be propagated to the destination donain.
Aggregation of nultiple I SF routes of one | SF SAFI into an aggregate
ISF route is only done by a gateway PE.

Aggregation on gateway PEs may use either the No-Propagation-Mde or

the Uni form Propagati on- Mode explained in Section 5.1 and
Section 5.2, respectively.
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When usi ng Uni form Propagati on- Mbde, Path Attributes of the sanme type
code MAY be aggregated according to the follow ng rules:

* AS PATH i s aggregated based on the rules in [RFC4271]. The
gateway PEs are not expected to receive AS PATH attributes with
pat h segnments of type AS SET [RFCO9774]. Routes received with
AS PATH attributes including AS SET path segments MUST NOT be
aggr egat ed.

* An | SF aggregate route SHOULD NOT be advertised unless all the
contributing | SF routes have the sane D PATH DOVAI N-| D nenbers,
regardl ess of their order. |If there is at |east one contributing
I SF route that has a different D- PATH DOVAIN-1D, the gateway PE
SHOULD advertise each contributing ISF route with its own D PATH
(prepended with the gateway’ s domain). An inplenmentation MAY
override this behavior, via policy, to advertise an | SF aggregate
route without D-PATH in case the contributing routes did not have
the same D PATH DOVAI N-1 D nenbers

* The Community, Extended Community, Large Community and W de
Conmunity attributes of an aggregated | SF route SHOULD i ncl ude the
union of the corresponding attributes fromall constituent |SF
routes that were aggregated, with the exception of those Extended
Conmunity types explicitly excluded from propagati on as specified
in Section 5. 2.

* For other attributes, rules in [RFC4271] are foll owed.

If the conditions for route aggregation, as specified above, are
satisfied, operators SHOULD consi der enabling aggregation in
environments with | arge-scal e tenant networks where a significant
nunber of host routes are present. This practice is particularly
applicable to deploynments such as | arge-scal e data centers

6. Route Selection Process for |SF Routes

A PE router may receive the same IP prefix via | SF routes with
different |1 SF SAFls, and fromeither the sane or different BGP peers.
Additionally, the same IP prefix (e.g., a host route) may be received
in both an EVPN MAC/ | P Advertisenent route and an EVPN I P Prefix
route. To ensure consistent and determnistic forwarding behavior, a
route selection procedure across all |SF SAFls is required.

The objectives of this route selection process are as foll ows:
* To ensure that all conposite and gateway PEs have a consistent and

determnistic view of the preferred path to reach a given IP
prefi x.
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* To enabl e neani ngful conparison of routes advertised in EVPN and
non- EVPN | SF SAFl s based on comonly used path attributes.

* To support Equal -Cost Multi-Path (ECMP) forwardi ng across EVPN and
non- EVPN | SF SAFI routes, where applicable.

For a given prefix received via one or nore non-EVPN | SF routes, the
standard BGP best path selection procedure, as defined in [ RFC4271],
is applied to determ ne the "non- EVPN best paths.” Simlarly, for a
given prefix received via one or nore EVPN | SF routes, the sane
procedure is applied to determne the "EVPN best paths."

When both EVPN and non-EVPN | SF routes are present for the sane
prefix within a single I P-VRF, the PE MIST performa tie-breaking
sel ection procedure on the union of these best-path sets. The
process treats all candidate | SF routes as equally preferable
initially, then iteratively renoves routes until a single best path
(or a valid ECMP set) remains

6.1. Tie-Breaking and Sel ection Rul es

The sel ection procedure MJUST follow the standard route sel ection
rules defined in [ RFC4271], with the follow ng additional rules and
exceptions applied in the specified order

1. Inmmediately after applying the Local Preference conparison step
from[RFC4271], the PE MJUST renmpve from consideration any routes
that do not have the shortest D PATH attribute. Routes with no
D PATH attribute are considered to have a D-PATH | ength of zero.
This rule MJUST NOT be applied to I SF routes that are not inported
into an | P-VRF.

2. After applying Rule 1, the standard [ RFC4271] sel ection steps
MJUST continue in order

3. If, after the previous steps, one or nore candi date routes renain
and at | east one of themis an EVPN MAC/| P Adverti senent route
(EVPN Route Type 2), then all EVPN IP Prefix routes (EVPN Route
Type 5) MJIST be renoved from consi deration

4. |If ECWP is enabled by policy and the renaining candi date routes
after Steps 1 through 3 include both EVPN and non- EVPN pat hs,
then both paths MJST be retained. |If ECMP is not enabled, and
such a case arises, the EVPN path MJST be sel ected and the non-
EVPN path MUST be renoved from consideration

Rabadan, et al. Expires 25 May 2026 [ Page 22]



I nternet-Draft EVPN and | PVPN | nt er wor ki ng Noverber 2025

Thi s procedure extends the standard BGP best path sel ection behavi or
as specified in [RFC4271] for SAFI 128 and EVPN I P Prefix routes by
i ncorporating D PATH based tie-breaking to prefer routes that
traverse the fewest Gateway PEs or domains. These rules MJUST NOT be
applied to routes received under AFI/SAFI conbi nations other than
SAFI 128 or EVPN;, such routes get a treat-as-w thdraw procedures as
described in Section 4.

6.2. Exanples
Exampl e 1:

PE1 receives three candidate routes for prefix 1P1/32, all eligible
for inmport into I P-VRF-1:

{SAFI =EVPN, RT-2, Local -Pref=100, AS-Path=(100, 200)}
{ SAFI =EVPN, RT-5, Local -Pref=100, AS-Path=(100, 200)}
{ SAFI =128, Local - Pref=100, AS-Pat h=(100, 200)}

Sel ect ed route:

{ SAFI =EVPN, RT-2, Local - Pref=100, AS_PATH=( 100, 200)}

This outconme is due to Step 3, which gives preference to Route Type 2
when both Type 2 and Type 5 EVPN routes exist.

Exampl e 2:

PE1 receives two candidate routes for prefix 1 P2/24, both eligible
for inport into |IP-VRF-1:

{ SAFI =EVPN, RT-5, D PATH=(6500:3:1PVPN), AS-Path=(100, 200), MED=10}
{ SAFI =128, D- PATH=(6500: 1: EVPN, 6500: 2: | PVPN), AS- Pat h=(200), MED=200}

Sel ected route: {SAFI=EVPN, RT-5, D PATH=(6500: 3:1PVPN),
AS PATH=( 100, 200), MED=10}

This result is due to Step 1, which prefers the route with the
shortest D- PATH.

7. Conposite PE Procedures
As described in Section 3, conposite PEs are typically used in tenant

net wor ks where EVPN and | PVPN are both used to provide inter-subnet
forwarding within the sane conposite domain.
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Figure 7 depicts an exanple of a conposite domain, where PEl/ PE2/ PE4
are conposite PEs (they support EVPN and I PVPN | SF SAFlIs on their
peering to the Route Reflector), and PE3 is a regular |IPVPN PE

e +
I
| MPLS | PVPN PE3
| Net wor k R + | P3/ 24
| | PVPN | +------ + +---+
+--- - - S| |1 P-VRF| ------ | CE3|
Conposite PE1l | | #------ + oo+
S + S SRR +
| +oemmm - + | EVPN v |
| | 1 P-VRF| | | PVPN +- -+ |
|+ | ] o< > | RR |
+---+ | e + | +--+ Composite PE4
| CE2| - - - - | MAC- VRF| | A Fommmaaaas + | P4/ 24
R + | EVPN | | EVPN | #------ + | +-- -+
e B + | PVPN | | I PVPN || P-VRF| ----- | CE4|
| | I e >|+ ------ + | +-- -+
I P1/ 24 | | Y R +
+---+ | | S + |
| CE1| --+ +----| S RS + Fomm e e eaaaas +
+-- -+ | | 1 P- VRF|
| | o] ||
| I I + |
R | MAC- VRF| |
| e ]
S S +

Conposite PE2
Figure 7: Conposite PE exanple

In a conposite domain conprising both conposite and regul ar PE
devi ces, the follow ng behaviors apply:

1. Prefix Advertisenment Consistency

Conposite PEs MJUST advertise the sane |IP prefixes using each ISF
SAFI to the Route Reflector (RR). For exanple, as shown in
Figure 7, the prefix IP1/24 is advertised by PEL and PE2 to the
Route Reflector in two separate NLRI entries: one for AFI/ SAFI
1/128 (I PVYPN) and another for EVPN. |If both routes are
advertised with the sane set of BGP Path Attributes, the

recei ving conposite PE will select the EVPN route over the |IPVPN
route, following the route sel ection procedures defined in
Section 6. Wile not required, prioritizing the advertisenment of
the EVPN route before the IPVPN route is an OPTI ONAL
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optinmization. This ensures that the EVPN route is nore likely to
be selected first, avoiding unnecessary replacenment if the |IPVPN
route arrives |ater

2. Route Reflector SAFI-Specific Forwarding Behavi or

The Route Reflector does not forward EVPN routes to peers for

whi ch the EVPN SAFlI is not enabled, and |Iikew se does not forward
I PVPN routes to peers |acking | PYPN SAFl support. For instance,
in Figure 7, the Route Reflector does not forward EVPN routes to
PE3 if the EVPN SAFl is not enabled on its BGP session with PES3.
However, the IPVPN routes are forwarded to all PEs since they al
have | PVPN SAFI enabl ed.

3. 1PVPN PE Route Processing

Regul ar |1 PVPN PEs process and inport |IPVPN routes as specified in
[ RFC4364]. For exanple, PE3 receives only the I PVPN route for
prefix 1 P1/24 and resol ves the BGP next-hop to an MPLS tunne
(with I P payl oad) toward PE1 and/or PE2.

4. Conposite PE Route Sel ection

Conposite PEs MJUST performroute selection for prefixes received
via multiple | SF SAFls, applying the procedures described in
Section 6:

* For exanple, PE4 receives prefix IP1/24 via both an EVPN route
and a non-EVPN | SF route (e.g., an IPVPN route). Route
sel ection is perforned as specified in Section 6.

* |f the EVPN route is selected, PE4 resolves the BGP next-hop
to an MPLS tunnel (which may carry either Ethernet or IP
payl oads) to PELl and/or PE2. As described in Section 3, the
tunnel type used between EVPN PEs depends on the [ RFC9136]
nmodel supported.

* (Other conposite PEs (e.g., PEl and PE2) receiving the same
prefix via both EVPN and | PVPN SAFls nust al so apply the route
sel ection process defined in Section 6
5.  Forwardi ng Behavi or Based on Sel ected Route
Once a route has been selected for a given IP prefix, packet
forwarding MJUST foll ow the forwarding rules associated with the
AFI / SAFI of the selected route.

6. Applicability of EVPN Forwardi ng Enhancements
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8.

I n conposite domains such as the one depicted in Figure 7, the
advanced forwardi ng features provided by EVPN are avail able only
to conposite and EVPN-capable PEs that select an EVPN I P Prefix
route as the best path. These enhancenents are not available to
| PVPN-only PEs. For exanple, if PEl advertises |P1/24 using both
EVPN and | PVPN routes, and the EVPN route is selected as the best
path, only composite PEs such as PE2 and PE4 can | everage EVPN-
specific recursive resolution and forwardi ng nechani sns. | PVPN
PEs, such as PE3, cannot utilize these capabilities.
Consequently, the benefits of EVPN-based indirection and route
resolution in |arge-scal e depl oynents nmay not be avail able
uniformy across all PEs in the network.

Gat eway PE Procedures

As defined in Section 3, a gateway PE is an |Interworking PE that
connects two or nore donmins and facilitates the propagation of |SF
routes between those donains. Typical exanples include data center
gat eway devices that interconnect domains utilizing different |SF
SAFl's, such as EVPN and | PVPN, for the sane tenant network.

The gateway PE procedures specified in this docunent define the
mechani sns required to support |SF route interconnection across such
domai ns. These procedures extend the concept of a gateway PE beyond
the scope of Section 3, which focuses on Layer 2 interconnection, by
provi di ng an anal ogous i nterconnecti on nodel for |SF route exchange
at Layer 3.

The procedures described in this section apply to both of the
foll owi ng scenari os:

* Interconnection between domains utilizing different | SF SAFls
(e.g., EVPN to | PVPN)

* I nterconnection between domains utilizing the same | SF SAFI (e.g.,
EVPN t o EVPN)

Figure 8 provides an illustrative exanple of this nodel, wherein PEl
and PE2 (as well as PE3 and PE4) operate as gateway PEs
i nterconnecting different donmains associated with the sane tenant.
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<----BEVWPN----> R I PVPN- - - - - - - - - > <----BEVWPN---->
6500: 1: EVPN 6500: 2: | PVPN 6500: 3: EVPN
<DOVAI N- | D: | SF_SAFI _TYPE>
o e e e e oo oo +
Gat eway PE1 Gat eway PE3
S - + S - +
R | +------ + | MLStnls |+------ N R +
I | [1P-VRF[ | | [1P-VRF[ | I
PE5 | +------ + | +------ + PE6
[ + N + N + [ +
| 1P-VRF| NVO tnls | | | | NVOtnls |[IP-VRF
I I I [ I I
Fomemm - + R + R + Fomemm - +
| P1/ 24- - > oo + Ho--- - + |
I [ [1P-VRF[ | [ [1P-VRF[ | I
S +o-m - - + | 4------ SR (RS R +
S I + S I +
Gat eway PE2 T + Gat eway PE4
Fommmm - | 1P-VRF| --------- +
I I
+-- - - - - +
PE7

Figure 8. Gateway PE exanpl e

A gateway PE that is enabled for two | SF SAFls, referred to here as
SAFlI x and SAFl y, on the sane |IP-VRF, MJST foll ow the procedures
descri bed bel ow for propagating routes between donmi ns.

.1. Export Conditions

1. A Gateway PE that inports an I SF SAFI x route for prefix P into
an | P-VRF MJUST export P using ISF SAFl y if all of the foll ow ng
conditions are met:

a. The route for Pis installed in the IP-VRF, indicating that
the SAFI x route is well-fornmed, valid, and selected as the
best route.

b. The PE has an active BGP session with a peer supporting SAFI
y, enabled for the sane |P-VRF.

c. Export policy pernmits the advertisement of the route.

d. SAFlI x and SAFlI y are valid ISF SAFls as defined in
Section 3. SAFI x and SAFlI y MAY be the sane.
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8. 2.

Exanple: In Figure 8, Gateway PEs PE1 and PE2 receive an EVPN I P
Prefix route for prefix 1P1/24, install the route in their
respective I P-VRFs, and re-advertise it using SAFl 128 (IPVPN).

A Gateway PE that receives an | SF SAFl x route for prefix Pinto
an | P-VRF MJUST NOT export P using SAFl y under any of the
foll owi ng conditions:

a. The SAFl x route is not well-formed or valid. Criteria for
route validity are defined in the correspondi ng | SF SAFI
specification. For exanple, an EVPN I P Prefix route that
contains both a non-zero EESI and a Gateway | P address is
invalid, as specified in [RFC9136], Section 3.2.

b. The D-PATH attribute of the SAFlI x route includes one or nore
DOVAI N- I D val ues locally configured on the Gateway PE for the
associated IP-VRF. In this case, the route is considered a
| ooped | SF route, as described in Section 4, and MJUST NOT be
exported using SAFI .

Adverti sement Behavi or

If the export conditions are satisfied, the gateway PE MJUST adverti se
prefix P using I SF SAFl y in accordance with the follow ng
procedures:

a.

If Uniform Propagati on Mbde (see Section 5.2) is enabled, the
gateway PE MUST include the D-PATH attri bute when SAFl vy is
either SAFI 128 (1 PVPN) or EVPN. This enables |oop detection at
downstream gat eway PEs.

When propagating an | SF route, the gateway PE MJST prepend a
<DOVAI N- 1 D: | SF_SAFI _TYPE> el eent to the recei ved D PATH
attribute. The DOVAIN-1D reflects the domain fromwhich the
route was received, and the | SF_SAFI _TYPE reflects the SAFI of
the received route.

If the received route does not include a D-PATH attribute, the
gateway PE MUST create and attach a new D PATH attribute
containing a single segnent: the <DOVAI N-1D: | SF_SAFI _TYPE>
corresponding to the received route.
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Exanple: In Figure 8, gateway PEs PE1 and PE2 receive an EVPN I P
Prefix route from PE5 that does not include a D-PATH attri bute.
PE1 and PE2 add Domai n <6500: 1: EVPN> to formthe new D PATH.

Gat eway PEs PE3 and PE4, upon re-advertising the route, prepend
<6500: 2: | PVPN>, resulting in PE6 receiving the route with D PATH
{<6500: 2: | PVPN>, <6500:1: EVPN>}. This information is then used
by PE6 in BGP path sel ection.

b. The gateway PE MAY use the Route Distinguisher (RD) of the |IP-VRF
when re-advertising prefix P via | SF SAFI vy.

c. Label allocation for route advertisenent is an inplenentation-
specific matter. The gateway PE MAY use per-VRF, per-prefix, or
ot her | abel allocation nodel s.

d. The gateway PE MUST support the use of distinct Route Target (RT)
sets per domain on the sane IP-VRF. |f nultiple donains
associated with a tenant use different RT sets, the gateway PE
MUST be capabl e of inporting and exporting routes according to
each domain’s RT configuration

e. Although Figure 8 illustrates a scenario with only two donains
per gateway PE, gateway PEs MAY interconnect nore than two
domai ns.

f. There is no restriction on the nunber of gateway PEs that a given
prefix P may traverse before reaching its destination

g. |If Uniform Propagation Mbde is used for BGP Path Attribute
propagati on, the gateway PE MJST foll ow the procedures defined in
Section 5.2 in addition to the D PATH specific behavior described
initem(a).

h. Informative Note: If prefix Pis originated in an EVPN domai n and
subsequently traverses one or nore non-EVPN | SF SAFl donmins, it
will lose EVPN-specific attributes used for advanced EVPN

procedures. For example, if PEl advertises prefix |IP1/24 al ong
with a non-zero ESI (for recursive resolution to that ESI), the
ESI value will be reset to zero by the tinme the route reaches
PE6, as it passed through an I SF SAFl dommin that is not EVPN
capabl e. Consequently, certain EVPN-specific functionalities may
not be preserved end-to-end.
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9. Interworking Use-Cases

Wi | e network depl oynments involving Interworking PEs may align with
the scenarios described in Section 7 and Section 8, there are cases
where a conbi nation of both gateway PE and conposite PE functionality
is required. Figure 9 illustrates an exanple in which gateway PEs

al so operate as conposite PEs. In such scenarios, the devices nust
not only propagate |SF routes between domai ns, such as between EVPN
and | PVPN SAFls or across multiple EVPN domains, but also
interoperate with IPVPN-only PEs within donmains that include a mx of
conposite and | PVPN-only PEs.

o e e e e e meemeeeaon +
I I
| MPLS | PVPN PE3
| Net wor k Foomao-- - +
| I PVPN | +------ + |
S e > |1 P-VRF| ---TS3
(GWM-conposite) PEL | | +------ + |
Fom e e e oo - + | B S +
| +o-- - - - + | EVPN \; |
| | TP+VRF| | |1PVPN +--+ |
| - | ] o<ee-- > R |
R | | +o- - - - + | +--+ Conposite PE4
| | | MAC+VRF| | A R +
| | +------- + | EVPN | | EVPN | +------ +
+----+ Fom - - + IPVPN | | IPVPN |]|IP-VRF|---TS4
TS1-| NVEL| | R T S S| +------ +
+----+ | Vv S +
| EVPN DC | R + |
| NVO tnl s +--- - F------ R +
| | | 1 P+VRF| |
| | +----] ||
I || +o----- + |
| SR | | MAC+VRF| |
+----- | NVE2| - -------- | +------- + |
+ome -+ oo +
| (GWcomposite) PE2
TS2

Figure 9: Gateway and conposite conbined functions - exanple

In the exanple illustrated, PE1l and PE2 MJUST fol |l ow t he procedures
defined in Section 7 and Section 8. Unlike the scenario described in
Section 8, PEl and PE2 are additionally required to propagate |ISF
routes between EVPN domains (i.e., EVPN-to-EVPN), in addition to
EVPN-to- 1 PVPN propagation. It is inportant to note that PE1L and PE2
will receive the IP prefix associated with TS4 via both | PVPN and
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10.

EVPN I P Prefix routes. Wen re-advertising the selected route to
NVE1l and NVE2, PE1 and PE2 MJST apply the D PATH handling rules and
related attribute processing as described in Section 6 (Route

Sel ection Process).

BGP Error Handling on |nterworking PEs

An Interworking PE, whether operating in a Gateway PE or Composite PE
role, MJST adhere to the follow ng error-handling procedures when
processing | nter-Subnet Forwarding (ISF) routes:

* Any BGP UPDATE nessage for an | SF route that includes a D PATH
Path Attribute MJUST be handl ed in accordance with the error-
handling rules defined in Section 4 of this docunent.

* Al received BG UPDATE nessages for |ISF routes MJUST conformto
the general error-handling procedures specified in [ RFC7606].

* This specification introduces no new error-handling behaviors for
BGP UPDATE messages that contain NLRI and BGP Path Attri butes
defined in other specifications. |Inplenentations SHOULD apply the
rel evant error-handling rules specified for each supported route
type. Applicable references include:

BGP | P routes: [RFCA760], [RFC8950].
I PVPN routes: [RFC4364], [RFC4659] .

EVPN MAC/ | P Advertisenent routes (Route Type 2): [ RFC7432],
[ RFC8365] .

EVPN I P Prefix routes (Route Type 5): [RFC9136].

ISF routes installed in IP-VRFs with SRv6 forwarding:
[ RFC9252] .

If a Gateway PE is configured to propagate BGP Path Attributes for

I SF routes between domains, the procedures specified in Section 5.2
are intended to ensure that receiving BGP speakers do not encounter
UPDATE nessages containing well-fornmed but semantically inappropriate
BGP Path Attributes. However, if a gateway PE incorrectly propagates
such attributes in violation of the procedures in Section 5.2,
receiving PEs MJST apply the error-handling rules defined in the
appl i cabl e specifications for the relevant route type and attribute.

The foll owi ng are exanpl es of such scenarios and their handling:
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11.

If a Gateway PE erroneously propagates the BGP Encapsul ati on

Ext ended Community or the equival ent Encapsul ation TLV in the
Tunnel Encapsul ation Attribute [RFCO012] from one EVPN domain to
anot her, the receiving PE MAY receive two encapsul ation
indications with different values. |In such a case, the PE MUST
foll ow the procedures in [RFC8365], which pernit signaling

mul tiple encapsul ation types. As specified in [RFCI012],
encapsul ati ons carried via the Tunnel Encapsul ation Attribute MJST
be treated as equivalent to those conveyed via the Encapsul ation
Ext ended Community.

If a gateway PE propagates an EVPN Ext ended Comunity from an EVPN
domain into an | PVPN domain, the receiving | PYPN PE MJST ignore
such communities, as their semantics are not applicable to the

| PVPN SAFI

If a gateway PE erroneously propagates a BGP Prefix-SID attribute
contai ning SRv6 Service TLVs [ RFC9252] for an | SF route between
domai ns, and the receiving PE receives multiple SRv6 TLV
instances, it MJST apply the procedures specified in [ RFC9252] for
resolving nmultiple TLVs.

Concl usi on

Thi s docunent defines procedures applicable to PE routers that
process and advertise ISF routes for a given tenant. |In particular,
the follow ng key procedures are specified:

*

A route selection algorithmthat enables a PE to deternministically
sel ect a best path anmpbng candi dates | earned via EVPN and other |SF
SAFI s.

A new BGP Path Attribute, referred to as the Domain Path (D PATH)
attribute, which provides |oop prevention capabilities and conveys
domai n traversal information for a given route.

The rul es governing BGP Path Attribute propagati on across domai ns
to maintain semantic consi stency and enabl e cross-domain route
processi ng.

The operational procedures required on |Interworking PEs that
function as conposite PEs, gateway PEs, or devices supporting both
rol es.
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Col l ectively, these procedures equip operators with the necessary
mechani sms to depl oy scal abl e tenant networks spanning multiple

adm nistrative or routing domains, enmploying different | SF SAFIs for
I P prefix dissem nation while maintaining determnistic forwarding
behavi or and routing | cop protection

Security Considerations

The security considerations outlined in [ RFC9136] and [ RFC4364] are
applicable to this specification

Thi s docunent introduces the D-PATH Path Attribute (Section 4), which
provi des a nechanismfor control-plane | oop prevention when |ISF | PVPN
and EVPN routes are propagated across nultiple domains via Gateway
PEs. Wen configured and supported correctly, the use of the D PATH
attribute hel ps prevent both control -plane and dat a- pl ane | oops.
However, incorrect configuration of DOVAIN-ID val ues or inconsistent
support for D PATH anobng Gateway PEs may result in fal se-positive

| oop detection, traffic discarding, or suboptinal and inconsistent
routing behavior. Furthernmore, as D-PATH is a transitive BGP
attribute, a malicious actor may attenpt to inject incorrect domain

i nformati on that propagates across nmultiple adm nistrative
boundari es.

To mitigate such risks, the use of DDPATH is explicitly restricted to
I PVPN and EVPN routes within "walled garden" Virtual Private

Net wor ks, as specified in Section 4. A PE that conforns to this
specification MIUST renove the D-PATH attribute prior to advertising a
prefix to a CErouter in a SAFl 1 (NLRI used for unicast forwarding)
route. |f a non-upgraded PE that does not support D PATH receives
such a route and is connected to a CE with Internet access, it my
erroneously propagate the D-PATH attribute in a SAFl 1 UPDATE to the
CE. If the CE further propagates the route, the D PATH attribute
could inadvertently escape into the public Internet.

However, the presence of the D-PATH attribute in SAFl 1 routes MJST
NOT i npact BGP best-path selection for those routes and, as such,
cannot introduce routing loops or instability in the Internet.

Addi tionally, BGP speakers beyond the "wall ed garden” that support
D- PATH and receive the attribute in SAFl 1 routes MJST apply the
"treat-as-w thdraw' behavior, as described in Section 4 and
consistent with [ RFC7606] .

As a further safeguard, inplenentations SHOULD enforce |ocal policy
on upgraded PEs to discard any | SF EVPN or I PVPN routes received from
non- upgr aded peers if such routes include a D-PATH attribute, to
prevent uni ntended propagation

Rabadan, et al. Expires 25 May 2026 [ Page 33]



I nternet-Draft EVPN and | PVPN | nt er wor ki ng Noverber 2025

13.

14.

15.

Section 5.2 of this docunment introduces Uniform Propagati on Mde,
whi ch enabl es gateway PEs to propagate a consistent set of BGP Path
Attributes across domai n boundaries. This node enhances operational
visibility by preserving attributes end-to-end along the route path.
However, it also introduces the possibility that an attacker could
inject mal formed or semantically inappropriate, but syntactically
correct, attributes that influence BGP path selection in renpte
domai ns.

To mitigate this risk, an operator MAY choose to depl oy No-
Propagati on Mbde (Section 5.1), wherein BGP Path Attributes are re-
initialized upon domain transition. Wile this linmts attribute-
based attack vectors, it also elinmnates the ability of downstream
PEs to inspect the original set of BGP Path Attributes as intended by
the route originator.

Qperators SHOULD carefully weigh the trade-offs between visibility
and control when selecting the appropriate propagati on node and
ensure that policies are in place to validate attribute contents at
domai n boundari es.

| ANA Consi der ati ons

Thi s docunent defines a new BGP path attribute known as the BGP
Domai n Path (D-PATH) attribute.

| ANA has assigned a new attri bute code type fromthe "BG Path
Attributes" subregistry under the "Border Gateway Protocol (BGP)
Par anet ers" registry:

Path Attribute Val ue Code Ref erence
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