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Abst ract

Thi s docunent describes how Et hernet VPN (EVPN) control plane can be
used with Network Virtualization Overlay over Layer 3 (NVG3) Ceneric
Network Virtualization Encapsul ati on (Geneve) encapsul ation for NVO3
sol utions.

EVPN control plane can also be used by Network Virtualization Edges
(NVEs) to express Geneve tunnel option TLV(s) supported in the
transm ssi on and/or reception of Geneve encapsul ated data packets.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 12 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Network Virtualization over Layer 3 (NVQ3) solutions for network
virtualization in data center (DC) environnent are based on an | P-
based underlay. An NVO3 sol ution provides layer 2 and/or |ayer 3
overlay services for virtual networks enabling multi-tenancy and
wor kl oad nobility.

Thi s docunent describes how the EVPN control plane defined in

[ RFC7432] can signal Geneve encapsul ation type in the BGP Tunne
Encapsul ati on Extended Comunity defined in [ RFC9012]. |In addition,
this document defines how to comuni cate the Geneve tunnel option
types using BGP Tunnel Encapsul ation Attribute sub-TLV. The Geneve
tunnel options are encapsul ated as TLVs after the Geneve base header
in the Geneve packet as described in [ RFC8926].
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[1-D.ietf-nvo3-encap] recommends that a control plane detern ne how
Network Virtualizati on Edges (NVEs) use the Geneve option TLVs when
sendi ng/ recei ving packets. In particular, the control plane

negoti ates the subset of option TLVs supported, their order and the
total nunber of option TLVs allowed in the packets. This negotiation
capability allows, for exanple, interoperability w th hardware-based
NVEs that can process fewer options than software-based NVEs.

This EVPN control plane extension will allow an NVE to express what
Geneve option TLV types it is capable of receiving, or sending over
the Geneve tunnel with its peers.

In the datapath, a transmitting NVE MUST NOT encapsul ate a packet
destined to another NVE with any option TLV(s) the receiving NVE is
not capabl e of processing.

Furt hernore, the docunent defines a new ethernet option TLV to handl e
BUMtraffic, etree root and | eaf indication, and split horizon.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
3. Abbreviations and Term nol ogy
NVO3: Network Virtualization Overlays over Layer 3
Geneve: Generic Network Virtualization Encapsul ation.
NVE: Network Virtualizati on Edge.
VNI : Virtual Network ldentifier.
MAC. Medi a Access Control .
OAM Operations, Admnistration and Mi ntenance.
PE: Provide Edge Node.
CE: Custoner Edge device e.g., host or router or swtch.
EVPN: Et hernet VPN.
ES: Ethernet segnent.

ESI: Ethernet Segnent ldentifier.
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EVI: An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE

4. Geneve extension

Thi s docunent adds an extension to the [RFC8926] encapsul ati on that
is relevant to the operation of EVPN

4.1. Ethernet option TLV

[ RFC8365] descri bes when an ingress NVE uses ingress replication to
fl ood unknown unicast traffic to the egress NVEs, the ingress NVE
needs to indicate to the egress NVE that the Encapsul ated packet is a
BUM packet. This is required to avoid transient packet duplication
in all-active multi-hom ng scenarios. For Geneve, we need a bit for
this purpose.

[ RFC8317] uses an MPLS | abel for leaf indication of BUMtraffic
originated froma leaf attachment circuit (AC) in an ingress NVE so
that the egress NVEs can filter BUMtraffic toward their |eaf ACs.
For Geneve, we need a bit for this purpose.

Al t hough the default nechanismfor split-horizon filtering of BUM
traffic on an Ethernet segnent for |P-based encapsul ati ons such as
VXLAN, GPE, NVGRE, and Geneve, is local-bias as defined in section
8.3.1 of [RFC8365], there can be an incentive to | everage the sane
split-horizon filtering mechani smof [RFC7432] that uses a 20-bit
MPLS | abel so that a) the a single filtering nmechanismis used for

all encapsul ation types and b) the sane PE can participate in a mx
of MPLS and I P encapsul ations. For this purpose a 20-bit |abel field
MAY be defined for Geneve encapsul ation. The support for this | abe
is OPTI ONAL.

If an NVE wants to use |ocal -bias procedure, then it sends the new
option TLV with ESI-I abel =0
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Figure 1: Ethernet Option TLV w thout ESI | abel
If an NVE wants to use ESI-label, then it sends the new option TLV
with a non zero ESI-I abel
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Opti on C ass=FEt her net |C] EVPN-OPTIONIRIRIR Len=0x2 |
R i T i e i i S e S S e S
| BIL|H Rsvd | Source-1D |
e o I e e ol i I T T T S S e e e e i i ol it T R R
Figure 2: Ethernet Option TLV with ESI | abel
Wher e:

- Option Class is set to Ethernet (new Option Cl ass requested to
| ANA)

- Type is set to EVPNNOPTION with value = 0, and C bit nust be set.
- Bbit is set to 1 for BUMtraffic.

- L bit is set to 1 for Leaf-Indication.

- Hbit is set to 1 for Root-Indication.

- Source-1Dis a 24-bit value that encodes the ESI-Iabel val ue
signal ed on the EVPN Aut odi scovery per-ES routes, as described in

[ RFC7432] for multi-homng and [ RFC8317] for |leaf-to-1eaf BUM

filtering. The ESI-Ilabel value is encoded in the high-order 20 bits
of the Source-ID field.
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The egress NVEs that make use of ESIs in the data path because they
have a local nulti-honed ES or support [RFC8317] SHOULD advertise
their Ethernet A-D per-ES routes along with the Geneve tunnel sub-TLV
in addition to the ESI-Iabel Extended Community. The ingress NVE can
then use the Ethernet option-TLV when sendi ng Geneve packets based on
the [RFC7432] and [ RFC8317] procedures. The egress NVE will use the
Source-I1D field in the received packets to nake filtering decisions.

Note that [ RFC8365] nodifies the [RFC7432] split-horizon procedures
for NVGB tunnels using the "local -bias" procedure. "Local-bias"
relies on tunnel |P source address checks (instead of ESI-labels) to
det ermi ne whet her a packet can be forwarded to a | ocal ES

VWil e "l ocal -bias" MJIST be supported al ong with Geneve encapsul ation,
the use of the Ethernet option-TLV is RECOWENDED to fol |l ow t he sane
procedures used by EVPN MPLS

An ingress NVE using ingress replication to flood BUMtraffic MJUST
send B=1 in all the Geneve packets that encapsulate BUM frames. An
egress NVE SHOULD det erm ne whether a received packet encapsul ates a
BUM frame based on the B bit. The use of the B bit is only rel evant
to Geneve packets with Protocol Type 0x6558 (Bridged Ethernet).

5. BGP Extensions
As per [RFC8365] the BGP Encapsul ati on extended comrunity defined in
[ RFC9012] is included with all EVPN routes advertised by an egress
NVE.
Thi s docunent uses the Geneve Encapsul ati on BGP Tunnel Encapsul ation
Type fromthe | ANA BGP Tunnel Encapsul ation Types registry, Value =
19.

5.1. Geneve Tunnel Option Types sub-TLV

The Geneve tunnel option types is a new BGP Tunnel Encapsul ation
Attribute Sub-TLV.
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o m o e e +
| Sub- TLV Type (1 Cctet) |
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| Sub-TLV Length (2 Cctets) |
o m o oo +

Figure 3: Geneve tunnel option types sub-TLV

The Sub-TLV Type field contains a value in the range from 192-252.
To be allocated by | ANA.

Sub- TLV val ue MJUST match exactly the first 4-octets of the option TLV
format. For instance, if we need to signal support for two option
TLVs:

0

0 7
S S S S
| i
+

I

+

B e

Optio

I S S i

6 7 8 8

+- +- +- - +- -+

Option Leg |
+- - +- -+
n Type Length |

B R ol Ol Tk T S S S S e S R R i EIE TR TR

Figure 4: Geneve Option TLVs

An NVE informs its peers which Geneve option TLVs it can receive by
including the first 4 bytes of each option TLV in the Geneve Tunnel
Option Types sub-TLV. The peers MJST send Geneve packets to this NVE
with only the option TLVs that it has specified here, follow ng the
sane order.

The above sub-TLV(s) MAY be included with Ethernet A-D per-ES routes
and MUST NOT be included with other routes.

6. Operation

The followi ng figure shows an exanpl e of an NVO3 depl oynent with
EVPN.
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| NVE1| - - | | | ASBR| | ASBR| | | - -] NVE3
+----+ |IP Fabric|---|] 1 | | 2 ]--|]1P Fabric|] +----+
-+ | +----+ -+ | +----+
| NVE2| - -| I I I I | -- | NVE4|
R . . SR + R + Fom - + oo+
| <------ DC1 ----- > <---- DC2 ------ >|

Figure 5: Data Center Interconnect with ASBR

i BGP sessions are established between NVE1l, NVE2, ASBR1, possibly via
a BGP route-reflector. Simlarly, iBGP sessions are established
bet ween NVE3, NVE4, ASBR2.

eBGP sessions are established among ASBR1 and ASBR2.

Al'l NVEs and ASBRs are enabled for the EVPN SAFlI and exchange EVPN
routes. For inter-AS option B, the ASBRs re-adverti se these routes
with NEXT _HOP attribute set to their | P addresses as per [RFC4271].

NVELl sets the BGP Encapsul ati on extended comunity defined in al
EVPN routes advertised. NVEl1l sets the BGP Tunnel Encapsul ation
Attribute Tunnel Type to Geneve tunnel encapsul ation, and sets the
Tunnel Encapsul ation Attribute Tunnel sub-TLV for the Geneve tunne
option types with all the Geneve option types it can transmt and
receive.

Al'l other NVE(s) |earn what Geneve option types are supported by NVEL
through the EVPN control plane. |In the datapath, NVE2, NVE3 and NVE4
MUST only encapsul ate overlay packets with the Geneve option TLV(S)
that NVElLl is capable of receiving, and in case nore than one option
TLV is being used, they MIST be in the order specified by NVEL.

A PE advertises the BGP Encapsul ati on extended comunity defined in

[ RFC5512] if it supports any of the encapsul ations defined in

[ RFC8365]. A PE advertises the BGP Tunnel Encapsul ation Attribute
defined in [RFC9012] if it supports Geneve encapsul ation, setting the
type to Geneve Encapsul ati on.

7. Security Considerations
The nechanisns in this docunent uses EVPN control plane as defined in

[ RFC7432]. Security considerations described in [ RFC7432] are
equal Iy applicable.
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Thi s docunent uses | P-based tunnel technol ogies to support data plane
transport. Security considerations described in [RFC7432] and in
[ RFC8365] are equally applicable.

8. | ANA Consi derati ons

I ANA is requested to assign a new option class fromthe "Geneve Option C ass"
First Cone First Served ranges registry for the Ethernet option TLV.

Option C ass Description Ref erence

XXXX Et hernet option This docunent

I ANA is requested to assign a new BGP Tunnel Encapsul ation Attribute
Sub-TLV from the BGP Tunnel Encapsul ation Attribute Sub-TLVs
First Cone First Served ranges registry.

BGP Tunnel Attribute Sub-TLV Description Ref erence

XXXX Geneve tunnel option type This docunent
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