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Abstract

Thi s docunent specifies proactive, in-band network | ayer OAM (RFC
9062) mnechani sms to detect |loss of continuity faults that affect

uni cast and nulti-destination paths (used by Broadcast, Unknown

Uni cast, and Miulticast traffic) in an Ethernet VPN (EVPN, RFC

7432bi s) network. The nechani sns specified in this docunent use the
wi dely adopted Bidirectional Forwardi ng Detection (RFC 5880)

pr ot ocol .
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1. Introduction

[ RFC9062] outlines the OAM requirenents of Ethernet VPN (EVPN)
[rfc7432bis]. This docunent specifies mechani sms for proactive fault
detection at the network (overlay) |ayer of EVPN, that is to say

bet ween Provi der Edge (PE) nodes, as shown in Figure 1 taken from

[ RFC9062] and described in Section 2.3 of [RFC9062]. The mechani sns
specified in this docunent use the wi dely adopted Bidirectional
Forwar di ng Detection (BFD, [RFC5880] [RFC5881] [RFC5882] [ RFC5883]
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[ RFC5884]) protocol, which is a |ightweight in-band protocol using
fixed | ength nessages suitable for inplenentation in hardware. Al
these nechani sns are applied as active in-band OAM net hods, i.e.,
specially constructed OAM packets traverse the sane set of |inks and
interfaces receiving the sane forwardi ng behavior as the nonitored
EVPN fl ow. EVPN service restoration nechani sns (redundancy and
recovery/ convergence) are the nost logical clients, in the [ RFC5882]
sense, for BFD sessions specified herein.

+---+ +---+
+- -+ | | +---+ +---+ +---+ | | +- -+
| CE| ----|PE |----] P|----] P|----] P|----|PE|----|CH|
+- -+ | | +---+ +---+ +---+ | | +- -+
+---+ +---+
0------- 0----------- Service OAM ----------- 0------- o]
O----------- Network OAM - ---------- 0
0-------- 0-------- 0-------- 0-------- o Transport OAM
0----o  0----0 O0----0 O0----0 ©0----0 0----0 Link OAM

Figure 1. OAM Layering

EVPN fault detection mechani snms need to consider unicast traffic
separately from Broadcast, Unknown Uni cast, and Milticast (BUM
traffic since they map to different Forwardi ng Equi val ency C asses
(FECs) in EVPN so such traffic may follow di fferent paths. Hence
this docunment specifies different continuity fault detection
mechani sns, depending on the type of traffic and the type of tunnel
used, as follows (see also Section 2.3 of [RFC9062]):

* Using BFD [ RFC5880] for unicast traffic and BUMtraffic via Point
to Point (P2P) and Multipoint to Point (MP2P) tunnels.

* Using BFD Miltipoint [RFC8562] or BFD Multipoint Active Tails
[ RFC8563] [ietf-npls-p2np-bfd] for BUMtraffic via a Point to
Mul tipoint (P2MP) tunnel s.

Packet | oss and packet delay neasurenent are out of scope for this
docunent. See [ietf-bmg-evpntest] for EVPN benchmarki ng gui dance.
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1.1. Termi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
The foll owi ng acronyns are used in this docunent.
BFD - Bidirectional Forwardi ng Detection [ RFC5880]
BUM - Broadcast, Unknown Unicast, and Milti cast
CC - Continuity Check
CE - Custoner Edge
EVlI - EVPN I nstance
EVPN - Ethernet VPN [rfc7432bi s]

FEC

Forwar di ng Equi val ency d ass

LSM

Label Switched Milticast (P2MP)

LSP - Label Swi tched Path

MP2MP - Ml tipoint to Miltipoint

MP2P - Multipoint to Point

MPLS - MultiProtocol Label Swtching

OAM - Operations, Admnistration, and Mi ntenance
P2MP - Point to Miultipoint (LSM

P2P - Point to Point

PE - Provider Edge

VXLAN - Virtual eXtensible Local Area Network [ RFC7348]
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2

Scope of this Docunent

Thi s docunent specifies BFD-based nmechani snms for proactive fault
detection at the Network Layer (as specified in Section 2.3 of

[ RFC9062]) for MPLS based EVPN (as specified in [rfc7432bis]) and
al so for EVPN using VXLAN encapsul ati on [ RFC8365]. Specifically,
thi s docunent covers the follow ng:

* Unicast traffic using Point to Point (P2P) and Miltipoint to Point
(MP2P) tunnel s.

* BUMtraffic using ingress replication via Point to Point (P2P) and
Mul tipoint to Point (MP2P) tunnels.

* BUMtraffic using Point to Miultipoint (P2MP) tunnels (Labe
Switched Multicast (LSM).

* MPLS and VXLAN encapsul ation
Thi s docunment does not di scuss BFD mechani sns for:

* The PBB-EVPN [ RFC7623] EVPN variant. It is intended to address
this in a future docunent.

* EVPN using other encapsul ati ons such as NVGRE or MPLS over GRE
(see Section 5 of [RFC8365]).

* BUMtraffic using MP2MP tunnel s.

Thi s docunent specifies procedures for BFD asynchronous node. BFD
demand node is outside the scope of this specification except as it
is used in [RFC8563]. The use of the BFD Echo function is outside
the scope of this specification

Runni ng BFD at the EVPN Network Layer

The foll owi ng considerations notivated the use of BFD at the network
| ayer of the OAM nodel for EVPN (Section 2.3 of [RFC9062]):

* |n addition to detecting network failures in an EVPN network, BFD
sessions at the network |ayer can be used to nonitor the
successful setup, such as |abel progranm ng, of MP2P and P2MP EVPN
tunnel s transporting Unicast and BUMtraffic. The scope of
reachability detection covers the ingress and the egress EVPN PE
(Provi der Edge) nodes and the network connecting them
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* NMnitoring a representative set of paths or a particular path
anong nultiple paths avail abl e between two EVPN PE nodes coul d be
done by exercising entropy nechani sns such as entropy | abels, when
they are used [ RFC6790], or VXLAN source port nunbers [RFC7348].
However, paths that cannot be realized by entropy variations
cannot be nonitored. The fault nonitoring requirenents outlined
by Section 3.1.1.1 of [RFCI9062] are addressed by the mechani snms
specified in this docunent.

BFD sessions, as described herein, are requested when an EVPN route
is established and the information necessary for the BFD session or
sessions, as specified in Section 4 and Section 5, is avail able.
Data is not sent over the EVPN route until the BFD session or
sessions are in the UP state.

BFD testing between EVPN PE nodes does not guarantee that the EVPN
service is functioning. This can be nonitored at the service |evel,
that is CE (Customer Edge) to CE (Section 2.2 of [RFCO062]) as shown
in Figure 1. For exanple, an egress EVPN PE coul d recogni ze EVPN

| abel i ng received and correctly process BFD packets but switch data
to incorrect interfaces. However, BFD testing in the EVPN Network
Layer does provide additional confidence that data transported using
those tunnels will reach the expected egress node.

When BFD testing in the EVPN overlay fails, that can be used as an

i ndi cation of a Loss-of-Connectivity defect in the EVPN underlay that
woul d cause EVPN service failure; however, normally continuity
checking at | ower layers (the transport / link layers) SHOULD be done
to detect underlay failures as this permits better |ocalization of
failures. Continuity testing at each |layer SHOULD, if possible, be
configured to detect failures nore rapidly than at higher layers, for
exanple with shorter BFD tiners, for the foll owi ng reasons:

* To facilitate repair, it is best to localize the area of a failure
to as snmall an area as practical, which is best done by | ower
layers. |If the failure is detected at a broader, higher |ayer
area, while that detection can be reported, it may nask nore
| ocalized | ower |ayer failure detections.

* |f lower layer failure detection is coupled with autonmatic | ower
| ayer path repair, premature detection at a higher |ayer may be a
false detection in that the lower |layer fault was in the process
of being repaired.
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4.

Fault Detection for Unicast Traffic

The nmechani sns specified in BFD for MPLS LSPs [ RFC5884] [ RFC7726] and
BFD for VXLAN [ RFC8971] are, except as otherw se provided herein,
applied to test loss of continuity for unicast EVPN traffic. This

i ncludes the foll owing provision of [RFC5884]:

| Note that once the BFD session for the MPLS LSP is UP, either end
| of the BFD session MJUST NOT change the source |IP address and the
| local discrimnator values of the BFD Control packets it

| generates, unless it first brings down the session

The MPLS control plane can be verified against the data pl ane as
specified in [RFC8029]. When the discrimnators required for de-

mul ti pl exi ng the BFD sessions are not otherw se avail able, for
exanpl e by configuration, they can be advertised through BGP using
the BFD Di scrimnator Attribute [RFC9026]. Discrininators are needed
for MPLS since the | abel stack does not contain enough information to
identify the sender of the packet.

The usage of different MPLS entropy | abels [ RFC6790] or different
VXLAN source ports takes care of the requirenent to nonitor various
pat hs of the multi-path provider network. Each unique realizable
pat h between the participating PE nodes MAY be nonitored separately
when such entropy is used. At |east one path of nulti-path
connectivity between two PE nodes MJUST be tracked with BFD, but in
that case the granularity of fault-detection will be coarser

To support unicast fault nmanagenent with BFD packets sent to a PE
node, that PE node MJST all ocate or be configured with a BFD

di scrim nator to be used as Your Discrininator (Section 4.1 of

[ RFC5880]) in the BFD nessages to it. By default, a PE node
advertises this discrimnator with BGP using the BFD Di scrini nat or
Attribute [ RFC9026] with BFD Mbde TBD2 in an EVPN Et her net

Aut odi scovery Route [rfc7432bis] or MAC/IP Advertisenment Route as
long as it advertises it in at least one route. |t extracts its
peer’s discrimnator fromsuch an attribute. However, these

di scrim nators MAY be exchanged out-of-band or through some ot her
mechani sm out si de the scope of this docunent.

Once a PE node knows a unicast route and discrimnator for another PE
node and is configured to do so, it endeavors to bring UP and

mai ntain a BFD session to that other PE node. The BFD session is
brought down if a PE node is no |longer configured to maintain it or

if aroute and discrimnator are no | onger avail able.
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5

5

1.

Fault Detection for BUM Traffic

Section 5.1 bel ow di scusses BUMtraffic fault detection for P2P and
MP2P tunnel s using ingress replication and Section 5.2 discusses such
fault detection for P2MP tunnels. |In both cases the follow ng

provi sion of [RFC5884] applies:

| Note that once the BFD session for the MPLS LSP is UP, either end
| of the BFD session MJUST NOT change the source |IP address and the
| local discrimnator values of the BFD Control packets it

| generates, unless it first brings down the session

I ngress Replication

Ingress replication (see Section 11 of [rfc7432bis]) uses separate
P2P or MP2P tunnels for transporting BUMtraffic fromthe ingress PE
(head) to a set of one or nore egress PEs (tails). The fault

det ection nmechani sm specified by this docunent takes advantage of the
fact that the head nmakes a uni que copy for each tail.

Anot her key aspect to be considered in EVPN is the advertisenment of
the Inclusive Miulticast Ethernet Tag Route (see Section 7.3 of
[rfc7432bis]). The BUMtraffic flows froma head node to a
particular tail only after the head receives such an inclusive

mul ticast route fromthe tail. This route contains the BUM EVPN MPLS
| abel (downstream all ocated) corresponding to the MP2P tunnel for
MPLS encapsul ati on and contains the | P address of the PE originating
the inclusive nmulticast route for use in VXLAN encapsulation. It

al so contains a BFD Discrimnator Attribute [RFC9026] w th BFD Mde
TBD2 giving the BFD discrimnator that will be used by the tai
unless this informati on has been otherwi se distributed. This is the
P2P nmode BFD Di scrimnator Attribute since a P2P BFD session is used
in both the P2P and MP2P cases with ingress replication

There MAY exist multiple BFD sessions between a head PE and an

i ndividual tail due to (1) the usage of MPLS entropy |abels [RFC6790]
or VXLAN source port nunmbers for an inclusive nulticast FEC and (2)
due to multiple MP2P tunnels indicated by different tail |abels for
MPLS or different |IP addresses for VXLAN encapsulation. |If a PE node
is configured to do so, once it knows a nulticast route and
discrimnator for another PE npde it endeavors to bring UP and

mai ntain a BFD session to that other PE node. The BFD session is
brought down if a PE node is no longer configured to maintain it or
if aroute and discrimnator are no | onger avail abl e.
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5.2. P2MP Tunnel s (Label Switched Milticast)

Fault detection for BUMtraffic distributed using a P2MP tunnel uses
BFD Mul tipoint Active Tails [RFC8563] in one of the three nethods
provi ding head notification. Wich nethod is used depends on the

| ocal configuration. Sections 5.2.2 and 5.2.3 of [RFC8563] describe
two of these nethods ("Head Notification and Tail Solicitation with
Mul tipoint Polling" and "Head Notification with Conposite Polling").
The third method ("Head Notification without Polling") is touched on
in Section 5.2.1 of [RFC8563] and fully specified in [ietf-npls-p2nmp-
bfd]. Al these three nodes assune the existence of a unicast return
path fromeach tail to the head. |In addition, Head Notification with
Conposite Polling assunes a head to tail unicast path disjoint from
the path used by the P2MP tunnel

The BUM traffic flows froma head node to the tails after the head
transmts an Inclusive Milticast Tag Route [rfc7432bis] if |ocal
configuration so directs. This route contains the BUM EVPN MPLS

| abel (upstream allocated) corresponding to the P2MP tunnel for MPLS
encapsul ation. The route also includes a BFD Discrimnator Attribute
[ RFC9026] with the BFD Mbde set to 1 and a Source | P Address TLV,

whi ch gives the address associated with the MiultiPoint Head of the
P2MP session. This BFD discrimnator advertised by the head in the
Inclusive Miulticast route or otherwi se configured at or communi cated
to a tail MJST be used in any reverse BFD control nessage as Your

Di scrimnator so the head can determne the tail of which P2MP BFD
session is responding. If a PE node is configured to do so, once a
PE knows a P2MP nulticast route and the needed discrimnators, it
brings UP and mai ntains a P2MP BFD active tails session to the tails.
The BFD session is brought down if a PE node is no |onger configured
to maintain it or the nmulticast route and discrininators are no

| onger avail abl e.

For MPLS encapsul ation of the head to tails BFD, Label Swtched

Multicast is used. For VXLAN encapsulation, BFD is delivered to the

tails through underlay multicast using an outer multicast |IP address.
6. BFD Packet Encapsul ati on

The foll owi ng subsections describe the MPLS and VXLAN encapsul ati ons
of BFD for EVPN network |ayer fault managenent:
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6.1. MPLS Encapsul ation

Thi s section describes use of the Generic Associ ated Channel Labe
(GAL, [RFC5586]) for BFD encapsul ation in MPLS-based EVPN network

| ayer fault nmanagenent. Since the use of BFD specified in this
docunent is encapsul ated between PEs, it is treated as single hop and
uses the single hop BFD port nunber [RFC5881].

6.1.1. Unicast MPLS Encapsul ation

As shown in Figure 2, the packet contains the following |abels in the
order given: LSP |abel (transport), optionally an entropy |abel, the
EVPN Uni cast | abel, and then the Generic Associ ated Channel | abe

with the GACh type set to TBDL. The G ACh payl oad of the packet
MJST contain the destination L2 header (in overlay space) foll owed by
the I P header that encapsul ates the BFD packet. The source MAC
address of the inner packet can be used to validate the <EVI, MAC> in
the receiving node.

* The destination MAC address MJST be the dedi cated uni cast MAC TBD4
(see Section 8) or the MAC address of the destinati on PE node.

*  The destination | P address MUST be 127.0.0.1/32 for |Pv4 or
::1/128 for |1 Pv6 [ RFC6890] .

* The destination UDP port number MJST be 3784 [ RFC5881].

* The source UDP port nunber MJST be in the range 49152 through
65535.

* The discrimnator values for BFD are obtained as di scussed in
Section 4.

* | Pv4 TTL or IPv6 Hop Limt MJUST be set to 255 according to
[ RFC5082] .
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entropy | abel indicator

+ -

+ (optional) MPLS Label Stack

: entropy | abel : |

o mm e e e e e e e e e e e memmao-- + |

| EVPN Uni cast | abel | |

o mm e e e e e e a— oo oo + |

| Generic Assoc. Channel Label | |

o m oo TR

| ACH word, Type TBDl no TLVs |

o mm e e e e e e e e e e e memmao-- F o e e e mm s aaaaoo

| Destinati on MAC Address | | |

+ S + | |

|  TBD3 I I I I

L + + L2 Header |

| Sour ce MAC Address | | |

Fom e e e oo - Fom e e e oo - + | |

| 1 P4/ 6 Ethertype| | |

S S +  e--e-- - |

/ / |

/ | Pv4/ 6 Header / G ACh Payl oad

/ / |

o mm e e e e e e e e e e e memmao-- + |

| | |
UDP Header + |

I I I

e + |

I I I

+ BFD Control Packet + |

/ / |

/.. B R

Fi gure 2: MPLS Uni cast Encapsul ation
6.1.2. MPLS Ingress Replication

When ingress replication is used for BUMtraffic, a packet contains
the following labels in the order given: LSP | abel (transport),
optionally an entropy |abel, the BUMI abel, and the split horizon

| abel [rfc7432bis] (where applicable). The G ACh type is set to
TBD1. The G ACh payl oad of the packet is as described in

Section 6.1.1 except that the destination MAC address, if not that of
the destination PE node, is the dedicated nmulticast MAC TBDS3.
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6.1.3. MPLS LSM (Label Switched Milticast, P2MP)

VWhen Label Switched Multicast is used for BUMtraffic, the

encapsul ation is the sane as in Section 6.1.2 for ingress replication
except that the transport |abel identifies the P2MP tunnel, in effect
the set of tail PEs, rather than identifying a single destination PE
at the end of an MP2P tunnel

6.2. VXLAN Encapsul ation

Thi s section describes the use of the VXLAN [ RFC7348] [ RFC8365] for
BFD encapsul ation in VXLAN based EVPN fault nanagenent.

6.2.1. Unicast VXLAN Encapsul ation

Fi gure 3 bel ow shows the uni cast VXLAN encapsul ation on the wire on
an Ethernet link. The outer and inner |P headers have a uni cast
source and destination |IP address, both IPv4 or both IPv6 in each
header, that are the addresses of the PE nodes that are the BFD
message source and destination. The source port nunber MAY be varied
as a source of entropy. |If the BFD source has multiple |IP addresses,
whet her multiple I Pv4d addresses, nmultiple | Pv6 addresses, or a

m xture thereof, entropy MAY be further obtained by using any of
those addresses assuming the destination has a sanme version |IP
address and the source is prepared for responses directed to the IP
addr ess used.

* The outer destination UDP port nunber MJST be 4789 [ RFC7348].
* The inner destination UDP port nunmber MJST be 3784 [ RFC5881].

* The outer and inner source UDP port nunbers MUST each be in the
range 49152 through 65535.

*  The inner destination MAC nunber MUST be the MAC address of the

destination PE or the dedicated uni cast BFD over VXLAN address
00- 00- 5E- 00-52-02 (see [RFCB8971]).
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6

6

8.

8.

2.2. VXLAN Ingress Replication

When VXLAN encapsul ated ingress replication is used, the BFD packet
construction is as given in Section 6.2.1 except as foll ows:

1. The destination |P address used by the BFD nessage source is that
advertised by the destination PE in its Inclusive Milticast EVPN
route for the MP2P tunnel in question; and

2. The Your BFD discrimnator used is the one advertised by the BFD
destination using BGP as discussed in Section 5.1 for the MP2P
t unnel

3. The destination MAC address, if not that of the destination PE
node, is the dedicated nulticast BFD over VXLAN MAC address TBDb5.

2.3. VXLAN P2MP

When VXLAN head-to-tails (P2MP) is used, the encapsulation is as
given in Section 6.2.2 except as foll ows:

1. The nulticast destination | P address used is that correspondi ng
to the VXLAN VNI .

2. The Your BFD discrimnator is the value distributed for this
mul ticast fault management purpose as discussed in Section 5. 2.

Scal ability Considerations

The nechani sns specified by this docunment could affect the packet

|l oad on the network and its el enents especially when supporting
configurations involving a | arge nunber of EVIs. The option of
decreasing or increasing BFD timer values can be used by an

adm nistrator or a network nmanagenent entity to naintain the overhead
incurred due to fault nonitoring at an acceptabl e |evel

I ANA Consi derations
The following | ANA Actions are requested.
1. Pseudowi re Associ ated Channel Type

I ANA is requested to assign a channel type fromthe "Pseudow re
Associ at ed Channel Types" registry in [ RFC4385] as foll ows.

Val ue Descri ption Ref erence

TBD1 BFD- EVPN OAM [t his docunent]
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8.

8.

10.

Go

2. BFD Discrimnator Attribute Mde

I ANA is requested to assign a value fromthe I ETF Review range in the
BFD Mode sub-registry on the Border Gateway Protocol Paraneters
Regi stry web page as foll ows:

Val ue Descri ption Ref erence

TBD2 P2P BFD Sessi on [this docunent]
3. MAC Addresses

I ANA is requested to assign parallel nulticast and uni cast MAC
addresses under the 1 ANA QU [0x01005E900101 and 0x00005E900101
suggested] as foll ows:

I ANA Mul ticast 48-bit MAC Addresses
Addr ess Usage Ref erence

TBD3 EVPN Network Layer QAM [this document]

I ANA Uni cast 48-bit MAC Addresses
Addr ess Usage Ref erence

TBD4 EVPN Network Layer OQAM [this docunent]

I ANA is requested to assign a nmulticast MAC address under the | ANA
QU [ 00-00-0E-90-00-04 suggested] as foll ows:

I ANA Mul ticast 48-bit MAC Addresses
Addr ess Usage Ref er ence

TBD5 Mul ticast BFD over VXLAN [this docunent]
Security Considerations

Security considerations discussed in [RFC5880], [RFC5883], and

[ RFC8029] apply.

MPLS security considerations [ RFC5920] apply to BFD Control packets
encapsul ated in a MPLS | abel stack. When BFD Control packets are
routed, the authentication considerations discussed in [ RFC5883]
shoul d be foll owed.

VXLAN BFD security considerations in [RFC8971] apply to BFD packets
encapsul ated in VXLAN.

Nor mat i ve Ref erences
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