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Abstract

An EVPN (Et hernet VPNs) provides an extensible and flexible

mul ti hom ng VPN sol ution over an MPLS/IP network for intra-subnet
connectivity anong Tenant Systens and End Devi ces that can be
physi cal or virtual

EVPN nmultihoming with Integrated Routing and Bridging (IRB) is one of
the conmon depl oynent scenarios. Sone depl oynents requires the
capability to have nultiple subnets designated with nmultiple VLAN I Ds
in the single broadcast domain

EVPN t echnol ogy defines three different types of service interface
whi ch serve different requirenents but none of them address the
requi renent of supporting multiple subnets within a single broadcast

domain. In this docunment, we define a new service interface type to
support multiple subnets in the single broadcast domain. Service
interface proposed in this docunent will be applicable to multihom ng

cases only.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] and
RFC 8174 [ RFC8174].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

EVPN based All-Active multihomng is becom ng the basic building

bl ock for providing redundancy in next generation data center

depl oynents as well as service provider access/aggregati on networKk.
For EVPN | RB node, there are depl oynents which expect to be able to
support multiple subnets within a single broadcast donmain. Each
subnet would be differentiated by VLAN. Thus, a single IRB interface
can still serve nultiple subnets.

Motivation behind such depl oynents are

1. Manageability: The support to have nultiple subnets using a
singl e broadcast donmain requires only one broadcast domain and
one IRB for "N' subnets conpare to the "N' broadcast domain and
"N'" IRB interface to manage.

2. Sinmplicity: It avoids extra configuration by configuring VLAN
Range with single BD and I RB as conpared to individual VLAN, BD
and | RB interface per subnet.

[ RFC7432] defines three types of service interface. None of them
provide flexibility to achieve nmultiple subnets within a single
broadcast domain. The different types of service interface from
[ RFC7432] are:

1. VLAN-Based Service Interface: Wth this service interface, an
EVPN i nstance consists of only a single broadcast donmain (e.g., a
single VLAN). Therefore, there is a one-to-one mappi ng between a
VID on this interface and a MAC VRF.
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2. VLAN Bundl e Service Interface: Wth this service interface, an
EVPN i nstance corresponds to nultiple broadcast domains (e.g.,
mul tiple VLANS); however, only a single bridge table is
mai nt ai ned per MAC-VRF, which neans nultiple VLANs share the sane
bridge table. The MPLS-encapsul ated frames MJST renai n tagged
with the originating VID. Tag translation is NOT pernmitted. The
Et hernet Tag IDin all EVPN routes MJST be set to O.

3. VLAN- Aware Bundl e Service Interface: Wth this service interface,
an EVPN i nstance consists of nultiple broadcast domains (e.g.,
multiple VLANs) with each VLAN having its own bridge table --
i.e., multiple bridge tables (one per VLAN) are nmintained by a
si ngl e MAC- VRF correspondi ng to the EVPN instance.

Fromthe definition, it seens |ike VLAN Bundle Service Interface does
provide flexibility to support multiple subnets within a single
broadcast domain. However, the requirenment is to have nultiple
subnets fromsanme ES on nultihoming Al-Active node; that would not
wor k. For example, lets take the case fromFigure 1 where PEl |earns
MAC of H1 on VLAN 1 (subnet S1). PEl originates EVPN MAC route, as
per [ RFC7432], where the Ethernet Tag would be set to 0. [Incom ng
packets fromthe IRB interface, at PE2, are untagged packets. PE2
does not have any associated AC informati on from EVPN MAC routes
advertised by PEl. PE2 can not forward traffic that is destined to
H1.

Thi s docunent specifies an extension to existing service interface
types defined in [RFC7432] and defines AC-aware Bundling service
interface. AC-aware Bundling service interface would provide a
mechani smto have multiple subnets in the single broadcast donain.
This extension is applicable only for nultihomed EVPN PEs.
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Figure 1: EVPN topol ogy with nul

ti homi ng and non mul ti hom ng PE

Fi gure 1 shows sanpl e EVPN t opol ogy where PE1 and PE2 are mnul ti honed
PEs. PE3 is renote PE participating in the same EVPN i nstance (EVI-
1). It illustrates four subnets S1, S2, S3, and S4 where nunerica
val ue provi des associ ated VLAN i nformation
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1.

1.

1.

2.

Problem Wth Uni cast MAC Rout e

In Figure 1, BD-1 has multiple subnets where each subnet is

di stinguished by VLAN 1, 2,3 and 4. PE1l | earns MAC address MAC-1
from AC associated with subnet S1. PEl uses MAC route to advertise
MAC-1 presence to PE PEs. As per [RFC7432] MAC route advertisenent
from PE1 does not carry any context providing information about MAC
address association with AC. Wen PE2 receives the MAC route with
MAC-2, it can not determ ne the AC associated with this MAC

Since PE2 could not bind MAC-1 with the correct AC when it receives
data traffic destined for MAC-1, it does not know the destination AC
since nmultiple bridge ports have the sanme ESI assignnent.

Problem Wth Milticast Route Synchronization

[ RFC9251] defines nechanismto synchronize multicast routes between
mul ti hone PEs. In the above case, if the receiver behind Sl sends

| GWP nenbership request, CE could hash it to either of the PEs. When
a multicast route is originated, it does not contain any AC
information. Once it reaches peer PE, it does not have any

i nformati on about which subnet this | GVW nenbership request bel ongs.
Simlarly to the unicast traffic problem the incom ng nmulticast
traffic fromI|RB cannot be forwarded to the proper AC.

3. Potential Security Concern Caused By M sconfiguration

In the case of a single subnet per broadcast domain, there is a
potential case of security issue. For exanple, PEl has BD1
configured with VLAN-1 and mul ti hone PE PE2 has BDl configured with
VLAN-2. Each of the | GW nenbership requests on PEL woul d be
synchroni zed to PE2 and PE2 woul d process multicast routes and start
forwarding nulticast traffic on VLAN-2, which was not intended.
Again, a simlar issue can potentially be seen with unicast traffic.

Ter mi nol ogy
* AC. Attachnment circuit.

* BD: broadcast domain. As per [RFC7432], an EVI consists of a
single or multiple BDs. 1In case of VLAN bundle and VLAN based
service nodels (see [RFC7432]), a BDis equivalent to an EVI. In
the case of the VLAN aware bundl e service nodel, an EVI contains
multiple BDs. Also, in this docunent, BD and subnet are
equi val ent terns.
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3.

1.

BD Route Target: refers to the broadcast domain assigned to Route
Target [RFC4364]. |In the case of the VLAN-aware bundl e service
nmodel , all the BD instances in the MAC- VRF share the same Route
Tar get .

BT: Bridge Table. The instantiation of a BD in a MAC-VRF, as per
[ RFC7432] .

Et hernet A-D route: Ethernet Auto-Di scovery (A-D) route, as per
[ RFC7432] .

EVI: EVPN | nstance spanning the NVE/ PE devices that are
participating on that EVPN, as per [RFC7432].

EVPN: Ethernet Virtual Private Networks, as per [RFC7432].

IRB: Integrated Routing and Bridging interface. It connects an
IP-VRF to a BD (or subnet).

MAC- VRF: A Virtual Routing and Forwardi ng Tabl e for Media Access
Control (MAC) addresses on an NVE/ PE, as per [RFC7432]. A MAC VRF
is also an instantiation of an EVI in an NVE/ PE.

PE: Provi der edge device hosting EVPN instance

RT-2: EVPN route type 2, i.e., MAC/ IP advertisenent route, as
defined in [ RFC7432].

RT-5: EVPN route type 5, i.e., IP Prefix route. As defined in
Section 3 of [RFC9136].

VLAN: The usage of VLAN refers to the 802.1Q or 802. 1AD t ag.
(S, GQ: Milticast nmenbership request for source S and group G

Thi s docunent al so assunes familiarity with the terninol ogy of
[ RFC7432], [ RFC8365], [ RFC7365].

Requi renent s

A new service interface represents an attachnment-circuit where
multiple VLANs are configured. Each of these VLANs is
represented by a different ACID (ldentifier) under a single
br oadcast domai n.

Service interface MJST be applicable to nmultihonmed PEs only.
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3. Service interface MJUST have an Et hernet-Segnment identifier
assi gnnent .

4. New service interface handling procedures MJST be backward
conpatible with inplenentati on procedures defined in [ RFC7432].

5. New service interface MJST support EVPN nulticast routes defined
in [ RFC9251] too.

4. Solution Description

4.1. Control Plane Qperation

4.1.1. MAC/IP Address Advertisenent

4.1.1.1. Local Unicast MAC Learning
Section 9.1 of [RFC7432] describes different nmechanismto |learn
Uni cast MAC address locally. At those PEs where AC aware bundling is
supported, the MAC address is learned along with VLAN associated with
AC.
MAC/ | P adverti senent route construction follows the nechani sm defined
in section 9.2.1 of [RFC7432]. An Attachment Circuit Extended
Conmunity (Section 6.1) MJST be attached to EVPN Route Type 2.

4.1.1.2. Renpte Unicast MAC Learning
Presence of Attachnent G rcuit Extended Conmunity (Section 6.1) MJST
be ignored by non multihomi ng PEs. Renote PE (non-nultihomed PE)
MUST process MAC route as defined in [ RFC7432].
Mul ti homi ng PE MUST process Attachnment Circuit Extended Community
(Section 6.1) to associate the renote MAC address with the
appropriate AC.
From Figure 1, PE2 receives MAC route for MAG-1. It MJST get an AC
ID fromthe Attachnent G rcuit Extended Community (Section 6.1) in
Rout e Type 2 and associate the MAC address with the specific subnet.

4.1.2. Milticast Route Advertisenment
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4.1.2.1. Local Miulticast State

VWhen a local multihomed PE in a given broadcast donmain receives | GW
menbership request on local AC, it MJST synchronize nulticast state
by originating nulticast route defined in [RFC9251]. Wen Service
interface is AC aware it MJST attach Attachnent Circuit Extended
Comunity (Section 6.1) along with the nulticast route. For exanple
in Figure 1 when H2 sends | GW nenbership requests for (S, G, and CE
hashed it to one of the PEs. Lets say PEl received an | GW
menbership request. PEL MJUST originate nmulticast route to

synchroni ze nmulticast state with PE2. Milticast route MJST contain
Attachment Circuit Extended Community (Section 6.1) along with

mul ticast route.

PE1 MJUST originate multicast route updates for any subsequent |GW
menber shi p requests under sane or different subnet attaching adequate
Attachnment Circuit |ID Extended Comunity (Section 6.1).

4.1.2.2. Renote Multicast State

If multi homed PE receives a renpte nulticast route on the broadcast
domain for a given ES, route MJST be progranmed to the correct
subnet. Subnet information MJUST be extracted from Attachment Circuit
Ext ended Community. That value maps to the VLAN of a |local AC where
the multicast route is associated with.

4.2. Data Plane QOperation
4.2.1. Unicast Forwarding

Packet received from CE MJUST foll ow the sane procedure as defined in
Section 13.1 of [RFC7432].

Unknown Uni cast packets froma Renote PE MUST foll ow the procedure as
per Section 13.2.1 of [RFC7432].

Known uni cast Received on a renote PE MJUST follow the procedure as
per [ RFC7432] section 13.2.2. In Figure 1, if PE3 receives a known
uni cast packet for destination MAC MAC-1, it MJST follow the
procedure defined in Section 13.2.2 of [RFC7432].

If destination MAC | ookup is perfornmed on a known uni cast packet,
destination MAC | ookup MJST provi de VLAN and | ocal AC infornation.
For exanple, if PE2 receives a unicast packet that is destined to
MAC-1 (packet m ght be coming fromIRB or renote PE with EVPN
tunnel ), destination MAC | ookup on PE2 MUST provi de an outgoing port
al ong with associ ated VLAN val ue.
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4.2.2. Milticast Forwarding

Multicast traffic fromCE and renmote PE MJUST fol |l ow the procedure
defined in [ RFC7432].

Multicast traffic received fromIRB interface or EVPN tunnel, route
| ookup woul d be perfornmed based on | GW snooping state and traffic
woul d be forwarded to the appropriate AC.

5. Ms-configuration Across Miltihom ng PEs

If there is msconfiguration of VLAN or VLAN range across nultihom ng
PEs, the same MAC address or | GVWP nenbership requests woul d be

|l earned with different VLANs per broadcast domain. This is detected
by a received Route having an ESI which is local, but an Attachnent
Circuit 1D which does not match any Normalized VID in the |oca

bri dge domain (or vice-versa)

In this case, an Error nessage MJST be thrown for the operator to
make configuration changes. Furthernore, the errored MAC route MJUST
be i gnored.

6. BGP Encoding

Thi s docunent defines a new BGP Extended Conmunity for EVPN and
updat es several existing Extended Communities.

6.1. Attachnent G rcuit Extended Conmunity

A new BGP Extended Community called Attachnent G rcuit | D Extended
Comunity is introduced. This new extended comunity is a transitive
ext ended community with the Type field of 0x06 (EVPN) and the Sub-
Type of OXOE. It is advertised along with EVPN MAC/ | P Adverti senent
Route (Route Type 2) per [RFC7432] for AC- Aware Bundling Service
Interface. It may al so be advertised along with EVPN Miulticast Route
(Route Type 7 and 8) as per [RFC9251]. Cenerically speaking, the new
ext ended community MUST be attached to any routes that require
specific VLAN identification

The Attachment Circuit Extended Community is encoded as an 8-octet
val ue as foll ows:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type=0x06 | Sub- Type=0x0E | I nstance (2 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| Attachnent Circuit 1D (4 octets) |
I S i o T s S S S e s s T
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Figure 2: Attachnent Circuit Extended Conmunity

The Attachment Circuit IDfield represents a Nornmalized VID, the
val ue of which is derived using the sane nethod as in [ RFC9744].

The Instance field is used to uniqueley identify an Attachnent
Crcuit Extended Community when multiple instances are attached to a
same route. Wien only a single instance is present on a route, this
field is set to O.

6.2. Miltiple Instances of Attachment Circuit Extended Conmunity

The procedures described in this docunent are backwards conpati bl e
with [ RFC7432] VLAN- aware bundling node since the Ethernet Tag ID
field remains intact. This, however, may present a drawback: AC
Awar e Bundl e use-cases may result in nmultiple ACs being represented
by a single EVPN route.

For instance with nulticast, the same (S,G nay be used over
different subnets like S1-S4 in interface ESI-100 of Figure 1. In
that case, the same Route-Type 7 MJST carry multiple Attachnent
Circuit Extended Comunities, one instance per attachment circuit /
VLAN.

Similarly for unicast MAC addresses MAC-1, MAC-2 in subnets S1-S4 of
same interface ESI-100 in Figure 1, separate Route Type 2 will be
advertised with Attachnent G rcuit Extended Conmmunity according to
this docunent.

In both cases, a single Ethernet A-D per EVI Route Type 1 is
adverti sed.

It may al so happen that the nunber of VLANis fairly large, and
multiple routes with different BGP Route Distinguishers may be
necessary to carry the required anount of Extended Comuniti es.

These additional Route Distinguishers or functionality inplenented in
concurrent specifications updating Ethernet-AD per EVI behavi our not
bei ng defined for AC-Aware Bundling, add conplexity to the overal
solution and inplenmentation. The follow ng subsections address this
for known docunents and provide future-|looking guidance for AC- Aware
Bundl i ng support.
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6.2.1. Updating Ethernet Tag Field

To remedy the possible | arge nunmber of VLAN or uni queness issues
correlating nmultiple Attachnent Crcuit Extended Community instances,
the Attachment Circuit | D MAY be set to OxFFFF_FFFF, which does not
correspond to a valid Nornalized VID.

That value tells peer PE that the Attachment Gircuit IDis carried as
part of the Ethernet Tag ID field of the route. Since the key of
such an EVPN route is now unique, multiple Attachment Circuit

Ext ended Communities per route is no |longer required. This however
poses backward-conpatibility and interoperability issues with renote
PE(s) expecting a zero Ethernet Tag I D and/or with VLAN Aware Bundl e
Service Interface Section 6.3 of [RFC7432].

6.2.2. Layer 2 Attributes

The use of the EVPN Layer 2 Attributes Extended Comunity ("L2-Attr")
for bridge domains is instroduced in [I-D.ietf-bess-rfc7432bis],
specifically with the intent of signaling Primary and Backup states
in the Control Flags field. The extended conmunity is added to

Et hernet A-D per EVI routes.

When nmultiple ACs / VLAN are present, DF-Election nay result in
different Primary (P) and Backup (B) states for each subinterface.
When this is the case, supporting for ACAware Bundling is achieved
by adding nultiple L2-Attr Extended Comrunities on the Ethernet A-D
per EVI route, each with a unique Instance. To associate this
L2-Attr with a specific AC, Attachnent Crcuit Extended Comrunities
are al so added each with a corresponding value in their Instance
field(s)

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type=0x06 | Sub-Type=0x04 | Control Flags (2 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| L2 MIU (2 octets) | I nstance (2 octets) |

e T S S e e T S S S S S S S S T

Figure 3: Updated EVPN Layer 2 Attributes Extended Community
6.2.3. AC Influenced Designated Forwarder Election

[ RFC8584] defines procedures for peering PEs to signal AC-Influenced
DF election and the desire to use ACDF with the rest of the PEs in
the ES. The procedure defined further relies on wthdrawi ng (or not
advertising) the Ethernet-AD per EVI corresponding to an ACin failed
or msconfigured state.

When nmultiple attachnment circuit / VLAN are present, each individual
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AC may be miconfigured (missing) or in failed state. The Attachnent
Crcuit Extended Comunity in Ethernet A-D per EVI routes is of
general i zed assistance, allowing to conpare lists of local AC/ VLAN
Normal i zed VIDs to those received in renpte routes with a sane ESI
(peer). A PE which receives an Ethernet A-D per EVI route without
the Attachrment Circuit ID corresponding to its local Nornmalized VID
may assume the peer has misconfigured this subnet / VLAN or the AC
has failed and perform AC-I nfl uenced DF el ection for that AC as if
the Ethernet A-D had been wi t hdrawn.

6. 2. 4. EVPN Fast Reroute

[1-D.ietf-bess-evpn-fast-reroute] defines procedures for peering PEs
to signal reroute labels with special disposition attributes in order
to support a fast reroute machcnismfor traffic | oss avoi dance on
failure(s).

These reroute | abels may be allocated at the bridge or at the AC
granularity. Allocation at the bridge granulartity poses no problem
for AC-Aware Bundling and the Instance field nay remain O (sane val ue
as previously Reserved=0).

However, to support AC allocation granularity and AC Aware Bundl i ng,
the ESI Label Extended Community is updated to include an |Instance
field for correlation against a specific Attachnent Circuit Extended
Comunity. The Attachnent Circuit 1D fromthe extended comunity
with matchign Instance identifies the specific AC for which the
reroute label is intended to be installed.

01234567890123456789012345678901
B T S i S S S S it SN SRR DR S
Type=0x06 | Sub-Type=0x01 | Flags(1l octet)] I nstance -~
T i T i i I i S S S
(2 octets) | ESI Label (3 octets) |
i T o T i e S S S i S e S

+

I
+-
+

Fi gure 4: Updated ESI Label Extended Community
6.2.5. Forward-Looking Statenent

Generical ly speaking, any new use-case requiring a new or updated

Ext ended Community where information pertaining to multiple ACs is to
be included in a single EVPN route, MJST contain or be updated to
include a 2 octet Instance field. An Attachment Circuit Extended
Conmunity MJST be included for each AC, with the sane uni que value in
its Instance field for denultiplexing information onto the correct
AC.
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7. Security Considerations

The sane Security Considerations described in [RFC7432] are valid for
t hi s docunent.

8. | ANA Consi derati ons

| ANA has made the followi ng assignnent in the "EVPN Extended
Conmuni ty Sub- Types" registry set up by [ RFC7153].

[ sl Sl eyl Sl —p———(——
| Sub-Type Val ue | Nane | Reference |
[ ool s s e e g
| OxOE | Attachment Circuit | This |
| | Extended Conmunity | document |
I I I i I R F-- - - - +

Table 1
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